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CRYPTOGRAPHIC COMBINER USING TWO 
SEQUENTIAL NON-ASSOCIATIVE 

OPERATIONS 

THE FIELD OF THE INVENTION 

The present invention generally relates to cryptosystems, 
and more particularly relates to private-key stream cipher 
cryptosystems Which combine a keystream With plaintext to 
encrypt the plaintext into ciphertext and combine the cipher 
text With a keystream to decipher the ciphertext into plain 
text. 

BACKGROUND OF THE INVENTION 

Cryptosystems perform cryptography to transform plain 
text into ciphertext so that only an authorized receiver can 
transform the ciphertext back into the original plaintext. 
Encryption or enciphering is the process that transforms 
plaintext into ciphertext. Decryption or deciphering is the 
process that transforms ciphertext into plaintext. 
A parameter called an encryption key is employed by a 

cryptosystem to prevent the plaintext from being easily 
revealed by an unauthorized person. A sender transforms a 
given plaintext into one of a large variety of possible 
ciphertexts selected by the speci?c encryption key. A 
receiver of the ciphertext deciphers the ciphertext by 
employing a parameter referred to as a decryption key. In a 
public-key cryptosystem, the encryption key is made public 
While the decryption key is kept secret. Therefore, in public 
key cryptosystems, the decryption key must be computa 
tionally infeasible to deduce from the encryption key. In a 
private-key cryptosystem, the sender and the receiver typi 
cally share a common key that is used for both enciphering 
and deciphering. In such a private-key cryptosystem, the 
common key is alterable and must be kept secret. 

Private-key cryptosystems are typically implemented as 
block cipher cryptosystems or stream cipher cryptosystems. 
Block cipher cryptosystems divide the plaintext into blocks 
and encipher each block independently using a stateless 
transform. In block cipher cryptosystems, if one ?xed com 
mon private-key is employed to encipher different occur 
rences of a particular plaintext block, all of these occur 
rences are encrypted into identical corresponding ciphertext 
blocks. Therefore, the block siZe is preferably selected to be 
large enough to frustrate attacks from a cryptanalyst, Which 
analyZes the occurrence frequencies of various patterns 
among the ciphertext blocks. Example block siZes are 64 bits 
and 128 bits. 

In stream cipher cryptosystems, the plaintext is typically 
encrypted on a bit-by-bit or Word-by-Word basis using a 
stateful transform that evolves as the encryption progresses. 
In encrypting the plaintext binary data sequence for trans 
mission as a ciphertext binary data sequence, the common 
private-key is a parameter that typically controls a pseudo 
random number generator to create a long sequence of 
binary data referred to as a keystream. The stream cipher 
cryptosystem includes a cryptographic combiner, Which 
combines the keystream With the plaintext sequence. The 
cryptographic combiner is typically implemented With 
exclusive-or (XOR) bit-Wise logic gates, Which perform 
bit-Wise modulo-2 addition. The cryptographic combiner 
produces the ciphertext. At the receiver, the common pri 
vate-key controls a receiver pseudo-random number genera 
tor to produce a decryption keystream. The decryption 
keystream is combined With a decryption combiner to 
decrypt the ciphertext to provide the plaintext to the receiver. 
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2 
One problem With stream cipher cryptosystems is the 

dif?culty of generating a long, statistically uniform, and 
unpredictable sequence of binary data in the keystream from 
a short and random key. Such sequences are desirable in the 
keystream in cryptography to make it impossible, given a 
reasonable segment of its data and sufficient computer 
resources, to ?nd out more about the sequences. Because of 
the difficulty in producing sequences that are completely 
unpredictable, it is desirable to have a combiner that reveals 
as little as possible about the keystream to an adversary 
having knoWledge of the plaintext corresponding to some 
ciphertext (a so called “knoWn plaintext attack”). 

There are four general requirements for cryptographically 
secure keystream pseudo-random number generators. First, 
the period of a keystream must be large enough to accom 
modate the length of the transmitted message. Second, the 
keystream output bits must have good statistical properties 
(eg values are uniformly distributed). Third, the keystream 
output bits must be easy to generate. Fourth, the keystream 
output bits must be hard to predict. For example, given the 
pseudo -random number generator and the ?rst N output bits, 
a(0), a(1), . . . , a(N-l), it should be computationally 
infeasible to predict the (N+l)’h bit a(N) in a sequence With 
better than a 50-50 chance. In otherWords, a cryptanalyst 
should not be able to generate other forWard bits or back 
Ward bits if presented With a given portion of the keystream 
output sequence. 
The receiver decryption combiner operation must be the 

inverse of the sender encryption combiner. The most com 
mon combiner operation is bit-Wise XOR. One problem With 
the XOR combiner operation is that, if some or all of the 
plaintext of a message is knoWn, the knoWn plaintext can be 
combined With the associated ciphertext to reveal all or part 
of the keystream. This could enable one to read other 
messages sent under the same key, or to forge ciphertext 
messages that Will decrypt to Whatever plaintext is desired 
by an adversary. A second problem With the XOR combiner 
operation is that an accidental double encryption causes all 
of the plaintext to become visible. Another problem With the 
XOR combiner operation is that tWo ciphertexts using the 
same key can be XORed together by a cryptanalyst to 
eliminate the keystream and leave the XOR of tWo plain 
texts. The loW entropy of languages, such as the English 
language, alloWs for the XOR of tWo plaintexts to be 
resolved into its tWo original plaintext messages. Further 
more, if the keystream period is smaller than a message, this 
type of cryptanalysis also can be performed by dividing a 
ciphertext message into portions the siZe of the keystream 
and XORing the portions together to eliminate the key 
stream and leave the XOR of the plaintext portions. 
Another problem With the XOR combiner operation is 

that it alloWs an adversary to manipulate the contents of the 
message With only trivial information about its structure. If 
an adversary Wants to change some bit(s) in the received 
plaintext, all that need be done is to intercept the ciphertext 
message, invert the ciphertext bit(s) corresponding to the 
plaintext bit(s) the adversary Wants to change, and then send 
the message on to the receiver. The only knoWledge that an 
adversary needs is the location Within the message of the 
bit(s) to be changed. 

Similar problems as those discussed above exist in all 
linear combiners, although typically not as severe as in an 
XOR combiner. Some very complex cryptographic combin 
ers solve some of the above-problems. These very complex 
cryptographic combiners are, hoWever, quite expensive in 
terms of time and/or hardWare resources. One example 
cryptographic combiner in this very complex category is a 
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permutation table combiner. The permutation table is 
required to have a table the siZe of the plaintext alphabet. For 
example, if the plaintext unit siZe is 32 bits, the permutation 
table needs to be 16 gigabytes. On the other hand, if the 
plaintext unit siZe is 8 bits, the permutation table siZe is only 
required to be 256 bytes, but encrypting 8 bit plaintext units 
is typically 4 times sloWer than using 32 bit plaintext units. 
In addition, the smaller plaintext unit siZe limits the amount 
of plaintext diffusion. Plaintext diffusion means that plain 
teXt bits can affect the encryption of other plaintext bits. 
Di?‘usion is desirable because it makes cryptanalysis more 
dif?cult. The XOR combiner operation has no plaintext 
diffusion. 

For reasons stated above and for other reasons presented 
in greater detail in the Description of the Preferred Embodi 
ments section of the present speci?cation, a cryptographic 
combiner is desired for stream cipher cryptosystems Wherein 
knoWn plaintext can not be combined With associated 
ciphertext to reveal the keystream, and Wherein accidental 
double encryption does not remove the keystream from the 
combined output bits. In addition, there is a need for a 
cryptographic combiner Where the same keystream cannot 
be used to combine tWo ciphertext to eliminate the key 
stream and leave the combiner operation of the tWo original 
plaintext messages. Such a desired cryptographic combiner 
should be relatively inexpensive in time and hardWare 
resources. 

SUMMARY OF THE INVENTION 

The present invention provides a stream cipher crypto 
system including a keystream generator receiving a key and 
providing a keystream. The stream cipher cryptosystem also 
includes a cryptographic combiner receiving a ?rst binary 
data sequence and the keystream. The cryptographic com 
biner performs tWo sequential non-associative operations on 
the ?rst binary data sequence and the keystream to provide 
a second binary data sequence. 

In encryption operations, the cryptographic combiner is 
an encryption combiner and the ?rst binary data sequence is 
a plaintext binary data sequence and the second binary data 
sequence is a ciphertext binary data sequence. In decryption 
operations, the cryptographic combiner is a decryption com 
biner and the ?rst binary data sequence is a ciphertext binary 
data sequence and the second binary data sequence is a 
plaintext binary data sequence. 

In one embodiment, the tWo sequential non-associative 
operations are integer addition and XOR. In another 
embodiment, the tWo sequential non-:§associative opera 
tions are integer subtraction and XOR. Other embodiments 
employ other non-associative operations, including modular 
multiplication and XOR, inverse modular multiplication and 
XOR, rotate right and XOR, and rotate left and XOR. 

In one form of the present invention, a stream cipher 
cryptosystem includes an encryption pseudo-random num 
ber generator receiving a key and providing an encryption 
keystream. An encryption combiner receives a ?rst plaintext 
binary data sequence and the encryption keystream. The 
encryption combiner performs a ?rst set of tWo non-asso 
ciative operations on the ?rst plaintext binary data sequence 
and the encryption keystream to provide a ciphertext binary 
data sequence. A decryption pseudo-random number gen 
erator receives the key and provides a decryption keystream. 
A decryption combiner receives the ciphertext binary data 
sequence and the decryption keystream. The decryption 
combiner performs a second set of tWo non-associative 
operations on the ciphertext binary data sequence and the 
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4 
decryption keystream to provide a second plaintext binary 
data sequence substantially similar to the ?rst plaintext 
binary data sequence. In this form of the present invention, 
each operation in the second set is the inverse of an 
operation in the ?rst set and the operations in the second set 
are performed in the reverse order of the operation in the ?rst 
set. 

The stream cipher cryptosystem according to the present 
invention includes a cryptographic combiner using tWo 
sequential non-associative operations Wherein knoWn plain 
teXt can not be combined With associated ciphertext to reveal 
the keystream, and Wherein accidental double encryption 
does not remove the keystream from the combined output 
bits. In the cryptographic combiner operation according to 
the present invention, combining tWo ciphertexts does not 
eliminate the keystream and leave a combination of the tWo 
original plaintext messages. Nevertheless, the cryptographic 
combiner operation according to the present invention 
requires a minimal increase of resources over conventional 
XOR and other linear combiner operations. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of a cryptosystem according to 
the present invention. 

FIG. 2 is one embodiment of a cryptosystem’s combiners 
according to the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

In the folloWing detailed description of the preferred 
embodiments, reference is made to the accompanying draW 
ings, Which form a part hereof, and in Which is shoWn by 
Way of illustration speci?c embodiments in Which the inven 
tion may be practiced. It is to be understood that other 
embodiments may be utiliZed and structural or logical 
changes may be made Without departing from the scope of 
the present invention. The folloWing detailed description, 
therefore, is not to be taken in a limiting sense, and the scope 
of the present invention is de?ned by the appended claims. 
A private-key stream cipher cryptosystem according to 

the present invention is illustrated generally at 20 in FIG. 1 
in block diagram form. Stream cipher cryptosystem 20 
includes a sender 22, such as a computer system, and a 
receiver 42, such as a computer system. 

Sender 22 includes a pseudo -random number generator 24 
and an encryption combiner 26. Pseudo-random number 
generator 24 receives a private-key 32, Which controls 
pseudo-random number generator 24 to produce an encryp 
tion keystream 28 to be provided to encryption combiner 26. 
In the embodiment illustrated in FIG. 1, an initialiZation 
vector 34 is also provided to pseudo-random number gen 
erator 24 to ensure that encryption keystream 28 is not the 
same even if the same private-key 32 is used to control 
pseudo-random number generator 24 for multiple messages. 
InitialiZation vector 34 can be embodied as a sequence 
number to ensure that every message that is encrypted is 
slightly different. 

Plaintext 30 is also provided to encryption combiner 26. 
Plaintext 30 is a binary data sequence. Encryption combiner 
26 combines plaintext 30 and encryption keystream 28 to 
form ciphertext 36, Which is also a binary data sequence. 

Receiver 42 includes pseudo-random number generator 
44 and decryption combiner 46. Pseudo-random number 
generator 44 receives private-key 32', Which is the same 
private-key as the private-key 32. Pseudo-random number 
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generator 44 is controlled by private-key 32' to produce 
keystream 48, Which is provided to decryption combiner 46. 
In the embodiment illustrated in FIG. 1, an initialization 
vector 34', Which is the same initialization vector as initial 
ization vector 34, is provided to pseudo-random number 
generator 44 to ensure that decryption keystream 48 is 
identical to encryption keystream 28 for a given private key 
32/32‘ and initialization vector 34/34'. 

Decryption combiner 46 receives ciphertext 36 and com 
bines ciphertext 36 With decryption keystream 48 to produce 
plaintext 30', Which is a binary data sequence that substan 
tially matches plaintext 30. 

There are many knoWn pseudo-random number genera 
tors that are suitable for pseudo-random number generator 
24 and pseudo-random number generator 44. As mentioned 
in the Background of the Invention section of the present 
speci?cation, pseudo-random number generators 24 and 44 
should have the folloWing general characteristics to produce 
cryptographically secure keystreams 28 and 48. First, the 
period of a keystream must be large enough to accommodate 
the length of the transmitted message. Second, the key 
stream output bits must be easy to generate. Third, the 
keystream output bits must be hard to predict. 
One embodiment of a portion of a cryptosystem according 

to the present invention is illustrated generally at 120 in FIG. 
2. Cryptosystem 120 includes a pair of cryptographic com 
biners 126 and 146, each con?gured to perform tWo sequen 
tial non-associative operations. Combiner 126 performs ?rst 
encryption operation 126A and then second encryption 
operation 126B. Combiner 146 performs ?rst decryption 
operation 146A and then second decryption operation 146B. 
In one embodiment, encryption combiner 126 performs an 
integer addition operation, Which is represented by second 
encryption operation 126B, and an XOR operation, Which is 
represented by ?rst encryption operation 126A. Correspond 
ingly, in this embodiment, decryption combiner 146 per 
forms an XOR operation, Which is represented by second 
decryption operation 146B, and an integer subtraction 
operation, Which is represented by ?rst decryption operation 
146A. The integer subtraction operation is an inverse of the 
integer addition operation, and the XOR operation is its oWn 
inverse. The encryption operation performed by one 
embodiment of combiner 126 is represented mathematically 
by the folloWing Equation I: 

c:(p Akl )+k2 Equation I 

Wherein: 
c represents a unit of ciphertext, such as ciphertext 136; 
p represents a unit of plaintext, such as plaintext 130; 
A represents an XOR operation; 

k1 represents a ?rst unit of an encryption keystream, such 
as encryption keystream 128; and 

k2 represents a second unit of the encryption keystream, 
such as encryption keystream 128. 
As indicated by Equation I, one embodiment of combiner 

126 ?rst performs an XOR operation on plaintext 130 and a 
?rst unit (k1) of encryption keystream 128, and then adds the 
result With a second unit (k2) of encryption keystream 128 
to produce ciphertext 136. Alternatively, in one embodiment 
combiner 126 performs the integer addition operation ?rst, 
folloWed by the XOR operation, to produce ciphertext 136. 

The operations in the above encryption Equation I are 
non-associative, such that (pAk1)+k2#pA(k1+k2). 

The decryption operation performed by one embodiment 
of combiner 146 is represented mathematically by the fol 
loWing Equation II: 
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p:(c—k2)Akl Equation II 

Wherein: 
p represents a unit of plaintext, such as plaintext 130'; 
c represents a unit of ciphertext, such as ciphertext 136; 
A represents an XOR operation; 
k1 represents a ?rst unit of a decryption keystream, such 

as decryption keystream 148; and 
k2 represents a second unit of the decryption keystream, 

such as decryption keystream 148. 
As indicated by Equation II, one embodiment of combiner 

146 ?rst subtracts a second unit (k2) of decryption key 
stream 148 from ciphertext 136, and performs an XOR 
operation on the result and a ?rst unit (k1) of decryption 
keystream 148 to produce plaintext 130'. Alternatively, if 
combiner 126 is implemented in an embodiment that per 
forms the integer addition operation ?rst, folloWed by the 
XOR operation, combiner 146 is correspondingly imple 
mented in an embodiment that performs the XOR operation 
?rst, folloWed by the integer subtraction operation. 
The operations in the above decryption Equation II are 

non-associative, such that (c—k2)Ak1#c—(k2Ak1). 
Decryption keystream 148 is identical to keystream 128. 

Plaintext 130' is substantially similar to plaintext 130. 
In an alternative embodiment of a portion of a cryptosys 

tem according to the present invention, encryption combiner 
126 performs an integer subtraction operation, represented 
by second encryption operation 126B, and an XOR opera 
tion, represented by ?rst encryption operation 126A. Cor 
respondingly, in this embodiment, decryption combiner 146 
performs an integer addition operation, represented by ?rst 
decryption operation 146A, and an XOR operation, repre 
sented by second decryption operation 146B. 
The encryption operation performed by one embodiment 

of combiner 126 is represented mathematically by the fol 
loWing Equation III: 

c:(p Akl )—k2 Equation III 

Wherein: 
c represents a unit of ciphertext, such as ciphertext 136; 
p represents a unit of plaintext, such as plaintext 130; 
A represents an XOR operation; 

k1 represents a ?rst unit of an encryption keystream, such 
as encryption keystream 128; and 
k2 represents a second unit of the encryption keystream, 

such as encryption keystream 128. 
As indicated by Equation III, one embodiment of com 

biner 126 ?rst performs an XOR operation on plaintext 130 
and a ?rst unit (k1) of encryption keystream 128, and then 
a second unit (k2) of encryption keystream 128 is subtracted 
from the result of the XOR operation to produce ciphertext 
136. Alternatively, one embodiment of combiner 126 per 
forms the integer subtraction operation ?rst, folloWed by the 
XOR operation, to produce ciphertext 136. 
The operations in the above encryption Equation III are 

non-associative, such that (pAk1)—k2#pA(k1—k2). 
The decryption operation performed by one embodiment 

of combiner 146 is represented mathematically by the fol 
loWing Equation IV: 

p:(c+k2)Akl Equation IV 

Wherein: 
p represents a unit of plaintext, such as plaintext 130'; 
c represents a unit of ciphertext, such as ciphertext 136; 
A represents an XOR operation; 

k1 represents a ?rst unit of a decryption keystream, such 
as decryption keystream 148; and 
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k2 represents a second unit of the decryption keystream, 
such as decryption keystream 148. 
As indicated by Equation IV, one embodiment of com 

biner 146 ?rst adds a second unit (k2) of decryption key 
stream 148 to ciphertext 136, and performs an XOR opera 
tion on the result of the addition operation and the ?rst unit 
(k1) of decryption keystream 148 to produce plaintext 130'. 
Alternatively, if combiner 126 is implemented in an embodi 
ment that performs the integer subtraction operation ?rst, 
folloWed by the XOR operation, combiner 146 is corre 
spondingly implemented in an embodiment that performs 
the XOR operation ?rst, folloWed by the integer addition 
operation. 

The operations in the above decryption Equation IV are 
non-associative, such that (c+k2)Ak1#c+(k2Ak1). 

Decryption keystream 148 is identical to keystream 128. 
Plaintext 130' is substantially similar to plaintext 130. 

With one of the operations performed by combiner 126, 
such as the integer addition operation or the integer sub 
traction operation, involving carry or borroW into succeed 
ingly more signi?cant bits, plaintext diffusion is provided. It 
is desired to have a carry or borroW possible for each bit 
position, because the carry or borroW produces diffusion 
among the plaintext bits. Plaintext dilfusion means that 
plaintext bits can affect the encryption of other plaintext bits. 

In addition to the non-associative operations discussed 
above (e.g., integer addition and XOR, and integer subtrac 
tion and XOR), other non-associative operations can be used 
in the combiner operation of the present invention. For 
example, modular multiplication and XOR can be used. As 
another example, either a rotate left (a speci?ed number of 
bits) or a rotate right (a speci?ed number of bits) operation 
can be used in conjunction With an XOR operation. The 
inverse of these operations is then used for decryption. 

It should be noted that the above-block diagram of FIG. 
2 is for illustrative purposes only and that the combiner 
according to the present invention can be implemented in 
either hardWare or softWare. 
A cryptosystem according to the present invention, such 

as cryptosystems 20 and 120, employs cryptographic com 
biners that overcome problems With XOR and other linear 
combiners as discussed in the Background of the Invention 
section of the present speci?cation. For example, knoWn 
plaintext cannot be combined With associated ciphertext to 
reveal the keystream, and accidental double encryption does 
not remove the keystream. A complete message cannot be 
forged, and only the most signi?cant bit of each encrypted 
unit is vulnerable. Similarly, adding multiple identically 
keyed messages together With the combiner operation 
according to the present invention does not remove a sub 
stantial amount of key, only the least signi?cant bit of each 
encrypted unit is revealed. Since each combiner operation 
according to the present invention is substantially the same 
complexity as the XOR and other linear combiner opera 
tions, there is not the extensive expense in time, hardWare 
and/or softWare resources of conventional very complex 
combiner operations. 

Although speci?c embodiments have been illustrated and 
described herein for purposes of description of the preferred 
embodiment, it Will be appreciated by those of ordinary skill 
in the art that a Wide variety of alternate and/or equivalent 
implementations calculated to achieve the same purposes 
may be substituted for the speci?c embodiments shoWn and 
described Without departing from the scope of the present 
invention. Those With skill in the mechanical, electro-me 
chanical, electrical, and computer arts Will readily appreciate 
that the present invention may be implemented in a very 
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8 
Wide variety of embodiments. This application is intended to 
cover any adaptations or variations of the preferred embodi 
ments discussed herein. Therefore, it is manifestly intended 
that this invention be limited only by the claims and the 
equivalents thereof. 
What is claimed is: 
1. A system comprising: 
a source for receiving a key and providing a keystream in 

a stream cipher cryptosystem; and 
a cryptographic combiner receiving a ?rst binary data 

sequence and the keystream and performing tWo 
sequential non-associative operations on the ?rst binary 
data sequence and the keystream to provide a second 
binary data sequence. 

2. The system of claim 1 Wherein the cryptographic 
combiner is an encryption combiner and the ?rst binary data 
sequence is a plaintext binary data sequence and the second 
binary data sequence is a ciphertext binary data sequence. 

3. The system of claim 1 Wherein the cryptographic 
combiner is a decryption combiner and the ?rst binary data 
sequence is a ciphertext binary data sequence and the second 
binary data sequence is a plaintext binary data sequence. 

4. The system of claim 1 Wherein the tWo sequential 
non-associative operation are an integer addition operation 
and an XOR operation. 

5. The system of claim 1 Wherein the tWo sequential 
non-associative operations are an integer subtraction opera 
tion and an XOR operation. 

6. The system of claim 1 Wherein the tWo sequential 
non-associative operations are a modular multiplication 
operation and an XOR operation. 

7. The system of claim 1 Wherein the tWo sequential 
non-associative operations are an inverse modular multipli 
cation operation and an XOR operation. 

8. The system of claim 1 Wherein the tWo sequential 
non-associative operations are a rotate right operation and an 
XOR operation. 

9. The system of claim 1 Wherein the tWo sequential 
non-associative operations are a rotate left operation and an 
XOR operation. 

10. A system comprising: 
a source for providing an encryption keystream in a 

stream cipher cryptosystem; 
an encryption combiner receiving a ?rst plaintext binary 

data sequence and the encryption keystream and per 
forming a ?rst set of tWo non-associative operations on 
the ?rst plaintext binary data sequence and the encryp 
tion keystream to provide a ciphertext binary data 
sequence; 

a source for providing a decryption keystream; and 
a decryption combiner receiving the ciphertext binary 

data sequence and the decryption keystream and per 
forming a second set of tWo non-associative operations 
on the ciphertext binary data sequence and the decryp 
tion keystream to provide a second plaintext binary 
data sequence identical to the ?rst plaintext binary data 
sequence. 

11. The system of claim 10 Wherein each operation in the 
second set is the inverse of an operation in the ?rst set. 

12. The system of claim 10 Wherein the operations in the 
?rst set include an integer addition operation and an XOR 
operation, and the operations in the second set include an 
integer subtraction operation and an XOR operation. 

13. The system of claim 10 Wherein the operations in the 
?rst set include an integer subtraction operation and an XOR 
operation, and the operations in the second set include an 
integer addition operation and an XOR operation. 
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14. The system of claim 10 wherein the operations in the 
?rst set include a modular multiplication operation and an 
XOR operation, and the operations in the second set include 
an inverse modular multiplication operation and an XOR 
operation. 

15. The system of claim 10 Wherein the operations in the 
?rst set include an inverse modular multiplication operation 
and an XOR operation, and the operations in the second set 
include a modular multiplication operation and an XOR 
operation. 

16. The system of claim 10 Wherein the operations in the 
?rst set include a rotate right operation and an XOR opera 
tion, and the operations in the second set include a rotate left 
operation and an XOR operation. 

17. The system of claim 10 Wherein the operations in the 
?rst set include a rotate left operation and an XOR operation, 
and the operations in the second set include a rotate right 
operation and an XOR operation. 

18. A method of encrypting a plaintext binary data 
sequence, the method comprising the steps of: 

generating an encryption keystream as a function of a key 
in a stream cipher cryptosystem; and 

combining the plaintext binary data sequence and the 
encryption keystream With tWo non-associative opera 
tions to provide a ciphertext binary data sequence. 

19. The method of claim 18 Wherein the tWo non 
associative operations include an integer addition operation. 

20. The method of claim 19 Wherein the tWo non 
associative operations include an XOR operation. 

21. The method of claim 18 Wherein the tWo non 
associative operations include an integer subtraction opera 
tion. 

22. The method of claim 21 Wherein the tWo non 
associative operations include an XOR operation. 

23. The method of claim 18 Wherein the tWo non 
associative operations include a modular multiplication 
operation. 

24. The method of claim 23 Wherein the tWo non 
associative operations include an XOR operation. 

25. The method of claim 18 Wherein the tWo non 
associative operations include an inverse modular multipli 
cation operation. 

26. The method of claim 25 Wherein the tWo non 
associative operations include an XOR operation. 
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27. The method of claim 18 Wherein the tWo non 

associative operations include a rotate right operation. 
28. The method of claim 27 Wherein the tWo 

associative operations include an XOR operation. 
29. The method of claim 18 Wherein the tWo 

associative operations include a rotate left operation. 
30. The method of claim 29 Wherein the tWo 

associative operations include an XOR operation. 
31. A method of decrypting a ciphertext binary data 

sequence, the method comprising the steps of: 
generating a decryption keystream as a function of a key 

in a stream cipher cryptosystem; and 
combining the ciphertext binary data sequence and the 

decryption keystream With tWo non-associative opera 
tions to provide a plaintext binary data sequence. 

32. The method of claim 31 Wherein the tWo non 
associative operations include an integer addition operation. 

33. The method of claim 32 Wherein the tWo non 
associative operations include an XOR operation. 

34. The method of claim 31 Wherein the tWo non 
associative operations include an integer subtraction opera 
tion. 

35. The method of claim 34 Wherein the tWo non 
associative operations include an XOR operation. 

36. The method of claim 31 Wherein the tWo non 
associative operations include a modular multiplication 
operation. 

37. The method of claim 36 Wherein the tWo non 
associative operations include an XOR operation. 

38. The method of claim 31 Wherein the tWo non 
associative operations include an inverse modular multipli 
cation operation. 

39. The method of claim 38 Wherein the tWo non 
associative operations include an XOR operation. 

40. The method of claim 31 Wherein the tWo non 
associative operations include a rotate right operation. 

41. The method of claim 40 Wherein the tWo non 
associative operations include an XOR operation. 

42. The method of claim 31 Wherein the tWo non 
associative operations include a rotate left operation. 

43. The method of claim 42 Wherein the tWo non 
associative operations include an XOR operation. 
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