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1. 

PC CONFIGURATION FAULTANALYSIS 

RELATED APPLICATIONS 

This is a continuation-in-part of U.S. application Ser. No. 
09/322,107 filed May 28, 1999, now U.S. Pat. No. 6,654, 
914. 

BACKGROUND OF THE INVENTION 

This invention relates generally to networks such as 
communication and data networks and more particularly to 
isolating faults in a subscriber’s PC configuration as they 
attempt to access such networks. Communication and data 
networks are rapidly growing in use and complexity. For 
example, the number of persons using the Internet to trans 
mit and receive data grows on a daily basis. Also, the 
persons already using the Internet are increasing their usage 
as more web sites are added, and as they become increas 
ingly comfortable using more services available on-line Such 
as buying goods, instead of just accessing information. The 
addition of sources of information and services, such as the 
ever-increasing number of web sites, increases the complex 
ity of the Internet. As the use and complexity of networks 
increases, so does the number of problems experienced by 
subscribers, especially by subscribers who tend to be non 
technical in nature. 

Network service providers want to reduce the impact of 
network problems on the subscribers, and the cost of net 
work problems to the service providers. Reducing the 
impact of problems, such as downtime and inability to 
access the network or particular information or services in 
the network, increases the subscribers desire to use a 
particular network service provider. Ideally, subscribers 
never want to have problems with the network. Preferably, 
they want problems to occur infrequently, and when prob 
lems do occur, the subscribers want to have the problem 
corrected quickly. Reducing the cost to the service provider 
allows the provider to increase profits and/or services to the 
subscribers. Costs to the network service providers can be 
reduced in at least three ways: (1) reducing the cost and time 
of isolating a problem, (2) reducing the frequency of the 
problem, and (3) reducing the cost to correct the problem. 
One current technique for isolating problems with com 

munication networks is to have the subscriber call a trouble 
shooting help line or call center. The subscriber calls the help 
line and describes the subscriber's problem, e.g., what 
operations the subscriber is unable to perform and what error 
messages, if any, the Subscriber is receiving. A technician 
analyzes the information provided by the subscriber. The 
technician can tell the subscriber what the problem is for 
Some problems not requiring tests to diagnose. If diagnosing 
the problem requires testing, then the technician performs 
any needed tests on the network. The technician may have 
to coordinate with other persons, including the Subscriber, to 
perform the needed tests. The technician relays to the 
subscriber any action that the subscriber needs to take to 
correct the problem, and/or any information as to what the 
problem is and how long it will take to correct the problem, 
either by the subscriber or by the network service provider. 
Many of the problems a user calls into a call center with are 
related to the user's PC settings being misconfigured. Some 
configuration problems may actually isolate the PC from 
most test tools. The user may be suffering from effects such 
as an inability to connect, the PC taking a long time to 
connect, or the user experiencing unreliable connections. It 
would be desirable to have a device that can communicate 
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2 
with a user's misconfigured PC and determine accurate 
configuration information relating to the misconfigured PC. 
This information can then be forwarded to the call center to 
aid the technician in diagnosing the user's problem. It would 
be further desirable to have the problem corrected in a 
minimal amount of time, and with minimal action required 
by the user. 

SUMMARY OF THE INVENTION 

With the foregoing background in mind, it is an object of 
the present invention to provide an apparatus and method for 
diagnosing a problem experienced by a subscriber interact 
ing with the network. Further, this is accomplished without 
requiring an application resident on the Subscriber’s PC. 
When the subscriber experiences a network problem, the 
subscriber connects to a Diagnostic Unit (DU). Data is 
transferred between the DU and the subscriber, with the DU 
utilizing Fault Tolerant Protocol stacks in order to commu 
nicate with the misconfigured subscriber. By way of the 
communications with the subscriber, the DU determines the 
Subscriber's configuration and provides this information to a 
network call center application or database. The call center 
technician utilizes this information as an aid in diagnosis of 
the user's problem. In general, in another aspect, the inven 
tion provides a computer program including instructions for 
causing the DU to: accept data from a source in a source 
protocol inconsistent with a network element protocol of a 
selected network element; establish a communication link 
with the source; and send an indication of the data received 
from the source to a selected network element in a protocol 
consistent with the network element protocol. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention will be better understood by reference to 
the following more detailed description and accompanying 
drawings in which: 

FIG. 1 is a block diagram of a network including the fault 
analysis system of the present invention; 

FIG. 2 is a flow chart of a first method of analyzing a 
configuration of a Subscriber, and 

FIG. 3 is a flow chart of a second method of analyzing a 
configuration of a Subscriber. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

The presently disclosed method and apparatus provides 
for improved fault isolation and fault reduction. Many of the 
calls to an Internet Service Provider (ISP) technical support 
line or call center are from subscribers having trouble 
accessing a network or accessing a particular site on a 
network. Many of these problems are caused by the sub 
scriber’s PC being misconfigured. The presently disclosed 
method and apparatus includes the utilization of a Diagnos 
tic Unit (DU) which can communicate with the subscriber to 
determine a problem or symptom experienced by the Sub 
scriber. Through communications with the subscriber the 
DU can determine the configuration information of the 
subscriber. The DU can then forward this information to a 
third party such as the network service provider for further 
diagnosis. 

Referring now to FIG. 1, a communications or data 
network 10 is shown. The network 10 includes a customer 
premises 12, a Public Switched Telephone Network (PSTN) 
13, a Point of Presence (POP) 14, a Diagnostic Unit 15, an 
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Internet Service Provider (ISP) 20, a call center 24, the 
Internet 26, an enterprise 28 and a web site 22. 
The customer premises 12 include a variety of possibili 

ties for subscribers’ terminals to connect to local loop 30. 
For example, a personal computer (PC) may connect 
through an analog modem to a telephone line that connects 
to a line in the local loop 30. While the use of a PC at the 
user's premises is described, it should be appreciated that 
devices such as a Palm Pilot, cellular phone or other non-PC 
devices could also be utilized by the subscriber. The pres 
ently disclosed method and apparatus is able to handle Such 
diverse user devices since the present invention does not 
include an application that must be resident on the user's PC. 
A PC may connect through Network Termination Equipment 
(NTE) to a telephone line in the local loop 30 or through an 
ISDN connection. A subscriber interface device that 
includes a PC, a phone, and video capabilities, may connect 
to a Service Hub (SH), that is an integrated on-demand 
network, that connects to a line in the local loop 30. A PC 
may connect to a Digital Subscriber Line (DSL) modem. 
The modem and a phone are coupled to a line in the local 
loop 30 through a multiplexer. The lines in the local loop are 
the connections, typically pairs of copper wires, between the 
Subscriber, e.g., the Subscribers’ home or place of business, 
and the local telephone company. As used herein, the term 
“subscriber' can indicate the person interacting with the 
network 10 and/or the device(s), e.g., a PC, that the sub 
scriber uses to interact with the network 10. The local loop 
lines are part of the Public Switched Telephone Network 
(PSTN) 13. The PSTN 13 provides communication between 
the premises 12 and the POP 14. 

The ISP 20 provides for communication to and from the 
POP 14 and the Internet 26. While an ISP 20 is shown, the 
present invention could also be used in a non-ISP environ 
ment, for example a Subscriber attempting to dial in to a 
company network from home. The Internet 24 is the well 
known international communication network of networks 
providing electronic communication links between, e.g., 
computer systems. The Internet 26 connects to an enterprise 
28 or website 22 to form a link between the subscriber and 
the enterprise 28 or website 22 The link allows information 
from the subscriber to be passed to the enterprise 28 or 
website 22, and information from the enterprise or website 
to pass to the Subscriber. In a working environment the 
subscriber at the subscriber premises 12 is able to commu 
nicate with the desired enterprise 28 or website 22 through 
the PSTN 13, the POP 14, the ISP 20, and the Internet 26. 

The Diagnostic Unit (DU) 15 comprises hardware such as 
a computer with associated software programs. The DU of 
the present invention is related to the Internet Diagnostic 
Unit disclosed in commonly owned patent application Ser. 
No. 09/322,107, filed May 28, 1999, the disclosure of which 
is incorporated by reference herein. The Software programs 
include instructions for directing the hardware to perform 
functions to help capture the configuration information of 
the subscriber, even if the configuration information is 
incorrect for the subscriber. The subscriber can communi 
cate with the DU independent of the other portions of the 
network 10. The DU further contains software for imple 
menting Fault Tolerant Protocol stacks. The Fault Tolerant 
Protocol stacks allow the DU to establish communications 
with the subscriber even if the subscriber is attempting to 
communicate with the network using an improper protocol 
or configuration. The DU can communicate with subscribers 
that are Supplying a protocol or protocol element that is 
inconsistent with a protocol of an element of the network 
with which the subscriber wants to communicate. 
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4 
The Fault Tolerant Protocol stacks allow communication 

with an improperly configured Subscriber by adapting to the 
subscriber's protocol or configuration. Using the Fault Tol 
erant Protocol stack, a DU adapts to the subscriber's setup 
to allow connections to be made and communication to 
proceed between the subscriber and the DU. Protocols 
include indications of transaction steps, data format, and 
data, e.g., an Internet Protocol (IP) address. Thus, for 
example, during Internet Protocol Control Protocol (IPCP) 
negotiations the DU can accept an IP address if the sub 
scriber insists on one, or can assign an IP address if the 
subscriber does not insist on one. The DU also logs infor 
mation about the subscriber's behavior and/or setup. By 
communication with the subscriber and the remainder of the 
network, the DU15 can serve as a network access server, at 
least during diagnosis of network problems. 

Referring now to FIG. 2, a flow chart of a method 100 of 
the present invention is shown. At a first step 110 the 
subscriber has determined that help is needed. For example, 
the subscriber may be attempting to connect to a POP, a web 
site or other enterprise and continuously failing to access the 
desired POP web site or enterprise. 
At the next step, step 120, the subscriber calls the ISP help 

desk or call center. The ISP call center is generally the first 
place the subscriber will call, regardless of where the fault 
may lie. Alternately, the subscriber may call the DU directly, 
skipping forward to step 140. When the subscriber calls the 
ISP call center, the subscriber may be placed into the ISP 
Interactive Voice Response/Automatic Call Distribution 
(IVR/ACD) system where the subscriber can select the 
option of connecting to the diagnostic unit without speaking 
with a technical support person. Alternately, a technician at 
the help desk talks with the subscriber in an attempt to 
resolve the problem the subscriber is experiencing. To assist 
with the isolation and resolution of the problem the techni 
cian instructs the Subscriber to call a diagnostic number, as 
shown in step 130. 
At step 140, the subscriber dials the number or otherwise 

connects to the DU as instructed. The DU answers the 
Subscribers call such that appropriate actions can take place 
to establish communication between the subscriber and the 
DU. 
At step 150 the DU obtains configuration information of 

the Subscriber. For example, appropriate modem training 
and Point to Point Protocol (PPP) negotiating, with corre 
sponding data logging and analysis, occurs until the Sub 
scriber and the DU can communicate. If the subscriber 
cannot access the DU, then the technician can perform a 
guided diagnostic session to diagnose a fault or faults 
causing the subscriber's problem(s). Some faults may not be 
able to be isolated using this guided session. For example, 
problems relating to connectivity to a POP may not be 
diagnosable due to the subscriber's inability to connect to 
the DU. If the subscriber was locked to an X2 protocol and 
the subscribers call was answered by a standard NAS that 
only supported KFlex, V.90, and slower protocols, then the 
connection between the NAS and the subscriber may fail. 
The Fault Tolerant Protocol stacks of the DU, however, are 
able to communicate with a wide variety of protocols in 
order to negotiate a compatible protocol between the DU 
and the subscriber. Also, the DU and the subscriber negotiate 
a Link Control Protocol (LCP). Again, if a standard NAS is 
used in place of the DU, this negotiation may fail, e.g., if the 
subscriber's PPP requires Password Authentication Protocol 
(PAP) while the NAS may only allow CHAP. The DU, 
however, will allow many options to accommodate different 
Subscriber requirements. 
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As shown at step 160, after communication between the 
subscriber and the DU has been established and the appro 
priate configuration information obtained, the DU discon 
nects from the subscriber. At step 170 the configuration 
information obtained in step 150 is forwarded to the call 
center, to the subscriber, or to both. The configuration 
information can be forwarded to the appropriate party by 
any conventional manner, for example by e-mail. 
The ISP call center typically includes a trouble ticket 

system for managing incoming calls from Subscribers 
reporting problems. When a subscriber calls in to the net 
work service provider's call center the subscriber is entered 
into the system and assigned a trouble ticket for tracking the 
subscriber through the call center's procedure for correcting 
the subscriber's problem. After the DU has acquired the 
subscriber's configuration information, the DU forwards the 
configuration information to the call center and preferably 
directly into the trouble ticket system. Additionally, since the 
subscriber has already taken steps to help resolve the prob 
lem by communicating with the DU, the subscriber's call 
may be prioritized in the system, in order to most quickly 
and efficiently correct the subscriber's problem. 

Referring now to FIG. 3 a similar method 200 is shown 
but includes providing Internet access for a Subscriber 
experiencing network problems. At step 210 the subscriber 
has determined that help is needed. For example, the sub 
scriber may be attempting to connect to a web site and 
continuously failing to access the desired web site. 

At the next step, step 220, the subscriber calls the ISPhelp 
desk or call center. The subscriber may be placed into the 
ISP IVR/ACD system where the subscriber can select the 
option of connecting to the diagnostic unit without speaking 
with a technical support person. Alternately, the subscriber 
can elect to speak with an operator at the help desk. The 
operator talks with the subscriber in an attempt to resolve the 
problem the Subscriber is experiencing. As shown in step 
230, to assist with the isolation and resolution of the problem 
the operator instructs the subscriber to call the diagnostic 
number to connect to a Diagnostic Web site. 

At step 240, the subscriber dials and connects to the 
diagnostic web site as instructed. The DU provides access 
for the subscriber to the diagnostic web site. During this step 
DU-to-subscriber authentication (“Out”) and DU-to-ISP Net 
authentication (“In’) occurs. The DU looks out toward the 
subscriber to authenticate the subscriber's password for use 
with the DU. Data are logged and analyzed. Additionally, the 
DU looks in to the network 10 (FIG. 1) toward the ISP Net 
20 to authenticate the password supplied by and captured 
from the Subscriber for use with the ISP Net 22. IPCP 
negotiating occurs between the DU and the Subscriber, and 
data are logged and analyzed (e.g., an Internet Protocol 
address/netmask is assigned). If a standard NAS is used 
instead of the DU, then this negotiation may fail, e.g., if the 
subscriber's IP stack is configured for static IP and the NAS 
is configured for dynamic allocation. The Fault Tolerant 
Protocol stacks of the DU, however, can allow for different 
IP addresses to Support (and detect) misconfigured Subscrib 
ers to help ensure that the negotiation Succeeds. 

At step 250 the subscriber launches the subscriber's 
browser, e.g., an Internet browser. The browser, DU, and 
subscriber enter into a series of transactions to establish 
communication between the subscriber and the DU. For 
example, the subscriber's browser sends a DNS request to 
the DU, which responds to the browser with a DNS 
response. While a system with a standard NAS may fail if 
the subscriber uses an improper DNS server, or the DNS 
server is down, the Fault Tolerant DU is able to provide DNS 
service. The browser sends a Hypertext Transfer Protocol 
(HTTP) request to the DU, which responds to the browser 
with an HTTP response, forwarding the browser to a canoni 
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6 
cal URL (e.g. http://www.diag.com/Start/). The browser 
sends a DNS request for the canonical URL and the DU 
sends a DNS response for the canonical URL to the browser. 
The browser establishes a Transmission Control Protocol 
(TCP) connection with the DU and sends an HTTP request 
to the DU for the canonical URL. The DU forwards the 
HTTP request to the subscriber link, which sends an HTTP 
response of an initial subscriber link page to the DU. Next 
the DU forwards the HTTP response to the browser; e.g., to 
display a diagnostic web page on the Subscriber's terminal. 
The subscriber may also be requested to input information 
Such as name, phone number, etc., for confirmation that the 
subscriber has been correctly identified. 
At step 260, the subscriber is directed to send email; e.g. 

to “test(ast.com', and wait for a reply. At step 280 the 
Subscriber receives an e-mail from the diagnostic unit. From 
this exchange of e-mail between the diagnostic unit and the 
subscriber additional information relating to the POP and 
SMTP configuration is obtained, as shown at step 290. At 
step 300 the subscriber's configuration is validated. 
At the next step, step 310, the subscriber is provided with 

a session ID and a priority technical Support number. The 
session ID is for tracking purposes within the ISPs trouble 
ticket system within the call center. The priority technical 
Support number is used since the Subscriber has previously 
used the diagnostic web site in an attempt to remedy his 
problem. This allows the subscriber to get immediate pri 
ority within the call center for resolution of the problem, 
either through the IVR/ACD option or by speaking directly 
with a technician. 

At step 320 the DU terminates whatever connection it 
currently has e.g., a POP connection. At step 330, the results 
of the session are sent to the call center. Preferably the log 
becomes part of the trouble ticket which was previously 
assigned to the subscriber or becomes otherwise available as 
shown in step 340. Additionally, comparison of the sub 
scriber configuration may be compared to a known good 
configuration and any mismatches are identified and 
included as part of the message sent to the call center. 
At step 350 the subscriber calls the priority technical 

support number with the session ID. By this time the session 
log has been forwarded to the technician. At step 360 the 
technician, by way of the session log, guides the Subscriber 
to resolve any configuration problems the Subscriber has. At 
step 370, the problem has been resolved. 
A further embodiment includes the DU acting as a tem 

porary Internet Service Provider (ISP). In the instance where 
a Subscriber has a pressing need to access the Internet but is 
otherwise unable to do so, the subscriber can establish a 
communications link with the DU through the Fault Tolerant 
Protocol stack of the DU. The DU can then provide access 
to the Internet for the subscriber. Thus, even though the 
Subscriber is unable to access the Internet through conven 
tional means due to the subscriber’s PC being misconfig 
ured, the subscriber is able to access the network through the 
DU, in order to address the pressing need of the subscriber. 

Having described preferred embodiments, numerous 
alternative embodiments or variations might be made. For 
example, the DU 15 was described in terms of software 
instructions for hardware to perform operations. Due to the 
nature of software, the functionality of the software could be 
accomplished using hardware, firmware, hard wiring, or 
combination of these. Also, analysis functions could be 
performed in the DU 15. Further, the network 10 shown in 
FIG. 1 including the local loop is illustrative only and not 
limiting. Different networks are within the scope of the 
invention and the appended claims, including networks Such 
as cable TV networks, that do not include a local loop. For 
example, a Hybrid Fiber Coax (HFC) system, or a wireless 
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system can replace the local loop in FIG. 1. Therefore, the 
invention should be limited only by the spirit and scope of 
the appended claims. 
What is claimed is: 
1. A method of diagnosing a fault between a Subscriber 

having a Subscriber terminal and a network element adapted 
to receive messages of a first format, the method comprising: 

providing a diagnostic unit with a diagnostic website; 
receiving, through the diagnostic website with the diag 

nostic unit, a communication from a Subscriber expe 
riencing a problem communicating with the network 
element, the communication having a second format 
inconsistent with the first format; 

determining with said diagnostic unit fault information of 
said Subscriber terminal from a format of said commu 
nication generated by the Subscriber terminal; and 

communicating, with said diagnostic unit, with the net 
work element in a format consistent with the first 
format. 

2. The method of claim 1 wherein receiving a communi 
cation from a Subscriber comprises utilizing a Fault Tolerant 
Protocol stack to allow communication between said sub 
scriber and said diagnostic unit for diagnosis purposes when 
the subscriber terminal is unable to communicate with the 
network element. 

3. The method of claim 2 wherein said Fault Tolerant 
Protocol stack permits communication with said subscriber 
when said Subscriber terminal is misconfigured for commu 
nication over the network to the selected network element. 

4. The method of claim 2 wherein receiving a communi 
cation from a Subscriber further comprises providing com 
munication with said network through said at least one Fault 
Tolerant Protocol stack in said diagnostic unit. 

5. The method of claim 1 wherein the network comprises 
the internet and an access network managed by an internet 
service provider, and the diagnostic unit is installed within 
the access network and the network element is connected to 
the diagnostic unit through the internet. 

6. The method of claim 1 additionally comprising for 
warding the fault information electronically to a Support 
operator. 

7. The method of claim 1 additionally comprising obtain 
ing an identification of said Subscriber. 

8. The method of claim 7 wherein obtaining an identifi 
cation of said Subscriber includes determining a username of 
said subscriber. 

9. The method of claim 8 wherein obtaining an identifi 
cation of said Subscriber includes obtaining at least one of 
authentication information associated with said username, a 
phone number of said Subscriber and a time stamp. 

10. The method of claim 7 further comprising identifying 
said subscriber by said identification information within a 
trouble ticketing system of said service provider. 

11. The method of claim 10 further comprising prioritiz 
ing said subscriber by said identification information within 
said trouble ticketing system of said service provider. 

12. The method of claim 1 wherein determining fault 
information includes the step of emulating with said diag 
nostic unit at least one of login services to said Subscriber 
and authentication services to said Subscriber. 

13. The method of claim 1 wherein determining fault 
information includes analyzing with said diagnostic unit the 
format of data sent by said subscriber. 

14. The method of claim 1 wherein determining fault 
information includes the step of negotiating a protocol 
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between said Subscriber and said diagnostic unit, said pro 
tocol selected from the group consisting of modem training, 
network control protocols, authentication protocols, com 
pression protocols and upper layer protocols. 

15. The method of claim 1 wherein determining fault 
information includes authenticating a password Supplied by 
said subscriber for an Internet Service Provider (ISP) Net. 

16. The method of claim 1 wherein determining fault 
information further comprises: 

sending an e-mail to a diagnostic unit from said Sub 
scriber; and 

receiving an e-mail from said diagnostic unit by said 
Subscriber. 

17. The method of claim 1 wherein determining fault 
information includes emulating with said diagnostic unit 
e-mail services to said subscriber. 

18. The method of claim 1 wherein determining fault 
information includes emulating with said diagnostic unit the 
Internet to said subscriber. 

19. The method of claim 1 wherein the subscriber termi 
nal comprises a DSL modem. 

20. The method of claim 19 wherein the Subscriber 
terminal further comprises a personal computer. 

21. A method of providing network access for a subscriber 
comprising the steps of: 

providing a diagnostic unit in communication with a 
network; 

receiving, with said diagnostic unit, a communication 
from a subscriber unable to communicate with a 
desired network element; 

allowing communications between said Subscriber and 
said diagnostic unit by accepting data from said sub 
scriber in a source protocol inconsistent with a network 
element protocol of a selected network element; and 

establishing a communication link with the Subscriber and 
sending an indication of the data received from the 
subscriber to the selected network element in a protocol 
consistent with the network element protocol. 

22. The method of claim 21 wherein allowing communi 
cations comprises utilizing at least one fault tolerant proto 
col stack. 

23. A diagnostic unit comprising: 
a processor in communication with a subscriber and with 

a network; and 
storage associated with said processor, said storage Stor 

ing instructions for: 
causing said processor to receive data from said Sub 

scriber; 
determining configuration information of said Sub 

scriber; 
accepting data from said Subscriber in a source protocol 

inconsistent with a network element protocol of a 
selected network element; 

establishing a communication link with the Subscriber; 
and 

sending an indication of the data received from the 
subscriber to the selected network element in a 
protocol consistent with the network element proto 
col. 

24. The diagnostic unit of claim 23 wherein said instruc 
tions further include instructions for causing said processor 
to forward said configuration information to a selected 
network element. 


