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(57) ABSTRACT 

Systems for the non-invasive monitoring of the effectiveness 
of a customer's electronic security services include a test 
generation engine for generating and launching a denatured 
attack towards a customer's network. A monitoring and 
evaluation agent is operatively coupled to the test generation 
engine and is adapted to monitor and evaluate the denatured 
attack. A recording and analysis engine is adapted to record 
and analyze the results of the denatured attack. Other systems 
and methods are also provided. 
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NON-INVASIVE MONITORING OF THE 
EFFECTIVENESS OF ELECTRONIC 

SECURITY SERVICES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of U.S. patent 
application Ser. No. 10/159,757, filed on May 29, 2002 and 
entitled “Non-Invasive Monitoring of the Effectiveness of 
Electronic Security Services.” which is expressly incorpo 
rated herein by reference in its entirety. 

TECHNICAL FIELD 

0002 The present invention is generally related to elec 
tronic security services and, more particularly, is related to the 
non-invasive monitoring of the effectiveness of electronic 
security services. 

BACKGROUND OF THE INVENTION 

0003 Electronic security services such as anti-virus pro 
tection, hacker intrusion detection, electronic privacy protec 
tion and firewalls are technically complicated and difficult for 
customers to understand. Due to this complexity, it is also 
extremely difficult for customers or providers of electronic 
security services to Verify that such services are in fact prop 
erly protecting the customers as intended. Furthermore, it is 
particularly difficult to effect such verification in a way that 
does not seriously inconvenience the customer or signifi 
cantly degrade the customer's service, at least temporarily. 
0004 Thus, a heretofore-unaddressed need exists for a 
Solution that addresses the aforementioned deficiencies and 
inadequacies. 

SUMMARY OF THE INVENTION 

0005. The preferred embodiments of the present invention 
provide a system and method for the non-invasive monitoring 
of the effectiveness of a customer's electronic security ser 
vices. 

0006 Briefly described, in architecture, one embodiment 
of the system, among others, can be implemented to include 
a test generation engine for generating and launching a dena 
tured attack towards a customer's network, an agent opera 
tively coupled to the test generation engine, the agent adapted 
to monitor and evaluate the denatured attack, and a recording 
and analysis engine operatively coupled to the test generation 
engine and the agent to record and analyze the results of the 
denatured attack. 

0007. The present invention can also be viewed as provid 
ing methods for the non-invasive monitoring of the effective 
ness of electronic security services on a customer's network. 
In this regard, one embodiment of Such a method, among 
others, can be broadly summarized by the following steps: 
launching a denatured attack over a communications network 
toward a monitored customer's network, and analyzing 
results of the denatured attack. 

0008. Other systems, methods, features, and advantages 
of the present invention will be or become apparent to one 
with skill in the art upon examination of the following draw 
ings and detailed description. It is intended that all Such 
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additional systems, methods, features, and advantages be 
included within this description and be within the scope of the 
present invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0009. Many aspects of the invention can be better under 
stood with reference to the following drawings. The compo 
nents in the drawings are not necessarily to scale, emphasis 
instead being placed upon clearly illustrating the principles of 
the present invention. Moreover, in the drawings, like refer 
ence numerals designate corresponding parts throughout the 
several views. 
0010 FIG. 1 is a block diagram of a preferred embodiment 
of a system for the non-invasive monitoring of electronic 
security services. 
0011 FIG. 2 is a table listing illustrative examples of 
attack modules included in a hacker toolkit available on the 
Internet. 
0012 FIG. 3 is a table listing illustrative examples of 
user-selectable attacks. 
0013 FIG. 4 is a flow chart of an embodiment of an imple 
mentation of a generic attack. 
0014 FIG. 5 is a table listing illustrative examples of 
attacks. 
0015 FIG. 6 is a block diagram depicting a generic com 
puter or processor-based system that can be used to imple 
ment a preferred embodiment of each of a monitoring and 
evaluation agent, test generation engine and recording and 
evaluation engine of the system for the non-invasive moni 
toring of an electronic security services. 
0016 FIG. 7 is a block diagram depicting a preferred 
embodiment of logic of a monitoring and evaluation agent of 
the system for the non-invasive monitoring of electronic Secu 
rity services. 
0017 FIG. 8 is a block diagram depicting a preferred 
embodiment of logic of a test generation engine of the system 
for the non-invasive monitoring of electronic security Ser 
vices. 
0018 FIG. 9 is a block diagram depicting a preferred 
embodiment of logic of a recording and analysis engine of the 
system for the non-invasive monitoring of an electronic Secu 
rity services. 
0019 FIG. 10 is a block diagram of a preferred embodi 
ment of an illustrative example of altering a harmful code in 
a virus or mal-ware code. 
0020 FIG. 11 is a block diagram preferred embodiment of 
an illustrative example of denaturing a bad data packet. 
0021 FIG. 12 is a flow chart depicting general function 
ality of a preferred embodiment of a system for the non 
invasive monitoring of electronic security services. 
(0022 FIGS. 13A and 13B are flow charts depicting more 
specific functionality of a preferred embodiment of a system 
for the non-invasive monitoring of electronic security Ser 
W1CS 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0023 Disclosed herein are systems and methods for the 
non-invasive monitoring of the effectiveness of an electronic 
security service. To facilitate description of the inventive 
system, an example system that can be used to implement the 
non-invasive monitoring of the effectiveness of an electronic 
security service is discussed with reference to the figures. 
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Although this system is described in detail, it will be appre 
ciated that this system is provided for purposes of illustration 
only and that various modifications are feasible without 
departing from the inventive concept. After the example sys 
tem has been described, an example of operation of the sys 
tem will be provided to explain the manner in which the 
system can be used to provide the non-invasive monitoring of 
electronic security service. 

I. System Overview 
0024. Referring now in more detail to the drawings, in 
which like numerals indicate corresponding parts throughout 
the several views, FIG. 1 is a block diagram of a preferred 
embodiment of a system 10 for the non-invasive monitoring 
of an electronic security service. The system 10 includes 
customer networks 11, 12, and 13 configured to communicate 
with a provider network 14. The provider network 14 can be 
provided and managed by a telecommunications company, 
such as BellSouth, Inc. The provider network 14 typically 
includes a central office 16 among other components. The 
central office 16 is a location that houses telecommunications 
equipment such as network Switches and facility equipment. 
Traditionally, the central office 16 is linked to other central 
office(s) 18 in the provider network 14 using a telecommuni 
cations transport network 20. Personnel located within the 
central offices 16, 18 install, maintain, disconnect, monitor 
and troubleshoot equipment, facilities and services in the 
central office 16, 18. Central office personnel, or personnel in 
special central offices called “data centers can also provide 
electronic security services to customers. 
0025. The central office 16, 18 includes a variety of equip 
ment for servicing customers such as routers 22. Routers can 
be a separate device, or software in a computer, that directs 
information Such as data packets, from one destination to 
another. The router 22 connects to the customer networks 11, 
12, and 13, and then provider network 14, and determines 
which way to send each information data packet. A core 
router 24 in the provider network 14 can accept information 
data packets from a plurality of routers 22 and route them to 
a destination such as a centralized router 26. The centralized 
router 26 can be located in a specialized central office such as 
a data center or a network operations center, or the central 
office 16, 18. The network operations center is a facility 
responsible for managing and monitoring network resources 
and includes tools and resources used to accomplish those 
activities. The data center is a facility that manages a custom 
er's data needs. The customer networks 11, 12, and 13 also 
includes routers 28 for routing information data packets from 
computing devices, such as personal computers 30, servers 
32, or from other routers 28. In a preferred embodiment, the 
customer networks 11, 12 and 13 includes any devices or 
resources attached to that network. 
0026. In a preferred embodiment, attacks on the customer 
networks 11, 12 and 13 are monitored and evaluated by a 
monitoring and evaluation agent (MEA)34. The MEA34 can 
couple to routers 28, servers 32 and personal computers 30 (as 
well as special computers known as firewalls, intrusion detec 
tion systems, etc.). MEAS 34 serve to detect and monitor the 
local effects of attacks that are either launched from the 
provider network 14 or initiated by the MEA 34 itself in 
accordance with a test list and schedule received by the MEA 
34. 
0027. In a preferred embodiment, a test generation engine 
(TGE) 36 performs the attacks launched from the provider 
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network 14. The TGE 36 serves to generate tests based on test 
definitions and scheduling information received from a 
recording and analysis engine (RAE) 38. The TGE 36 
launches those tests against the customer's network of per 
sonal computers 30, servers 32, and MEAS34. In addition, the 
TGE 36 preferably handshakes with the MEAS 34 as needed 
to start and stop the test cycle. The RAE 38 serves to schedule 
tests, analyze and evaluate the test results collected from the 
MEAS 34. The RAE 38 also provides user interaction capa 
bility. Authentication and encryption protects communica 
tion between the TGE36, RAE38 and MEA34. In a preferred 
embodiment, authentication and encryption includes an IP 
security protocol (IPSec) for authentication, encryption and 
message integrity. In an alternative embodiment, authentica 
tion and encryption includes a Secure Sockets Layer (SSL) 
for authentication and encryption. 
0028. The TGE 36 generates and launches test attacks over 
the network toward the monitored customer's network 11, 12 
and 13. The attacks are “denatured meaning the attack has 
been rendered harmless but remains in a format as close as 
possible to an actual attack so that the attack resembles an 
actual attack. In denaturing an attack, a Sufficient amount of 
the harmful appearance of the attack is preserved for the 
attack to still be recognizable, especially by the technical 
methods used by security services present. Further, in dena 
turing attacks, only minimum changes are made that are 
necessary to remove actual harm to the customer's target 
systems. For instance, the customer's security resources and/ 
or protections should still perform as if the denatured attack is 
an actual (i.e., non-denatured) attack, so that the customer's 
protections will still block/stop/deny the denatured attack. 
Thus, the denaturing is performed so as to remove actual 
chances of harm, but is done in a way that “fools' the cus 
tomer's protective measures, e.g., firewalls, antiviruses, intru 
sion detection systems, etc. A preferred method is to test the 
customer's protective measures by arranging the denaturing 
Such that the customer's protective measures perform as if the 
attack is harmful, even though it is no longer harmful. There 
fore, the denatured attack should appear to any security Ser 
vices present as if it has not been denatured. 
0029. The attacks can be “denatured in various ways 
including for example, (1) altering codes in a virus, trojan, 
etc. in order to render these harmless (although minimum 
alteration is used such that the virus, trojan, etc. would still be 
recognizable to code? signature checkers, which may depend 
on certain strings of code within the virus, trojan, etc. to be 
intact in order to recognize them); (2) replacing the virus, 
trojan, etc. with dummy code which acts externally the same 
(e.g., uses same ports, sends similar message, mimics actions 
except for those aspects which are harmful) in order that the 
dummy does no harm but otherwise is identical in important 
ways; and (3) for network-based attacks, replacing harmful 
bits in a “bad” or “malformed packet, or sequences of bits in 
sequences of packets, with special codes so that reception can 
be verified but damage avoided. 
0030. In an alternative embodiment, where the packets or 
packet sequences cannot be changed in certain attacks which 
depend on and exploit responses to Such packets (rather than 
relying on damage caused directly by the packet or packet 
sequence), the packets can be unaltered but the response or 
Subsequent action (which (which would normally cause the 
pertinent damage) can be altered so that no actual harm 
aCCCS. 
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0031. In a further, alternate embodiment, denaturing by 
“indirection' or “redirection' could also be done. The attack 
is changed Such that, instead of targeting a resource (com 
puter, server, etc.) within the customer's network, it is modi 
fied to target a nearby MEA34. This approach is useful where 
it is impossible or undesirable to alter the harmful portion of 
the attack itself, but by redirecting it the original target can be 
removed from harm while the security services intervening 
between the TGE 36 and MEA 34 which are being tested will 
still encounter, and should recognize, the attack (such that the 
test remains valid). Some attacks, for instance, would no 
longer look like attacks if their harmful portions are modified, 
so to alter them in that way would result in an invalid test of 
the security services (i.e., there is no reason for any security 
service to block or protect against Something which is com 
pletely harmless). This invention denatures by changing the 
target while retaining its harmful nature. 
0032. As new attacks are discovered, analyzed and dena 
tured, they can be incorporated into the test/attack catalog of 
the TGE 36. Where appropriate, multiple TGEs 36 commu 
nicate with one another. This may be appropriate when cer 
tain specific attacks are by nature coordinated and need to 
originate from multiple sources. In addition, the TGE 36 
communicates with the MEA 34. For example, the TGE 36 
communicates with the MEA 34 when the MEA 34 requires 
advance knowledge of a planned test in order to properly 
monitor results. 
0033. In another alternative embodiment, multiple TGEs 
36 are used when the monitored security service involves 
multiple components that require monitoring. Examples of 
monitored components include MEAS 34 placed on or near 
firewalls, intrusion detection systems, deceptions hosts (also 
referred to as “honeypots”), computer hosts, PCs, main 
frames. Multiple TGEs 36 may be used in a hierarchical 
architecture, for instance, multiple TGEs 36 controlled and 
coordinated by one central scheduler, which may be part of 
the centralized RAE 38. Multiple TGEs 36 can more effec 
tively cover multiple portions of a large network while avoid 
ing undesired interactions with security measures which may 
be in place. 
0034. In a preferred embodiment, TGEs 36 are placed 
close to customers So as to avoid attacks being blocked by the 
provider's own security protections, rather than the custom 
er's own security services which are intended to be moni 
tored/tested. The provider is likely to have various security 
protections in place in its own network, such as firewalls, 
intrusion detection, etc. The attacks launched by the TGEs 36 
should not encounter any of these during testing (unless these 
are to be monitored/tested as well) since they may block the 
attack before it ever reaches the customer's security protec 
tion, resulting in misleading results (which, in effect, measure 
the provider's security rather than the customer's). 

II. Overview of Electronic Attacks on a Network 

0035. A discussion of a variety of attacks that can be made 
to a customer network 11, 12 and 13 is provided to facilitate 
an understanding of the present invention. 
0036 A. Hacker Tools 
0037 Hackers are individuals who obtain unauthorized or 
attempt to obtain unauthorized access to the customer's net 
work 11, 12 and 13. Hacker toolkits exist and are available, 
for instance, on the Internet, that provide hackers with infor 
mation and/or tools useful for penetrating the customer's 
network 11, 12 and 13. 
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0038 FIG. 2 is a table 40 listing illustrative examples of 
attack modules included in a hacker toolkit available on the 
Internet. Toolkits can be software applications, but usually 
run on operating systems, for instance, Linux or Unix, instead 
of systems such as Microsoft Windows. FIG. 2 shows 
examples of attack modules available in a toolkit, however, 
numerous alternative embodiments of toolkits exist, and 
range from simple to very complex and elaborate. The tool 
kits often include a set of individual attack types which can be 
selected by the user (i.e., the hacker), either manually or as 
part of an automated “attack Script.” 
0039 FIG. 3 is a table 42 listing illustrative examples of 
user-selectable attacks. The individual attack names listed in 
FIG.3, Such as ice, teardrop, boink, jolt, land, nestea, new tear, 
etc., are examples of attack types that can be launched indi 
vidually or included in one software program. There exists a 
great multitude of specific attacks and their variants, with 
Sometimes only Small technical differences resulting in very 
large differences of purpose, use, and effect. Also, some of 
these attacks are built upon other less complex attacks (i.e., 
Some complex attacks are specific sequences of basic 
attacks), and many types of variants exist. New attack types 
are being constantly generated using widely available soft 
ware tools and modules. Generally, the attacks consist of the 
transmission of various malformed packets, malformed net 
work protocol interchanges, viruses, Trojan or backdoor soft 
ware, mobile code (java, javaScript, etc.), or any other trans 
mission which is intended to discover and/or take advantage 
of potential vulnerabilities in a target system, e.g., customer's 
network 11, 12 and 13. 
0040 B. An Example of a Generic Attack 
0041 An unlimited number of attacks are possible, how 
ever, a focus on general similarities between threats allows for 
a grouping of processes into a 'generic' attack. The generic 
attack is one example of an attack and does not capture all 
varieties and nuances of potential hacker activities, whether 
originating inside the customer's network 11, 12 and 13 or 
from the Internet. 

0042 FIG. 4 is a flow chart of an embodiment of an imple 
mentation of a generic attack. The process begins at step 44. 
At Step 46, the hacker performs a “reconnaissance' activity. 
Reconnaissance involves broadly gathering information to 
identify existing network resources. The hacker also attempts 
to identify a subset of the network resources, which repre 
sents potential attack targets. Further, the hacker attempts to 
identify potential avenues of attack. 
0043. At step 48, 'sniffing occurs. Sniffing is passively 
gathering detailed data, usually by Surreptitiously installing 
special Software on a network entity (computer, router, etc.) 
which listens to all traffic passing by, making all information 
which was previously internal to the network now available to 
the intruder. This step may also include 'scanning,” or 
actively gathering detailed data. Scanning is similar techni 
cally to reconnaissance probes, in that information is gathered 
from responses received to various packets transmitted. A 
difference is that the scanning is done from inside the network 
being intruded upon. Thus, the intruder has much greater 
access to the network, and can gather much more information 
(of a much more sensitive nature since the hacker is now 
inside the perimeter protections, such as firewalls, such that 
the information obtained can be much more useful to the 
hacker). Sniffing is used to Support one or more Subsequent 
specific attacks (e.g., directed attacks). Sniffing and scanning 
may range from gathering information on specific IP 



US 2009/0172813 A1 

addresses to the types of traffic and protocol elements being 
passed between nodes. elements being passed between nodes. 
This step may also include approaches Such as 'social engi 
neering or "dumpster diving to gather passwords and other 
sensitive information. 
0044. At step 50, a specific “directed' attack occurs. The 
directed attack may generally include, (a) Denial of Service, 
(DoS) (b) “trawling' or otherwise gathering sensitive/valu 
able directory data, and (c) theft of service or service fraud. 
Additionally, customer privacy can be a concern, although 
this is not generally thought of as an “attack per se. Bad 
packet attacks aimed against specific targets could be consid 
ered separately or considered to be DoS attack. Web page 
exploits, viruses, trojans, and other mal-ware program infes 
tations would be considered to be “passive' attacks since they 
have to be initiated by the target itself. The virus waits pas 
sively to be retrieved, and only after retrieval and activation 
does the actual attack begin. On the other hand, worms, 
spread on their own. For example, worms do not have to be 
retrieved by the target but rather actively seek out subsequent 
targets from each site of infection. Worms automate the steps 
shown in FIG. 4, and thereby continue to repeatedly spread 
from each Subsequent target attacked and infected. The pro 
cess ends at step 52. 
0045. In a typical attack scenario, the steps shown in FIG. 
4, occur in sequence over a period less than 24 hours. How 
ever, the steps of FIG. 4 may be combined when the attacker 
employs certain automated Software tools, which utilize com 
bination methods or reiterated probing-attack steps. Less fre 
quently, these stages may be spread out over days or weeks, 
and in fact the most dangerous attacks are often those which 
employ low bandwidth probing techniques over a long period 
(e.g., “low and slow' attacks) since these types of attacks can 
be very difficult or impossible to detect except by the damage 
that eventually accrues. 
0046 Finally, post-attack, the attacker may repeat the 
steps of FIG. 4 so as to “propagate' the attack to another host 
entity in the customer's network or to another network. The 
attacker capitalizes on the increased opportunities offered by 
a successful initial attack and also to increase the indirection 
existing between the attacker and the target often uses propa 
gated attacks. For example, many successful attacks may 
have actually been accomplished via a "daisy chain' or string 
of four or more compromised machines, which often are 
chosen to be located in different time Zones. Machines 
located in different time Zones makes it difficult to get the 
associated network management personnel on the telephone 
at the same time, which would be needed to troubleshoot how 
the attack is occurring and backtrack?identify the true 
attacker. Further, hacker strategy often includes extensive 
planning to mount a significant attack on a target using inter 
mediary customer machines which are used for no other 
purpose than stepping Stones, but otherwise left largely 
unharmed, that is, as long as the hacker's presence remains 
undiscovered. 

0047 l. The Reconnaissance Step 
0048. The “recon' or reconnaissance step is normally the 

initial hackerattackstage. The hackerinthis step is concerned 
with the initial gathering of information that can be exploited 
to help the attacker access or exploit the target network. This 
stage is generally not focused on attacking a specific host or 
machine, but rather is an attempt to map out the various ways 
an attacker might expect to get into the network, e.g., the 
customer's network. 
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0049. The associated time period of the reconnaissance 
step can be short or long. It is safer for the attacker to take 
more time, spacing out the actions over a considerable period 
of time, especially with networks that are monitored or 
secured in ways that may lead to someone noticing the hack 
er's attempts to probe. Likewise, the associated bandwidth of 
the probe can be large or Small, and can vary. Again, it is safer 
for the attacker to use a low bandwidth probe, although this 
self-imposed restriction on bandwidth will generally mean 
that the recon stage will take longer to accomplish. 
0050. In simplest form, this stage seeks to identify the IP 
addresses of the ingress nodes for the target network, and 
Subsequently to identify open ports and potentially usable 
protocols that may provide the means for intrusion. In more 
complex form, routers and network topology may be probed 
and mapped in order to Support more complex intrusion tech 
niques and attacks, which can involve multiple attacker 
machines and multiple ingress points, when present. 
0051 Reconnaissance can proceed from a single origin 
point or can be distributed using multiple machines to origi 
nate probes from different locations. When multiple 
machines are probing, its actions can be arranged individually 
or coordinated. Cases of extremely capable, elegant probing 
involve the efforts of many machines in a coordinated com 
plex fashion. Furthermore, these capabilities are increasingly 
likely to be encountered because these techniques are increas 
ingly incorporated into automated Software i.e., hacker tool 
kits. In general, methods of probing processes available to the 
hacker community, include coordinated route tracing, e.g., 
mapping out network topology and latencies, and inverse 
probes, e.g., accumulating data on unreachable rather than 
reachable addresses (via receiving automated routing 
responses from the network). 
0.052 The reconnaissance stage is most pronounced with 
external threats. In order to enter the target network, an exter 
nal attacker must first map out the routes and potential entry 
points to that target network (e.g., customer's network) along 
with potential protocols and ports on the ingress nodes that 
may be usable. 
0053 2. The Sniffing Step 
0054 The sniffing step of FIG. 4 is concerned with gath 
ering detailed information on network hosts, traffic types, 
protocols, etc. Simply accessing a target network’s ingress 
node is usually not sufficient. Rather, access to those 
machines and hosts internal to the target network are usually 
desired. Therefore, in order to exploit the internal nodes, 
considerable information is required. First, the nodes of inter 
est must be identified possibly by host name but ultimately by 
IP address. If the attacker can install 'sniffer software, net 
work traffic may be observed so as to locate the most “inter 
esting machines, often the servers. DNS (name service) 
servers and LDAP (directory) servers, along with databases 
which can contain all kinds of sensitive information, e.g., 
financial or health info, passwords, employee records, would 
probably be perceived to be the most interesting potential 
targets. 
0055 Sniffing is generally passive, i.e., listening only, 
rather than generating or sending traffic. Distributed Sniffing, 
e.g., Sniffing from multiple locations inside the target net 
work, is often employed when possible. Distributed Sniffing 
is utilized when the network has switching systems to effec 
tively subdivide the network. This limits how much traffic any 
individual Sniffer can sample. 
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0056 Active scanning can also be employed, when 
attempts are made to connect to a Succession of IP addresses 
and port numbers. Scanning can be used (by the responses 
received or not received) to identify which addresses are 
present in the target network and which ports are available on 
the machines thus identified. The information obtained may 
then be sent back to, or retrieved by, the attacker via a a 
number of more or less covert or stealth techniques. These 
techniques can include encryption and communications 
using unexpected channels or ports or protocols, i.e., for 
which they generally were not designed, and thus are less 
likely to be detected. Likewise, the attacker may communi 
cate into the network via encryption using unexpected chan 
nels or ports or protocols in order to send commands to 
Software implanted in exploited hosts. 
0057 Although passive sniffing is limited in the sense that 
the attacker must wait for traffic to be observed rather than 
actively scanning for items of interest, Sniffing is less intru 
sive and thus safer for the attacker. Sniffing may in fact be 
present without anyone realizing, and considerable informa 
tion may thus be gathered. In contrast, Scanning may be 
readily identified when network intrusion detection methods 
are employed or when the scanning is done at Such high 
bandwidth that it becomes indirectly observable. The pres 
ence of a Sniffer because its action is passive, i.e., listening 
only, is hard to detect. Active probing for the presence of a 
sniffer is unreliable but sometimes possible, but hacker soft 
ware will sometimes detect this and respond negatively, e.g., 
damaging the files on the machine on which it has been 
surreptitiously installed. 
0058. Additional information, which may be obtained by 
the attacker in this stage, includes protocol version numbers, 
operating system types and version numbers. The attacker 
can also obtain application software types and version num 
bers, configuration options, general and specific information 
on what is happening in the customer's network and what the 
customer's network is being used for. Further, hackers try to 
obtain specific port numbers on which the various host 
machines are "listening.” 
0059) 3. The Direct Attack Step 
0060. The directed attack is an attack on a specific target 
machine, usually with a specific and harmful objective in 
mind. Directed attacks are sometimes employed to accom 
plish one or both of the two preceding stages. There are many 
kinds of directed attacks. Directed attacks range from simple 
SYN flood denial of Service (DoS) attacks (in which only the 
initial “SYN'portion of the TCP 3-way handshake is sent, but 
in great Volume, so as to tie up the resources of the recipient), 
session redirection and hijacking, to complete takeovers of 
targeted systems to elaborate spoofing of intrusion detection 
systems. 
0061 Simple flooding can crudely overwhelm a host with 
too much traffic, or alternatively, can use up system resources 
by employing a multitude of “half-open TCP/IP connection 
attempts that completely utilize the target machine's proces 
sor (e.g., a SYN flood). Other more pernicious DoS attacks, 
Such as fragmentation attacks (e.g., land.c, death ping, etc.). 
do not just temporarily occupy the attention of a target host, 
but actually to crash the operating system via exploitation of 
particular software bugs, which often remain present in prac 
tice even when software fixes/patches are available. Frag 
mentation attacks take advantage of variable overflow that 
can occur upon reassembly of specially fragmented IP pack 
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ets, which were purposefully designed by the hacker to 
exceed the maximum allowed/expected size. 
0062 An adjunct to DoS crash attacks is a more elaborate 
approach, which seeks first to install harmful software or 
make harmful modifications prior to the actual DoS crash 
attack. With this approach, unless the target machine is com 
pletely re-initialized from backup media, re-booting the 
machine causes Subsequent crashes and additional damage, 
and possibly even more effects such as propagated attacks. 
This approach assumes that the attacker has effective meth 
ods of gaining authorization to insert Software on the target 
machine. An attacker may gain access to the target machine 
by gaining access to the root shell or administrator account of 
a machine either via a variable/buffer overflow, or via a forced 
“controlled crash” of a running process inherently having 
these authorizations on the target machine. 
0063 Protocol attacks involve exploitation of the actual 
communications exchanges in a defined protocol. The objec 
tive may range from simply interfering with the action of the 
protocol, as in a DoS attack, to causing a specific and nor 
mally unexpected result via the protocol. A variety of protocol 
attacks are known. 
0064 Session hijacking generally involves taking control 
of a TCP/IP session, i.e., forcefully taking the place of one of 
the two legitimate parties. This can be accomplished via a 
Successful observation and determination of the sequence 
numbers occurring in the TCP/IP exchange (e.g., a sequence 
number attack) which allows the substitution of illegitimate 
packets into the session. This is normally done while simul 
taneously mounting a DoS attack on the party that is being 
substituted, substituted, so that it cannot interfere with, or 
otherwise thwart, the hijacking process. Once the session is 
hijacked, the attacker appears to be, and acts as, the actual 
Substituted party, with all the authorizations and access asso 
ciated with the substituted party. The attacker has this autho 
rization at least for the duration of the session, and possible 
afterwards if the attacker can glean sufficient additional infor 
mation, such as passwords, cryptographic keys, etc., during 
the lifetime of the hijacked session. 
0065 Email attacks include simple techniques such as 
email flooding and spamming. Email flooding sends a large 
email message to many recipients, overloading the email 
system and in Some cases causing system crashes of the mail 
server. Spamming sends unsolicited advertisements, or other 
undesired messages, to many recipients. 
0.066 Email is also a vector, i.e., delivery or infection 
mechanism, for well-known types of hostile software such as 
viruses, Trojan horses, worms, etc. Viruses and trojans usu 
ally require a specific user action to be activated. Worms 
activate and propagate without user action, instead they rely 
on and exploit Some “action' or capability occurring auto 
matically in the operating system or other running Software 
process. Hostile software of these sorts can be designed to 
perform virtually any function possible on the infected 
machine, with potentially disastrous results. Worms are 
receiving increased attention in the hacker community since 
users are now generally aware of the dangers of viruses and 
trojans. 
0067 Propagated attacks involve a “stepping stone' 
approach to move from one exploited host to the next, and 
then finally attack the ultimate target in a harmful fashion. 
When propagated attacks are done across the Internet, the 
Internet provides indirection that helps the attacker escape 
easy detection and identification. When propagated attacks 
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are done inside one or more Smaller networks, it usually 
embodies a more insidious attempt to Surreptitiously control 
more resources, and in some cases may even be a prelude to 
a larger scale attack against a service provided on that net 
work or elsewhere. Larger scale attacks can be triggered 
remotely i.e., via a covert communications channel, or via 
timers e.g., on a particular date. Distributed Denial of Service 
(DDoS) attacks area special case of this where large numbers 
of compromised computers become "Zombies' under the 
hacker's remote control for the purpose of launching coordi 
nated large-scale DoS attacks against a target. Large target. 
Large Scale attacks may take considerable time to set up, 
requiring multiple intrusions on multiple machines in 
advance, and they may potentially result in broadly disastrous 
consequences. A large scale attack may attempt to bring down 
a service, or may have other less crude objectives Such as, for 
example, a large scale privacy violation and public exposure 
with respect to many customers for instance, intending a 
Subsequent flurry of customer litigation as the actual goal. 
0068 Finally, “stealth” refers to attackers trying to cover 
their tracks or otherwise escape notice. There are many ways 
to do this. Some of the simplest include log erasure and 
process modifications to hide the attacker's presence once a 
machine in Successfully accessed and exploited. Also, “fast 
takedown” techniques can sometimes be used to exploit cer 
tain aspects of specific operating systems so as to effectively 
hide the hacker's presence on a machine, e.g., by very quickly 
initiating some alteration, which interferes with or avoids the 
normal process registration within the operating system. 
Additional techniques include "camouflage' of communica 
tions and piggybacking on legitimate communications flows. 
Steanography, the cryptographic hiding of information 
within another information stream is similarly utilized. Soft 
ware mutation techniques, as in mutating viruses, etc. also fall 
in this general category. 
0069. C. Examples of Attacks 
0070 FIG. 5 is a table 54 listing illustrative examples of 
attacks. The attacks are any one of many possible hostile 
actions or techniques employed against a customer's net 
work, system, or attached host or machine. Attacks are gen 
erally undertaken as a direct or indirect means to gain unau 
thorized access or otherwise exploit the target(s). 

III. Elements of the System for the Non-Invasive 
Monitoring of Electronic Security Services 

0071 FIG. 6 is a block diagram depicting a generic com 
puter or processor-based system that can be used to imple 
ment a preferred embodiment of each of the MEA, TGE and 
RAE of the system for the non-invasive monitoring of an 
electronic security service. Generally, in terms of hardware 
architecture, as shown in FIG. 6, the digital computer 60 
includes, inter alia, a processor 62 and memory 66. Input 
and/or output (J/O) devices (or peripherals) can be commu 
nicatively coupled to a local interface 68 via a system I/O 
interface 70, or directly connected to the local interface 68. 
The local interface 68 can be, for example but not limited to, 
one or more buses or other wired or wireless connections, as 
is known in the art. The local interface 68 may have additional 
elements, which are omitted for simplicity, Such as control 
lers, buffers (caches), drivers, repeaters, and receivers, to 
enable communications. Further, the local interface may 
include address, control, and/or data connections to enable 
appropriate communications among the aforementioned 
components. 
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0072 The processor 62 is a hardware device for executing 
software, particularly that stored in memory 66. The proces 
sor 62 can be any custom made or commercially available 
processor, a central processing unit (CPU), an auxiliary pro 
cessor among several processors, a semiconductor based 
microprocessor (in the form of a microchip or chip set), a 
macroprocessor, or generally any device for executing soft 
ware instructions. 
0073. The memory 66 can include any one or combination 
of Volatile memory elements (e.g. random access memory 
(RAM, such as DRAM, SRAM, SDRAM, etc.)) and nonvola 
tile memory elements (e.g. ROM, hard drive, tape, CDROM, 
etc.). Moreover, the memory 66 may incorporate electronic, 
magnetic, optical, and/or other types of storage media. Note 
that the memory 66 can have a distributed architecture, where 
various components are situated remote from one another, but 
can be accessed by the processor 62. 
0074 The software and/or firmware in memory 66 may 
include one or more separate programs, each of which com 
prises an ordered listing of executable instructions for imple 
menting logical functions. In the example of FIG. 6, the 
software in the memory 66 can include MEA, TGE or RAE 
logic and a Suitable operating system (OfS). The operating 
system essentially controls the execution of other computer 
programs, and provides scheduling, input-output control, file 
and data management, memory management, and communi 
cation control and related services. 
0075. The logic is a source program, executable program 
(object code), Script, or any other entity comprising a set of 
instructions to be performed. When the logic is implemented 
as a Source program, then the program needs to be translated 
via a compiler, assembler, interpreter, or the like, which may 
or may not be included within the memory 66, so as to operate 
properly in connection with the O/S. Furthermore, logic can 
be written as (a) an object oriented programming language, 
which has classes of data and methods, or (b) a procedure 
programming language, which has routines, Subroutines, 
and/or functions, for example but not limited to, C, C++, 
Pascal, Basic, Fortran, Cobol, Perl, Java, and Ada. 
0076. The I/O devices may include input devices, for 
example but not limited to, a keyboard, mouse, Scanner, 
microphone, etc. Furthermore, the I/O devices may also 
include output devices, for example but not limited to, a 
printer, display, etc. Finally, the I/O devices may further 
include devices that communicate both inputs and outputs, 
for instance but not limited to, a modulator/demodulator (mo 
dem; for accessing another device, system, or network), a 
radio frequency (RF) or other transceiver, a telephonic inter 
face, a bridge, a router, etc. 
0077. When the logic is implemented in software, as is 
shown in FIG. 60, it should be noted that logic can be stored 
on any computer-readable medium for use by or in connec 
tion with any computer related system or method. The logic 
can be embodied in any computer-readable medium for use 
by or in connection with an instruction execution system, 
apparatus, or device. Such as a computer-based system, pro 
cessor-containing system, or other system that can fetch the 
instructions from the instruction execution system, apparatus, 
or device and execute the instructions. In the context of this 
document, a "computer-readable medium' can be any means 
that can store, communicate, propagate, or transport the pro 
gram for use by or in connection with the instruction execu 
tion system, apparatus, or device. The computer-readable 
medium can be, for example but not limited to, an electronic, 
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magnetic, optical, electromagnetic, infrared, or semiconduc 
tor System, apparatus, device, or propagation medium. More 
specific examples (a nonexhaustive list) of the computer 
readable medium would include the following: an electrical 
connection (electronic) having one or more wires, a portable 
computer diskette (magnetic), a random access memory 
(RAM) (electronic), a read-only memory (ROM) (elec 
tronic), an erasable programmable read-only memory 
(EPROM, EEPROM, or Flash memory) (electronic), an opti 
cal fiber (optical), and a portable compact disc read-only 
memory (CDROM) (optical). Note that the computer-read 
able medium could even be paper or another suitable medium 
upon which the program is printed, as the program can be 
electronically captured, via for instance optical scanning of 
optical scanning of the paper or other medium, then com 
piled, interpreted or otherwise processed in a suitable manner 
if necessary, and then Stored in a computer memory. 
0078. In an alternative embodiment, where the logic is 
implemented in hardware, the logic can be implemented with 
any or a combination of the following technologies, which are 
each well known in the art: a discrete logic circuit(s) having 
logic gates for implementing logic functions upon data sig 
nals, an application specific integrated circuit (ASIC) having 
appropriate combinational logic gates, a programmable gate 
array(s) (PGA), a field programmable gate array (FPGA), etc. 
0079 A. MEA 
0080 Referring to FIG. 7, a block diagram depicting a 
preferred embodiment of logic of the MEA 34 of the system 
10 for the non-invasive monitoring of electronic security ser 
vices is shown. The MEA logic could exist in memory, such 
as memory 66 of FIG. 6. In other embodiment, the MEA logic 
could be resident in a monitoring device, utilizing the device 
hardware. The MEA 34 includes a sniffer module 72, an 
innoculator module 74, an analyzer module 76, an evaluator 
module 78 and a communicator module 80. In an alternative 
embodiment, the MEA 36 includes a decryption/encryption 
module and a cryptographic key module. The Sniffer module 
72 in a preferred embodiment couples to the operating system 
73 and a network interface card (not shown) for communi 
cating with the provider network via the customer network, in 
which the MEA 36 is generally located. In a preferred 
embodiment, the communicator module 80 couples to the 
operating system 73, analyzer module 76, evaluator module 
78 and innoculator module 74. The evaluator module 78 in a 
preferred embodiment couples to the operating system 73, 
communicator module 80, analyzer module 76, and innocu 
lator module 74. In a preferred embodiment, the innoculator 
module 74 couples to the evaluator module 78 and commu 
nicator module 80. The operating system also couples to other 
or existing Software applications 84. 
0081 1. Sniffer Module 
0082. The sniffer module 72 observes all the packets such 
that patterns can be identified. 
0083. 2. Innoculator Module 
0084. The innoculator module 74 checks for special code/ 

bits in packets and/or checks pre-received communication for 
a pre-planned attack or test. For instance, the innoculator 
module 74 can check for an authenticated and encrypted 
message from the RAE 38 or TGE 36 with a date/time 
stamped list of scheduled attacks or tests. 
I0085 3. Analyzer Module 
I0086. The analyzer module 76 receives or determines the 
list of open ports and active services on the customer's net 
work 11, 12, and 13, to know what general and specific 
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Vulnerabilities may exit in the customer's network 11, 12 and 
13. The analyzer module 76 can also view or determine if new 
applications, services or other items are installed, for 
example, a newly installed denatured virus, trojan, etc. Fur 
ther, by using available software engineering methods, the 
analyzer module 76 can monitor other aspects of the host in 
which it resides, such as monitoring password changes or log 
alterations. In addition, the analyzer module 76 can monitor 
security devices to which it is attached. Where a firewall is 
used, the analyzer module 76 can monitor the types of packets 
blocked by the firewall. 
I0087. In the case where an intrusion detection system is 
used, the analyzer module 76 can monitor attacks detected. In 
the case of a deception host, the analyzer module 76 monitors 
hacker activities such as probes, accesses and rootkit or 
hacker tool insertion. A matching algorithm can be used to 
determine potential associations with a pre-planned test or list 
of active tests. Thus, the progress of a denatured attack or test 
can be monitored so that it can be reported properly to the 
RAE 38. 
0088 4. Evaluator Module 
0089. The evaluator module 78 determines which attacks 
or tests would have caused damage if not denatured. 
0090. 5. Communicator Module 
0091. The communicator module 80 listens and talks to 
the network provider's centralized RAE 38 and TGE 36. 
0092. The communicator module 80 acts as the commu 
nications interface between the other modules. It receives 
communications from the provider network 14 and likewise 
accepts communication from the tester in order to transmit 
these over the provider network. The communicator module 
80 functions as a translator. Such translation is needed since 
software components, i.e., the modules of the RAE 38, typi 
cally use data in somewhat different technical form or format 
than the form or format of data, which is transported over a 
typical provider network 14. The communicator module 80 
can use well-known methods for secure authenticated net 
work communications, e.g., IPSEC, SSL, or SSH when com 
municating with TGEs 36 and the RAE 38. Via authentica 
tion, these secure communication methods ensure that no 
unauthorized entity can masquerade as a TGE 36, RAE 38, or 
MEA 34 i.e., impersonate a TGE36, RAE38, or MEA34.Via 
encryption, it further ensures that no unauthorized entity can 
intercept, eavesdrop upon, or alter any of the secured com 
munications. The communicator module 80 maintains the 
shared secrets, cryptographic keys, and/or security certifi 
cates utilized to enable these secure communication methods. 
0093. Other modules such as a decryption/encryption 
module can be included to enable the MEA 36 to look inside 
encrypted communications, for instance in virtual private 
networks (VPNs). Another module such as, a cryptographic 
key module can be included to hold and manage the associ 
ated crypto/secret keys. 
0094 B. TGE 
0.095 FIG. 8 is a block diagram depicting a preferred 
embodiment of logic of the TGE 36 of the system 10 for the 
non-invasive monitoring of electronic security services. The 
TGE logic could exist in memory, such as memory 66 of FIG. 
6. In other embodiments, the TGE logic could be resident on 
a monitored device, utilizing the device hardware. The TGE 
36 includes a communicator module 86, a server module 88, 
a coordinator module 90, a tester module 92, and a test library 
module 94. In a preferred embodiment, the operating system 
73 couples to the communicator module 86, other or existing 
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software applications 84, and the network interface card (not 
shown) utilized for communicating with the provider net 
work. The server module 88 in a preferred embodiment 
couples to the communicator module 86 and coordinator 
module 90. In a preferred embodiment, the communicator 
module 86 couples to the server module 88, coordinator mod 
ule 90, operating system 73 and tester module 92. The tester 
module 92 in a preferred embodiment couples to the commu 
nicator module 86, coordinator module 90, and test library 
module 94. In an alternative embodiment, the test library 
module 94 has access to database 96, such as oracle. 
0096 1. Tester Module 
0097. The tester module 92 performs the actual testing 
except for tests, which are initiated by MEAS 34 rather than 
TGEs 36. Controlled by the coordinator module 90, the tester 
module 92 launches attacks at customer hosts and MEAS 34 
as directed. The tester module 92 utilizes the test library 
module 94 to obtain data as to how to construct the tests. For 
example, for a Land attack, the tester module 92 will consult 
the library to determine the exact packet structure to employ, 
and substitutes the target IP address with a denatured IP 
address into the packet structure to obtain the actual packet to 
be launched. The tester module 92 serves as the “weapon.” 
which obtains its "ammunition' bullets from the test library 
module 94, or uses the test library module 94 to find out how 
to build its bullets, and then fires them at the targets. 
0098 2. Test Library Module 
0099. The test library module 94 provides standard data 
base access functionality, e.g., via SQL or Structured Query 
Language, to enable provisioning and access of a standard 
database, such as an Oracle database, which contains test or 
attack related data. The tester module 92 utilizes this func 
tionality. The test library module 94, via its associated data 
base 96 provides the detailed information needed to construct 
each type of attack based upon test definition data. Because of 
the large number and growing variety of potential attack 
types, and because attacks can be quite complex and thus 
difficult to generate, the amount of data is assumed to require 
a large database external to the module. In an alternative 
embodiment, the test library module 94 aggregates and pre 
formats retrieved test definition data for use by the tester 
module 92. 

0100 3. Coordinator Module 
0101 The coordinator module 90 obtains schedule infor 
mation from the RAE 38 via the communicator module 86, 
handshakes with the MEAS 34 via the communicator module 
86, to signal “ready” and “finished, and handshakes with 
other TGEs 36 as appropriate via the communicator module 
86. The coordinator module 90 works with the TGES 36 for 
cooperative tests requiring multiple TGE 36 sources. The 
coordinator module 90 also controls the server so that it is 
properly set-up to respond to scheduled requests from MEAS 
34, and controls the tester module 92 to launch the appropri 
ate tests, which it has received from the RAE 38 at the appro 
priate time. Each TGE 36 may also send a “finished' message 
via the communicator module 86 to the RAE 38 to let the 
RAE 38 know it has completed its portion of testing for a 
particular customer. This allows the RAE 38 to get ready to 
receive results from the MEAS 34. 
0102) 4. Server Module 
(0103) The server module 88 provides the TGE 36 with 
standard web, file, and email serving functionality. This is 
needed since some tests must be initiated by the MEAS 34 
rather than the TGEs 36, when requesting web pages, files, or 
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emails which contain a test/attack Such as a JavaScript exploit, 
trojan, or virus. In these cases, the closest TGE 36 acts as the 
standard server to provide the infected web page, file, oremail 
requested. Once the infected item is provided, the attack will 
then begin and can be monitored by the pertinent MEA 34. 
0.104 5. Communicator Module 
0105. The communicator module 86 acts as the commu 
nications interface between the other modules (except the test 
library module 94) and the provider network. It receives com 
munications from the provider network in order to provide 
these to the tester or server, and likewise accepts communi 
cation from the tester in order to transmit these over the 
provider network. The communicator module 86 functions as 
a translator. Such translation is needed since Software com 
ponents, i.e., the modules of the RAE 38, typically use data in 
somewhat different technical form or format than the form or 
format of data, which is transported over a typical provider 
network. The communicator module 86 can use well-known 
methods for secure authenticated network communications, 
e.g., IPSEC, SSL, or SSH when communicating with TGEs 
36 and the RAE 38. Via authentication, these secure commu 
nication methods ensure that no unauthorized entity can mas 
querade as a TGE 36, RAE 38, or MEA 34 i.e., impersonate 
a TGE 36, RAE 38, or MEA 34. Via encryption, they further 
ensure that no unauthorized entity can intercept, eavesdrop 
upon, or alter any of the secured communications. The com 
municator module 86 module 86 maintains the shared secrets, 
cryptographic keys, and/or security certificates utilized to 
enable these secure communication methods. 

01.06 C. RAE 
0107 FIG. 9 is a block diagram depicting a preferred 
embodiment of logic of the RAE 38 of the system 10 for the 
non-invasive monitoring of electronic security services. The 
RAE logic could exist in memory, such as memory 66 of FIG. 
6. In other embodiments, the RAE logic could be resident in 
a monitored device, utilizing the device hardware. The RAE 
38 includes a scheduler module 98, a global evaluator module 
100, a database interface module 102, a user interface module 
106 and a communicator module 108. In a preferred embodi 
ment, the operating system 73 couples to the communicator 
module 108, other or existing software applications 84, and 
the network interface card (not shown) utilized for commu 
nicating with the provider network. The scheduler module 98 
in a preferred embodiment, couples to the communicator 
module 108, database interface module 102 and user interface 
module 106. In a preferred embodiment, the communicator 
module 108 couples to the global evaluator module 100, 
scheduler module 98, and operating system 73. The global 
evaluator module 100 in a preferred embodiment, couples to 
the communicator module 108 and user interface module 
106. The user interface module 106 in a preferred embodi 
ment, couples to the database interface module 102, sched 
uler module 98, global evaluator module 100, and a user 110. 
In a preferred embodiment, the database interface module 
102 has access to a standard database 104, such as an Oracle 
database, and couples to the scheduler module 98 and user 
interface module 106. 

0.108 1. Scheduler Module 
0109. The scheduler module 98 provides the central test 
scheduling functionality and makes test schedule information 
available to TGE 36s and MEAS 34 via the communicator 
module 108. The scheduler module 98 is controlled by the 
user interface module 106. The scheduler module 98 makes 
use of the database interface module 102 to include customer 



US 2009/0172813 A1 

information as appropriate, in order to build schedules while 
incorporating certain data, Such as the particular TGE 36s and 
MEAS 34 serving a particular customer, into the schedule 
process. 
0110 2. Global Evaluator Module 
0111. The global evaluator module 100 analyzes data 
returned by all the MEAS 34 serving a customer in the course 
of a test cycle, these data being received from the MEAS 34 
via the communicator module 108. Whereas the MEAS 34 
provide local results of tests results obtained by a given MEA 
34 at its location or for its immediate vicinity, the global 
evaluator module 100 uses all of these local results to obtain 
the overall results of the testing for a given customer. Thus the 
progress of a test attack can be traced as it made its way 
through the customer network 11, 12 and 13 to its target, or 
conversely was stopped at Some point (presumably by one of 
the security service being monitored/tested). The global 
evaluator module 100 obtains the pertinent test schedule from 
the scheduler module 98, compares this with the MEA 34 
results, and evaluates whether individual MEA 34 results or 
combinations of MEA 34 results indicate a particular test 
outcome for the customer. In a preferred embodiment, the 
global evaluator module 100 applies a set of If/Then rules to 
make this determination for each test included in the schedule 
e.g., if certain files or memory locations were erased or 
altered, or if certain email actions occurred, then attack by test 
# 123 for virus xyz was successful. This evaluation can be 
wholly implemented via code within the global evaluator 
module 100, or can include the referencing of an “expected 
test result database which can be wholly included in the 
module, or if necessary can be an externally located Standard 
database. 
0112. 3. Database Interface Module 
0113. The database interface module 102 provides stan 
dard database access functionality e.g., via Structured Query 
Language (SQL) to enable provisioning and access of a stan 
dard database. Such as an Oracle database, which contains 
customer data. The scheduler module 98 utilizes this func 
tionality. The user interface module 106 can also utilize the 
database interface module 102 to provision, or load, the data 
base with the necessary customer data. A data interface mod 
ule 102 can also be used to provide an interface to an external 
database for the global evaluator module 100. 
0114. 4. User Interface Module 
0115 The user interface module 106 provides standard 
user interaction functionality via a standard windowing 
Applications Programming Interface (API) and/or command 
line capabilities of the underlying operating system, e.g., 
Unix, Linux, or Windows. Thus the user 110 can control the 
system, interact with the system e.g., to provision the data 
base, order tests, set test parameters and cycles, and obtain 
and manipulate results. 
0116 5. Communicator Module 
0117 The communicator module 108 acts as the commu 
nications interface between the other modules, (except the 
database interface module 102) and the provider network 14. 
It receives communications from the provider network in 
order to provide these to the global evaluator module 100, and 
likewise accepts communication from the scheduler module 
98 in order to transmit these test schedule information and 
data over the network. The communicator module 108 basi 
cally functions as a translator and is analogous to Such func 
tionality, which is found in many systems utilizing commu 
nications with other entities. Such translation is needed since 
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Software components, including for instance the modules of 
the RAE 38, typically use data in somewhat different techni 
cal form or format than the form or format of data which is 
transported over a typical network. The communicator mod 
ule 108 can use well-known methods for secure authenticated 
network communications, e.g., IPSEC, SSL, or SSH when 
communicating with TGEs 36 and MEAS34. Via authentica 
tion, these secure communication methods ensure that no 
unauthorized entity can masquerade as a TGE 36, RAE 38, or 
MEA 34 i.e., impersonate a TGE36, RAE38, or MEA34.Via 
encryption, the communicator module 108 further ensures 
that no unauthorized entity can intercept, eavesdrop upon, or 
alter any of the secured communications. The communicator 
module 108 maintains the shared secrets, cryptographic keys, 
and/or security certificates utilized to enable these secure 
communication methods. 

0118. D. Example of Virus or Mal-Ware Code 
0119 FIG. 10 is a block diagram 112 of an illustrative 
example of altering a harmful code in a virus or program, i.e., 
mal-ware code. The code is shown in a hexadecimal, or base 
16, notation, e.g., 1,2,3 ... A, B, C ... F. Signature checkers, 
for instance, anti-virus Software, uses a portion of the code, 
A3555F77 to identify the presence of a virus. This portion of 
the code is not altered. A portion of the code, 632AA098, 
performs a harmful action. This portion of the code is altered. 
These code portions are typically different and are located in 
different locations within the code for each and every differ 
ent virus or mal-ware used. Analysis of each virus or mal 
ware is performed to determine both the location of the per 
tinent code portions, and the appropriate alteration needed to 
denature the code portions, which perform harmful actions. 
The harmful portion of the code, i.e., 632AA098, is altered to, 
F555555F, rendering the harmful portion of the code harm 
less. 

I0120 E. Example of Denaturing a Bad Data Packet 
I0121 FIG. 11 is a block diagram 114 preferred embodi 
ment of an illustrative example of denaturing a bad data 
packet. Additional fields, Such as checksums, length fields, 
protocol conversion fields, etc., are not shown for simplicity. 
The block diagram of FIG. 11 shows a simplified example 
packet that could be used in a Land attack. Generally, a Land 
attack is a denial of service attack or crash attack wherein a 
TCP SYN packet (e.g., connection initiation) is sent that uses 
the same source and destination addressed for the target 
machine's IP address and port. This often causes operating 
systems to hang or crash, unless they are specifically designed 
and tested to resist Such an attack. In the example of a Land 
attack shown in FIG. 11, the destination address is changed in 
order to denature the attack by “redirection.” Land attacks 
typically have the same destination address and Source 
address, and thus the Source address is also being changed in 
this example. Changing the Source address is necessary to 
maintain an equal relationship between the destination 
address and sources address to retain a Suitably harmful 
appearance. 

0.122. In an alternative embodiment, the source address 
need not be changed when the particular attack does not have 
a relationship between the destination address and the source 
address. In another alternative embodiment, it may be neces 
sary to change other parts of the packet if the particular attack 
is defined by some relationship between the altered destina 
tion address and those other parts of the packet and the rela 
tionship should be maintained. 
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0123 Referring to FIG. 11, the data packet includes fields 
for type of service 116, source address and port 118, destina 
tion address and port 120, flags 122 and data payload 124. In 
the Land attack, and some other attacks, the harmful charac 
teristic is source address and port equal to the destination 
address and port. The harmful characteristic cannot itself be 
altered since that change makes the packet both harmless and 
no different from any regular packet, Such that no security 
measure, even if interceding, would have any reason to block 
it. Thus, the destination address is changed. The potentially 
harmful packet is then directed at a MEA 34 near the target 
rather than the target itself. This process is called “denaturing 
by re-direction.” Due to the properties of the Land attack, the 
Source address is also changed. Both the source and destina 
tion addresses are changed from 10.1.1.1 to 10.1.1.33. 
Address 10.1.1.33 is the address of a nearby known MEA 34, 
which will receive the attack, if the attack is not blocked in 
transit to the MEA 34. 
0.124. The example packet of FIG. 11 also includes 
another attack. This involves including the harmful portion of 
the packet in the data payload 124. An analysis of the bad 
packet attack type is necessary to determine both the location 
of the pertinent data elements and the appropriate alteration 
needed for the specific element or elements which cause 
harmful effect or effects. Referring to FIG. 11, to denature an 
attack against the data payload 124, an identifier code number 
is added to the payload so that MEAS 34 will be able to keep 
track and check against pre-scheduled attacks. For the data 
payload 124 of FIG. 2, an identified code of 111 ... 0010, is 
added to the data payload 124. 

IV. Preferred Embodiments of Functionality of 
System for the Non-Invasive Monitoring of 

Electronic Security Services 
0.125 FIG. 12 is a flow chart depicting general function 
ality of a preferred embodiment of a system for the non 
invasive monitoring of electronic security services. The pro 
cess begins at 130. At 132, a denatured attack is launched 
across a customer's network. In a preferred embodiment, the 
attack is launched using a TGE. At 134, the customer's net 
work is monitored. In a preferred embodiment, the custom 
er's network is monitored using a MEA. In an alternative 
embodiment, the customer's network is monitored prior to the 
launch of a denatured attack. In another alternative embodi 
ment, the customer's network is monitored during the launch 
of the denatured attack. At 136, the results of the denatured 
attack are analyzed. In an alternative embodiment, the results 
of the denatured attack are analyzed during the launch of a 
denatured attack. The process ends at 138. 
0126 FIGS. 13A and 13B are flow charts depicting more 
specific functionality of a preferred embodiment of a system 
for the non-invasive monitoring of electronic security Ser 
vices. The process begins at 140. At 142, the service provider 
selects the customer that will be monitored and/or receive a 
denatured attack. At 144, an examination of the customer's 
current records occurs. The examination includes, among 
others, obtaining the MEA list, host and network configura 
tions and services utilized by the customer. At 146, the service 
provider selects the pertinent tests to perform over the cus 
tomer's network. The tests performed are based on certain 
parameters such as the design and topology of the customer's 
network, perceived threats and any unique customer concerns 
about the security of its network. At 148, each MEA is polled 
for configuration changes. Any configuration changes found 
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are added to the current customer information and the test 
selection modified to accommodate the configuration 
changed. At 150, the test list is finalized and scheduled. In 
addition, the TGEs and MEAs that will be used in the test are 
selected. 
0127. At 152, the schedule for the test is sent to the TGEs 
and MEAs. The schedule is sent to the TGEs that will gener 
ate the attacks and the MEAs that will originate any passive 
attacks. The schedule also serves to inform the MEAs of 
planned attacks. At 154, the MEAS and TGEs perform hand 
shake functions for a “ready’ state. 
I0128 Referring now to FIG. 13B, at 156, TGEs run tests 
against customer's network(s). In a preferred embodiment, 
the tests are run over a long period of time, for example, a 
week or a month. At 158, the MEAS detect and evaluate the 
effects of the tests. At 160, the MEAS originate any passive 
tests. At 162, each MEA provides rate feedback to the TGEs 
(those TGEs which originate the tests/attacks the MEA is 
monitoring). The rate feedback consists of data instructing 
each associated TGE to appropriately modify its rate of test 
generation and launching based on the MEA's monitoring/ 
determination of test rates exceeding (or falling below) pre 
set maximum (or minimum) thresholds, or otherwise exceed 
ing (or falling below) test constraints pre-set or calculated by 
algorithmic means. At 164, the MEAS determine when the 
test cycles are finished utilizing a handshake with finished 
TGEs or based upon the completion of a scheduled test. At 
166, each MEA sends its results to the RAE. At 168, the RAE 
analyzes, records and reports on the results of the tests for on 
the results of the tests for the selected customer. In a preferred 
embodiment, the results of the tests are summarized globally 
for the selected customer but may be localized as needed. At 
170, the process ends. 
I0129. Any process descriptions or blocks in flow charts 
should be understood as representing modules, segments, or 
portions of code which include one or more executable 
instructions for implementing specific logical functions or 
steps in the process, and alternate implementations are 
included within the scope of the preferred embodiment of the 
present invention in which functions may be executed out of 
order from that shown or discussed, including Substantially 
concurrently or in reverse order, depending on the function 
ality involved, as would be understood by those reasonably 
skilled in the art of the present invention. 
0.130. An advantage of this invention is that it provides for 
a set of harmless attacks against a customer's system that tests 
the effectiveness of the customer's electronic security ser 
vices. 
I0131) Another advantage of this invention is that the 
results of the harmless attacks can be monitored and a record 
of results maintained. 
I0132) Still another advantage of this invention is that it 
performs the denatured attacks to a customer's network in a 
non-invasive method, for instance denatured attacks sched 
uled over a long period of time so as not to be noticeable by 
the customer. Further, feedback from the MEAS to the TGEs 
can adjust the rate of test launching so that the tests remain 
unobtrusive yet are completed in a timely manner. 
I0133. It should be emphasized that the above-described 
embodiments of the present invention, particularly, any "pre 
ferred embodiments, are merely possible examples of imple 
mentations, merely set forth for a clear understanding of the 
principles of the invention. Many variations and modifica 
tions may be made to the above-described embodiment(s) of 
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the invention without departing substantially from the spirit 
and principles of the invention. All Such modifications and 
variations are intended to be included herein within the scope 
of this disclosure and the present invention and protected by 
the following claims. 

Therefore, having thus described the invention, at least the 
following is claimed: 

1. A system for the non-invasive monitoring of the effec 
tiveness of a customer's electronic security services, compris 
1ng: 
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a test generation engine for generating and launching a 
denatured attack towards a customer's network; 

an agent operatively coupled to the test generation engine, 
the agent adapted to monitor and evaluate the denatured 
attack; and 

a recording and analysis engine operatively coupled to the 
test generation engine and the agent, the recording and 
analysis engine adapted to record and analyze results of 
the denatured attack. 

c c c c c 


