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System and Method for Energy Management Information System Reliability Assurance

RELATED APPLICATIONS

[0001] This application claims the benefit of US Patent Application No. 13/537,878, filed June
29, 2012, which is incorporated herein by reference in its entirety for purposes of each PCT
member state and region in which such incorporation by reference is permitted or otherwise not

prohibited.

BACKGROUND

[0002] Technical Field

[0003] Embodiments of the present invention relate generally to energy management.

[0004] Background Information

[0005] Energy management (“EM”) systems are delivering the information and control
capabilities businesses need to effectively lower energy costs and increase productivity by
avoiding power-related disruptions. However, the quality of energy decisions is directly affected

by the quality of the data on which these decisions are based.

[0006] Managing energy risk requires accurate measurement of the cost, quality and reliability

of the power from the source to the load.

[0007] An energy management system reduces risk by providing key performance indicators

that help managers determine whether critical operating parameters are within expectations. A
combination of accurate cost/revenue metering, embedded power quality/reliability monitoring,
and a cost-effective Internet-based communications infrastructure delivers relevant information

in a timely fashion.

[0008] With an EM system, risk can be managed in terms of understanding what is going on,
understanding what will happen if a particular action is taken, and helping make decisions to
reduce risk, improve profitability, and maximize the return on the energy investment across an

entire enterprise.

SUMMARY
[0009] Various embodiments of the present invention provide methods, systems, and computer
readable media for managing an EM system, EM data, and data transformation components
thereof. In aspects of the embodiments present invention, methods are described in terms of

systems and apparatuses configured to perform the methods. In aspects of the embodiments, a
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computer readable medium is provided that configures a computer system to perform the

methods described.

[0010] In an embodiment, disclosed is an extension component and methods therefor
comprising: a module for generating a data transformation record of a data transformation by a
data transformation component of an EM information system, the data transformation record
comprising a unique identifier for a data stream and a time range for the data being transformed;
and an output for sending the data transformation record to a logging database component,
wherein the extension component is operatively connected to a data transformation component
of the EM information system. The extension component can further comprise: an interface
configured to receive a request to regenerate a data stream of a recorded data transformation;
and regenerate the requested data stream. The interface can also be configured to output a new

data stream.

[0011] The extension component can comprise an interface configured to accept user input and
enable a user to modify a data transformation performed by the data transformation component.
The interface can also be configured to enable a user to reconfigure the data transformation
component. The interface can also be configured to enable a user to edit the data transformed by
the data transformation component. The extension component can also comprise the interface
being configured to respond to a request regarding operational activity of the data
transformation. The interface can be configured to respond to a request for at least one of (1) the
name of the data transformation component (2) the purpose of the data transformation

component, (3) software information, (4) diagnostic information, and (5) status information.

[0012] In an embodiment, disclosed is a data transformation logging component and methods
therefor comprising: a processing component including at least one interface operatively
connected to a data transformation component of an EM system including an extension
component, the data transformation logging component being configured to receive and log a
data transformation record of a data transformation, the data transformation record comprising a
unique identifier for a data stream and a time range for the transformation of the data stream; a
log database for storing a log record of the data transformation record; and a processing
component configured to process the log record of the data transformations of each data stream.
The processing component can be configured to consolidate sequential operations the each data
stream into a single record, wherein the single record is configured for use for a data stream

trace.
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[0013] The logging component can further comprise: the log record comprising a log record
format that includes fields for a stream id, a time range, component id, an operation id; and a
field for tracing one or more data streams, where component id is the unique identifier that
describes a component that transforms data. The logging component can also comprise: an

interface configured to generate responses to requests about data transformations.

[0014] The logging component can further comprise the interface being configured to generate
the response to a request comprising a unique identifier for the data stream and a time range for
the data stream. The interface can be configured to generate the response comprising a list of
components that performed operations on the data stream within the time range and a
description of the at least one transformation. The transformation can comprise the
transformation of one or more standard system outputs, including at least one of:

a VEE (Validation, Estimation and Editing) / data cleansing operation transformation;

an aggregation / disaggregation transformation;

an arithmetic and logical transformation;

a manual modification transformation;

a reclassification transformation;

a packaging-related transformation;

a data-management transformation;

a transformation output identified after system deployment,

a transformation by a custom component, and

a transformation by an external system or component.

[0015] In an embodiment, disclosed is a data trace ID generator and decoder component and
methods therefor comprising: an interface configured to generate a reference ID configured to be
used an input to request data trace comprising: a unique identifier of an EM component
producing a system output; a unique name identifier that represents a content of the system
output; the time the content was produced; and at least one data stream and time range for data
processed by the EM component. The data trace ID generator and decoder can comprise: a

decoder for decoding the reference ID into the inputs to build a data stream trace.

[0016] In an embodiment, disclosed is a system for adding metadata to an EM data stream and
methods therefor including: a component for adding metadata to a data stream, wherein the
metadata provides information about at least one of: data origin, data quality, data processing,
and a data storage rule. The metadata can comprise at least one of: a quality flag; a device

communication parameter; a data origin; a source algorithm; and stream meta-data. The

3
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metadata can comprise at least one of: stream metadata added to augment a presentation for a

data path trace visualization tool.

[0017] In an embodiment, disclosed is a computer system and methods therefor including at
least one computer processor and computer readable storage medium or media including
computer code and at least one storage device in which is stored EM data for a plurality of EM
devices, the system comprising: a memory including an EM database including records of a data
transformations transmitted from a plurality of data transformation components of EM devices;
and one or more processors programmed at least to receive and log the data transformation
record EM transformation data transmitted from the plurality of EM devices; store, in the
memory operatively coupled to at least one of the processors, the EM log data; and provide, for
a graphic user interface, an interactive display configured to display a graphic representation of a
data stream trace based on the EM log data. The system can comprise: a first visualization tool
to show the data stream trace; and at least one second tool configured to be accessible from the
first visualization tool. The system can comprise: an EM information system graphic user
interface; and wherein the first visualization tool is configured to be launched from the EM

information system graphic user interface.

[0018] The system can comprise at least one of: an interface for user input of a reference ID to
load information about a previous output and launch of visualization and editing tools. The
interface can be configured to regenerate at least one data output and display the data output
along with a previous data output. The interface can be configured to display a visualization of a
selected EM data output for editing; and an interface for responding to request for information
about transformation logic associated with a selected output. The system can be configured such
that the first visualization tool is a stand-alone tool. The system can be configured such that the
graphic user interface is configured to include an interface comprising a Reference ID input
generated by a Reference ID generator, wherein the Reference ID input is configured to access

the data stream trace.

[0019] The system can be configured such that at least one second visualization tool is
configured to at least provide additional details on a data stream, allow modifications to a data
transformation, or both. The system can be configured to display information about the data
stream trace, comprising at least one of: general EM data about a data stream through an EM
system, and EM data for at least one specific transformation of EM data. The system can be
configured to display at least one of: a data source of the data; storage location data; and data

processing information.
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[0020] The system can be configured to include an interface for modification of the
configuration of at least one data processing step. The modification can include at least one of:

altering data stream metadata;
modifying a data cleansing function;
modifying a data processing calculation;
selecting an algorithm selection;
modifying a data storage parameter; and

modifying a data processing parameter.
The system can be configured to allow an update to a visualization based on the modification.

[0021] In an embodiment, disclosed is a method implemented by at least one computer upon
executing programming code stored on at least one non-transitory computer-readable medium,
the method comprising: logging each data transformation of an energy management (EM) data
stream, wherein the log of the transformation event includes a unique identifier for the data
stream; classifying the data transformation event according to a classification scheme; storing
the data transformation log in a log database, wherein the log database comprises logs of each
data transformation of the data stream, which are configured such that they can be used for a

data stream trace.

[0022] Systems according to some embodiments may comprise at least one computer, at least
one storage device in which is stored EM data, and at least one non transitory computer readable
medium storing thereon computer code which when executed by the at least one computer
causes the at least one computer to be operable in executing a method according to one or more

of the embodiments summarized above.

[0023] Some embodiments provide at least one non-transitory computer readable medium that
stores programming code that when executed by at least one computer, instructs the at least one

computer to execute a method according to one or more of the embodiments summarized above.

[0024] Throughout the specification and claims, the following terms take at least the meanings
explicitly associated herein, unless the context dictates otherwise. The meanings identified
below do not necessarily limit the terms, but merely provide illustrative examples for the terms.
The phrase “an embodiment” as used herein does not necessarily refer to the same embodiment,

(13 2% ¢
a

though it may. In addition, the meaning of an,” and “the” include plural references; thus,
for example, “an embodiment” is not limited to a single embodiment but refers to one or more
embodiments. Similarly, the phrase “one embodiment” does not necessarily refer the same

embodiment and is not limited to a single embodiment. As used herein, the term “or” is an
5
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inclusive “or” operator, and is equivalent to the term “and/or,” unless the context clearly dictates
otherwise. The term “based on” is not exclusive and allows for being based on additional factors

not described, unless the context clearly dictates otherwise.

[0025] It is noted that in this disclosure and particularly in the claims and/or paragraphs, terms

7 <<

such as “comprises,” “comprised,” “comprising,” and the like can have the meaning attributed to

it in U.S. patent law; that is, they can mean “includes,” “included,” “including,” “including, but
not limited to” and the like, and allow for elements not explicitly recited. Terms such as
“consisting essentially of”” and “consists essentially of” have the meaning ascribed to them in
U.S. patent law; that is, they allow for elements not explicitly recited, but exclude elements that
are found in the prior art or that affect a basic or novel characteristic of the invention.

Embodiments of the present invention are disclosed or are apparent from and encompassed by,

the following description.

[0026] It will be appreciated by those skilled in the art that the foregoing brief description and
the following detailed description are exemplary (i.e., illustrative) and explanatory of the present
invention, but are not intended to be restrictive thereof or limiting of the advantages which can
be achieved by this invention in various implementations. Additionally, it is understood that the
foregoing summary and ensuing detailed description are representative of some embodiments of
the invention, and are neither representative nor inclusive of all subject matter and embodiments
within the scope of the present invention. Thus, the accompanying drawings, referred to herein
and constituting a part hereof, illustrate embodiments of this invention, and, together with the

detailed description, serve to explain principles of embodiments of the invention.

BRIEF DESCRIPTION OF DRAWINGS

[0027] Aspects, features, and advantages of some embodiments of the invention, both as to
structure and operation, will be understood and will become more readily apparent when the
invention is considered in the light of the following description made in conjunction with the
accompanying drawings, in which like reference numerals designate the same or similar parts

throughout the various figures, and wherein:

[0028] Figures la - le describe an Energy Management system and Energy Management

system display interfaces.

[0029] Figure 2 illustrates an exemplary structure of a server, system, or a terminal according to

an embodiment.
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[0030] Figures 3a and 3D illustrate an exemplary high level flow and architecture for processing

and displaying Energy Management data.
[0031] Figure 4a illustrates an exemplary high level flow for a disclosed embodiment.

DETAILED DESCRIPTION

[0032] A large Energy Management (“EM”) system such as an Enterprise Energy Management
(“EEM”) system typically comprises a network of web-enabled software and intelligent
metering and control devices, as well as other inputs. (The terms EM system, EEM system, and
EM information system are used interchangeably throughout this disclosure.) A system can
track all forms of utilities consumed or generated, including electricity and gas, as well as water,
compressed air and steam. Data can be gathered from the utility billing meters or other meters
positioned at each service entrance, from tenant or departmental sub-meters, and from
instruments that are monitoring the conditions of equipment such as generators, transformers,
breakers, and power quality mitigation equipment. Other inputs can include weather
information, real-time pricing information, occupancy rates, emissions data, consumption and
condition data from building automation systems, production data from enterprise resource

planning (ERP) systems, and other energy-related data.

[0033] EM systems generate complex Key Performance Indicators (KPIs) that drive significant
business decisions. Accordingly, user visibility of KPIs for how a system is functioning allows
for greater confidence in system outputs. For example, when a problem is identified, support
personnel are able inspect each part of an EM data pathway in the system and understand where
data is coming from, how it is being manipulated (without having intimate knowledge of the

system, access to source code, etc).
[0034] The following features and components are discussed herein.

[0035] A data stream or EM data stream refers to a series of one or more data values, as for
example, classified by a name typically referring to origin or purpose of the data and/or other

metadata such as type.

[0036] Components described in this disclosure identify data by using a reference comprising a
data stream ID and a time range, where a data stream ID is a reference that uniquely identifies

cach data stream in an EM information system.

[0037] A data stream trace refers to a visualization that shows the transformations and
movements of one or more data streams from an EM data origin source (e.g., a sensor or

intelligent energy device) to a terminus point, such as presentation on a user interface.

7
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[0038] An EM output or standard system output: refers to standard outputs from an EM

information system, including but not limited to reports and visualizations, trends, alerts, events,
and KPIs. Exemplary non-limiting standard system outputs include:
A VEE (Validation, Estimation and Editing) / data cleansing operation,
transformation,
an aggregation / disaggregation transformation,
an arithmetic and logical transformation,
a manual modification transformation,
a reclassification transformation,
a packaging-related transformation,
a data-management transformation,
a transformation output identified after system deployment,
a transformation by a custom component, and

a transformation by an external system or component.

[001] A standard data visualization component refers to standard EM information system

component that produces standard system outputs.

[002] An EM data transformation component refers to a standard EM information system

component that transforms data in some way.

[003] An interface refers to, in a general sense, an API (application programming interface) on
a component that allows other components in a software system to make requests.
Embodiments described in this disclosure are shown as a Web Services (WS) type interfaces,

although it will be understood that other interfaces can be implemented.

[004] As will be understood, data streams begin existence at the hardware level for complex

devices, and at the software layer for simple sensors or logical data streams.

[005] The EM system architecture described herein is appropriate for large / dynamic systems
(e.g., such as EEM systems) because new components that modify data simply need to

implement the appropriate interfaces.

[006] A directory service as is well known to those of ordinary skill in the art are standard part
of service-oriented architecture and is also understood to be provided for EM data

transformation components to be contacted as described herein.

[0039] Components of typical database system will transform data and are subject to the

extensions required for all EM data transformation components; for this disclosure these are

8
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logically separated from the database objects in illustrations for simplicity and easier

understanding.

[0040] Referring to FIG. 1a, disclosed embodiments of the EM system include an illustrative
EM software system 100, described herein as an EEM software system 100, that may collect
data from various types of EEM data sources and create useful information based on that data. A
description of such a system and user interfaces therefor may be found in U.S. Patent
Publication. No. 2004/0225648 Al, the entirety of which is incorporated by reference hereby.
The EEM software system 100 may also allow a user to perform what-if analysis, make changes
in their system, and verify results based on the changes. As illustrated, the EEM software system
100 may include an EEM software server 101 that may be coupled with a network 102. As used
herein, the network 102 should be broadly construed to include any one or more of a number of
types of networks that may be created between devices using an Internet connection, a

LAN/WAN connection, a telephone connection, a wireless connection, and so forth.

[0041] Each of the terminals, servers, and systems may be, for example, a server computer or a
client computer or client device operatively connected to network 102, via bi-directional
communication channel, or interconnector, respectively, which may be for example a serial bus
such as IEEE 1394, or other wire or wireless transmission medium. The terms “coupled with,”
“operatively connected,” “operatively coupled,” and “communicatively coupled”, as used
herein, mean that the elements so connected or coupled are adapted to transmit and/or receive
data, or otherwise communicate. This connection/coupling may or may not involve additional
transmission media, or components, and may be within a single module or device or between the
remote modules or devices. The terms “connected” and “coupled” thus include directly
connected to or indirectly connected through one or more intermediate components. Such

intermediate components may include both hardware and software based components.

[0042] The terminals, servers, devices, and systems are adapted to transmit data to, and receive
data from, each other via the network 102. The terminals, servers, and systems typically utilize a
network service provider, such as an Internet Service Provider (ISP) or Application Service

Provider (ASP) (ISP and ASP are not shown) to access resources of the network 102.

[0043] Although each of the above described terminal, server, and system may comprise a full-
sized personal computer, the system and method may also be used in connection with mobile
devices capable of wirelessly exchanging data with a server over a network such as the Internet.

For example, a terminal, client device or user device may be a wireless-enabled PDA such as an
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iPhone, an Android enabled smart phone, a Blackberry phone, or another Internet-capable

cellular phone.

[0044] It should be appreciated that a typical system can include a large number of connected
computers (e.g., including server clusters), with each different computer potentially being at a
different node of the network 102. The network, and intervening nodes, may comprise various
configurations and protocols including the Internet, World Wide Web, intranets, virtual private
networks, wide area networks, local networks, private networks using communication protocols
proprietary to one or more companies, Ethernet, WiFi and HTTP, cloud and cloud based
services, and various combinations of the foregoing. Such communication may be facilitated by
any device capable of transmitting data to and from other computers, such as modems (e.g., dial-

up, cable or fiber optic) and wireless interfaces.

[0045] A plurality of Intelligent Electronic Devices (“IEDs”) 105 may be coupled with the EEM
software server 101. The IEDs 105 may be coupled with a load 106, which the IEDs 105 are
responsible for monitoring and reporting various types of energy data related to the load 106.
IEDs 105 may include revenue electric watt-hour meters, protection relays, programmable logic
controllers, remote terminal units, fault recorders and other devices used to monitor and/or
control electrical power distribution and consumption. IEDs 105 are widely available that make
use of memory and microprocessors to provide increased versatility and additional functionality.
Such functionality includes the ability to communicate with other hosts and remote computing
systems through some form of communication channel. IEDs 105 also include legacy
mechanical or electromechanical devices that have been retrofitted with appropriate hardware

and/or software allowing integration with the EEM system.

[0046] An IED 105 may be associated with a particular load or set of loads that are drawing
electrical power from the power distribution system. The IED 105 may also be capable of
receiving data from or controlling its associated load. Depending on the type of IED 105 and the
type of load it may be associated with, the IED 105 may implement an energy management
function that is able to respond to, implement and/or generate further management functions,
measure energy consumption, control energy distribution such as a relay function, monitor
power quality, measure energy parameters such as phasor components, voltage or current,
control energy generation facilities, compute revenue, control electrical power flow and load
shedding, or combinations thereof. For functions which produce data or other results, the IED

105 may push the data onto the network 102 to another IED 1085, data output device or back end

10
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server/database, automatically or event driven, or the IED 105 can wait for a polling

communication which requests that the data be transmitted to the requestor.

[0047] For the purposes of the disclosed illustrative embodiments, a computer or computing
device may be broadly defined as a device which comprises a processing unit and includes, but
is not limited to, personal computers, terminals, network appliances, Personal Digital Assistants
(“PDAs”), IEDs, wired and wireless devices, tablet personal computers, game boxes,

mainframes, as well as combinations thereof as are presently available or later developed.

[0048] FIG. 2 illustrates an exemplary structure of a server, system, or a terminal according to
an embodiment. The exemplary server, system, or terminal 200 includes a CPU 202, a ROM
204, a RAM 206, a bus 208, an input/output interface 210, an input unit 212, an output unit 214,
a storage unit 216, a communication unit 218, and a drive 220. The CPU 202, the ROM 204, and
the RAM 206 are interconnected to one another via the bus 208, and the input/output interface
210 is also connected to the bus 208. In addition to the bus 208, the input unit 212, the output
unit 214, the storage unit 216, the communication unit 218, and the drive 220 are connected to

the input/output interface 210.

[0049] The CPU 202, such as an Intel Core " or Xeon  series microprocessor or a Freescale
PowerPC™ microprocessor, executes various kinds of processing in accordance with a program
stored in the ROM 204 or in accordance with a program loaded into the RAM 206 from the
storage unit 216 via the input/output interface 210 and the bus 208. The ROM 204 has stored
therein a program to be executed by the CPU 202. The RAM 206 stores as appropriate a
program to be executed by the CPU 202, and data necessary for the CPU 202 to execute various

kinds of processing.

[0050] A program may include any set of instructions to be executed directly (such as machine
code) or indirectly (such as scripts) by the processor. In that regard, the terms “instructions,”
“steps” and “programs” may be used interchangeably herein. The instructions may be stored in
object code format for direct processing by the processor, or in any other computer language
including scripts or collections of independent source code modules that are interpreted on
demand or compiled in advance. Functions, methods and routines of the instructions are

explained in more detail below.

[0051] The input unit 212 includes a keyboard, a mouse, a microphone, a touch screen, and the
like. When the input unit 212 is operated by the user, the input unit 212 supplies an input signal
based on the operation to the CPU 202 via the input/output interface 210 and the bus 208. The

output unit 214 includes a display, such as an LCD, or a touch screen or a speaker, and the like.
11



10

15

20

25

30

WO 2014/005149 PCT/US2013/048959

The storage unit 216 includes a hard disk, a flash memory, and the like, and stores a program

executed by the CPU 202, data transmitted to the terminal 200 via a network, and the like.

[0052] The communication unit 218 includes a modem, a terminal adaptor, and other
communication interfaces, and performs a communication process via the network(s) described

herein.

[0053] A removable medium 222 formed of a magnetic disk, an optical disc, a magneto-optical
disc, flash or EEPROM, SDSC (standard-capacity) card (SD card), or a semiconductor memory
is loaded as appropriate into the drive 220. The drive 220 reads data recorded on the removable

medium 222 or records predetermined data on the removable medium 222.

[0054] One skilled in the art will recognize that, although the data storage unit 216, ROM 204,
RAM 206 are depicted as different units, they can be parts of the same unit or units, and that the
functions of one can be shared in whole or in part by the other, e.g., as RAM disks, virtual
memory, efc. It will also be appreciated that any particular computer may have multiple

components of a given type, e.g., CPU 202, Input unit 212, communications unit 218, ezc.

[0055] An operating system such as Microsoft Windows 7%, Windows XP® or Vista", Linux®,
Mac OS®, or Unix® may be used by the terminal. Other programs may be stored instead of or in
addition to the operating system. It will be appreciated that a computer system may also be
implemented on platforms and operating systems other than those mentioned. Any operating
system or other program, or any part of either, may be written using one or more programming
languages such as, e.g., Java®, C, C++, C#, Visual Basic®, VB.NET®, Perl, Ruby, Python, or

other programming languages, possibly using object oriented design and/or coding techniques.

[0056] Data may be retrieved, stored or modified in accordance with the instructions. For
instance, although the system and method is not limited by any particular data structure, the data
may be stored in computer registers, in a relational database as a table having a plurality of
different fields and records, XML documents, flat files, etc.. The data may also be formatted in
any computer-readable format such as, but not limited to, binary values, ASCII or Unicode. The
textual data might also be compressed, encrypted, or both. By further way of example only,
image data may be stored as bitmaps comprised of pixels that are stored in compressed or
uncompressed, or lossless or lossy formats (e.g., JPEG), vector-based formats (e.g., SVG) or
computer instructions for drawing graphics. Moreover, the data may comprise any information
sufficient to identify the relevant information, such as numbers, descriptive text, proprietary
codes, pointers, references to data stored in other memories (including other network locations)

or information that is used by a function to calculate the relevant data.
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[0057] It will be understood by those of ordinary skill in the art that the processor and memory
may actually comprise multiple processors and memories that may or may not be stored within
the same physical housing. For example, some of the instructions and data may be stored on
removable memory such as a magneto-optical disk or SD card and others within a read-only
computer chip. Some or all of the instructions and data may be stored in a location physically
remote from, yet still accessible by, the processor. Similarly, the processor may actually
comprise a collection of processors which may or may not operate in parallel. As will be

ERINTS

recognized by those skilled in the relevant art, the terms “system,” “terminal,” and “server” are
used herein to describe a computer’s function in a particular context. A terminal may, for
example, be a computer that one or more users work with directly, e.g., through a keyboard and
monitor directly coupled to the computer system. Terminals may also include a smart phone
device, a personal digital assistant (PDA), thin client, or any electronic device that is able to
connect to the network and has some software and computing capabilities such that it can
interact with the system. A computer system or terminal that requests a service through a
network is often referred to as a client, and a computer system or terminal that provides a service
is often referred to as a server. A server may provide contents, content sharing, social
networking, storage, search, or data mining services to another computer system or terminal.
However, any particular computing device may be indistinguishable in its hardware,
configuration, operating system, and/or other software from a client, server, or both. The terms
“client” and “server” may describe programs and running processes instead of or in addition to

their application to computer systems described above. Generally, a (software) client may

consume information and/or computational services provided by a (software) server.

[0058] Returning to FIG. 1a, the EEM software server 101 may be coupled with a utility 107, a
generator 108, a substation 109, and an industrial facility 110 and so forth. The entities 107 —
110 may record and report various types of EEM data that is sent to the EEM software server
101 as set forth in greater detail below. In addition, as used herein, the entities 107 — 110 should
be construed to include various types of computer workstations located at these types of
facilities that may connect with and use the EEM software application that is located on the
EEM software server 101. Similarly, the EEM software server 101 may be coupled with one or
more other computer devices 114 including user/machine interfaces that may connect with and
use the EEM software application that is located on the EEM software server 101. As such, as
referred to herein, the devices 107 — 110 should be construed broadly to include various different

types of computing devices that may transfer various types of energy consumption data to the
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EEM software server 101, as well as access the EEM software server 101 to use the EEM

software application located thereon.

[0059] The EEM software server 101 may be coupled with one or more wireless devices 103.
The wireless devices 103 may be IEDs, cellular telephones, or any other device that is capable of
communicating wirelessly. The wireless devices 103 may transmit data to and/or receive data

from EEM software server 101.

[0060] The EEM software server 101 may be coupled with one or more web browsers 104. The
web browsers 104 may run on any computing device, and may access an EEM software

application located on the EEM software server 101.

[0061] The EEM software server can also be coupled with other human-machine interfaces 114
such as thick-clients, cloud based services (e.g. via network 102), or any other potential data

sourcces.

[0062] As illustrated in FIG. 1a, the EEM software server 101 may be coupled with a database
server 111. The database server 111 may include a processor 112 that is programmed to interpret
and process incoming data from any of the devices or entities that are coupled with the EEM
software system 100. The database server 111 may include a database 113 that is designed to
store various types of data that may be used by the EEM software system 100. The various types
of devices or entities that are coupled with the EEM software system 100 may be designed to
transfer EEM data to the database server 111, which may then be retrieved and used by the EEM
software system 100. As such, as used herein, the database server 111 should be construed
broadly as any type of device that is designed to receive and store data that may be used and
accessed by the EEM software application, and as such may be part of EEM software server

101, or may be located on a separate device 111.

[0063] In some of the disclosed embodiments, EEM system components may share EEM data
with one another. While one illustrative embodiment of the EEM software system 100 is
depicted in FIG. 1a, it can be appreciated that an EEM system can be scaled out to include
additional external data sources, or scaled down to include only internal data sources, such as
only communications or data within a geographic location or area. It can also be appreciated that
an EEM software system can accept data from local EEM software systems, such as in EEM
monitoring service that accepts data from a local EEM server. For example a high level view of
an exemplary system architecture, according to one embodiment, is described in U.S. Patent
Application No. 11/899,809 (published as U.S. Patent Publication No. 2009/0070168) entitled

Enterprise Energy Management System with Social Network Approach to Data Analysis, the
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entirety of which is hereby incorporated by reference. The architecture includes an enterprise
energy management service, a social data analysis service, a data source, and at least two local

arca networks coupled together via a wide area network 102.

[0064] As described herein, EEM data may include, but is not limited to, electrical operation
data such as volts, amps, status, power; power quality data such as harmonics, power factor,
reliability (such as number of nines), disturbance data; consumption data such as energy and
demand; event data such as set point actions, status changes and error messages; financial data
such as energy cost, power factor penalties, revenue data, billing data such as tariffs for water,
air, gas, electricity and steam; environmental data such as temperature, pressure, humidity and
lightning/atmospheric disturbance data; water-air-gas- electric-steam (“WAGES”) data;
configuration data such as frameworks, firmware, software, calculations involving EEM data
and commands; and aggregated data, where at least one energy management datum is combined
with other data points. For the purposes of this application, combined data may include

aggregated data and computed data.

[0065] The data sources 103-110, 114 in FIGS. 1a may represent possible sources of data
streams. A data source may include data sources (e.g. web services) that offer EM attribute data
including data relevant to the analysis of energy use. One example of such relevant data might
be the hourly ambient temperature readings offered by a weather service company. Other
examples include financial market data, local news data, national news data, and world news
data. Other data sources not listed above may also be included in addition to those already

stated.

[0066] A common logical architecture for an enterprise energy management monitoring system
at a typical installation, which may be physically located across one or more geographic regions.
Several intelligent electronic devices (IEDs) 105 may be attached at various points of one or
more energy distribution networks such as electric, gas, steam, etc. The EEM server 101 may
collect data from at least one of the data sources 103-110 via the IEDs 105. The IEDs 105 may
push the data to the EEM server 101 or the EEM server 101 may periodically poll the data
sources for updates, or a combination of both. The EEM server 101 validates and processes the
data and presents the data to one or more users at the site such as a system user. A system user
may view the data provided by EEM server 101 using laptop computer or other device (not

shown).

[0067] Referring now to FIG. 1b, a sample EEM Analysis screen, i.e. Graphical User Interface
(“GUI”) 115 is illustrated that may be generated by the EEM software application on the EEM
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software server 101. A description of user interfaces useable with the embodiments of the
present disclosure may be found in U.S. Patent Publication. No. 2004/0225648 Al, the entirety
of which is incorporated by reference hereby. The EEM Analysis GUI 115 may depict EEM
data in different formats, including both graphical and textual formats. A title bar 116 may be
used to identify which EEM Analysis GUI 1185 is depicted, providing a quick reference point for
the user to establish context. An EEM Analysis selection field or control 117 allows the user to
select what type of analysis they wish to create and view. In this example, a Dashboard option
has been selected in the EEM Analysis control 117. The Dashboard may provide a single
overview of the EEM software system 100, allowing a user to identify what is going on in the
EEM software system 100 at a very high level. A description 118 (All Mills) may be provided to
indicate what series or EEM system the EEM Analysis control 117 relates to. The description

118 could also be provided as a selection field.

[0068] The EEM Analysis GUI 115 may include a table 119 that sets forth various types of
EEM data. The first column of the table 119 may set forth a plurality of operational units of
interest 150, which could be departments, branches, physical locations, and so forth. Each row
of the table 119 relates to a respective one of these operational units of interest 150, indicating
the status of several categories or key performance indicators 120-125. The key performance
indicators 120-125 can be energy cost/unit 120, cost projection 121, self generation 122, power
availability 125, power quality 124, emissions 123, or other values based on the user needs and

the set-up of the EEM software system 100.

[0069] For cach operational unit of interest 150 and each key performance indicator 120-125,
the EEM software system 100 may be configured with certain criteria indicating what is normal.
Each cell in table 119 may have a symbol indicating the status of that key performance indicator
120-125 at that operational unit 150. In this example, normal performance may be indicated with
a check mark, as illustrated at cell 142. Problem areas, for example where a set point or other
operational guideline has been violated, may be indicated with an exclamation mark, as
illustrated at cells 140, 141. When a certain key performance indicator 120-125 does not apply
to an operational unit of interest 150, this may be marked with a dash, as illustrated at cell 143.
It will be appreciated that various other symbols could be used to indicate these marks 140-143.
Marks 140-143 allow a user to quickly identify which areas of interest are operating within the
preset criteria and which areas are not. The marks 140-143 can be hyperlinked, allowing the user
to click on them and drill down into other screens for further detail including for details on data
transformation components as described below. In this way the user is able to analyze and

manage their EEM system.
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[0070] The operational unit 155 may be underlined, indicating that a hyperlink exists, allowing
a user to click on the link and view a screen, possibly a web page, with performance indicators
and other related data, such as weather, about operational unit 155. The time frame that the
marks 140-143 are valid for is indicated at 130-132. The date-time selection field or control 132
may allow the user to select a date-time range they are interested in, such as the current day, this
week, last week, last month, year to date, month to date and so forth. The exact date-time range

currently being displayed is indicated at 130-131.

[0071] Embodiments described herein comprise components and features configured to augment
a standard EM system. EM systems generate complex Key Performance Indicators (KPIs) that
drive significant business decisions. Accordingly, user visibility of KPIs and for how the EM
system generates KPIs allows for greater confidence in system outputs. For example, when a
problem is identified, such as when a KPI or data visualization appears suspect for instance,
support personnel are able inspect each part of an EM data pathway in the system and
understand where data is coming from, how it is being manipulated (without having intimate

knowledge of the system, access to source code, etc). Described are embodiments including;:

(a) Extensions to standard data transformation components configured to enable logging and
modification of data transformations throughout the system, regardless of the type of operation

or component making the transformations;

(b) A data transformation logging component configured to record and store which data streams

are transformed, by which component and the type of transformation applied;

(c) An updatable list of possible of data transformations comprising a classification scheme that

describes data transformations;

(d) a data trace reference ID generator / decoder configured to generate reference IDs that can
be displayed along with standard system outputs and decode reference IDs into a request that

can be used to build a data stream trace;

() Extensible data stream meta-data system configured to provides context on data streams,

allowing them to be tagged with relevant information;

(f) Visualization and editing tools coupled to the logging component and configured to visualize
the data stream trace and enable a user of the system to modify the configuration of data

transformation components; and

(g) Extensions to standard data visualization components configured to enable a user to enter a

reference ID to load information about a previous output and launch the visualization and
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editing tools, as well as to regenerate standard system outputs and display them side-by-side

with previous outputs.

[0072] FIG. 3a illustrates an architectural flow showing data transformation points across an
EM information system 300. As illustrated therein, solid arrows indicate a typical data flow for
EM data from the sensor and IED network to software architecture layers. Asterisks illustrate a
point of possible data transformation by an EM system data component. 1EDs 305 or sensors
(or other data feed sources) 304 as well as software components 307, 309, 313 are coupled to
extension components 302 as described herein. Although EM information system 300
components are illustrated in a single view, they may in practice be distributed geographically or
logically across networks (local, intranet, extranet, internet) as described herein. Standard EM
information system 300 components illustrated include: a database that stores raw data logs 308
(data as it is read from an IED 305 or sensor 305); components that transform data using
predefined logic 307, 309, 313, or by accepting user input, or inputs from other systems; data
warchouse(s) 311 that store the transformed data; and EM information system user interfaces

314 that present standard system outputs.

[0073] As described in further detail below with respect to Fig. 3b, any data transformation that

is possible to log can be recorded in a data transformation log component 3185.
[0074] Extension Components

[0075] In one embodiment an extension component 302 comprises: a module for generating a
data transformation record of a transformation of data by a data transformation component of an
EM information system, the record comprising a unique identifier for a data stream and a time
range for the transformation of the data; and an output for sending the data transformation record
to a log component, wherein the extension component is operatively connected to a data
transformation component of an EM information system. The extension component also
comprises an interface configured receive a request to regenerate a data stream of a recorded
data transformation and regenerate the requested data stream. The interface can also be

configured to respond to a request regarding operational activity of the data transformation.

[0076] Thus the extension component is configured to comprise: at least one interface
configured to execute at least one of: regenerate the data stream of a recorded data
transformation, output a new data stream, accept user input to enable a user to correct a data
transformation error, enable a user to reconfigure the data transformation component, enable a
user to edit the data transformed by the data transformation component, respond to a request

regarding the operational activity of the data transformation component, and respond to a request
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for at least one of (1) the name of the data transformation component (2) the purpose of the data
transformation component, (3) software information, (4) diagnostic information, and (5) status

information.

[0077] Accordingly, in certain embodiments an extension component for a standard data
transformation component is configured to comprise:
1. an interface that provides a self-identifying standard unique identifier / reference 1D;
ii. an interface that can respond to reliability and quality related requests;
iii. functionality that notifies a data transformation logging component when a data for a
data stream is transformed;
iv. an interface that can respond to requests to regenerate outputs, including to create a
new output data stream;
v. an interface for requesting a user interface to be displayed to enable an operator to
modify the configuration of the transformation component (or in the case of a component
that allows direct editing of data, to display such an editor); and
vi. an interface that can respond to reliability and quality related requests with
information such as:
1. the name and purpose of the data transformation component,
2. software version information, and

3. diagnostics and status information.

[0078] Extension components can be added to any component in the system that transforms data
in order to provide traceability, inspection, and to facilitate corrections / updates, including the
following non-limiting list of exemplary types of data transformations based on standard
outputs:

1. VEE (Validation, Estimation and Editing) / data cleansing operation types

ii. Aggregation / disaggregation types

iii. Arithmetic and logical types

iv. Manual modification types

v. Reclassification types (relabeling or reclassifying data, including to a new data stream)

vi. Packaging related types (possible changes to data due to protocol translation, data

format conversions, etc)

vii. Data management types (removal of data, archiving of data, etc)

viil. Any additional types identified after a system deployment, for example, from

custom components, types from other systems, etc.
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As will be appreciated, such a list of data transformations can be updateable, and could be
implemented as a list accessible directly by components in the system or managed by a service
oriented component. As new data transformation components are integrated into an EM
system, the service can be utilized to register new transformation types that the transformation
component performs. As will be further be appreciated, in order to provide data trace
information, the transformation classifications are configured to allow the system to provide

coherent and consistent descriptions of types of transformations occurring in the system.

[0079] As described below, extensions for standard data visualization components can be

configured to provide details on transformations associated with a given standard system output.
[0080] Data Transformation Log Component

[0081] FIG. 3b illustrates an architectural flow showing data transformation points comprising
extension components 302 configured to transmit a record of transformation to a data
transformation log component 315, for example by push messaging, whereas dashed arrows
indicate a user-interface integration with the EM information system. Also shown are
visualization and editing tools 318 which are configured to integrate with the EM information
system user interfaces 314 that present standard system outputs. Transformation records from
the data transformation log component 315 are configured to produce end-user visualizations on
a graphic user interface via visualization and editing tools 318, which are configured to aid in
analysis of system correctness, as described herein. For example, logged transformations from
the data transformation log component 315 information may also be displayed in a standard EM

user interface.

[0082] In one embodiment, all components of an EM system that transform data are coupled or
otherwise include the extension component 302 and are configured to send a record of a data
transformation to the data transformation log component 315. Data transformation records from
the data transformation log component 315 are coupled with the visualization and editing tools

318.

[0083] In one embodiment, the data transformation logging component 315 comprises: a
processing component 316 including at least one interface operatively connected to a data
transformation component of an EM system 300 including an extension component 302. In an
embodiment, an extension component connects via an interface to the data logging component
and is configured to receive and log a data transformation record of a data transformation, the
data transformation record comprising a unique identifier for a data stream and a time range for

the transformation of the data stream; a log database 317 for storing a log record of data
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transformation record; and a processing component 316 configured to process the log record of
the data transformations of each data stream. The processing component 316 of the logging
component 315 is configured to consolidate sequential operations of each data stream into a
single record to, inter alia, minimize data storage requirements and simplify data transformation
record retrieval. For example in one embodiment, the log component 315 comprises:

1. an interface that can receive information on data transformations, and
ii. functionality that consolidates sequential operations on the same data stream into a

single record to, for example, minimize data storage requirements and simplify reporting.

[0084] In one embodiment, a single record in the log database 317 includes a unique identifier
for the data stream and a time range for the data stream. Also included can be a list of
components that performed operations on the data stream within the time range and a
description of the at least one transformation. An example of log format is: [stream id][time
range][component id][transformation id: operands: one or more stream ids], where the
component id is the unique identifier that describes any component that transforms data and the
transformation id refers to a specific data transformation type as classified in accord with
transformations based on standard outputs as described herein. The transformations that the
transformation components across the EM system perform are logged in this logging component

as described below.

[0085] The log component 315 can be configured to include an interface to generate responses
to requests about data transformations. In one embodiment, a request comprises a unique
identifier for the data stream and a time range for the data stream. The response can comprise a
list of components that performed operations on the data stream within the time range and a
description of any data transformations, if any, as shown in FIG. 1¢. Accordingly, the interface
that responds to requests about data transformations can, given a request containing stream id +
time range, return a list of components that performed operations on the data stream within the
specified time range(s) and describe instances of the transformations referred to herein (e.g. a
VEE (Validation, Estimation and Editing) / data cleansing operation transformation, an
aggregation / disaggregation transformation, an arithmetic and logical transformation, a manual
modification transformation, a reclassification transformation, a packaging-related
transformation, a data-management transformation, a transformation output identified after
system deployment, a transformation by a custom component, and a transformation by an
external system or component). For instance, a log can comprise a transformation ID that, for
example, refers to a data transformation known as a “Gap Fill” which is a class of high level

“VEE” type transformations as described herein.
21



10

15

20

25

30

WO 2014/005149 PCT/US2013/048959
[0086] EM Data ID Generator and Decoder Component

[0087] In another embodiment is an EM data ID generator and decoder component with a
function to generate “human-friendly” IDs that refer to standard system outputs. As will be
noted, the EM data IDs can be used as an input to generate a data stream trace as described
herein with respect to Fig 1e. The EM data ID generator and decoder component comprises an
interface configured to generate a reference ID based on inputs comprising: a unique identifier
of an EM component producing a system output; a unique name identifier that represents a
content of the system output; the time the content was produced; and at least one data stream and
time range for data processed by the EM component. As will be appreciated, the EM data ID
generator and decoder can be located anywhere in the EM system architecture, for example as a
separate module in the distributed architecture of the EM system. For example, as shown in Fig.
3b, an EM data ID generator and decoder 319 can be located in operative connection to the EM

information system user interfaces 314, 318.

[0088] The EM data ID generator and decoder comprises: a decoder for decoding the reference
ID into the inputs for which the EM reference data was generated. As described above, the EM
data ID generator / decoder component can be configured as a service-oriented component with
a primary function to generate “human-friendly” IDs that refer to standard system outputs. For
example, the EM data ID generator can be configured to accept a long string of information as
an input and to then produce a shortened reference as an output that can then be displayed more
conveniently (e.g, via a computer display or smart phone display). For example, in one
embodiment the EM data ID generator and decoder component generates a single reference ID
based on input such as:

1. the unique identifier of the component producing the system output (reporting engine,

trend generator, etc),

ii. a unique name identifier that represents the content that was generated (name or 1D for

the report or trend, etc.),

iii. the time that the content was generated, and

iv. a list of one or more data stream + time range lists that represents the data consumed

by the component producing the standard system output.

As noted above EM data ID generator and decoder component 319, upon request, can be
configured to decode a reference ID into the component inputs listed above. The decoded
reference can then be used by the system, for example, to build a data stream trace as described

herein.
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[0089] Metadata Addition

[0090] In another embodiment is disclosed a component for adding metadata to an EM data
stream including: a component for adding metadata to a data stream, wherein the metadata
provides information about at least one of data origin, data quality, data processing and data
storage rules. Examples of metadata include: a quality flag; a device communication parameter;
a data origin (e.g., information on what data is being measured); a source algorithm (e.g. details
on how a data measurement is taken); and other stream metadata. The metadata can, for
example, comprise stream metadata added to augment a presentation in a data path trace
visualization tools. The extensible data stream metadata system includes an extensible meta-
data system configured to “tag” or relate a data stream to/with additional information. Data
processing and storage rules are also captured, and these may also be represented as stream
metadata. Metadata can be added using data editing components as known within the ordinary

skill in the art.

[0091] In disclosed embodiments stream meta-data in service of the overall quality system as
described herein can be provided by devices or components that are connected to the EM system
or in configuring and implementing EM system. For example, when a data stream is stored by
the system, it is identified internally by a unique identifier and classified by name such as
“Building B” and a measured quantity such as “kWh” and contains additional stream meta-data
such as :

Data origin: electrical feeder 33

Measurement device: PM800

Quality flags: suspect data time range 8/3/02 12:00:00 — 8/3/02 1:00:00

Averaging method: algorithm Y

Stored: database 5, quality check on insertion.

[0092] The metadata may contain some data points or references to the data stream or other
data. The metadata can be stored in an annotation database, energy management portal, in a web
based server, and so forth in any format, and turned into the appropriate format ( RDF and SVG)
by processing when retrieved from the database. It will be appreciated that other specific
technologies besides SVG and RDF can be used to annotate graphically presented data and
contain desired metadata. In one embodiment, metadata can be altered or corrected through
visualization and editing tools, such as that described below with respect to FIG. 1d and FIG.
le.

[0093] Visualization and Editing Tools
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[0094] In another embodiment is disclosed computer system and method therefor including at
least one computer processor and computer readable storage medium or media including
computer code and at least one storage device in which is stored EM data for a plurality of EM
devices, the system comprising: a memory including an EM database including log
transformation data transmitted from a plurality of EM devices; and one or more processors
programmed at least to receive EM log data transmitted from a plurality of EM devices; store in
the memory operatively coupled to at least one of the processors, the EM log data; analyze the
EM log data to derive a data trace for a data stream; and provide, for a graphic user interface,

and an interactive display configured to display a graphic representation of the data stream trace.

[0095] Referring to Fig. 3b, the system can be configured to include a visualization and editing
tool 318. The system comprises: a first visualization tool to show the data stream trace; and can
include at least one second tool configured to be accessible from the first visualization tool. In
one embodiment, the system can comprise: an EM information system graphic user interface
314, wherein the first visualization tool is configured to be launched from (or displayed within)

the EM information system graphic user interface 314.

[0096] In one embodiment the first visualization tool can also be configured as a standalone

tool.

[0097] For example, the system comprises a primary visualization tool configured to show an
overall data stream trace and secondary tools associated with data transformation or
visualization components that can be invoked from the primary visualization tool. The primary
tool can be configured to be (1) launched and/or viewed within the context of standard EM
Information System visualization components (Reporting, Trending, KPI, and other user
interfaces as shown in FIG. 1b) and/or (2) can be launched as a stand-alone tool which enables
the user to enter a Reference ID from the Reference ID generator to access the data stream trace.
Secondary tools can be configured to provide additional details and/or allow modifications to

data transformation.

[0098] The graphic user interface 115 is configured to include an interface comprising: an input
for a Reference ID 126 gencrated by a Reference ID generator, wherein the Reference ID input
126 is configured to access the data stream trace and provide a visualization thereof, shown at
FIG. 1b. At least one second visualization tool is configured to at least provide additional
details on a data stream, allow modifications to a data transformation, or both. When a data
trace visualization is requested, the data transformation log information is retrieved from the

data log component and displayed via the display tool, stream metadata is retrieved and
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displayed, and standard data visualization component(s) are queried to provide information on

data transformation logic associated with the standard system output(s).

[0099] For example, referring to FIG. ¢, entry of a Reference ID displays a first tool 160 in, for
example, screen or window of a GUI which presents a data trace visualization. The data trace
visualization presents a series of data transformation graphic icons or text 1614, , cach showing
an EM data transformation point (i.c., a data transformation by a data transformation

component).

[0100] The system is configured to display information 162, , about the data stream trace
161;...n , comprising at least one of: (1) general data about a data stream through a system, and
(2) data for at least one specific transformation of EM data. Data stream trace information can
include, for example, a data source of the data; storage location data; and data processing
information. The system can further be configured include a user interface for modification of
the configuration of at least one data processing step. The modification includes at least one of:
altering data stream metadata, a data cleansing function, modifying a data processing
calculation, selecting an algorithm selection, modifying a data storage parameter, and modifying
a data processing parameter. The system can be configured to allow an update of visualization

based on the modification.

[0101] Referring to FIG. 1c, listed underneath each point 1614, ., is KPI or data transformation
data of interest 1624...n as described herein. For example, embodiments of the tools described
above enable an operator to access information that describes the data stream trace for a standard
system output, including:
1. the source of the data
ii. where data is / was stored
ii. how data was processed, and by which components
iv. for each component processing the data, the ability to see the actual calculation(s)
performed, and
v. for each component processing the data, to be able to alter the configuration of the
processing step(s) to correct configuration or programming errors, such as:
- alter incorrect data-stream meta-data (device or logical device name,
measurement type classification, etc),
- modify data cleansing routines / schedules / coverage,
- update data processing calculations or select alternative algorithms, and

- modify data storage and processing parameters
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vi. Additionally, the system can be configured to provide, for each modification of any of

these parameters, the updated visualization / output / KPI (e.g., upon request).

[0102] For example, referring to FIG. 1d, a second tool can be launched from the primary data
trace visualization tool 160. A user, for instance, could choose an EM datapoint 161, , for
example via a mouse icon 163 moved over a datapoint 161;..., or information item 162;.. , of
interest, which could launch a window or screen graphic 170 that shows further detail about that
EM data and/or the component that processed it. The secondary tool can also include editing
functions or other inputs to allow modifications, updates, and/or corrections to EM data as
described above. For example, the tool can be configured to allow the addition of metadata as

described above, or to alter incorrect data stream metadata.

[0103] Accordingly, embodiments of the data trace visualization provide an interface that
provides a user with a high level summary and also can display or launch secondary user
interfaces. These user interfaces allow direct configuration of EM data transformation
components as described herein. The user interfaces can also enable editing of other properties
like data stream meta-data (e.g.: as user may enter meta-text noting: “whoops, we put the wrong

machine name in for that meter — it’s really on the 2nd floor and not the 3rd... etc.”).
[0104] Extensions to Standard Data Visualization Components

[0105] In an embodiment, the extension components 302 can be configured to include visual
extension components to provide EM information system user interfaces 314 that enable a user
to visualize and edit system outputs of data transformation components 303, 305, 307, 309, 313.
The extension components can also be configured to launch the visualization tool 318 as

described herein.

[0106] As shown in FIG. 3b, in an embodiment, the system 300 comprises at least one of: at
least one interface 314 for user input of a reference ID 126 to load information about a previous
output and launch of visualization and editing tools 318; an interface 314 configured to
regenerate at least one data output and display the data output along with a previous data output,
an interface 314 displaying a visualization of a selected data output for editing; and an interface
for responding to request for information about transformation logic associated with a selected
output. For example, visualization and editing tools 318 can (1) show a data stream trace for the
entire system, and (2) other user interfaces for making changes to the data transformation

components, similar to those described with respect to FIGS. 1¢-1d.
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[0107] The editing and visualization tools can be launched stand-alone (and generate a trace
based on the input of a reference ID) or be launched from the context of an existing EM user
interface by clicking on a link for further info, a data point, a trend line, etc.. The user interface
that is launched can be presented within the context of the existing user interface window, or

again stand alone.

[0108] User interfaces can be configured to launch from either an extension component of a
transformation component or the transformation component itself. For instance, where a
transformation component does not feature a user interface, the extension component can be

configured to provide a user interface for the visualization and editing tools.

[0109] For example, visualization extensions to standard data visualization components 314 can
be configured to:

- enable user-entry of a reference ID to load information about a previous output and launch
visualization and editing tools as described herein,

- enable ability to regenerate standard system outputs and display them side-by-side with
previous outputs,

- enable visualization configuration / definition to be exposed for a given standard system
output, and for the configuration to be viewed and edited in the standard visualization and
editing tools as described herein, and - a service-oriented interface that responds to requests
from visualization and editing tools 318 as described herein for information about
transformation logic associated with a given standard system output (e.g., upon input of the

associated content ID or name).

[0110] The visualization extensions can be configured to present EM data calculations in an
intuitive and easily readable form, regardless of the type of component that transformed the data.
Moreover, data processing, configuration, and data transformation components can be modified
directly via the interface to explore the impact of transformations, for example by enabling
user-entry of a reference ID via a user entry input 126 to load information about a previous
output and launch visualization and editing tools 318 as described herein, and enabling the
ability to regenerate standard system outputs and display them side-by-side with previous

output.

[0111] For example, as shown in Fig. le, a visualization tool 171 for the graphic user interface
115 provides a tool which regenerates at least one standard system output and displays the
regenerated output in a display area 174. Modifications to the transformation of the data output
can be modified, edited, or tagged with metadata via an editing display area 176 of the

27



10

15

20

25

30

WO 2014/005149 PCT/US2013/048959

visualization tool 171 by the user. The user can then select an input to run 177 the new outputin
a display area 174, shown as a side by side display 172, 174 with the previous regenerated
output display area 172. As will be appreciated, modifying a data output changes output
throughout a datastream, as for example where changing a data output for a component can
change the downstream outputs as well. Accordingly the visualization tool 171 is configured to
allow a user to regenerate a data output as a simulated output to inspect the modified output
before implementing the change. As such, the tool 171 is configured to allow the user to make

and test adjustments prior to implementation or update.

[0112] FIG. 4 illustrates exemplary high level processing of a method implemented by an EM
system according to an illustrative embodiment. At block 10, a user interacts with the EM
system. The user can interact either directly with the system, for example via a EM Information
System user interface as described herein, or indirectly, for example via an e-mail alert. In the
case of an indirect interface, an end user can be provided with an e-mail, instant message, or
other such alert which includes a Reference ID generated by a data trace generator, which can be
forwarded to a system operator who in turn interfaces with the system as a user. At block 14,
the graphic user interface of the EM Information System provides the user with a data series,
KPI, a data point, or other visualization as described herein, as for example, by a primary tool.
At block 16, if the user wishes more information, the user can request and/or launch a
visualization tool, which displays visuals as described above, for example, the entire data
pathway for a data trace. At block 18, from the visualization tool the user can review and edit

data, processing, transformation, and storage points as described herein.

[0113] While the invention has been described and illustrated with reference to certain preferred
embodiments herein, other embodiments are possible. Additionally, as such, the foregoing
illustrative embodiments, examples, features, advantages, and attendant advantages are not
meant to be limiting of the present invention, as the invention may be practiced according to
various alternative embodiments, as well as without necessarily providing, for example, one or
more of the features, advantages, and attendant advantages that may be provided by the
foregoing illustrative embodiments or otherwise understood in view of the disclosure and/or that

may be realized in some embodiments thereof.

[0114] Systems, modules and components described herein may comprise software, firmware,
hardware, or any combination(s) of software, firmware, or hardware suitable for the purposes
described herein. Software and other modules may reside on servers, workstations, personal

computers, computerized tablets, PDAs, and other devices suitable for the purposes described
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herein. Software and other modules may be accessible via local memory, via a network, via a
browser or other application in an ASP context, or via other means suitable for the purposes
described herein. Data structures described herein may comprise computer files, variables,
programming arrays, programming structures, or any electronic information storage schemes or
methods, or any combinations thereof, suitable for the purposes described herein. User interface
elements described herein may comprise elements from graphical user interfaces, command line
interfaces, and other interfaces suitable for the purposes described herein. Except to the extent
necessary or inherent in the processes themselves, no particular order to steps or stages of
methods or processes described in this disclosure, including the Figures, is implied. In many
cases the order of process steps may be varied, and various illustrative steps may be combined,

altered, or omitted, without changing the purpose, effect or import of the methods described.

Accordingly, while the invention has been described and illustrated in connection with preferred
embodiments, many variations and modifications as will be evident to those skilled in this art
may be made without departing from the scope of the invention, and the invention is thus not to
be limited to the precise details of methodology or construction set forth above, as such
variations and modification are intended to be included within the scope of the invention.
Therefore, the scope of the appended claims should not be limited to the description and

illustrations of the embodiments contained herein.
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What is claimed is:

1. An extension component comprising:
a module for generating a data transformation record of a data transformation of data by
a data transformation component of an Energy Management (EM) information system, the data
transformation record comprising a unique identifier for a data stream and a time range for the
data being transformed; and
an output for sending the data transformation record to a logging database component,
wherein the extension component is operatively connected to a data transformation

component of the EM information system.

2. The extension component of claim 1, further comprising;:
an interface configured receive a request to regenerate a data stream of a recorded data
transformation; and

regenerate the requested data stream.

3. The extension component of claim 2 further comprising;:

the interface configured to output a new data stream.

4. The extension component of claim 1, further comprising;:
an interface configured to accept user input and enable a user to modify a data

transformation performed by the data transformation component.

5. The extension component of claim 4, further comprising:
the interface being configured to enable a user to reconfigure the data transformation

component.

6. The extension component of claim 4, further comprising:
the interface being configured to enable a user to edit the data transformed by the data

transformation component.

7. The extension component of claim 1, further comprising:
the interface being configured to respond to a request regarding operational activity of

the data transformation component.
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8. The extension component of claim 2, further comprising:
the interface being configured to respond to a request for at least one of (1) the name of
the data transformation component (2) the purpose of the data transformation component, (3)

software information, (4) diagnostic information, and (5) status information.

9. A data transformation logging component comprising:

a processing component including at least one interface operatively connected to a data
transformation component of an Energy Management (EM) system including an extension
component, the data transformation logging component configured to receive and log a data
transformation record of a data transformation, the data transformation record comprising a
unique identifier for a data stream and a time range for the transformation of the data stream;

a log database for storing a log record of the data transformation record; and

a processing component configured to process the log record of the data transformations

of each data stream.

10. The logging component of claim 9, further comprising:
the processing component configured to consolidate sequential operations the each data
stream into a single record, wherein the single record is configured for use for a data stream

trace.

11. The logging component of claim 9, further comprising:
the log record comprising a log record format includes fields for a stream id, a time
range, component id, an operation id; and a field for tracing one or more data streams, where

component id is the unique identifier that describes a component that transforms data.

12. The logging component of claim 9, further comprising:

an interface configured to generate responses to requests about data transformations.

13. The logging component of claim 12, further comprising:
the interface being configured to generate the response to a request comprising a unique

identifier for the data stream and a time range for the data stream.

14. The logging component of claim 13, further comprising:

the interface being configured to generate the response comprising a list of components
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that performed operations on the data stream within the time range and a description of the at

least one transformation.

15. The logging component of claim 14, wherein the transformation comprises the
transformation of one or more standard system outputs, including at least one of:

a VEE (Validation, Estimation and Editing) / data cleansing operation
transformation,;

an aggregation / disaggregation transformation;

an arithmetic and logical transformation;

a manual modification transformation;

a reclassification transformation;

a packaging-related transformation;

a data-management transformation;

a transformation output identified after system deployment,

a transformation by a custom component, and

a transformation by an external system or component.

16. A data trace ID generator and decoder component comprising:
an interface configured to generate a reference ID configured to be used as an input to
request data trace comprising;:
a unique identifier of an EM component producing a system output;
a unique name identifier that represents a content of the system output;
the time the content was produced; and

at least one data stream and time range for data processed by the EM component.

17. The data trace ID generator and decoder of claim 16, comprising:

a decoder for decoding the reference ID into the inputs to build a data stream trace.

18. A system for adding metadata to an EM data stream including:
a component for adding metadata to a data stream, wherein the metadata provides
information about at least one of: data origin, data quality, data processing, and a data storage

rule.

19. A system of claim 18, wherein the metadata comprises at least one of:
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a quality flag;
a device communication parameter;
a data origin;
a source algorithm; and

stream meta-data.

20. A system of claim 19, wherein the metadata comprises at least one of:

stream metadata added to augment a presentation for a data path trace visualization tool.

21. A computer system including at least one computer processor and computer readable
storage medium or media including computer code and at least one storage device in which is
stored Energy Management (EM) data for a plurality of EM devices, the system comprising:

a memory including an EM database including records of a data transformations
transmitted from a plurality of data transformation components of EM devices; and
one or more processors programmed at least to
receive and log the data transformation record EM transformation data
transmitted from the plurality of EM devices;
store, in the memory operatively coupled to at least one of the processors, the EM
log data;
provide, for a graphic user interface, an interactive display configured to display a

graphic representation of a data stream trace based on the EM log data.

22. The system of claim 21, wherein the system comprises:
a first visualization tool to show the data stream trace;

at least one second tool configured to be accessible from the first visualization tool.

23. The system of claim 21, wherein the system comprises:
an EM information system graphic user interface; and
wherein the first visualization tool is configured to be launched from the EM

information system graphic user interface.

24. The system of claim 23, wherein the system comprises at least one of:
an interface for user input of a reference ID to load information about a previous output

and launch of visualization and editing tools;
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interface configured to regenerate at least one data output and display the data output
along with a previous data output;
an interface displaying a visualization of a selected EM data output for editing; and an
interface for responding to request for information about transformation logic associated with a

selected output.

25. The system of claim 21, wherein the first visualization tool is a stand-alone tool.

26. The system of claim 21 wherein the graphic user interface is configured to include an
interface comprising;:
a Reference ID input generated by a Reference ID generator, wherein the Reference ID

input is configured to access the data stream trace.

27. The system of claim 21 at least one second visualization tool is configured to at least
provide additional details on a data stream, allow modifications to a data transformation, or

both.

28. The system of claim 21 wherein the system is configured to display information about
the data stream trace, comprising at least one of:
general EM data about a data stream through an EM system, and

EM data for at least one specific transformation of EM data.

29. The system of claim 28 wherein the system is configured to display at least one of:
a data source of the data;
storage location data; and

data processing information.

30. The system of claim 21, wherein the system is configured include an interface for

modification of the configuration of at least one data processing step.

31. The system of claim 21, wherein the modification includes at least one of:
altering data stream metadata;
modifying a data cleansing function;

modifying a data processing calculation;
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selecting an algorithm selection;
modifying a data storage parameter; and

modifying a data processing parameter.

32. The system of claim 31, wherein the system is configured to allow an update to a

visualization based on the modification.

33. A method implemented by at least one computer upon executing programming code
stored on at least one non-transitory computer-readable medium, the method comprising:
logging each data transformation of an energy management (EM) data stream, wherein
the log of the transformation event includes a unique identifier for the data stream;
classifying the data transformation event according to a classification scheme;
storing the data transformation log in a log database,
wherein the log database comprises logs of each data transformation of the data stream,

the logs being configured such that the logs can be used for a data stream trace.

34. A method for processing data with an extension component, comprising:
generating, with an extension component, a data transformation record of a data
transformation of data by a data transformation component of an Energy Management (EM)
information system, the data transformation record comprising a unique identifier for a data
stream and a time range for the data being transformed; and
sending the data transformation record to a logging database component,
wherein the extension component is operatively connected to a data transformation

component of the EM information system.

35. The method of claim 34, further comprising:
receiving a request to regenerate a data stream of a recorded data transformation; and

regenerating the requested data stream.

36. The method of claim 35 further comprising:

outputting a new data stream.

37. The method of claim 34, further comprising:

accepting a user input and enabling a user to modify a data transformation performed by
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the data transformation component.

38. The method of claim 37, further comprising:

enabling a user to reconfigure the data transformation component.

39. The method of claim 37, further comprising:

enabling a user to edit the data transformed by the data transformation component.

40. The method of claim 33, further comprising:
responding to a request regarding operational activity of the data transformation

component.

41. The method of claim 34, further comprising:
responding to a request for at least one of (1) the name of the data transformation
component (2) the purpose of the data transformation component, (3) software information, (4)

diagnostic information, and (5) status information.

42. A method for processing data by a data transformation logging component, the
processing component including at least one interface operatively connected to a data
transformation component of an Energy Management (EM) system including an extension
component, the method comprising:

receiving a data transformation record of a data transformation, the data transformation
record comprising a unique identifier for a data stream and a time range for the transformation
of the data stream;

logging the data transformation record;

storing a log record of the data transformation record; and

processing the log record of the data transformations of each data stream.

43. The method of claim 42, further comprising:
consolidating sequential operations the each data stream into a single record, wherein

the single record is configured for use for a data stream trace.

44. The method of claim 42, wherein the log record comprises a log record format

including fields for a stream id, a time range, component id, an operation id; and a field for
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tracing one or more data streams, and
wherein the component id is the unique identifier that describes a component that

transforms data.

45. The method of claim 42, further comprising:

an interface configured to generate responses to requests about data transformations.

46. The method of claim 45, further comprising:
generating the response to a request comprising a unique identifier for the data stream

and a time range for the data stream.

47. The method of claim 46, further comprising:
generating the response comprising a list of components that performed operations on

the data stream within the time range and a description of the at least one transformation.

48. The method of claim 47, wherein the transformation comprises the transformation of
one or more standard system outputs, including at least one of:
a VEE (Validation, Estimation and Editing) / data cleansing operation
transformation,;
an aggregation / disaggregation transformation;
an arithmetic and logical transformation;
a manual modification transformation,;
a reclassification transformation;
a packaging-related transformation;
a data-management transformation;
a transformation output identified after system deployment,
a transformation by a custom component, and

a transformation by an external system or component.

49. A method comprising:
generating a reference ID configured to be used as an input to request a data trace
comprising:
a unique identifier of an EM component producing a system output;

a unique name identifier that represents a content of the system output;
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the time the content was produced; and

at least one data stream and time range for data processed by the EM component.

50. The method of claim 49, further comprising:

decoding the reference ID into the inputs to build a data stream trace.

51. A method comprising:
adding metadata to an EM data stream, wherein the metadata provides information

about at least one of: data origin, data quality, data processing, and a data storage rule.

52. A method of claim 51, wherein the metadata comprises at least one of:
a quality flag;
a device communication parameter;
a data origin;
a source algorithm; and

stream metadata.

53. A method of claim 52, wherein the method comprises:
adding stream metadata to augment a presentation for a data path trace visualization

tool.

54. A method implemented by computer system including at least one computer processor
and computer readable storage medium or media including computer code and at least one
storage device in which is stored Energy Management (EM) data for a plurality of EM devices,
the system comprising a memory including an EM database including records of a data
transformations transmitted from a plurality of data transformation components of EM devices,
and one or more processors programmed at least to carry out the method comprising:

receiving a data transformation record EM transformation data transmitted from the
plurality of EM devices;

logging the data transformation record,

storing, in the memory operatively coupled to at least one of the processors, the EM log
data;

providing, for a graphic user interface, an interactive display configured to display a

graphic representation of a data stream trace based on the EM log data.
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55. The method of claim 54, wherein the method further comprises:
providing a first visualization tool to show the data stream trace;
providing at least one second tool configured to be accessible from the first

visualization tool.

56. The method claim 54, wherein the method comprises:
configuring the first visualization to be launched from the EM information system

graphic user interface.

57. The method of claim 56, wherein the method comprises:
providing an interface for user input of a reference ID to load information about a
previous output and launch of visualization and editing tools;
regenerating at least one data output and display the data output along with a previous
data output;
displaying a visualization of a selected EM data output for editing; and
responding to request for information about transformation logic associated with a

selected output.

58. The method of claim 54, wherein the first visualization tool is a stand-alone tool.

59. The method of claim 54 wherein the graphic user interface is configured to include an
interface comprising;:
a Reference ID input generated by a Reference ID generator, wherein the Reference ID

input is configured to access the data stream trace.

60. The method of claim 54 wherein the at least one second visualization tool is configured
to at least provide additional details on a data stream, allow modifications to a data

transformation, or both.

61. The method of claim 54 wherein the method further comprises displaying information
about the data stream trace, comprising displaying at least one of:
general EM data about a data stream through an EM system, and

EM data for at least one specific transformation of EM data.
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62. The method of claim 61 wherein the method further comprises displaying at least one
of:
a data source of the data;
storage location data; and

data processing information.

63. The method of claim 54, wherein the method comprises:
providing an interface for modification of the configuration of at least one data

processing step.

64. The method of claim 54, wherein the modification includes at least one of:
altering data stream metadata;
modifying a data cleansing function;
modifying a data processing calculation;
selecting an algorithm selection;
modifying a data storage parameter; and

modifying a data processing parameter.

65. The method of claim 64, wherein the method further comprises:

updating a visualization based on the modification.

40



PCT/US2013/048959

1/3

WO 2014/005149

ALTTIIVS

TVIHLSNONI NOILYLSENS HOLYHIN9

607 80T
ALTTIIN
\ v
(" "SSI13HIM
“INOHd3TAL “LINHILNI) mmwm%%mm
AHOMLIN ool

077

¢07

J0IA40

EOT SSITIHIM

SUBSTITUTE SHEET (RULE 26)

1A 105530086 7 4 7 4
e HNLI0S W3 G
tb oo - r-r-x-ad = LI <
N il mw
HINKES — =
= e
s 4




PCT/US2013/048959

WO 2014/005149

2/3

a

6I7

E¥T

it Tl

0%7

130J3JU] 10307 83| __l__

>

TS
<

CTHIE-¢al -0I Jod

\\‘\

"
e \,/’\,
— SuOTSSTUg  AjT[enp Jamog fyricerteny UOT)RJ3UY J3S U0T}93[0J4 150)

>

SIPIS I

/\5\\\3\\\5\\\

OIS

D=

Janod
1867 91-21 0} 00:00 10-10 »

A T T T T T 2 T B 4 2 2

[]T0 Y00Jg)Sap
[11w 13sJau0g

T11w voBaysny
1110 13nbory
11w Jabueyg
[T10 eJjsu]
[T1w Swepy
T110 YseN
uabaw( TN
[T TRTITSERH |
[11w U3yeue
[ =L=m~mgw
[11W UabuTy3
[T UJngY2eTq
[T10 pLa}Ly

S DSDS

150

» \ fbsau3 STTTH ~—~—

x.\\\\\\\.\ ‘.\\\\\\\\L.‘. .\\\\x“ \

wi_ i

ol

v Jo) [ PJe0quseq)

L~5G1

| stim ry-poeoguseq

-STSsATeuy W33 ng

|-91800D [« [IV-d(g [remoy 2u4(@ S armon) (@ 31 Jiiiveq (@ %ﬂ_ 5100} CJ Jaun) CJ sy

o] ssuppi|| /1D |2 B EL - g - N

IEE Y AT T

/

J3J0T0XJ/}3UJaJuTf 110504

/ /

&

/
¢et

ar ‘914

/
114!

|

0¢t

817

/ /
97 77

SUBSTITUTE SHEET (RULE 26)



PCT/US2013/048959

WO 2014/005149

NOLLYWHOINI LNANOJWO)
NOLLYZITWNSIA V1VQ QHYONVLS

NOILVAOHANI 301
NOILYWHOJSNYHL V1VQ

VIVO-VLIW WY3HLS Y1VQ

=...mmmﬂ

&

———

\

] ] [ Il ] I/om:
,_...:a;N UOT]BZTTBNSTA 338J] BlB(]
-y ¢Iy1E-¢0dl (0l 494
N2y JESSIUTING - [ o7 uTupY 53110 Bu1}J0day awy | NEI
,lrllumﬂﬂ

| ssauppy |

B EE -8 |@ Wi simimm petd) [P B @ - « - g |

03y S[oo] Sajldomed LA 13 d[Y |

JaJo[dx3 J3uJaUT }4050J91Y-abedauoy |33 (@

Jt 914

SUBSTITUTE SHEET (RULE 26)



PCT/US2013/048959

WO 2014/005149

4/3

07

G0 i G0 2 S0 drn
| WWARD ) AR ) ORI

0 : 1€
00
W] Y
WE- 15
Ay 1S
= 01
& - Fl
00l . 0
Al -8 ][ apesuapuo)
W UERJS
0K+ - 16 5
0°00 Ty
00O - 107 R}
o) R e () 0T D+ E.:mm
m_mgg I
N £ ¢Jl
i el ¢
UJoysueSL Ce9F 3T | iyl ‘a o5
v 5]
oy ;“wm_h_ﬁ_ﬁ_“_& AR
S
BEE & -2 @M G S e [ 6@ - ¢ - 10 ] U3y S0 ojLoe) &y 1y | —
IO 1] USEOT s te] | 097
Urg1— - _ -
mSH\ Nﬂax_ozﬁ:m:m? 3JeJ} ejeq /:m:

ar "9Id

SUBSTITUTE SHEET (RULE 26)



PCT/US2013/048959

WO 2014/005149

2/9

¥~ 241€-2031 :0I 434

L0

uny

L

/A%

-9Vl

wJojsued| ejeq 11p3

Spe¢r 2002/80/07 O
P ('

-30 200¢/£0/07

00:¢F ¢00¢/30/07

SISy o o
o0 00
DA it (WPRAPRL D o

000008

G770 2002/62/60  0E:90 2002/67/60  00:cl 200¢/80/60

00°0

00°007¢
00°00¢k
00" 00€3

1nd1ng eleq pajeJauabay

—

1nding B1BQ SNOTA3JY

[

|

~—cL]

JUN0IY JOJRJISTUTUPY
1Jas() JUadJn)

1no6o7

uTupy

$9]TJoAR

fut1u0day

30H eZﬁUm

_ wwwgﬁu<_

SEE ® -9 19 N e pral) [P B - ¢ - pgd

0BH [0 sayLiokey mIp 11p3 AT |

STT

JoJ0[0X] J3UJ3JUT 140S0JITK-30ed3WOY I3 (&

41 "9Id

SUBSTITUTE SHEET (RULE 26)



PCT/US2013/048959

WO 2014/005149

6/9

¢ee

\
WNTOIM
T18VAON3Y
02e B2 972 i o72
INTHO ZOHh<wmgrzon 1IN0 39vhols | | 1inn 1ndino | | 1INn 1nah
w2 LINY J0V-H3INT LNd1N0 ONV OGN
I\
\/
[TH
I\
\/
Wvd HOY 0d)
902" e 2021
002

¢ 914

SUBSTITUTE SHEET (RULE 26)



WO 2014/005149 PCT/US2013/048959

119
FIG. 3A
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FIG. 4
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