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VERIFIABLE PARCEL BISTRIBUTED LEDGER SHIPPING AND TRACKING
SYSTEM

BACKGROUND OF THE INVENTION

Distributed ledgers generally relate to the techmical field of computer science,
(enerally, distributed ledgers address how information is stored and maintained. In addition,
distributed ledgers also address the technical field of data security. For instance, distributed
ledgers may create an imonutable digital platform so that the information contained therein
may not be easily manipulated. Even more, the present disclosure solves at least one
technological problem. For instance, problems exist in conventional technology associating a
digital transaction with a physical location and/or a physical asset. However, the technology
described herein can offer particular technological solutions in how digital data/transactions
are associated with a physical asset and/or physical location.

In addition, shipping consumers are constautly looking for new shipping
services providing enhanced parcel shipping/tracking visibility while minimizing cosis. As
new parcel transportation methodologics such as crowd-sourced parcel delivery networks
become more commouplace, a need exists for verifiable parcel shipping and tracking
visibility systems providing parcel location visibility for parcels fransported and/or
exchanged within a single parcel carrier, as well as for parcels transported and/or exchanged
between multiple parcel carriers as the parcel is transported from a shipment origin {o a
shipment destination. By employing the technology described herein, enhanced parcel

shipping/tracking visibility may be provided while minimizing costs.

SUMMARY OF THE INVENTION

Embodiments of the present invention relate to, among other things, enhanced
distributed ledger systems. Conventional techmology has generally failed to provide an
adequate or relisble solution fo store verifiable information associated with transfer of
physical/digital assets between parties. For instance, conventional technology has not
provided an adeguate means for associating a digital transaction with a physical transfer of a
physical asset at a physical location. As such, embodiments described herein can overcome

the deficiencies associated with conventional technology.
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For example, in one embodiment, a computer-implemenied method is
provided for tracking verifigble physical transfers of physical assets using digital assets. The
method comprises the step of receiving, by a first computing device, a transferor request 1o
transfer a digital asset and/or token from a first address associated with the first computing
device to a second address associated with a second computing device, the digital asset
and/or token cormresponding to a unique identifier associated with a physical asset. The
method further comprises communicating, by the first computing device, the received
transferor request including at least a first determined location parameter to at least one node
in a plurality of nodes of a disiributed ledger network, the first determined location parameter
being determined by the first computing device based on signals received at a physical
location thereof. The method also comprises receiving, by the firsi computing device, a
confirmation from any node in the plurality of nodes that the transfer of the digital asset
and/or token is approved based on a determination that a transferee request from the second
computing device includes at least a second location parameter that corresponds to the
physical location of the first computing device.

in another embodiment, a computer-implemented method is provided for
tracking verifiable physical transfers of tokenized physical assets. The method comprises
generating, by a first computing device, a transferee request to receive a digital asset and/or
token at a first address associated with the first computing device from a second address
associated with a second computing device, the digital asset and/or token corresponding to a
anigue identifier associated with g physical asset. The method further comprises
communicating, by the first computing device, the generated transferee request including at
least a first determined location parameter o at least one node in a plurality of nodes of a
distributed ledger network, the first determined location parameter being determined by the
first computing device based on signals received at a physical location thereof. The method
further comprises receiving, by the first computing device, a confirmation from any node in
the plurality of nodes that the digital asset and/or token is received at the first address based
on a determination that & transferor request from the second computing device inclades at
least a second location parameter that comresponds to the physical location of the first
computing device.

In yet another embodiment, a distributed ledger network node is provided. The
node comprises a request verification component for determining that a received transferor

request associated with g first address, and a received transferce request associated with a
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second address, each includes a corresponding set of determined location parameters that
correspond to a common physical location. The node further comprises a digital asset and/or
token transfer approval component for validating a transter of the digital asset and/or token
from the first address to the second address based at least in part on 3 determination thai the
received transferor request associated with the first address, and the received transferce
request associated with the second address, cach includes the corresponding set of determined
location parameters that correspond to the common physical location. The node also
comprises a communication component for comnminicating, to at least one neighboring node
of the distributed ledger network, the received transferor request associated with the first
address, and the received transferce request associated with the second address based on a
determination that the transfer of the digital assei and/or token from the first address to the
second address is valid, Further still, the node comprises a token generating component for
receiving, from a computing device, a unique identifier associated with a physical asset to

generate a unigue token that corresponds to the physical asset.

BRIEF DESCRIPTION OF THE PRAWING

Reference will now be made to the accompanying drawings, which are not
necessarily drawn to scale, and wherein:

Figure 1 is a diagram of a system that can be used to practice various
embodiments of the present disclosure;

Figure 2 is a schematic of a computing node in accordance with certain
embodiments of the present disclosure;

Figure 3 is a schematic of a computing entity in accordance with certain
embodiments of the present disclosure;

Figure 4 illustrates synchronization of digital transactions with verifiable
physical locations in accordance with certain embodiments of the present disclosure;

Figure 5 depicts a system for synchronizing digital transactions with verifiable
physical locations in accordance with certain embodiments of the present disclosure; and

Figure 6 is a schematic of a computing node in accordance with certain

embodiments of the present disclosure.
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DETAILED DESCRIPTION OF THE INVENTION

The present disclosure more fully describes various embodiments with
reference 1o the accompanying drawings. It should be understood that some, but not all
embodiments are shown and described herein. Indeed, the embodiments may take many
different forms, and accordingly this disclosure should not be construed as Hmited to the
embodiments set forth herein. Rather, these embodiments are provided so that this disclosure
will satisty applicable legal requirements. Like numbers refer to like elements throughout.

Various embodiments provide systems and methods for providing verifiable
parcel and/or item shipping/visibility information via g distributed ledger (e.g., blockchain)
database. The distributed ledger database systern may be a public, consortium, or private
database, and may be stored on a plurality of computing nodes to provide backup storage
and/or to provide fransaction verification mechanisms as discussed herein. It is contemplated
that the described embodiments can facilitated wtilizing one or more distributed ledger
databases that are in communication with one another, whether through sidechains, cross-
chain transactions, or other technologies generally known to one of ordinary skill. As used
herein, the terms “blockchain™ and/or “distributed ledger” may also be referred to as
distributed ledger technology (“DLT™).

In certain embodiments, the distributed ledger system may comprise data
indicative of transfers of physical assets, digital assets, or a combination thereof, in a plurality
of transactions/blocks, wherein later-in-time generated transactions/blocks are electronically
linked to prior-generated transactions/blocks to provide a completely linked block chain
mdicative of cach transaction for which information/data is stored in the distributed ledger.
Moreover, each transaction/block may comprise information/data identifying one or more
particular parcels and/or items (e.g., parcel level detail providing a plurality of
mformation/data points relating 1o a particular parcel}, and may comprise one or more control
identifiers and/or digital addresses that are each indicative of an entity, imdividual, and/or
location having prior, present, or future control over the parcel and/or item. It 1s contemplated
that each block of the distributed ledger database described herein can comprise of one or
more transactions, and as such, references fo a transaction/block can include a single
transaction of multiple transactions in a single block, or a single transaction that is associated
with a block by itself. Accordingly, by identifying all transactions/blocks stored in the

distributed ledger relating to a particular parcel and/or item, a complete chain-of-control may
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be identified for a particular parcel and/or item. The term “control” as referenced herein can
relate to “physical possession,” whether the term is used independently or in conjunction with
other terms.

In various embodiments, each new transaction/block may be generated upon
receipt of information/data indicating a change in control of a stored parcel and/or item {e.g.,
received by a computer node). For example, cach time control of a parcel moves from a first
carrier personnel (e.g., a sort personnel} to a second carrier personnel {e.g., a delivery
driver/delivery vehicle}, a new transaction/block may be generated for the distributed ledger.
In a further example a new transaction/block may be generated for the distributed ledger
when a parcel moved nto {e.g., when a consignee presents a parcel to a carrier) or when a
parcel exits the carrier’s network {e.g., when the parcel is delivered o a person or physical
address). In certain embodiments, s phuahity of transaction computing devices may be
configured to monitor and/or update conirol information/data for g plurality of parcels and/or
items, based on wirgless communication between a plurality of transaction computing
devices, the parcel and/or item, and/or the like. For example, cach time 3 parcel is scanned
(e.g., via a barcode scanner), a new transaction/block may be generated in the distributed
ledger to reflect the newly identified location of the parcel. It is further contemplated that
each transaction can be associated with and/or include a timestamp that is generated by the
scanning device, or a node of the distributed ledger upon recetving the transaction.

Some embodiments may comprise a phlurality of linked distributed ledgers
{e.g., a first distributed ledger relating to parcels/containers and a second distributed ledger
relating to items within the parcels), each providing varving information/dats regarding
respective asset types {e.g., items and/or parcels). Thus, certain embodiments enable tracking
of parcels and items within those parcels/containers separately, thereby enabling the use of
varigus smart contracts relating to shipping services and item handhing separately.

in some further ecmbodiments, smart contracis may be automatically
enforceable to transfer value (e.g., in the form or digital assets or crypto currencies) between
various parties involved in shipping transactions based on the occurrence of varigus trigger
events. Those trigger events, such as the pick-up/transfer/delivery of a parcel, the occurrence
of an undesirable environmental condition, and/or the like, may be identified
mformation/data stored in one or more transactions/blocks relating to a particular parcel
and/or ttem. Thus, based on information/data added to the distributed ledger (e.g., as one or

more transactions/blacks), the distributed ledger system may be configured to automatically
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transfer value between a plurality of parties. For example, upon successful pick-
ap/transfer/delivery of a parcel, value (c.g., in the form of digital currency) may be
transferred tfrom a parcel consignor to a camier. Upon a determination that a particular item’s
temperature was allowed o exceed a predefined threshold, value may be transferred from the
carrier to 3 consignor. The amount of value o be transferred may be assigned based on the
item and/or parcel for which a smart contract is related. For example, the maxinurm amount
of value that may be transferred relating to a particular parcel may be limited 1o the value of
shipping services provided, and the maximum amount of value that may be transferred
relating to a particular item may be Hmited to the value of the item itself. Thus, if a parcel is
not delivered in accordance with agreed upon parameters, the consignor may receive a refund
of at least a portion of the value of the shipping services {or may pay the carrier less than the
agreed-upon shipping services value}; and if an item 18 damaged/destroved during shipping,
the carrier may pay the consignor at least a portion of the value of the damaged/destroyed

item.

Computer Progsram Produces, Methods, and Computing Devices

Embodiments of the present disclosure may be implemented in various ways,
meluding as computer program products that comprise articles of mamifacture. A computer
program product may include a non-transitory computer-readable storage medium storing
applications, programs, program modules, scripts, source code, program code, object code,
byte code, compiled code, interpreted code, machine code, exccutable instructions, and/or the
hike {also referred o herein as executable instructions, instructions for execution, program
code, and/or similar terms used herein imterchangeably). Such non-transitory computer-
readable storage media mclude all computer-readable media (including volatile and non-
volatile media).

in one embodiment, a non-volatile computer-readable storage medium may
mclude a floppy disk, flexible disk, hard disk, solid-state storage (55S) {(e.g., a solid staie
drive {(SSD}, sohd state card (SSC), solid state module (85M)), enterprise flash drive,
magnetic tape, or any other non-transitory magnetic medium, and/or the like. A non-volatile
computer-readable storage medium may also include a punch card, paper tape, optical mark
sheet {or any other physical medivim with patierns of holes or other optically recognizable
indicia), compact disc read only memory (CD-ROM), compact disc-rewritable (CD-RW),

digital versatile disc (DVD), Blu-ray disc (BD), any other non-transitory optical medium,
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and/or the like. Such a non-volatile computer-readable storage mediom may also include
read-only memory (ROM), programmable read-only memory (PROM), erasable
programmable read-only memory (EPROM), clectrically erasable programmable read-only
memory (EEPROM]}, flash memory {e.g., Serial, NAND, NOR, and/or the like), multimedia
memory cards (MMC), secure digital (SD) memory cards, SmartMedia cards, CompactFlash
(CF) cards, Memory Sticks, and/or the like. Further, a non-volatile computer-readable storage
medium may also include conductive-bridging random access memory (CBRAM), phase-
change random access memory (PRAM), ferroelectnic random-access memory (FeRAM),
non-volatile random-access memory (NVRAM), magnetoresistive random-access memory
{(MRAM), resistive random-access memory (RRAM), Silicon-Oxide-Nitride-Oxide-Silicon
memory {SONGS), floating junction gate random access memory {FJG RAM), Millipede
memory, racetrack memory, and/or the hike.

In one embodiment, a volatile computer-readable storage medium may include
random access memory (RAM), dynamic random access memory {DRAM), static random
access memory {SRAM), fast page mode dynamic random access memory (FPM DRAM},
extended data-out dynamic random access memory (EDO DRAM), synchronous dynamic
random access memory (SDRAM), double information/data rate synchronous dynamic
random aceess memory (DDR SDRAM), double information/data rate type two synchrongous
dynamic random access memory {(DDR2 SDRAM), double information/data rate type three
synchronous dynamic random access memory (DDR3 SDRAM), Rambus dynamic random
access memory (RDRAM), Twin Transistor RAM (TTRAM), Thyristor RAM (T-RAM),
Zero~capacitor (Z-RAM), Rambus in-line memory module (RIMM), dual iu-line memory
module {(BIMM), single in-line memory module (SIMM), video random access memory
{(VRAM), cache memory (including various levels), flash memory, register memory, and/or
the like. It will be appreciated that where embodiments are described 1o use a computer-
readable storage medium, other types of compuier-readable storage media may be substituted
for or used in addition to the computer-readable storage media described above.

As should be appreciated, various embodiments of the present disclosure may
also be implemented as methods, apparatus, systems, computing devices, and/or the like. As
such, embodiments of the present disclosure may take the form: of an apparatus, system,
computing device, computing entity, and/or the hike executing instructions stored on a

computer-readable storage medium to perform certain steps or operations. However,
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embodiments of the present disclosure may also take the form of an entirely hardware
embodiment performing certain steps or operations.

Embodiments of the present disclosure are described below with reference 1o
block diagrams and flowchart iHustrations. Thus, it should be understood that each block of
the block diagrams and flowchart ithastrations may be implemented in the form of 2 computer
program product, an entirely hardware embodiment, a combination of hardware and
computer program products, and/or apparatus, sysiems, computing devices, computing
devices, and/or the like carrying out instructions, operations, steps, and similar words used
interchangeably (e.g., the executable instructions, imstructions for execution, program code,
and/or the like} on a computer-readable storage medium for execution. For example,
retrieval, loading, and execution of code may be performed sequentially such that one
mstruction 13 retrieved, loaded, and executed st a time. In some exemplary embodiments,
retrieval, loading, and/or execution may be performed in parallel such that multiple
mstructions are retrieved, loaded, and/or execuied together. Thus, such embodiments can
produce specifically-configured machines performing the steps or operations specified in the
block diagrams and flowchart illusirations. Accordingly, the block diagrams and flowchart
illustrations support various combinations of embodiments for performing the specified

mstructions, operations, or steps.

Exemplary System Avchitecture

FIG. 1 provides an illustration of an exemplary embodiment of the present
disclosure. As shown in Fig. 1, this particular embodiment may include one or computing
nodes 100, one or more networks 105, one or more credentialing devices, one or more
verification/validation devices, and/or one ¢r more transaction compuiing devices 110 {e.g.,
handheld computing devices, IoT enabled shipping containers or devices, parcels and/or
items, and/or the like). Each of these components, devices, systems, and similar words used
hergin interchangeably may be in direct or indirect communication with, for example, one
another over the same or different wired or wireless networks and may cooperatively
generate data so that the one or more computing nodes 100 can form g distributed ledger
(e.g., blockchain} for tracking various digital transactions and/or physical (real-world}
activities. As discussed herein, certain of the computing devices (e.g., computing nodes 100,
physical asset 105, and/or iransaction computing devices 110) may be in elecironic

communication with onc or more third party distributed ledgers (e.g., Bitcoin, Ethergum,
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Hyperledger Fabric, Ripple, Quorum, Corda and/or the like), based on whether the third party
distributed ledger is permissioned or otherwise public. Additionally, while FIG. 1 illustrates
the various system devices as separate, standalone devices, the various embodiments are not

limited to this particular architecture.

Fxemplary Computing Nodes

FIG. 2 provides a schematic of a computing node 100 according to one
embodiment of the present disclosure. Initially, the computing node 100 may be a computing
device 110 that is depicted in FIG. 3. Simularly, in certain embodiments, the computing
device 110 may be a computing node 100. Accordingly, any description of components
and/or features of the computing node 100 may be applicable fo the computing device 110,
Additionally, any description of components and/or features of the computing device 110
may be applicable to the computing node 100. In general, the terms computing entity,
computer, entity, device, system, and/or similar words used herein interchangeably may refer
to, for example, one or more computers, computing devices, desktops, mobile phones, tablets,
phablets, notebooks, laptops, distributed systems, gaming consoles {¢.g., Xbox, Play Station,
Wii), watches, glasses, key fobs, radio frequency identification (RFID} tags, ear pieces,
scanners, televisions, dongles, cameras, wristbands, kiosks, input terminals, servers or server
networks, blades, gateways, swiiches, processing devices, processing devices, set-top boxes,
relays, routers, network access points, base stations, the like, and/or any combination of
devices adapted to perform the functions, operations, and/or processes described herein. Such
functions, operations, and/or processes may include, for example, transmitting, receiving,
gperating on, processing, displaying, storing, determining, creating/generating, moniioring,
evaluating, comparing, and/or similar terms used herein interchangeably. In one embodiment,
these functions, operations, and/or processes can be performed on data, content, information,
and/or similar terms used herein interchangeably.

As indicated, in one embodiment, the computing node 180 may alse include
one or more communications interfaces 220 for commumnicating with varions computing
devices in a wired or wireless manner, such as by communicating data, content, information,
and/or similar terms used herein interchangeably, each which can be transmitted, received,
operated on, processed, displayed, stored, and/or the like. It is further contemplated that the

communication interfaces 220 can commumicate the foregoing directly (e.g., optically
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utilizing QR codes, bar codes, or infra-red, or wirelessly with near-field communications or
radio, among other things) or indirectly (e.g., via a network, such as g LAN or the Internet).

As shown in FI(. 2, in one embodiment, the computing node 100 may include
or be in communication with one or more processing elements 263 {also referred to as
processors, processing circuitry, and/or similar terms used herein interchangeably) that
communicate with other elements within the computing node 100 via a bus, for example. As
will be understood, the processing clement 205 may be embeodied in a number of different
ways. For example, the processing element 205 may be embodied as one or more complex
programmable logic devices (CPLDs), microprocessors, mulii-Core processors, coprocessing
devices, application-specific instruction-set processors (ASIPs), microcontrollers, and/or
controllers. Farther, the processing element 205 may be embodied as one or more other
processing devices or circuitry. The term circuitry may refer to an entirely hardware
embodiment or a combination of hardware and computer program products. Thus, the
processing clement 205 may be embodied as integrated circuits, application specific
mtegrated circuits {(ASICs), field programmable gate arrays (FPGAs), programmable logic
arrays {PLAs), hardware accelerators, other circuitry, and/or the like. As will therefore be
understood, the processing element 205 may be configured for a particular use or configured
to execute instructions stored in volatile or non-volatile media or otherwise accessible o the
processing element 205, As such, whether configured by hardware or computer program
producis, or by a combination thereof, the processing element 205 may be capable of
performing steps or operations according to embodiments of the present disclosure when
configured accordingly.

In one embodiment, the computing node 100 may further include or be in
communication with non-volatile media {also referred to as non-volatile storage, memory,
memory storage, memory circuitry and/or similar terms used herein interchangeably). In one
embodiment, the non-volatile storage or memory may include one or more non-volatile
storage or memory media 210, including but not limited to hard disks, ROM, PROM,
EPROM, EEPROM, flash memory, MMCs, 8D memory cards, Memory Sticks, CBRAM,
PRAM, FeRAM, NVRAM, MRAM, RRAM, SONOS, FIG RAM, Millipede memory,
racetrack memory, and/or the like. As will be recognized, the non-volatile storage or memory
media may store databases {¢.g., iter/shipment database 40), database instances, database
management systems, data, applications, programs, program modules, scripts, source code,

object code, byte code, compiled code, interpreied code, machine code, cxecutable
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mstructions, and/or the like. The term database, datsbase instance, database management
system, and/or similar terms used herein interchangeably may refer to a collection of records
or information/data that is stored in a computer-readable storage medium using one or more
database models, such as a hierarchical database model, network medel, relational model,
entity—relationship model, object model, document model, semantic model, graph model,
and/or the like.

In one embodiment, the computing node 100 may further include or be in
communication with volatile media (also referred to as volatile storage, memory, memory
storage, memory circuitry and/or similar terms used herein interchangeably). In one
embodiment, the volatile storage or memory may also include one or more volatile storage or
memory media 215, including but not limited o RAM, DRAM, SRAM, FPM DRAM, EDO
DRAM, SDRAM, DDR SDRAM, DDR? SDRAM, DDR3 SDRAM, RDRAM, TTRAM, T-
RAM, Z-RAM, RIMM, DIMM, SIMM, VRAM, cache memory, register memory, and/or the
like. As will be recognized, the volatile siorage or memory media may be used to store at
least portions of the databases, database instances, database management systems, data,
applications, programs, program modules, scripts, source code, object code, byte code,
compiled code, interpreted code, machine code, executable ingtructions, and/or the like being
executed by, for example, the processing element 205. Thus, the databases, database
mstances, database management systems, data, applications, programs, program modules,
scripts, source code, object code, byte code, compiled code, interpreted code, machine code,
exgcutable instractions, and/or the like may be used to conirol certain aspects of the operation
of the computing node 100 with the assistance of the processing element 205 and operating
systei,

Ag indicated, in one embodiment, the computing node 100 may also include
gne or more communications nterfaces 220 for communicating with various computing
devices, such as by communicating data, content, information, and/or similar terms used
herein interchangeably that can be transmitted, received, operated on, processed, displayed,
stored, and/or the like. Such communication may be executed using a wired information/data
fransmission protocol, such as fiber distributed information/data interface (FDDI), digital
subscriber line (DSL), Ethemet, asynchronous transfer mode (ATM), frame relay,
mformation/data over cable service interface specification (DOCSIS), or any other wired
transmission protocol. Similarly, the computing node 100 may be configured to communicate

vig wircless extornal communication networks using any of a variety of protocols, such as
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general packet radio service (GPRS), Universal Mobile Telecommunications System
{UMTS), Code Division Multiple Access 2000 (CDMA2000), COMA2000 1X (IxRTT)},
Wideband Code Division Multiple Access (WCDMA), Time Division-Synchronous Code
Division Multiple Access (TD-SCDMA), Long Term Evolution (LTE), Evolved Universal
Terrestrial Radio Access Network (E-UTRAN), Evolution-Data Optimized (EVDO), High
Speed Packet Access (HSPA), High-Speed Downlink Packet Access (HSDPA), IEEE 802,11
(Wi-Fi), Wi-Fi Direct, 802,16 (WiMAX), ultra wideband {UWRB), infrared (IR) protocols,
near field communication {(NFC) protocols, Wibree, Bluctooth protocols, wireless universal
serial bus (USB) protocols, and/or any other wireless protocol.

Although not shown, the computing node 100 may include or be in
communication with one or more input elements, such as a keyboard input, a mouse input, a
touch screen/display input, motion input, movement input, avdio input, pointing device input,
joystick input, keypad input, and/or the like. The computing node 100 may also include or be
n communication with one or more cuiput elements {(not shown}, such as audio output, video
output, sereen/display output, motion output, movement gutput, and/or the like.

In one embodiment, the computing node 100 may include various payment
features and functionalities. Payments (received or paid) may be in a variety of forms, such as
via debit cards, credit cards, direct credits, direct debits, cash, check, money order, Internet
banking, e-commerce payment networks/systems {e.g., PayPal™, Google Wallet, Amazon
Payments), virtual currencies {e.g., Bitcoins}, award or reward points, and/or the like. Such
payments may be made using a variety of techniques and approaches, including through NFC
technologies such as PayPass, Android Beam, BlueTooth low energy (BLE), and various
other contactiess payment systems. Further, such payment fechnologies may include PayPal
Beacon, Booker, Erply, Leaf, Leapset, Micros, PayPal Here, Revel, ShopKeep, TouchBistro,
Vend, and/or the like,

As will be appreciated, one or more of the computing node’s 100 components
may be located remotely from other computing node 100 components, such as in a distribuied
system. Farthermore, one or more of the components may be combined and additional
components performing functions described herein may be included in the computing node
104, Thus, the computing node 100 can be adapted to accommodate a variety of needs and
circumstances. As will be recognized, these architectures and descriptions are provided for

exemplary purposes only and are not limiting to the various embodiments.
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Exemplary Computing Device

With reference to FIG. 3, computing device 110 may include a bus 310 that
directly or indirectly couples the following devices: memory 312, one or more processors
314, one or more presentation components 316, input/output (F/0} ports 318, mmput/outputl
components 320, and iHustrative power supply 322. Bus 310 represents what may be one or
more busses (such as an address bus, data bus, or combination thereof). Although the various
blocks of FIG. 3 are shown with Hnes for the sake of clarity, in reality, delineating various
components is not s¢ clear, and metaphorically, the lines would more accurately be grey and
fuzzy. For example, one may consider a presentation component such as a display device to
be an 1/O component. Also, processors have memory, The inventors recognize that such is
the nature of the art, and reiterate that the diagram of FIG. 3 is merely illustrative of an
exemplary computing device that can be used i connection with one or more embodiments
of the present disclosure. Distinction is not made between such categories as “workstation,”
“server,” “laptop,” “hand-held device,” etc., as all are conternplated within the scope of FIG.
3 and reference to “computing device.”

Computing device 300 typically includes a variety of computer-readable
media. Computer-readable media can be any available media that can be accessed by
computing device 300 and includes both volatile and nonvolatile media, removable and non-
removable media. By way of example, and not limitation, computer-readable media may
comprise computer storage media and communication media. Computer storage media
mchudes both volatile and nonvolatile, removable and non-removable media implemented in
any method or technology for storage of information such as computer-readable instructions,
data structures, program modules or other data. Computer storage media includes, but is not
limited to, RAM, ROM, EEPROM, flash memory or other memory technology, CD-ROM,
digital versatile disks (BVD) or other optical disk storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or any other medium which can be
used to store the desired information and which can be accessed by computing device 300.
Computer storage media does not comprise sigoals per se. Communication media typically
embodies computer-readable instructions, data structures, program modules or other datain a
modulated data signal such as a carrier wave or other transport mechanism and includes any
mformation delivery media. The term “modulated data signal” means a signal that has one or
maore of its characteristics set or changed in such a manner as to encode information in the

signal. By way of example, and not limitation, communication media includes wired media
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such as a wired network or direct-wired connection, and wireless media such as acoustic, RF,
mfrared and other wireless media. Combinations of any of the above should also be included
within the scope of computer-readable media.

Memory 312 inclodes computer storage media in the form of volatile and/or
nonvolatile memory. The memory may be removable, non-removable, or a combination
thereof. Exemplary hardware devices include solid-state memory, hard drives, optical-disc
drives, etc. Computing device 300 includes one or more processors that read data from
various devices such as memory 312 or VO components 320. Presentation component(s} 316
present data indications to a user or other device. Exemplary presentation components
mnclude a display device, speaker, printing component, vibrating component, etc.

VO ports 318 allow computing device 360 to be logically coupled to other
devices including VO components 320, some of which may be built in.  Hiustrative
components mclude a microphone, joystick, game pad, satellite dish, scanner, printer,
wireless device, etc. The VO components 320 may provide a natural user interface (NUT)
that processes air gestures, voice, or gther physiological inputs generated by a user. In some
instance, inputs may be transmitted to an appropriate network element for further processing.
A NUI may implement any combination of speech recognition, touch and stylus recognition,
facial recognition, biometric recognition, gesture recognition both on screen and adjacent to
the screen, air gestures, head and eye-fracking, and touch recognition associated with displays
on the computing device 300, The computing device 300 may be equipped with depth
cameras, such as, stereoscopic camera systems, infrared camera systems, RGB camera
systerns, and combinations of these for gesture detection and recognition. Additionally, the
computing device 300 may be equipped with accelerometers or gyroscopes that enable

detection of motion.

Fxemplary Transaction Computing Devices

Transaction computing devices may be wutilized to perform low-level
transaction functions, such as generating and/or transmitting data to initialize g transaction to
be recorded via a distributed ledger (e.g., blockchain) or other transactional recordation
systern, In exemplary embodiments, the transacting computing entity may be the computing
device 110, Additionally, the transaction computing entity 110 may be associated with one or
more entities, such as a transferor and/or a transferee. Transactional computing devices may

be embodied as mobile transactional computing devices, such as mobile phones, PDAs,
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lapiop computers, scanning devices, autonomous delivery vehicles, and/or the like, such that
the transactional computing devices may be transporied to physical locations where a
transaction is to be consummated. However, various transactional computing devices may be
stationary in nature {e.g., deskiop computing devices, gaming consoles, servers, smart
locations {(e.g., a locker box, a home enabled with smart locks), and/or the like). Moreover, in
certain embodiments, transaction computing devices may be embodied as Internet of Things
{IoT) enabled physical asset, such as parcels, items, and/or the like. As discussed herein, the
IoT enabled parcels may be network connected and may be configured to generaie, receive,
and/or transmit data io one or more additional computing devices to initialize transactions, to
memoerialize transactions, and/or the like. Information/data generated/received/transmitted by
the IoT physical asset may be recorded via a distributed ledger, as discussed herein.
Accordingly, the transaction computing entity 110 may be the IoT enabled physical asset,
such as a parcel 102,

Moreover, in certain embodiments transaction computing devices may be
embodied as autonomous vehicles (e.g., autonomous acrial vehicles, autonomous ground-
hased vehicles, and/or the like), partially autonomous vehicles, computing devices secured

within vehicles, and/or the like).

Fxemplary Physical Asset

In various embodiments, the physical asset can be any physical item. In certain
aspects, the physical asset can be ToT enabled. For instance, the physical asset could be
“smart” as it may interface with one or more wireless networks. For example, a physical asset
may include one or more components and/or features of the computing nede 100 and/or
computing device 11{0. In certain embodiments, the physical asset can be transferred from
one entity to another. As used herein, the term entity can be referenced as 3 person, machine,
and/or location.

in an exemplary aspect, the physical asset may be transferred between one or
motre entities in a transportation network, such as a network of courier service providers.
Accordingly, the physical asset may relate to a parcel that may comprise one or more wireless
network interface devices to provide a "smart” parcel, such as the shipments/items described
m co-pending U.S. Patent Appl. No. 15/623,989, filed June 15, 2017, the contents of which

are incorporated herein by reference in their entirety,
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A parcel 102 may be any tangible and/or physical object configured for
containing/enclosing an item. Such parcels 182 may be picked up and/or delivered by a
carrier/transporter, for example, via one or more carrier service levels, such as Same Day Air,
Same Day Ground, Next Day Air, Next Day Ground, Overnight, Express, Next Day Air
Early AM, Next Day Air Saver, Jetling, Sprintline, Secureline, 2nd Day Ajr, Priority, 2nd
Day Air Early AM, 3 Day Select, Ground, Standard, First Class, Media Mail, SurcPost,
Freight, and/or the like. in one embodiment, a parcel may comprise one or more packages,
bags, containers, loads, crates, items banded together, vehicle parts, pallets, drums, the like,
and/or similar words used herein interchangeably. The parcel may enclose an item {e.g., a
shipped item) that iself may be tracked separately and/or in parallel with the parcel. Such
parcels 102 may include the ability to commmunicate {e.g., via a chip (e.g., an integrated
circuit chip), RFID, NFC, Bluctooth, Wi-Fi, and any other suitable communication
technigues, standards, or protocols) with one another and/or communicate with various
computing devices for a variety of purposes. For example, the parcel 102 may be configured
to communicate with one or more devices (e.g., computing devices) located at one or more
locations {ec.g., a shipper location, a carrier location, and/or a recipient/consignee location)
using a short/long range communication technology, as described in co-pending U.S. Patent
Application Serial No. 15/348,189, filed on November 11, 2016 and incorporated herein by
reference in iis entivety. Further, such parcels 102 may have the capabilities and components
of the described with regard to the computing nodes 100, networks 103, vehicles, transaction
computing devices 110, and/or the hke. For example, the parcel 102 may be configured to
store itemn information/data. In example cmbodiments, the parcel information/data may
comprise one or more of a consignee name/identifier, a shipment identifier, a service point
{e.g., delivery location/address, pick-up location/address), instructions for delivering the
parcel, a parcel delivery authorization code, information/data regarding if a device is present
at the service point {e.g., a recipient location), and/or the like. In this regard, in some exanple
embodiments, a parcel may communicate send “to” address information/data, received
“from” address information/data, umigue identifier codes, and/or various other
mformation/data.

In some embodiments, each parcel may include a unique shipment identifier,
such as an alphanumeric identifier. Such shipment identifiers may be represented as text,
barcodes, tags, character strings, Aztec Codes, MaxiCodes, Data Matrices, Quick Response

{QR) Ceodes, clectronic representations, and/or the like. A unique shipment identifier (e.g.,
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123456789) may be used by the carrier to identify and track the parcel as it moves through
the carrier’s transportation network, Further, such parcel identifiers can be affixed to parcels
by, for example, using a sticker {¢.g., label) with the unique parcel identifier printed thereon
(in human and/or machine readable form), an RFID {ag with the umique parcel identifier
stored therein, and/or other onboard computing devices operating as foT enabled modules
provided on the parcel. In some aspects, the parcel identifiers can be wireless emitted by the
IoT enabled medule, or in some instances, generated for display by the IoT enabled module
for presentation on a display device in communicated therewith,

In various embodiments, packaging matenals (e.g., boxes, envelopes, padded
envelopes, slecves, and/or the like) utilized for the parcel may incorporate the one or more
electrical components, including a power supply, therein. The power supply may be
embodied as 4 battery, such as a Hthium battery, that may be incorporated mto the packaging
materials. In certain embodiments, the battery may be printed onto the packaging materials
{e.g., as a portion of a printed label). In various embodiments, the one or more electrical
components may be configured to automatically activate upon sealing the packaging
materials. For example, the packaging materials may comprise one or more electronic
contacts (e.g., conductors) embedded, printed, and/or the like in one or more portions of the
packaging materials, such that the electronic contacts collectively form a complete, closed
circuit with one or more onboard computing components {e.g., batteries, processors, memory
storage arcas, wireless receivers {e.g., RFID receivers, BLE receivers, Wi-Fi receivers, and/or
the like)}, wireless transmitters (e.g., RFID transmuitters {active or passive), BLE transmitters,
Wi-Fi transmitters, and/or the hke), and/or the Hke). In certain embodiments, the electronic
contacts may comprise printed conductors (e.g., 3-D printed conductors, inkjet printed
conductors, and/or the like), such as conductive inks, sintered conductive materials, semi-
conductive matenials, and/or the ke, When the packaging materials are closed, the electronic
contacts enable current to flow between the onboard battery and the onboard computing
components such that the onboard computing components are active {e.g., able {0 transmit
and/or recetve information/data).

Moreover, in certain embodiments the parcel may comprise one or more
environmental sensors configured to detect a condition of the parcel and/or the environment
of the parcel. For example, the parcel may comprise temperature sensors, humidity sensors,
accelerometers (to detect impacts and/or drops), and/or the like. As discussed herein, the one

or more sensors within the parcel may be utilized to determine whether the parcel conditions
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remained consistent with applicable shipping rules, thereby enabling the use of condition-
based smart contracts as discussed herein.

In certain embodiments, items contained within a parcel may be wirglessly
connected, and may be configured to provide wireless connectivity functionality for the
parcel while the parcel is being transported by a camrier. For example, an electronic device
being shipped may comprise a wireless transmitter (e.g., an RFID tag), a power supply, an
on-board memory, and/or the hike that may be configured to broadcast parcel
mformation/data while the item remains packaged within the parcel. In certain embodiments,
the wircless connectivity components may be disconnected and/or deactivated once the item
is removed from the parcel. For example, the wircless connectivity components may be
embodied as a separaie object placed within the parcel {e.g., secured relative to the packaged
ttem); the wireless connectivity components may be embedded within the item; the wireless
connectivity components may form a functional part of the item, and the shipment-specific
functionality may be deactivated upon removal from the parcel, and/or the like.

In various embodiments, parcels may be associated with parcel
information/data comprising information/data specific io the particular parcel. The parcel
mformation/data may comprise information/data regarding an intended shipping rouie for the
parcel {e.g., an origin, destination, and/or the like), information/data regarding the contents of
the parcel (e.g., identifying one or more items stored within the parcel), information/data
identifying shipping requirements for the parcel (e.g., a carrier service level, temperature
requarements, humidity requirements, shock requirements, and/or the like). As discussed
herein, the shipping requirements for a parcel may be utilized to automatically apply varions
smart confracts upon determining whether shipping requirements have been met. Moreover,
the parcel information/data may comprise updated control identifiers and/or addresses, as
discussed herein, providing information/data indicative of a current identity of an entity,
mdividual, and/or location in control {¢.g., possession) of the parcel. For example, the control
identifier and/or digital address may indicate that a particolar parcel is located on a particular
delivery vehicle, at a particular carrier sort location, at a pick-up/transfer/delivery location,
and/or the like. Moreover, the parcel information/data may comprise hnking information data
configured for use in a distributed ledger/blockchain environment, to link the parcel
mformation/data of a particular transaction or “block” to  previously generated

transaction/blocks relating to the same and/or different parcel information/data.
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Exemplary Distributed Ledger System {e.g., Blockchain)

In certain  embodiments, a distributed ledger system may store
mformation/data indicative of various transactions occurring between multiple computing
devices {e.g., multiple transaction computing devices). The distributed ledger system may be
embodied as a blockchain ledger system, comprising a plurality of “blocks” each representing
one or more discrete transaction(s) occurring between computing devices. Each block may
comprise information/data linking to a previous generated block, thereby providing a
complete chain between the generation of information/data stored in the distributed ledger
and the later use of the same information/data (e.g., o establish a complete chain-of-
possession of information/data). The information/data stored in  the various
transactions/blocks may be encrypted/hashed/or otherwise proiected from unauthorized
access (e.g., read access, write access, and/or delete access). In a non-hmiting example,
information stored in the various blocks may be #rreversibly hashed, such that the hashed
mformation/data may be used to verify the authenticity of transactions, bui the hashed data
may not be reverse-engineered to ascertain substantive mnformation based on the hashed
mformation alone. Moreover, information/data transmitted between various computing
devices may be encrypted (e.g., using public/private key pairs to digitally sign and/or verify
data} such that blocks/transactions stored within the block chain may be verified by multiple
computing nodes 100 having access to the public and/or private keys. Upon verification of
the information/data to be stored in the blockchain, the information/data may be hashed and
stored as noted herein.

The distributed ledger systemi may comprise one or more, Biicomn-based
blockchains, Fthereum-based blockchains, Hyperledger blockchains, Quroum, Corda and/or
the like. The distributed ledger system may incorporaie a single distributed ledger/blockchain
configured for storing all transactions therein, or the distributed ledger system may comprise
a plurality of distributed ledgers/blockchains, wherein each disiributed ledger/blockchain is
utilized {o store information/data indicative of a particular type of transaction. For example, a
first distributed ledger/blockchain may be configured o store parcel shippmg/tracking
mformation/data, and a second distributed ledger/blockchain may be configured to store
value transfer information/data (e.g., via a virtual currency).  Accordingly, various
embodiments may comprise and/or utilize digital currency/assets represented by ledger
entries. Such digital currency/assets (e.g., Bitcoin, Ether, and/or the like) may itself have

value that may be exchanged for various items, services, and/or the like. Such digital
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currency/assets thus may be utilized as a currency in various transactions. Moreover, various
embodiments may utilize and/or comprise various digital assets and/or coins that may be
exchanged for iterns and/or information/data having a defined value.

The distributed ledger may be stored in and/or by one ¢or more computing
nodes of the distributed ledger system in complete or partial form. For example, it may be
stored on a stationary computing device, a mobile computing device and/or an loT enabled
device (e.g., a package and/or container in the supply chain). It is contemplated that any
computing device or computing node in accordance with FIGS. 2 or 3 can operate as a node
if it maintains a copy of the distributed ledger and is in commmunication with at least one peer
node of the distributed ledger system. For example, each computing node may store a
complete copy of the one or more distributed ledgers/blockchains, and may be utilized for
backup protection, validation of transactions/blocks, execution of smart contracts, and/or
fransaction verification purposes, among other things. The distributed ledger system may be
publicly accessible, and may be distributed among a plurality of commercial computing
devices {e.g., servers), user computing devices (e.g., desktop computers, laptop computers,
and/or the like), and/or the like. However, in ceriain embodiments, the distributed ledger
systern may be privately accessible (e.g., permissioned), and may be stored by one or more
computing nodes controlled by a single entity or a consortium of trusted entities {e.g.,
participating courier service providers in a courier service provider network). In the latter
embodiments, access to information/data stored in the disiributed ledger may be limited to
users having defined credentials {(e.g., 8 privaie key, 3 passcode, and/or the like). In certain
embodiments, information/data stored in the distributed ledger system may be hashed,
encrypted, or otherwise protected from unauthorized access {e.g., read access and/or write
access). The substaniive information/data stored in the distributed ledger system may be
accessible utihizing a private key to decrypt the stored information/data, or the substantive
information/data may be inaccessible based on information/data stored in the distributed
ledger.

In various embodiments, gach transaction/block in the distributed tedger may
comprise asset-identifying information (e.g., coin/token information, parcel information/data,
mnformation/data of fransacting entitics), and may represent a shipping/iracking event for the
corresponding parcel. In one embodiment, the shipping/tracking event may represent a
transfer of an asset (physical and/or digital) from one entity to another. For example, each

time a parcel is scanned within a carmier’s transportation network, when a parcel is ingested
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into the carrier’s transportation network, each time the parcel is transferred from one shipping
entity o another shipping eutity, each time the parcel is transferred from one shipping entity
1o a non-shipping entity, and/or the like, the distributed ledger system may be configured to
generate a new transaction/block providing information/data indicative of the transaction. In
another embodiment, the shipping/tracking event may represent physical events/conditions
occurring during the transportation of the physical asset. For instance, the shipping/tracking
event may be a physical condition captured by the one or more sensors associated the parcel
{e.g., a sensor attached to the parcel itseif and/or in the vicinity of the parcel, such as a sensor
associated with the transportation vehicle). The physical event/condition may relate fo
environmental conditions {(temperature, pressure, humidity, and the like) of the parcel itself
and/or an environment of the parcel, such as a transportation vehicle and/or a storage facility.
Additionally, the physical event/condition may relate to incidentals that may affect and/or
damage the physical asset {or any contenis thereof). In one aspect, the physical
event/condition may be an accelerated movement of the physical asset that is detected by one
or more sensors. For example, the accelerated movement could be a result of a sudden impact
that may occur when the parcel is mishandled (e.g., dropped) or inappropriately stored such
that surrounding objects may fall onto the parcel or when the parcel falls off a storage rack.
Any and all combinations are within the scope of this disclosure.

In certain embodiments, each transaction/block may comprise at least a
portion of the parcel information/data of a prior transaction/block, thereby providing a link
back to the prior transaction/block representing a transaction involving the same and/or
different parcel information/data. In one aspect, cach new transaction/block may comprise
parcel information/data, where the new transaction/block is linked to a prior fransaction block
based on hashing the combination of information/data associated with new transaction/block
and the information associated with the ong or more prior transactions/blocks. Similarly, the
prior transaction/block may comprise a link fo an even earlier transaction/block(s), and the
chain of transactions/blocks can lead back to the originating or genesis transaction relating to
the parcel.

In general, a new transaction block may be added by capturing information
associated with the transfer of a physical asset {e.g., a pick-up, hand-off, or shipping/tracking
gvent associated with the physical asset), a digital asset (e.g., transforring a token/com
between digital addresses), and/or a combination thereof. The new transaction block may be

added based on hashing, via a hashing algorithm, the information from one or more
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transactions/blocks and/or the newly added block. The hashing algorithm may be any suitable
hashing algorithm that takes an input of any length and generates an output of a fixed length.
For instance, the hashing algorithm may be a Pay-to-Script Hash (P2SH) algorithm, a Scrypt
algorithm, a RIPEMD algorithm, a Secure Hash Algorithm (SHA), and/or the like. In
embodiments, the hashing algorithm may be a SHA-256 algorithm. In certain embodiments,
the hashing algorithm may be an MD3 algonithm. This may provide an immutable link
between cach transaction/block.

in various embodiments, a new transaction/block in a disinbuted ledger may
be linked to a transaction/block of one or more secondary distributed ledgers. The secondary
distributed ledger may be one or more side chains and/or one or more distributed ledgers. The
secondary distributed ledger may be a public, private, and/or consortium distributed ledger as
described in more detail below. In addition, the one or more side chains can memorialize or
capture other information/transactions that is not captured by a primary distributed ledger. As
such, the one or more side chains may ran in paralle] to other distributed ledgers but still be
hinked to transaction/blocks in a primary distributed ledger. In this way, cach side chain may
be a distributed ledger dedicated to capturing information that is not otherwise captured by
the primary distributed ledges. By way of example only, the one or more secondary chains
may capture information and/or transactions associated with services relevant to the physical
asset {e.g., insurance coverage) and/or information relevant to the physical asset (e.g.,
information associated with delivery vehicle, environmental conditions, pick-up drop-off

location, and route information).

Exemplary System Operation

In various embodiments, a distributed ledger system may be provided for
maintaining chain-of-possession information regarding one or more physical assets {e.g., a
parcel and/or one or more items within said parcel). As discussed herein, the distributed
ledger system may be configured to store verifiable (e.g., single or multi-point verified)
transaction information/data reflecting changes in physical possession of various parcels
and/or items as the parcels and/or items are transported from an origin to a destination. In
some cmbodiments, the distributed ledger may be a private ledger, public ledger, and/or a
consortium distributed ledger. In other words, various embodiments can have predetermined

nodes that are eligible for maintaining the distributed ledger.
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For instance, the distributed ledger system may be a private distributed ledger
that is maintained by designated nodes selected by a specific entity (e.g., a specific camier).
In one aspect, the distributed ledger system may be associated with a consortium, where the
dedicated nodes for maintaining the ledger are selected by the consortium. In one non-
hmiting example, the distributed ledger may be maintained by an agreed upon group of a
group of nodes provided by a plurality of entities {e.g., a group of carriers). In another aspect,
the distributed ledger may be a publicly distributed ledger, where any node can participate in
maintaining the disiributed ledger. Any and all aspecis and combinations thereof are within
the scope of this disclosure. For example, as discussed above, blocks in a first distributed
ledger may be linked to blocks in a secondary distributed ledger, where the first distributed
ledger may be a public distributed ledger and the secondary disiributed ledger may be a
private distributed ledger. As such, in one embodiment, a transaction/block associated with
the primary distributed ledger may be linked fo a block associated with the secondary
distributed ledger.

In various embodiments, the distributed ledger may be carrier-dependent,
where the transactions/blocks reflects changes of possession involving carrier personnel only.
In another embodiment, the distributed ledger system may carrier-independent, where the
ledger reflects changes of possession of the parcel between a plurality of entities, including
different carrier organizations, machines, and individuals. As such, in one embodiment,
information associated with the transfer of an asset {such as change of possession
mformation} may be stored as 3 transaction/block on the distributed ledger(s) regardless of
the entities mvolved in the transaction. As discussed below, the physical location associated
with the transfer of an asset may also be stored as and/or in g transaction/block on the
distributed ledger.

Moreover, as discussed herein, the distributed ledger system may be
configured to automatically transfer value (e.g., in the form of a digital currency existing
within and/or associated with the distributed ledger system) upon the occurrence of various
trigger events. These transfers of value may be performed in accordance with smart contracts
(e.g., programamed scripts) stored within the distributed ledger maintained by a distributed
ledger system in accordance with the present disclosure. In general, a smart contract refers a
computer protocol that execotes defined terms of a contract. The smart contract may be
miegrated nto one or more disiributed ledger systems and/or one or more databases. In one

aspect, the distributed ledger system may provide varying degrees of Turing-complete script
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language to program a smart confract. In various embodiments, the smart contract can be
maintained by each computing node, s Decentralized Autonomous Organization {also known
as a Deceniralized Autonomous Corporation), or aliernatively, the smart contract may be
implemented in one or more secondary distributed ledger systems that referenced/linked in a
primary distributed ledger system. In certain aspects, a node may execute and/or subsequently
verify the smart contract associated with a transaction based on the transfer request, one or

more parameters, and/or triggering events, as discussed below in more detail.

Recording Transactions ro Reflect Changes-of-Possession of an Asset

In various embodiments, transactions may be recorded by changing an
associated entity identifier corresponding {0 a particular digital asset (e.g., a coin/token), a
physical asset {(e.g., identification information/data associated with a parcel), and/or a
combination thereof. As noted above, in a distributed ledger system, a phlumality of
“transaction/blocks” may be generated and utilized to store information/data corresponding to
& particular physical/digital assets {e.g., parcels, tokens, and/or items) to be tracked by the
systern, In such embodiments, each fransaction/block may comprise a control identifier
and/or digital address. Hach transaction/block may thus indicate an entity, individual, and/or
location in possession of the physical asset and/or digital asset, among other things {(e.g.,
timestamp of transfer, prior possessor, location of transfer). For example, each
transaction/block may comprise at least a portion of information/data corresponding 1o a
particular asset (e.g., parcel, coinftoken, and/or item), and may comprise a control identifier
{e.g., a digital address and/or a location-based digital address) indicative of an entity,
mdividual, and/or location having possession of the parcel, token, and/or item. Each
mdividual transaction/block may be traceable to previously generated transactions/blocks,
gach of the previously generated transactions/blocks comprising corresponding control
wdentifiers indicative of previous entitics, individuals, and/or locations having possession of
the parcel and/or item. Accordingly, a complete chain of contrel may be identified for each
parcel, token, and/or ttem by identifying transactions/blocks within the distributed ledger
corresponding to the parcel, token, and/or item.

In certain embodiments, a new transaction/block may be generated and/or
added to the blockchain each time control/possession/ownership of a parcel, token, and/or
item changes, each time a triggering event occurs, each tire a shipping event occurs, and the

like. For example, if a parcel is moved from one location to another, handed off from one
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mdividual to another individual at a corresponding location, handed off from one individual
to 8 machine, handed off from one machine to a facility location, handed off from one
maching t0 a machine, and/or any combination of the foregoing, a new transaction/block may
be gencrated to identify the current control and/or physical location of the parcel and/or item.
As a further example, each time a comm/ioken representative of an asset {e.g., parcel) is
generated and/or transferred from one digital address to another digital address, a new
transaction/block may be generated to identify the current entity in physical possession of the
coin/token and/or the physical location of where the coin/token was transferred. As the
coin/token is uniquely tied to the physical asset (e.g., 8 package) being transferred between
entities, the coin/token may be transferved along to digitally represent the physical transfer of
the asset.

As discussed herein, each physical asset {e.g., parcel) may include modules
that wirclessly transmit corresponding data (e.g., control identifier, digital address,
blockchain digital-physical address, and/or token information}, and therefore control of the
physical asset may be self-monitored and/or autonomously self-directed, by monitoring
wireless connectivity between the parcel and one or more transaction computing devices
located proximate the parcel. As yet another example, one or more transaction computing
devices may be configured to monitor control of an asset {e.g., parcel, token, and/or item) and
to provide updated control information/data to the computing nodes to update the distributed
ledger. For example, the transaction computing devices may be configured to transmit
wirgless signals between various transaction computing devices to signify a change in control
of the asset {physical and/or digital). The transaction computing devices may be further
configured to transmit information/data to various computing nodes to record the change in
control in the distributed ledger system, by generating a new block 1o be stored in the
distributed ledger/blockchain indicative of at least a portion of the information/data

associated with the asset as well as the control information/data.

Synchronizing DHoital Transactions with Phyvsical Locations

In various embodiments, a plurality of transaction computing devices may
collectively verify digital and/or physical transactions involving one or more assets (physical
and/or digital). For example, at least two transaction computing devices {e.g., handheld
computing devices, foT enabled parcels, autonomous vehicles, vehicle computing devices, a

storage location, and/or the like) may be necessary to memorialize a transaction. A first
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transaction computing entity can be associated with the entity providing the asset, and a
second transaction computing entity associated with the entity receiving the asset. Thus, in
ceortain embodiments, the computing node may utilize information/data received from a
plurality of transaction computing devices 1o verify the occurrence of a transaction. As one
non-limiting example, the computing node may utilize transaction verification methodologies
as discussed in co-pending U.S. patent application no. 14/942,034, the contents of which are
incorporated herein by reference in their entirety.

To verity the occurrence of a transaction, the first transaction computing entity
may provide information/data to a computing node indicating that a physical asset (e.g., a
parcel) and/or a digital asset (¢.g., a coin/token} is being transferred to a new control entity, In
certain embodiments, the first transaction compiting entity may provide information/data
mdicating the identity of the receiving transaction computing entity. Moreover, the second
fransaction computing entity may also provide information/data to a computing node
mdicating that the asset is being transferred. The second transaction computing entity may
provide information/data indicating the identity of the providing transaction computing
entity, such that the providing and receiving computing devices may be venified based on the
mformation received from both the first and second computing entity. In certain
embodiments, the physical asset {e.g., a wirclessly connected parcel} may further provide
information/data to the computing node indicative of the transfer of control from a first
transaction computing entity to a second fransaction computing entity. In such embodiments,
the computing node may verify the occurrence of a transaction transferring control of the
parcel from the first transaction computing entity to the second transaction computing entity
based on the information received from the first transaction computing entity, the second
transaction computing entity, and/or the parcel, parcel label, item, itern Iabel or information
provided by human operaiors of such computing devices {e.g., digital signatures,
private/public key pairs, and/or the like). Upon confirming the mformation/data received
from each computing entity provides a consistent and/or identical record of the transaction,
the computing node may be configured to generate a new transaction/block to be stored in the
distributed ledger indicative of the transaction. Upon determining that the information/data
received from each of the computing devices is inconsistent (e.g., the identity of transaction
computing devices involved, the tinne of transaction occurrence, characteristics of the item
during the transaction (e.g., package characteristics such as size, weight, condition,

environmental consideration, material type, and/or the like), and/or the like), the computing
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node may be configured io request additional verification information {e.g., a confirmation
request, a passcode, a private key, a biometric authorization) from some or all of the one or
more computing devices (and/or additional computing devices) prior fo storing
information/data regarding the transaction in the distributed ledger. In certain embodiments,
the distributed ledger may use verified and/or verifiable transaction information/data when
enforcing smart contracts as discussed herein.

In one embodiment, transfer of a digital asset can be performed using one or
more digital addresses. The digital address is 3 digital representation and/or account that can
be associated with a digital asset. In some embodiments, the digital address may be
designated by and/or associated with a distributed ledger. In various embodiments, validation
of a transfer of a digital asset (e.g., token and/or coin) is facilitated wutilizing features of
asymmetric key cryptography (i.e., public-private key pairs), among other things. In some
aspects, as is commonly known in public Blockchains (e.g., Bitcoin), a private key can be
employed to generate one or more associated public keys, encrypt data that can only be
decrypted by an associated public key, and/or digitally sign data or transactions. On the other
hand, a public key can be employed to decrypt data encrypted by an associated private key,
encrypt data that only the private key can decrypt, and/or digitally authenticate a digital
signature generated by an associated private key. As public kevs can be shared freely, public
keys generally function as “wallet addresses” that are associated with a private key. In this
regard, digital assets or other units of value (e.g., Biicoin) can be “transmitted” from one
wallet address {e.g., a public key of a sender} to another wallet address (e.g., a public key of 2
receiver). In actuality, however, the transmission of a digital asset or unit of value is not a
physical transfer, but is represented as a record of transfer from one wallet address to another
that, if validated, is recorded onto the blockchain. The record is not finalized (i.e., added fo
the Blockchain), however, until the transfer is validated by a consensus of nodes.

The digital address (and/or the temporary, location-based digital address) may
be associated with an entity that is participating in a {ransaction, such a5 one or more
transacting entities (e.g., a transferor and a transferee). More specifically, the digital address
may be associated/accessed with a computing device that is being used in the transaction. In
some embodiments, the digital address is associated with one or more public/private keys. In
accordance with certain embodiments described herein, the digital address may be a
blockchain address that is hashed from the public key. In some embodiments, the digital

address is associated with a public-private key pair that is associated with a particular entity
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{e.g., a courier, paliet, vehicle, loading dock, and the like, for a courier services provider).
The public/private keys can, among other things, facilitate digital verification or
authentication of transfers, and also the encryption and decryption of transfer reguests
between the digital addresses, as one of ordinary skill may appreciate. For example, the
transfer request {e.g., 3 transferor request and/ a transferce request) may be digitally signed
with a private key to authenticate that the transfer of a digital asset was requested by an entity
that is associated with a public address derived from the private key.

In various embodiments, a transferor may reguest to transfer a digital asset
(e.g., a token/coin) from a first address (e.g., a public address of a private-public key pair)
associated/accessible with a first computing device to a second address (e.g., another public
address of angther private-public key pair) associated/accessible with a second computing
device. For example, a first entity {(¢.g., an entity in physical possession of a parcel}
associated with the first address may request, via the first computing device, to transfer an
asset {e.g., a digital asset, such as a coin/token). The request may be digitally signed using a
private key associated with the first address and/or first computing device. The digitally
signed transfer request can then be authenticated, via the second computing device and/or a
computing node, using a public key associated with the first address to verify that the transfer
request is a legitimate request from the first entity. In this regard, the second computing
device and/or node can verify, via the distributed ledger, that the first computing device is the
rightful possessor of the digital asset. it is contemplated that, in some embodiments, each of
the transacting entities, either individually or as g combination, can request and/or confirm
the transfer of the asset from a first address 10 a second address.

In certain embodiments, the transfer of the digital asset may correspond to the
transfer of a physical asset (such as a parcel). For instance, a digital asset {¢.g., a token/coin}
may be linked {0 a anique identifier associated with a physical asset (e.g., a parcel). In some
aspects, the digital asset (e.g., token/com) can be the unique identifier, a hash of the unique
identifier, or a combination of at least some portions thereof. In one aspect, the association
between the digital asset and the physical asset may be stored on one or more storage
databases and/or distributed ledgers. Additionally or alternatively, as discussed below, the
digital asset may be linked to the physical asset by generating a unigue token based on, at
least in part, the unique identifier. For example, an entity may create a shipment request to
transport a physical asset. A digital asset may then be created and sent to the entity’s digital

address. In general, the digital asset can be linked to the physical asset. in other words, the
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digital asset can be thought of a digital represeniation {e.g., “digital twin™} of the physical
asset. Accordingly, in some embodiments, the trausfer of the digital asset may be
represeniative of the transfer of the physical asset.

in some embodiments, the request to transfer the asset may be initiated via the
transferor computing device and/or the transferee device. For example, the transferor
computing device may communicate a request to transfer the asset to a remote computing
device (e.g., computing node 100 and/or computing device 110). Similarly, the transferee
computing device may communicate a request to transfer the asset 10 a remote computing
device {e.g., computing node 100 and/or computing device 110). Based on the transferee’s
request, the transferor’s request, and/or the combination thereof, the transaction may be
verified and executed, as described in more detail below.

In various embodiments, the unique identifier may be captured by one or more
transacting computing devices and be submitted with a request to transfer the digital asset.
This may provide independent verification that the physical asset is physically located near
the transfer of the digital asset. In one aspect, the unique identifier can be detectable by one
or more computing devices. For instance, the unique identifier may be a machine readable
mndicia associated with a label of the physical asset that is capable of being captured by one or
more computing devices. Additionally or alternatively, the physical asset may be ToT enabled
such that it wirelessly convnunicates the unique identifier to other computing devices. 1t
should be appreciated that the transfer of the digital asset may be before, during, and/or afier
the transfer the physical asset. In certain embodiments, the transter of digital and/or physical
asset can occur within a specified time frame (e.g., second, minutes, hours, and/or days). For
msiance, the one or more of the transacting entitics can capture the unique identifier and/or
request the transfer of the digital asset within the specified time frame. In one aspect, the
unique identifier can be submiited in combination with the transfer of the digital asset.

In general, transfer of the digital asset and/or physical asset can be captured
within a new transaction/block on one or more disiributed ledgers. In addition, the new
transaction/block may alse inclhude a hashed output that is hashed based on information stored
in one or more previous transaction/blocks of the one or more distributed ledgers. 1t is also
within the scope of this disclosure that the transfer of the asset (digital and/or physical) may
be combined with other transactions into a single transaction/block using a hashed-based data
structure (¢.g., a Merkle tree). In addition, the transaction/block may be added to one or more

distributed ledger by one or more nodes. As is known in the art, in various embodiments, the
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single transaction/block may be added by one or nodes based on achieving a consensus
among the one or more nodes as 10 which transaction/block is valid and, thus, added to the
distributed ledger. For example, the consensus can be based on a consensus algorithm, such
as a Proof-of-Work (PoW), a Proof-of-Stake (PoS), a Delegated Proof-of-Stake (DPoS),
Byzantine Fault Tolerance (BFT), a Directed Acyelic graph (DAG), and the Hike. In various
embodiments, once 4 node determines that a transaction/block can be added to the distributed
ledger, it can communicate the transaction/block to at least one neighboring node of the
distributed ledger network. Accordingly, a phurality of nodes may verify that the
transaction/block can be added to the distributed ledger. In one embodiment, one or more
confirmations may be transmitted to the first and/or second entity that verifies the transaction
has captured or memgorialized in a transaction/block on one or more distributed ledgers. As
discussed in more detail below, the transfer of a digital asset and/or physical asset may not be
memorialized in a transaction/block on the distributed ledger until one or more triggering
events goour and/or when one parameters are verified.

As mentioned, a digital asset can be transferred from a first address to a
second address (also referred 1o as a “digital address™). In various embodiments, the one or
more addresses may be a temporary digital address. The temporary digital address can be
generated based on data/information associated with information/data from one or more
computing devices. In one non-limiting example, the temporary digital address may be
generated based in part on a location parameter of the one or more computing devices. For
mstance, the temporary digital address may be generated based at least n part on a location
parameter (e.g., a set of GPS coordinates, a set of wireless signal identifiers, or a set of radio
tower identifiersy of the one or more computing device's current location. The location
parameter may then be used to generale a temporary privaie and/or public key pair that is
used 1o create a temporary, location-based digital address. In further embodiments, the digital
asset can be transferred from a first address to a second address based on the execution of a
smart contract. For instance, the digital asset may not be transferred unless the location
parameter of one or more computing device is submitied and/or validated.

In embodiments, the location parameter one or more computing devices may
be associated with the transferor, the transferee, or a combination thereof. In addition, the one
or more computing devices may be physically proximate the transaction but may not itself be
a fransacting computing device. For example, the computing device may be a smart watch, a

computing device integrated into a delivery vehicle, and/or any other nearby computing
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devices. In embodiments, there may be multi-point verification of the location parameters,
such as that described in co-pending ULS. Patent Appl. No. 15/623,989, filed hune 15, 2017,
the contents of which are incorporated herein by reference in their entirety. Verifying the
location parameters of a transacting computing based on location parameters of nearby
computing devices other than the transacting computing device(s) may further ensure that
none of the transacting computing devices are “spoofing” (e.g., falsifying) its location
parameters.

As discussed, a digital asset can be transferred between one or more digital
addresses and one or more temporary, digital address corresponding to a physical location.
As mentioned, each digital address may be associated with unique private and public keys. In
various embodiments, a random number generator can generate the private key. The random
number generator may be a cryptographically secure, pseudo-random number generator that
outputs a private key. The private key may then be input for a one-way cryptographic
function. In various embodiments, the one-way cryptographic function is an elliptic curve
mutltiplication. Utihizing the private key as input, the one-way cryptographic function can
output 3 public key. The private and public key may then be used to encrypt/decrypt and/or
sign/authorize a transfer request. In one embodiment, the public key can be hashed with a
hashing algorithm, such as a RIPEMD hashing algorithm, a Secure Hash Algorithm (SHA),
and/or the like. Additionally and/or aliernatively, the hashing algorithm can hash the public
key wutilzing the location parameter of one or more computing devices to generate a digital
address {e.g., a blockchain digital-physical address). For example, the digital address can be
hashed by “salting” the hashing algorithm with the location parameter of one or more
computing devices. The digital address can then be used on termporary basis during the
transfer of a digital asset t¢ associate digital iransaction with a physical location.

In various emsbodiments, the location parameters determined by a computing
device (ec.g., the transferor computing device, the tfransferce computing device, or a
combination thereof) can be associated with the transfer request. In certain aspects, a
temporary, location-based digital address {e.g., a blockchain digital-physical address) may be
utilized to associate the location parameter with the fransfer request. The temporary digital
address may thus be linked 1o a physical location such that one or more nodes may verify the
location parameters associated with the asset transfer. Accordingly, the digital fransfer of an
asset to/from the temporary digital address can be linked to a physical location. In certain

embodiments, one or more computing devices can subsequently determine a physical location
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from the temporary digital address, thereby confirming that the digital fransaction took place
at g particular physical location. In various embodiments, the transfer between one or more
temporary addresses and/or digital addresses mmust occur within designated time limit fo
facilitate the transfer of the digital assel. Additionally or aliernatively, as discussed in greater
detail below, a smart contract may be used to venfy the physical location of the digital
transfer,

Referring to now io FIG. 4, it illustrates synchronizing digital transactions
with physical locations according o aspects of the disclosure. As mentioned, the token/coin
402 can be linked to a physical asset 404, In one aspect, the token/coin 402 can be linked to a
unique identifier that is associated with the physical asset 404. In another aspect, the
token/coin 402 is itself the unique identifier. In general, the token/coin 402 can be thought of
a digital representation (e.g., a “digital twin™} of the physical asset. In one embodiment, the
unigque identifier can be integrated with and/or physically associated with the physical asset
404. As shown, the unique identifier may be associaied with the physical asset 404 via a label
406 comprising a machine readable indicia that is associated with the unigue identifier.,
Additionally or alteratively, the physical asset 404 may be IoT enabled physical asset. For
mstance, a wireless transmiiter may be associated with the physical asset 404, where the
wireless transmitter commumicaies the unique identifier to a wireless receiver in one or more
nearby computing devices, Any and all aspects of associating the unique identifier with the
physical asset 404 is within the scope of this disclosure.

In various embodiments, the token/coin 402 and label 406 can be provided to
the transferor. For example, the token/coin 403 can be transferred to a first address 410 that is
associated with the transferor 408. The first address 410 can thus “store” the token/coin. In
addition, the token/coin 403 can be transferred from the first address 410 utilizing a
private/public key pair. For mstance, a transferor may digitally sign the transfer request,
transferring the token/coin 403 to another address. As mentioned above, in some
embodiments, the token/coin 403 may be associated with a umigue identifier that is associated
with the physical asset 404, For instance, the unigue identifier may be attached or otherwise
linked to the asset 404 via the label 406.

With continued reference to FiG. 4, the transferor 408 may transfer the
token/coin/403, the physical asset 404, or a combination thereof to a transferee 412, The
terms transferor 408 and/or transferce 404 are meant to be interpreted broadly as they may

refer to any type of entity {(machine, device, person, ¢tc.), or even a location-based device
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{e.g., a lock box), that is participating in the transfer of the icken/coin 403, the physical asset
404, or a combination thereof.

In one embodiment, the transferor 408 and/or fransferec 412 requests o
transfer the token/coin 402, At any point, one or more temporary digital addresses {e.g., a
blockchain digital address) can be generated based on data/information {e.g., location
parameters) from one or more computing devices. Any number of temporary digital
addresses may be generated. In one non-limiting example, a single temporary digital address
is generated. In one embodiment, the temporary digital address is then shared (along with the
ability 1o access the femporary digital address) with the one or more transacting computing
devices. The temporary digital address can be used to facilitate the transfer a digital asset
from a first digital to a second digital address. In other words, the temporary digital address
can act as an intermediate digital address to facilitate the transfer of the digital asset from the
first digital address to a second digital address. In one embodiment, a single temporary digital
address may be generated based on a location parameter of one or more computing devices
proximate the physical location of the transfer of the asset. The one or more computing
devices may be associated with the transferor 408, the transferee 412, or a combination
thereof. In addition, the one or more computing devices may be physically proximate the
transaction but may not itself be a iransacting computing device. For example, physically
proximate computing device may be a smartwatch, a delivery vehicle, and/or any other
nearby computing devices, including but not limited {o radio fowers, WiFi routers, GPS
satellites, and Bluetooth beacons, among other things. In embodiments, relying on location
parameters from computing devices other than the transacting computing device(s) may
further ensure that none of the transacting computing devices are “spoofing” (e.g., falsifying}
its location parameters. In embodiments, there may be multi-point verification of the location
parameters, such as that described in co-pending ULS. Patent Appl. No. 15/623,989, filed June
15, 2017, the contents of which are incorporated herein by reference in their entirety, In a
further example, two temporary blockchain digital addresses can be generated based on
location parameters of one or more computing devices, including the transacting computing
devices.

As shown in FIG. 4, in certain embodiments, at least two temporary digital
addresses can be generated. For instance, a first temporary address 420 and a second
temporary address 430 are generated. Each of the temporary addresses 420 430 can be

generated based in part on a location parameter of the one or more computing devices
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associated with the transfer of an assel. For example, the location parameter may be used to
generate a temporary private and/or public key pair that is used fo create a temporary,
location-based digital address. In various embodiments, a first temporary address 420 is
generated based a location parameter of a first computing device 414 associated with a
transferor 408, In addition, a second temporary address 430 can be generated based on a
location parameter of g second computing device 422 associated with a second transferee
412, In onc aspect, around the time of the transfer of a physical asset, the temporary
addresses can be generated. The respective entities and/or transacting computing device may
be then notified of the temporary private and/or public key.

In embodiments, the temporary address may be shared between transacting
computing devices so that the location parameters associated with the temporary address can
be independently validated by the other transacting computing device. The temporary address
may be communicated between transacting computing devices such that each device can
mdependently validate and/or confirm the temporary address. For instance, each transacting
computing device may communicate the temporary address via an output that is detectable by
the other transacting device. By way of example only, the temporary digital address may be
communicated in a message, such as a text message, e-mail, and the like. In one aspect, the
gutput may presented on a display in the form of an alpha-numernic code, a QR code, a bar
code, and the like. The output can then scanned by the other computing device. In another
aspect, the output is transmitted 1o the other computing device. For instance, the transacting
computing devices may communicate their respective temporary digital address via a near
field communication {(NFC). In embodiments, the temporary digital address is visually
communicated between transacting devices. For example, the first temporary address 420 can
be presented on a display associated with the first computing device 414 in the form of a
machine readable indicia (such as an alpha nomeric code, a QR Code, and the like) such that
the second computing device 422 can capture the presented machine readable indicia via a
scanner {€.g., a camera). The second computing device 422 may then verify and/or confirm
the lgcation parameters associated with the first temporary address 426, Similarly, the second
computing device 420 may communicate the second temporary address 430 with the first
computing device 414, In one aspect, the second temporary address 430 can presented on a
display associated with the second computing device 422 in the form of a machine readable
indicia (such as an alpha numeric code, a QR Code, and the like) such that the first

computing device 414 can capture the presented machine readable indicia via a scanner (e.g.,
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a camera). The first computing device 414 may then verify and/or confirm the location
parameters associated with the second temporary address 420. As such, the first computing
device 414 and/or the second computing device 422 may independently verify and/or confirm
the location parameters associated with the one or more temporary addresses. In
embodiments, the digital asset may be transferred between the first temporary address 420
and the second temporary address 430 based on the independent verification by the first
computing device 414, the second computing device 422, or a combination thereof, In
various embodiments, the independent verification one or more {emporary addresses st
occur within designated time limait to confirm the transaction of the digital asset.

As mentioned above, in various embodiments, a private-public key pair can be
associated with a computing device (such as the first and second computing device 414, 422).
In certain embodiments, the private key associated with a computing device can generate g
public key or address, or further employed to generate a temporary, location-based address.
For instance, the private key may be used in combination with location parameters associated
with the computing device to generate a temporary, location-based public key address via a
hashing algorithm. In some embodiments, the public key associated with the private key may
be used in combination with location parameiers associated with a computing device fo
generate a temporary, location-based public key address. For instance, using a hashing
algorithm, the public key may be hashed along with a location parameter of the computing
device. Referring still to FiG. 4, in various embodiments, the private and/or public key
associated with a first address 410 and one or more detected location parameters of the first
computing device 414 can be employed by the first computing device 414 to generate a first
temporary address 420 that corresponds to both the first computing device 414 and a
particular detected physical location thereof, thereby creating a temporary, location-based
digital address {e.g., a first blockchain digital-physical address). For instance, the public key
associated with a first address 410 can be hashed along with the detected location parameters
of the first computing device 414 so as to generate a first location based, digital address.
Stmilarly, in various embodiments, the private and/or public key associated with a second
address 440 and one or more detected location parameters of the second computing device
422 can be emploved by the second computing device 422 1o generate a second temporary
address 430 that corresponds to both the second computing device 422 and a particular
detected physical location thercof, thereby creating a second temporary, location-based

digital address {e.g., 2 second blockchain digital-physical address). For instance, the public



10

26

[P
<&

WO 2019/010288 PCT/US2018/040894

key associated with a second address 440 can be hashed along with the detected location
parameters of the second computing deviee 422 s0 as 1o generate a second location based,
digital address. While two temporary digital addresses are depicted, it is contemplated that
only one temporary digital address may be generated. For example, the location parameter(s}
of the first and/or second computing device 414 420 may be used to generate a temporary
digital address that is independently verified by both the first and/or second computing device
414 420,

The token/coin 432 may then be {ransferred io the first temporary address 420.
Accordingly, any fransfer of a digital asset to the temporary address can then be tied to a
physical address/location at which the transfer of an asset occurs. Said differently, the asset
transfer can be determined to occur at a particular physical location since the transfer of an
asset to the temporary address has a verifiable link to a physical location of one or more
computing devices through the location parameters used in generating the first temporary
address 420. In embodiments, the verifiable link can later be confirmed by one or more nodes
i g distributed ledger system to verify the physical transaction of transfer of a physical asset
fromm the first computing entity to the second computing entity based on the location
parameters associated with the temporary address. In embodiments where the digital asset is
associated with the transter of a digital asset, this offers greater certainty that the transfer of
the digital asset corresponds to the location that coincides with the transfer of a physical
asset.

As shown, in certain embodiments, the token/com 402 can be transferred from
the first address 410 to g first temporary address 428, where the first temporary address is a
location-based digital address hased on the location parameter of the first computing device
414. In turn, the first temporary address 420 can transfer the token/coin 402 to the second
temporary address 430, which is also a location-based digital address based on the location
parameter of the second computing device 422, In some embodiments, the transferor 408 has
access to the first temporary address 420 to authorize a transfer of token/coin 402 from the
first temporary address 420 to the second temporary address 430, For example, a temporary
private key of the first temporary address 420 may be used to execute the transfer of the
digital asset. As a further example, the private key of the first address 410 may be used. Once
the token/coin 402 is transferred to the second temporary address 430, the second temporary
address 430 can then transfer the token/coin 402 to the second address 440. In some

embodiments, the transferee 412 is given access to the second temporary address 430, via the
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second computing device 420, to authorize a transfer of ioken/coin 402 from the second
temporary address 430 fo the second address 440. For example, a temporary private key of
the second temporary address 430 may be used to execute the transfer of the digital asset. As
a further example, the private key of the second address 440 may be used. Al transfer
requests can be digitally signed/authorized based on private and/or public keys associated
with the respective digital address. In certain embodiments, the transfer of the digital asset
between one or more temporary addresses and/or digital address can depend on whether the
digital asset is transferred within a designated time limit. In various embodiments, the entire
fransfer can be based on whether the transfer of the digital asset from the first address 410 o
a first temporary address 420, the first temporary address 420 to the second temporary
address 430, and/or the second temporary address 430 to the second address 4440 is executed
within a designated time bmit. In certain embodiments, the transfer of the digital asset
between each digital address may have a designated time limit. The designated time limit
may be any predetermined time. By way of example only, the designated time limit may
range from about zero seconds to 24 hours.

In various embodiments, the first and second computing devices 414 422 have
corresponding location parameters such that they are physically proximate to one another
during the transfer of the token/coin 403, the physical asset 404, or a combination thereof. In
various embodiments, a node can identify the location parameters from the first and second
temporary addresses 420 430 so as to verify the physical location of the first computing
device 414 and the second computing device 422 during the transfer of the asset {e.g.,
token/coin 402). In further embodiment, the transferor 408 and/or the fransferee 412 may
capture the unique identifier associated with the physical asset 404 to further verify/authorize
the transfer of the physical asset 404. For instance, the first and/or second computing device
414 422 may scan machine readable indicia associated with the label 406 to identify the
unique identifier. As a further a further example, the first and/or the second computing device
414 422 may receive the unique identifier via a wireless commumnication device associated
with the physical asset 404. The transfer of the ioken/coin 403, the physical asset 404, or a
combination thereof can then be stored in one or more distributed ledgers.

Similarly, the computing nodes may utilize verified item condition
mformation/data received from the transaction computing devices and/or from the wirelessly
connected ttem and/or parcel (e.g., based on sensors located within the parcel) to verify the

item condition prior to storing the same in the distributed ledger. Accordingly, the distributed
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ledger may utilize verified item condition information/data when enforcing smart contracts
based on item condition.

Smart Contracis

In various embodiments, smart contracts can be used io validate/execuie a
digital transaction based on one or more computing devices having corresponding location
parameters. A smart contract can include any algorithm that defines an action or event that is
to be triggered based on a determination that one or more defined conditions precedent to the
action or event have occurred. In various embodiments, a smart contract can be generated,
fransmitted, received, stored, validated, and/or verified by any node or computing device
described in accordance with the present disclosure. It is further contemplated that a
consensus module of each node or computing device in the disiribuied ledger network is
capable of interpreting and executing a Turing complete programming language, such as
Solidity, by way of non-limiting example. It is further comtemplated that in some
embodiments, the Blockchain and/or distributed ledger iiself is implemented based on the
same programming langoage.

In various embodiments, smart contracis stored on the Blockchain and/or
distributed tedger can be associated with a corresponding address, similar {0 that of a wallet
address. The smart contract can be assigned a corresponding digital address by the distributed
ledger network, or can be associated with a wallet address associated with one or more
private keys. Counterparties associated with a smart contract can venfy, via their respective
computing devices In communication with one or more nodes of the distributed ledger
network, that the smart contract has been immutably stored onto the Blockchain and/or
distributed ledger based on a determined consensus of the nodes.

Ag smart contracts can be stored on the Blockchain and/or distributed ledger,
gach node {or designated node) can independently determine whether a smart contract’s
defined conditions precedent have occurred in order to verify that the terms of the smart
contract have been met. In various embodiments, each node {or designated node} can
determined occurrence of defined conditions precedent based on electronic information
communicated thereto or refrieved thereby. The electronic information can include, among
other things, another transaction addressed to or referencing the smart contract, data from one
or more computing devices remote from the distributed ledger network, data from a website,

data from a database, published news events, published weather events, or any other type of
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electronic information that can be transmitied 1o or accessed by a node {or designated node)
via a network.

Like other fransactions, each node {or designated node) can communicate this
verification to one or more neighboring nodes {e.g., other nodes in direct communication with
the node or designated node) until & consensus of the nodes {or designated nodes) of the
distributed ledger network have collectively verified occurrence of the defined conditions
precedent. Based on a determiination that the defined conditions precedent has been verified
by a consensus of the nodes, the event or action defined by the smart contract can be
executed. In various embodiments, the event or action can include the processing of a
transaction {(e.g., a processing of a {ransfer for digital assets or value) that is held or locked
until a determination that the conditions precedent have occurred. In this regard, any digital
asset that 18 subject to the smart contract can be locked (e.g., held in escrow) by the smart
contract until the determination has been made.

Smart contracts may be configured for execution based on various trigger
events, information/data parameters, parcel or iem conditions (e.g., as reflected by
mformation/data stored within the distributed ledger), and/or the like. In various
embodiments, the smart contracts may be executed by a transfer of value {e.g., reflected in a
separate distributed ledger comresponding to a virtual currency, such as Bitcoin, Ethereum,
Litecoin, Ripple, Dogecoin, and/or the like), by initiating a particular action (e.g., executable
entirely within the distributed ledger and/or at least partially executable outside of the
distributed ledger, for example, by initiating a transfer of currency through traditional
banking institutions), and/or the like. Examples of such smart contracts for transferring value
are described below. It should be understood that such transfers of value are merely
exemplary of various smart coniracts that may be executed as a portion of a distributed ledger
system as described herein, and these examples should not be construed as Hmiting,

As noted above, various embodiments may comprise ledger-specific smart
contracis, such as parcel specific smari contracts and item specific smart contracts. As just
one non-limiting example, the parcel specific smart contracts may be based on the completion
of shipping services in accordance with applicable shipping requirements, and the itera-
specific smart contracts may be based on the maintenance of applicable item conditions
during the completion of the shipping services. For example, the parcel specific smart
contracts may be configured to avtomatically fransfer value {e.g., a digital currency) from the

consignor to the carrier upon completion of shipping services to deliver the parcel within an
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applicable  pick-up/transfer/delivery  time-period and to  an  applicable  pick-
up/transfer/delivery destination. As another example, the ttem specific smart contracts may
be configured to automatically transfer value (e.g., a digital currency) from the carrier 1o the
consignor upon a determination that the item was not maintained within applicable item
conditions {(e.g., temperature conditions, drop limitations, and/or the like).

The smart contract may be stored on one or more distributed ledgers and/or
databases. In various embodiments, a node within a plurality of nodes may reference or
employ a smart contract to validate or execute the transfer of the physical asset {e.g., a
parcel), the digital asset (e.g., a token, coin, currency), or combination thereof. As mentioned,
smart contracts may be configured to be executed based on various trigger evenis,
nformation/data parameters, parcel or item conditions {e.g., as reflected by information/data
stored within the distributed ledger), and/or the like.

In one embodiment, verifying and/or cxecuting the smart contract may depend
on information/data parameters associated with the one or more computing devices. The one
or more computing devices may be proximate to a physical location of where a transfer of a
physical asset, a digital asset, or combination thercof occurs. Additionally or aliematively, the
one or more computing devices may be associated with the entities participating in the
transaction. For example, the one or more computing devices may be associated with a
transferor and a transferee. As used herein, fransferor and transferee is meant {o be interpreted
broadly as it can refer to any type of entity (machine, device, person, organization,
corporation, etc.) that is associated with and/or participating in the transaction of an asset
{physical and/or digital). As a further example, the one or more computing devices may be
associated with a physical asset that is being fransterred {c.g., a physical asset that is IoT
enabled via one or more sensors). The one or more computing devices may be a computing
device(s) that is physically proximate the location of the transfer of an asset but may not itself
be a transacting computing device. Accordingly, a8 node may rely on information/data
parameters associated with the one or more computing devices in order to verify or execute a
smart contract

In various embodiments, the information/data parameters are location
parameter(s) that may be associated with one or more computing devices. For instance, in one
embodiment, the signals received by the one or more computing devices at the physical
location may include GPS signals, WiFi signals, Bluetooth signals, radio tower signals, and

the like. In one embodiment, the signals can include at least one of a set of GPS coordinates,
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a set of wireless signal identifiers, or a set of radio tower identifiers. In general, the location
parameters may represent a physical address/location of the computing device in the physical
word. The information/data parameters can be transmitted at any poinf. For example, the
information/data parameters can be transmitted based on a predefined event, such as the act
of capturing the unique identifier of the physical asset (e.g., a parcel), and/or a request to
transfer the digital asset (e.g., a token, coin, currency), capturing a code associated with
another device {e.g., an oufput presented for display, such as a QR code), or a combination
thereof. Accordingly, the set of set of wireless signal identifiers can be transmitted to one or
more nodes for validation.

The location parameters may be captured from one or more computing
devices. In embodiments, the location parameters are determined via one or more of the
transacting computing devices (e.g., a transferee computing device and/or a transferor
computing device). In further embodiments, the location parameters are received by one or
more computing devices proximate the physical location of the transfer. In other words, the
one or more computing devices may be physically proximate the location of the transaction
but may not itself be a transacting computing device. For example, the computing device may
be a smartwatch, a delivery vehicle, and/or any other nearby computing devices. In
embodiments, relying on location parameters from computing devices other than the
transacting computing device(s) may further ensure that none of the transacting computing
devices are “spoofing” {e.g., falsifying) its location parameter.

In varicus embodiments, the smart contract may address a location
parameter(s) of one or more computing devices before validating the transfer of the asset
(digital and/or physical). That is, the smart contract may not authorize the transfer of the asset
unless location parameters associated with one or more computing devices correspond {o one
another (e.g., a transferor computing device, transferee computing device, and auny peripheral
computing devices that are physically located near the transfer), indicating that the one or
computing devices are physically located proximate to each other. In this way, the physical
location of an asset transfer (a physical and/or digital asset) captured in the distributed ledger
can be authenticated. I should be apprecisted that the location parameter(s) may be
embedded within the request itself (i.e., within the same commumnication) or submitted
mdependently of the request (i.e., in a separate communication).

As mentioned, the smart contract can rely on information/data parameters

associated with one or more computing devices associated with the transaction before
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executing and/or verifying a iransfer of a physical asset, a digital asset, or combination
thereof. This can offer an Improvement over conventional technology as each
transaction/block can be linked to a physical location. This provides enhanced security and
reliability of each transaction/block in the distributed ledger as one or more devices and/or
nodes can subsequently verify a location 1o the physical world that the digital fransaction took
place. For instance, information that identifies the physical location of one or more
computing devices involved in the transfer of the digital asset, and the smart contract
verifying the transaction based on that physical location, may be determined from a
fransaction/block of the distributed ledger. This may enhance the security of the digital
transaction because information/data parameters associated with one or more computing
devices because it associates the digital transaction to a physical location. In another
embodiment, the location of the digital transaction may be relevant when the digital
transaction itself is associated with a physical transaction {such as transferring a physical
asset between two entities). Accordingly, embodiments are capable ensuring farther security
and trust in a distributed ledger that is used to store and track the physical movement of the
physical and/or digital asset.

Turning now to FIG. §, it illusirates 3 system for synchronizing digital
transactions with physical locations in accordance with certain embodiments of the
disclosure, In certain erabodiments, a smart contract may address a transferor’s request and/or
the transferee’s request 1o exchange the physical asset (e.g., a parcel), the digital asset {c.g., a
token, coin, currency), or a combination thereof. As mentioned, in embodiments, the smart
contract can be employed daring the vahdation or execution of a transfer of an asset. For
egxample, the smart confract may rely on information/data parameters received from and/or
associated with one or more computing devices before validating and/or executing the
gxchange of the physical asset {e.g., a parcel}, the digital asset {e.g., & token, coin, currency),
or a combination thereof,

In one embodiment, the smart contract addresses a transferor request that is
communicated by a first computing device 502. The transferor request may comprise a
request to transfer a digital asset from a first address associated with the first computing
device 502 to a second address associated with a second computing device 520. In one
aspect, the digital asset may correspond to a unique identifier associated with a physical asset.
As such, the smart coniract may reference and/or address the unique identifier as part of

executing the exchange of the digital asset.
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In embodiments, the smari contract may rely on information/daia parameters
determined by the first computing device 302 in order to validate or execute the transfer of
the exchange the physical asset {e.g., a parcel), the digital asset {(e.g., a token, coin, currency),
or a combination thereof. For instance, the first computing device 502 may determine one or
more location parameters associated with the physical location of the first computing device
502. The first determined location parameter can be a set of GPS coordinates, a st of
wirgless signal identifiers, or a set of radio tower identifiers, and may be determined by the
first computing device 502 based on signals 512 received at a physical location thereof. The
location parameters may be any location based data that is agreed to by the transacting
entities. The first computing device 502 can then communicate the received transferor
request, including at least a first determined location parameter, to at least one node in a
plurality of nodes of a distributed ledger network 508, In one aspect, the transferor request is
communicated via a wireless network 504.

As mentioned, in one embodiment, the digital asset/token may correspond to a
unigue dentifier associated with a physical asset (not shown). In some embodiments, the
unique identifier can be captured by a transacting computing device along with the transfer of
the digital asset/token. The unigue identifier can be caplured before, during, or after the
transfer of the digital asset/token. In one aspect, the unique identifier is captured by the first
computing device 502, The unigue identifier can be captured in any number of ways. For
nstance, the unique identifier can be captured via scanning a label associated with the
physical asset. Altemnatively, the unigue identifier can be captured based on receiving a
wirgless signal from a transmitter associated with the physical asset. The unigue identifier
may also be entered manually via an input {(e.g., a keyboard presented on a touchscreen) of
the first computing device 502. In one aspect, first computing device 502 communicates the
unique identifier as part of the transferor request. For instance, the unique identifier can be
commnunicated as part of the information/data parameters of the first computing deviee 502,

In embodiments, the smart contract may validate the exchange the physical
asset (e.g., a parcel}, the digital asset {e.g., a token, coin, currency), or a combination thereof
hased on the transferor’s request and the information/data parameters. It is within the scope
of this disclosure that the smart contract may further require approval from a transferee
accepting the asset. Tn aspects, one or more nodes can subsequently verify the physical
location of first computing device 502 during the transfer of the physical asset {e.g., a parcel)

and/or the digital asset {c.g., a token, coin, currency), or a combination thereof, and validate
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the transaction for siorage on one or more distributed ledgers. In embodiments, a
confirmation can be transmitted from a node in the phuality of nodes 508 to the first
computing device 502 approving the transfer of the physical asset (¢.g., a parcel}, the digital
asset {e.g., a token, comn, currency), or a combination thereof.

In one embodiment, the smart contract may address a transferee’s request that
is communicated by the second device 520. This may be in combination or independently of
the transferor’s request from the first computing device 502. The transferee’s request may be
generated by a second computing device 520 and may comprise a requesi to receive the
digital asset. The request may be received at a second address from the first digital address. In
one aspect, the second digital address may be associated with and/or accessed by the second
computing device 520.

In embodiments, the smart contract may rely on information/data parameters
determined by the second computing device 520 in order to validate or execute the transfer of
the exchange the physical asset (e.g., a parcel), the digital asset (¢.g., a token, coin, currency),
or a combination thereof. For instance, the second computing device 520 may determine one
or more location parameters associated with the physical location of the second computing
device 520. The second determined location parameter can be a set of GPS coordinates, a sei
of wireless signal identifiers, or a set of radio tower identifiers, and may be determined by the
second computing device 520 based on signals 506 received at g physical location thereof.
The second computing device 520 can then commmunicate the transferee request, including at
least a second determined location parameter, o at least one node in a plurality of nodes of a
distributed ledger network 508. In one aspect, the transferee request s commumicated vis a
wireless network 504,

As mentioned, in one embodiment, the digital asset may correspond to the
unigue identifier associated with the physical asset (not shown). The unique identifier may be
captured before, during, or after the transfer of the digital asset. In one aspect, the unique
identifier is captured by the second computing device 520. The unique identifier can be
captured in any number of ways. For instance, the umique identifier can be captured via
scanning a label associated with the physical asset. Aliernatively, the unigue identifier can be
captured based on receiving a wircless signal from a transmitter associated with the physical
asset. The unique identifier may also be entered manually via an input (e.g., a keyboard
presented on a touchscreen) of the second computing device 520. In one aspect, second

computing device 520 communicates the unique identifier as part of the transferor’s request.
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For instance, the unigue identifier can be communicated as part of the information/data
parameters of the second computing device 520

In embodiments, the smart contract may validate the exchange the physical
asset (e.g., a parcel), the digital asset {e.g., a token, coin, currency), or a combination thereof
based on the transferee’s reguest and the information/data parameters. [t is within the scope
of this disclosure that the smart contract may further require approval from a transferor
accepting the exchange. In aspects, one or more nodes can subsequenily determine the
physical location of second computing device 520 during the transfer of the physical asset
(e.g., a parcel} and/or the digital asset (e.g., a token, coin, currency), or a combination
thereof, and validate the transaction for storage on one or more distributed ledgers. In
embodiments, a confirmation can be transmitied from a node in the phurality of nodes 508 io
the second computing device 520 approving the transfer of the physical asset {e.g., a parcel),
the digital asset {e.g., a token, coin, currency), or a combination thergof.

In one embodimeni, the smart coniract may address the combination of the
transferee’s request and the transferor’s request. For instance, the smart contract may not
validate the transfer of the asset until it is determined that the first location parameter of the
first device corresponds to the second location parameter of the second device. For instance,
the smart contract may validate the transfer of the asset based on a determination that the
physical location of the first computing device 502 corresponds to the physical location of the
second computing device 520. In aspects, ong or more nodes can subsequently determine the
physical location of both computing devices during the physical asset {e.g., a parcel) and/or
the digital asset {(e.g., a token, coin, currency), or a combination thereof, and validate the
transaction for storage on one or more distributed ledgers. A confirmation can then be
communicated to one or more computing devices validating the transfer.

In further embodiments, the transferor and/or the transferce request to transfer
the digital asset may be associated with an output of the first computing device 502 and/or the
second computing device 520. For example, during the transfer of the asset, the first
computing device 502 and/or the second computing device 520 may generate an output that,
at least in part, identifies the digital address in which the digital asset is 1o be transferred to or
from. In a further example, the output may be communicated in a message, such as a text
message, e-mail, and the like. Any and all forms of commumicating the output from one
computing device to the other are within the scope of this disclosure. In one aspect, the output

may presented on a display in the form of an alpha-numeric code, a QR code, a bar code, and
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the like. The ouiput can then scanned by the other computing device. In another aspect, the
output 13 transmitied to the other computing device. In any case, the first computing device
502 and/or the second computing device 520 associate the output with the request to transfer
the digital asset.

Referring now to FIG. 6, a node 610 is depicted in accordance with an
embodiments described herein. The node 610 (such as the computing device 110 and/or
computing node 100) may be a distributed network node and may comprise one or more
components to validate and/or execute the transfer of an asset {physical and/or digital}. The
one or more components may be embodied in a hardware component, software component,
and/or computer cxecutable code. As shown, the node 610 may comprise 3 request
verification component 6(2. The request verification component 632 may parse a transfer
request (e.g., a transferor request and/or a transferee request) to determine one or more
parameters contained therein, For example, the request verification component 602 may use
one or more public keys to verify a transfer request and determine information/data
parameters contained therein. In one embodiment, the reguest verification component 602
may determine a location parameter(s) associated with the transfer request. For example, the
request verification component 602 may determine a first location parameter from a
transferor’s request that 1s associated with a first digital address. Additionally or aliernatively,
the verification component 602 may determine a second location parameter from a
transferce’s request that is associated with a second digital address. The request verification
component 602 may then determine whether the first location parameter corresponds to the
second location parameter. For example the request verification component 602 may
determine that the location parameters are within a predefined range of each other. The
predefined range may from about zero to a hundred feet, or from about zero to a hundred
miles. Tt is contemplated that the location parameter may be communicated mdependently of
the transfer request, but otherwise associated with the request as it is a location parameter of a
computing device accessing the digital address and requesting the transfer of the asset.

In various embodiments, the request verification component 602 may
determine, from a transfer request, whether a digital asset corresponds to a unique identifier
of a physical asset. For instance, the request verification component 602 may determine
whether the digital asset corresponds to the unique identifier captured by one or more
computing devices. In various embodiments, the request verification component 602 may

rely on one or more distributed ledgers and/or databases.
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In one embodiment, the node 610 may comprise a digital asset t{ransfer
approval component 604. The digital asset transfer approval component 604 can determing
whether there is digital asset stored at a digital address from which the token is being
transferred. For example, digital agset transfer approval component 634 may determine from
one or more distributed ledgers whether the digital asset had been transferred to the digital
address. In certain embodiments, the digital asset transter approval component 604 approves
the transfer of the digital asset in one or more transfer requests from one or more computing
devices if the transfer request comprises a location parameter. For instance, the digital asset
transfer approval component 604 can validate a received transferor request associated with a
first digital address if the fransferor request comprises a location parameter. Additionally or
alternatively, digital asset transfer approval component 604 can validate the transfer of the
digital asset of a transferce request associated with the second digital address if the transferee
request comprises a location parameter. In various embodiments, the digital asset fransfer
approval component 604 can validate the transfer of a token based at least in part on a
determination that the received transferor request associated with the first digital address, and
the received transferee request associated with the second digital address, each includes the
corresponding set of determined location parameters that correspond to the comumon physical
tocation.

in various embodiments, the node 610 may comprise a communication
component 606. The communication component 606 may communicate one or more transfer
requests to a neighboring node of the distributed ledger based on determining the transfer
reguest {(¢.g., a transferor and/or a transferee) is valid For instance, the commumication
component 606 may commumnicate the received transferor request associated with the first
digital address, along with any associated with information/parameters described herein, to a
neighboring node. Additionally or alternatively, the comununication component 606 may
communicate the received transferee request associated with the second digital address, along
with any associated information described herein, 1o a neighboring node. The communication
component 606 may communicate with a neighboring node via a network. In addition, the
communication component 606 may conununicaie one or more franster request in the form of
a new transaction and/or block that is generated through a hashing algorithm.

In certain embodiments, the node 610 may have a transaction/block generating
component 612 for generating a new transaction/block for the transfer of an asset (digital

and/or physical. For example, the transaction/block generating component 612 may utilize a
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hashing algorithm to generate a hashed output from a hashing input. In various embodiments,
the hashing input may include one or more of the transferor request to fransfer an asset,
transferee request to transfer an, one or more parameters of a computing device(s), one or
more digital addresses, one or more temporary digital addresses, one or more smart contracts,
and/or any informuation discussed herein. The hashing input may further include previously
stored data in one or more prior transaction/block in one or more distributed ledgers.
Accordingly, a unique hashing output may be generated for each new transaction/block. The
unique hashing output may provide an immutable link, linking the new transaction/block to
one or more previous transaction/blocks of one or more distributed ledgers.

The hashed output and/or the new block can then be communicated by the
communication component 606 and/or stored in the one or more distributed ledgers. In
further embodiments, the one or more distributed ledgers may follow a particular format for
the hashed output. For example, the format of the hashed output (also referred to a hashing
format) may require the hashed output for the new transaction/block generating component
612 inchude one or more zero bils preceding the hashed output. Accordingly, in certain
embodiments, the transaction/block generating component 612 may utilize 3 nonce in
combination with the information to be included in the new transaction/block. In general, the
hashing format may be used to introduce computational difficulty in generating the new
transaction/block. For example, the distributed ledger may require one or more zero bits
preceding the hashed output. The hashing format may range in complexity so as to facilitate a
slower or faster transaction time of adding transactions/blocks o the distributed ledger. It s
within the scope of this disclosure that the transaction/block generating component 612 may
combine one or more transaction requests info the new transaction/block for storage on the
distributed ledger.

In various embodiments, the node 610 may comprise a token generating
component 612, The token generating component may generate g token/coin through mining
and/or through receiving compensation from a transferee. Once generated, the token can then
be stored at a digital address and later transferred to a different digital address using a
public/private key. In addition, as discussed above, the token/coin may be associated with a
physical asset. For example, the token may be a unique token that is associated with a
physical asset. In one embodiments, the unique token may have a anique digital identifier that
1s linked to a unique identifier associated with the physical asset. In g further embodiment,

the unigue token is generated based on the unique identifier associated with the physical
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asset. For instance, the unigue token may be generated via a hashing algorithm of the unique
dentifier. The unigue identificr may then be physically associated with the physical asset.
For example, the unique identifier may be associated with the physical asset itself or may be
associated with a crate, a shipping pallet, a shipping coniainer, and the like, that contains of

the physical asset.

Svuchronizing Parallel for Partially Parallel) Distributed Ledgers

Various embodiments encompass a plurality of parallel, or partially parallel
distributed ledgers providing shipping/tracking information for parcels, parcel labels, and/or
the items contained within those parcels and/or a label on the item itself separately. The
plurality of distributed ledgers may be managed and/or at least partially synchronized by a
distributed ledger management system. In certain embodiments, the distributed ledger
management system may itself be distributed, and may comprise a plurality of computing
nodes 100 (e.g., computing nodes 100 storing information/data stored in a plurality of
distributed ledgers managed by the system). Accordingly, the distributed ledger management
system may be configured to retrieve and/or share information/data between a plurality of
distributed ledgers (e.g., blockchains). For example, o the extent that information/data stored
n distributed ledgers is replicated between a phurality of distributed ledgers, the distributed
ledger management system may be configured to automatically share information/data
between the plurality of distributed ledgers.

In certain embodiments, a first distribuied ledger provides shipping/tracking
mformation/data relating to various parcels and/or parcel labels, and 8 second distributed
ledger provides shipping/tracking information relating to items and/or item labels within
those parcels. Accordingly, a complete chain of control for the items may encompass
activities occurring before and/or after shipment of the tem in a corresponding parcel.

Moreover, each distributed ledger may be configured for executing
corresponding smart contracts relating to the parcel, parcel label, the ilem, or the item iabel,
separately. For example, the parcel-based distributed ledger may be configured for
monitoring parcel shipment parameters, and the ttem-based distributed ledger may be
configured for monitoring item condifion parameters.

In certain embodiments, the distributed ledger management system {e.g., one
or more of the compuiing nodes 100 encompassing the distributed ledger management

systom)} may be configured io automatically generate new transactions/blocks in each
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distributed ledger to reflect simulianeous movement of a parcel and an item contained within
the parcel. In certain embodiments, upon receipt of information/data indicating a particular
parcel 1s moving within a carrier network (e.g., a computer node receiving information/data
from one or more transaction computing devices indicative of the movement of a
shipment/itemn), the computing node may be configured to update both the parcel distributed
ledger and the item distributed ledger to reflect the change of conirol of the parcel and the
item contained within the parcel.

In certain embodimenis, the computing nodes 100 may be configured to
simultaneously and/or periodically provide information/data specific to one of the plurality of
distributed ledgers. For example, item condition information/data (e.g., item temperature,
sensed shocks/impacts, and/or the like) may be provided and stored within the item
distributed ledger, without providing the same information/data to the parcel distributed

ledger.

Transterring Value upon Completion of g Parcel and/or {tem Transport

In various embodiments, value may be transterred to the carrier fo complete
shipping services. In certain embodiments, value may be transferred to the carrier prior fo
completing the shipping services, however in certain embodiments, valoe may be transferred
to the carrier only upon successfully completing the shipping services. In the former
embodiments, value may be transferred to the carrier prior to completing the shipping
services, however value may be transferred back to the consignor (and/or another party) upon
determining that the shipping services were not completed according to prescribed
parameters. For example, upon determining that the shipment/itern was delivered late,
delivered to the wrong location, and/or the like, the distributed ledger may be configured fo
automatically transfer at least a portion of the value of the shipping services back to the
consignor and/or consignee.

In other embodiments, the distributed ledger may be configured to
automatically transfer value from the consignor (and/or consignee) to the carrier upon
completion of the shipping services. The amount of value transferred to the carrier may be
based on a determination of whether the shipping services were completed according to
prescribed parameters. Upon determining that the shipping services were completed
according to prescribed parameters, an agreed-upon full value of the shipping services may

be transferred to the carrier. However, upon determining that the shipping services were not
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completed according to prescribed parameters, only a portion of the agreed value may be
transferred to the carrier.

In certain embodiments, completion of shipping services may be ascertained
based at least in part on verified information/data provided to and stored within the
distributed ledger from one or more transaction computing devices. In certain embodiments,
the information/data provided to the distributed ledger may be indicative of the parcel being
located at 3 predefined location (e.g., a destination location). For example, upon the parcel
arriving at a destination location corresponding to the parcel, one or more transaction
computing devices (e.g., the parcel, one or more handheld devices, and/or the like) may be
configured to verify the location of the parcel, and may provide information/data to the
distributed ledger indicative of the location of the parcel being at the corresponding
destination location. Upon determuning the location of the parcel is a predefined
corresponding location, as discussed above, one or more applicable smart contracts may be
configured to transfer value to the carrier.

In certain embodiments, determining the completion of shipping services may
be ascertained based at least in part on information/data indicating a particular task and/or
transaction has occurred. For example, one or more transaction computing devices may be
configured to verify a delivery task has been completed for a particular parcel. The one or
more transaction computing devices may provide information/data to the distributed ledger
indicating that the delivery task has been completed, and may execute a smart contract to
transfer value to the carrier for the completion of the delivery task.

It should be understood that any of a variety of trigger events {e.g., verified
mformation/data indicative of the occurrence of a trigger event) may be utilized 1o execute
one or more smart contracts. For example, various smart contracts may be executed upon a
parcel being picked up and/or the possession of the parce] being transferred between parties

(e.g., between multiple carriers).

Transterring Value based on Parcel and/or ftem Condition

Moreover, as discussed herein, the disiributed ledger system may be
configured to transfer value based on an agreed upon value of the item transported within the
condition. In certain embodiments, the distributed ledger system may monitor the condition
of the item during fransit {e.g., based on information/data received from the sensors within

the parcel), and may automatically determine whether value should be transferred based on
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the condition of the item. For cxample, upon determining that the ilem was exposed to
temperatures outside of a prescribed range, the item was dropped, the item was crushed,
and/or otherwise damaged, the distributed ledger system may automatically transfer value
from the carrier o the consignor and/or consignee. Moreover, upon determining that the item
was destroyed, the distributed ledger system may automatically transfer the entire value of
the item from the carrier to the consignor and/or consignee.

Conclusion

Many modifications and other embodiments will come to mind to one skilled
in the art to which this disclosure pertains having the benefit of the teachings presented in the
foregoing descriptions and the associated drawings. Therefore, it is to be understood that the
disclosure is not to be limited to the specific embodiments disclosed and that medifications
and other embodiments are intended to be included within the scope of the appended claims.
Although specific terms are employed herein, they are used in a generic and descriptive sense

only and not for purposes of limitation.
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-53.
CLAIMS
What is claimed is:
1. A computer-implemented method for tracking verifiable physical

transfers of tokenized physical assets, the method comprising: receiving, by a first computing
device, a transferor request to transfer a digital token from g first address associated with the
first computing device to a second address associated with a second computing device, the
digital token corresponding fo a umque identifier associated with a physical asset;
comnunicating, by the first computing device, the received transferor request including at
least a first determined location parameter o at least one node in a plurality of nodes of a
distributed ledger network, the first determined location parameter being determined by the
first computing device based on signals received at a physical location thereof, and receiving,
by the first computing device, a confirmation from any node in the plurality of nodes that the
transfer of the digital token is approved based on a determination that a transferee request
from the second computing device includes at least a second location parameter that

corresponds to the physical location of the first computing device,

2. The computer-implemented method of claim 1, wherein the transferor
request is generated based on a first private key associated with the first computing device,
and wherein the transferee request is generated based on a second privaie key associaied with

the second computing device.

3. The computer-implemented method of claim 1, wherein at least the

second location parameter is determined by the second computing device,

4. The computer-implemented method of claim 1, wherein the
determination that the transferce request includes at least the second location parameter
corresponding to the current physical location of the first computing device is made via a
smart confract stored on a distributed ledger maintained by each node in the plurality of

nodes of the distributed ledger network.
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5. The computer-implemented method of claim 4, wherein the transferor
request and the transferee request are each addressed to the smart contract stored on the

distributed ledger.

6. The computer-implemented method of claim 1, wherein a location
parameter includes at least one of a set of GPS coordinates, a set of wireless signal identifiers,

or a set of radio tower identifiers.

7. The computer-implemented method of claim 6, wherein signals
received at the physical location include at least one of GPS signals, WiFi signals, Bluetooth

signals, or radio iower signals.

g. The computer-implemented method of claim 1, wherein the transferor
request to transfer the digital token trom the first address associated with the first computing
device to the second address associated with the second computing device is received based
at least in part on an output generated by the second computing device and received by the

first computing device.

9. A computer-implemented method for tracking verifiable physical
transfers of tokenized physical assets, the method comprising: generating, by a first
computing device, a iransferce request to receive a digital token at a first address associated
with the first computing device from a second address associated with a second computing
device, the digital token corresponding to a unigue identifier associated with a physical asset;
communicating, by the first computing device, the generated transferce request including at
least a first determined location parameter to at least one node in a phirality of nodes of a
distributed ledger network, the first determined location parameter being determined by the
first computing device based on signals received at a physical location thereof; and receiving,
by the first computing device, a confirmation from any node in the plurality of nodes that the
digital token is received at the first address based on a determination that a transferor request
from the second computing device mcludes at least a second location parameter that

corresponds to the physical location of the first computing device.
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16, The computer-implemented method of claim 9, wherein the fransferee
request 18 generated based on a first private key associated with the first computing device,
and wherein the transferor reguest is generated based on second private key associated with

the second computing device.

1. The computer-implemented method of claim 9, wherein at least the

second location parameter is determined by the second computing device.

12. The compuier-implemented method of claim 9, wherein the
determination that the transferor request includes at least the second location parameter
corresponding to the current physical location of the first computing device i1s made via a
smart coniract stored on a distributed ledger maintained by each node in the phuality of

nodes of the distributed ledger network.

13.  The computer-implemented method of claim 12, wherein the transferor
request and the transferce request are each addressed to the smart contract stored on the

distributed ledger.

14.  The computer-implemented method of claim 9, wherein a location
parameter includes at least one of a set of GPS coordinates, a set of wireless signal identifiers,

or a set of radio tower identifiers,

15.  The computer-implemented method of claim 14, wherein signals
received at the physical location include at least one of GPS signals, WiFi signals, Bluetooth

signals, or radio tower signals,

16.  The computer-implemented method of claim 9, wherein the transferee
request to receive the digital token from the second address associated with the second
computing device 13 generated based at least in part on a received input that corresponds io

the unique identifier associated with the physical asset.
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17. A distributed ledger network node comprising: a reguest verification
component for determining that a received transferor request associated with a first address,
and a received transferee request associated with a second address, each includes a
corresponding set of determined location parameters that correspond fo a common physical

focation.

18,  The disiributed ledger network node of claim 17, firther comprising: a
digital token transfer approval component for validating a transfer of the digital token from
the first address {o the second address based at least in part on a determination that the
received transferor request associated with the first address, and the received transferee
request associated with the second address, each includes the corresponding set of determined

location parameters that correspond to the common physical location.

19. The distributed ledger network node of claim 18, further comprising: a
commnunication component for communicating, to at least one neighboring node of the
distributed ledger network, the received transteror request associated with the first address,
and the received transferee request associated with the second address based on a
determination that the transfer of the digital token from the first address to the second address

is vahid.

20.  The distributed ledger network node of claim 17, further comprising: a
ioken generating component for receiving, from a computing device, a unique identifier
associated with a physical asset to generate a unique token that corresponds {o the physical

asset,
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