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(57) Abstract: A method is disclosed. The method comprises receiving, from a server computer, a challenge, and displaying objects
from an object list to a user. The method includes determining that a user has visually selected an object from the object list and moving
the selected object on a display according to screen coordinates. A client computer captures a biometric of the user, and compares the
biometric to another biometric stored in the client computer to provide a first comparison output, and compares a derivative of the
selected object to a derivative of an object stored in the client computer to produce a second comparison output. The client computer
signs the challenge with a private key and sends the signed challenge to the server computer, and the server computer verifies the

signed challenge.
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MULTI-FACTOR AUTHENTICATION SYSTEM AND METHOD
CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application is a PCT application which claims priority to U.S.
provisional application no. 63/188,356, filed on May 13, 2021, which is herein

incorporated by reference in its entirety.
BACKGROUND

[0002] Authentication processes for authenticating users to a computer are
known. However, it is sometimes difficult to authenticate some types of users, such
as those that may be physically disabled. For instance, some users may not have
the ability to move their arms or legs. Even if they could provide authentication data
to a computer with the help of an assistant, it may be difficult for the computer to
determine if the user intends to interact with the computer or to access a particular
resource via the computer because the user is unable to move. As an illustration, a
quadriplegic user may have a caregiver put retinal scanner close to the user’s eye so
that the user could attempt to access an account on host site on run on a server
computer. Although the user can be authenticated with the scan of the user’s retina,
the server computer may be unable to determine the user’s liveness or awareness

that the user specifically intends to interact with the server computer.

[0003] Another issue that can relate to both disabled and non-disabled users

is whether the user that is attempting to authenticate themselves is providing a real

biometric or a manufactured biometric (e.g., a prefabricated digital image of a retinal
scan). An unauthorized user can use the manufactured biometric to access a

resource that they are not entitled to access, thereby creating security issues.

[0004] Yet other issues relating to authentication can relate to the efficiency
and confidence level associated with an authentication procedure. For instance,
secure authentication often uses something that you know, something that you have,
and something that you are. One common way to authenticate would be to require a

password to access a Website and then send a one-time password to the user's
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phone for the user to enter into the Website. This would only validate that the user
knows the password and that the user has a pre-registered device. This procedure
would also require the user to perform multiple steps (e.g., password entry, receipt of
a one-time password, and entry of the one-time password). Such conventional
processes are not efficient and cannot be easily used by users that may have certain

physical disabilities.

[0005] Embodiments of the invention address these and other problems,

individually and collectively.
BRIEF SUMMARY

[0006] Embodiments of the invention provide for improved methods and

systems for authentication.

[0007] One embodiment of the invention includes a method comprising:
receiving, by a client computer (100) from a server computer (200), a challenge (C)
and an object list (L); displaying, by the client computer (100), objects from the object
list (L) to a user; determining, by the client computer (100), that the user has visually
selected an object (I') from the object list (L); moving, by the client computer (100),
the selected object (I') on a display of the client computer (100) according to screen
coordinates (S); capturing, by the client computer (100), a biometric (B’) of the user,
comparing, by the client computer (100) the biometric (B’) to another biometric (B)
stored in the client computer (100) to provide a first comparison output; comparing,
by the client computer (100), a derivative of the selected object (I') to a derivative of
an object (1) stored in the client computer (100) to produce a second comparison
output; signing, by the client computer (100), the challenge (C) with a private key;
and sending, by the client computer (100) to the server computer (200), the signed
challenge, wherein the server computer (200) then verifies the signed challenge (C)
with a public key corresponding to the private key and provides access to a resource
after the signed challenge is verified and the first and second comparison outputs

are verified.

[0008] Another embodiment includes a client computer comprising: a
processor; a display coupled to the processor; and a non-transitory computer

readable medium comprising code, executable by the processor, for performing
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operations including: receiving, from a server computer (200), a challenge (C) and
an object list (L), displaying, on the display, objects from the object list (L) to a user,
determining that the user has visually selected an object (I') from the object list (L),
moving the selected object (I') on the display of the client computer (100) according
to screen coordinates (S), capturing a biometric (B’) of the user, comparing, (100)
the biometric (B’) to another biometric (B) stored in the client computer (100) to
provide a first comparison output, comparing, a derivative of the selected object (I')
to a derivative of an object (I) stored in the client computer (100) to produce a
second comparison output, signing the challenge (C) with a private key, and
sending, to the server computer (200), the signed challenge, wherein the server
computer (200) then verifies the signed challenge (C) with a public key
corresponding to the private key and provides access to a resource after the signed

challenge is verified and the first and second comparison outputs are verified.

[0009] Another embodiment includes a method comprising: transmitting, by a
server computer (200) to a client computer (100), a challenge (C) and an object list
(L), wherein the client computer is programmed to display objects from the object list
(L) to a user, determine that the user has visually selected an object (I') from the
object list (L), move the selected object (I') on a display of the client computer (100)
according to screen coordinates (S), capture a biometric (B’) of the user, compare
the biometric (B’) to another biometric (B) stored in the client computer (100) to
provide a first comparison output, compare a derivative of the selected object (I') to a
derivative of an object (l) stored in the client computer (100) to produce a second
comparison output, and sign the challenge (C) with a private key; receiving, by the
server computer (200) the signed challenge; verifying, by the server computer (200)
the signed challenge (C) with a public key corresponding to the private key; and
providing access to a resource after the signed challenge is verified and the first and

second comparison outputs are verified.

[0010] These and other embodiments are described in further detail below.
BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1 shows a diagram of an enrollment process according to an

embodiment
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[0012] FIG. 2 shows a diagram of an authentication process according to an
embodiment.

[0013] FIG. 3 shows a block diagram of a client computer according to an
embodiment.

[0014] FIG. 4 shows a block diagram of a server computer according to an
embodiment.

[0015] FIGs. 5A-5B show arrays of objects on consecutive under interface

screens according to embodiments.
DETAILED DESCRIPTION

[0016] Embodiments of the disclosure can include authentication systems that
can be used by users. In some embodiments, the users can be disabled and may
not have the ability to move their arms or legs, or possibly even their head. In some

cases, their only means of communication may be through their eyes.

[0017] Prior to discussing embodiments of the invention, some terms can be

discussed in detail.

[0018] A “key” may include a piece of information that is used in a
cryptographic algorithm to transform input data into another representation. A
cryptographic algorithm can be an encryption algorithm that transforms original data
into an alternate representation, or a decryption algorithm that transforms encrypted
information back to the original data. Examples of cryptographic algorithms may
include triple data encryption standard (TDES), data encryption standard (DES),

advanced encryption standard (AES), etc.

[0019] A "public key" may include an encryption key that may be shared
openly and publicly. The public key may be designed to be shared and may be
configured such that any information encrypted with the public key may only be

decrypted using a private key associated with the public key (i.e., a public/private key
pair).

[0020] A "private key" may include any encryption key that may be protected

and secure. A private key may be securely stored at an entity and may be used to
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decrypt any information that has been encrypted with an associated public key of a

public/private key pair associated with the private key.

[0021] A “public/private key pair’ may refer to a pair of linked cryptographic
keys generated by an entity. The public key may be used for public functions such
as encrypting a message to send to the entity or for verifying a digital signature
which was supposedly made by the entity. The private key, on the other hand may
be used for private functions such as decrypting a received message or applying a
digital signature. In some embodiments, the public key may be authorized by a body
known as a Certification Authority (CA) which stores the public key in a database
and distributes it to any other entity which requests it. The private key can typically
be kept in a secure storage medium and will usually only be known to the entity.
Public and private keys may be in any suitable format, including those based on

Rivest-Shamir-Adleman (RSA) or elliptic curve cryptography (ECC).

[0022] A “processor’ may refer to any suitable data computation device or
devices. A processor may comprise one or more microprocessors working together
to accomplish a desired function. The processor may include a CPU comprising at
least one high-speed data processor adequate to execute program components for
executing user and/or system-generated requests. The CPU may be a
microprocessor such as AMD's Athlon, Duron and/or Opteron; IBM and/or Motorola's
PowerPC; IBM's and Sony's Cell processor; Intel's Celeron, Itanium, Pentium, Xeon,

and/or XScale; and/or the like processor(s).

[0023] A “memory” may be any suitable device or devices that can store
electronic data. A suitable memory may comprise a non-transitory computer
readable medium that stores instructions that can be executed by a processor to
implement a desired method. Examples of memories may comprise one or more
memory chips, disk drives, etc. Such memories may operate using any suitable

electrical, optical, and/or magnetic mode of operation.

[0024] A “user” may include an individual. In some embodiments, a user may

be associated with one or more personal accounts and/or user devices.

[0025] A “credential” may be any suitable information that serves as reliable

evidence of worth, ownership, identity, or authority. A credential may be a string of
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numbers, letters, or any other suitable characters that may be present or contained

in any object or document that can serve as confirmation.

[0026] A "client device" or “client computer” (these terms may be used
interchangeably) may be any suitable device that can interact with a user and that
can interact with a server computer. In some embodiments, a client device may
communicate with or may be at least a part of a server computer. Client devices
may be in any suitable form. Some examples of client devices include cellular
phones, personal digital assistants (PDAs), personal computers (PCs), tablet PCs,
set-top boxes, electronic cash registers (ECRs), kiosks, and security systems, and
the like.

[0027] A “server computer” may include a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example,
the server computer may be a database server coupled to a Web server. The server
computer may comprise one or more computational apparatuses and may use any
of a variety of computing structures, arrangements, and compilations for servicing

the requests from one or more client computers.

[0028] A “voice assistant module” can be a digital assistant module that uses
voice recognition, natural language processing and speech synthesis to provide aid
to users through phones and voice recognition applications. Voice assistants can be
built on artificial intelligence (Al), machine learning and voice recognition technology.
As the end user interacts with the digital assistant, the Al programming uses
sophisticated algorithms to learn from data input and improve at predicting the user's
needs. Some assistants are built with more advanced cognitive computing
technologies which will allow a digital assistant to understand and carry out multi-
step requests with numerous interactions and perform more complex tasks, such as
booking seats at a movie theater. Examples of voice assistant modules can include

software that is in Apple’s Siri™, Microsoft's Cortana™, and Amazon’s Alexa™.

[0029] A "biometric sample" includes data that can be used to uniquely identify
an individual based upon one or more intrinsic physical or behavioral traits. For
example, a biometric sample may include retinal scan and tracking data (i.e., eye

movement and tracking where a user's eyes are focused). Further examples of
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biometric samples include a face, fingerprint, voiceprint, palm print, DNA, body scan,

etc.

[0030] A "biometric template" can be a digital reference of distinct
characteristics that have been extracted from a biometric sample provided by a user.
Biometric templates are used during a biometric authentication process. Data from a
biometric sample provided by a user at the time of authentication can be compared
against previously created biometric templates to determine whether the provided
biometric sample closely matches one or more of the stored biometric templates.
The data may be either an analog or digital representation of the user's biometric
sample. For example, a biometric template of a user's face may be image data, and
a biometric template of a user's voice may be an audio file. Biometric templates can
further include date representing measurements of any other intrinsic human traits or
distinguishable human behaviors, such as fingerprint data, retinal scan data,
deoxyribonucleic acid (DNA) date, palm print data, hand geometry date, iris
recognition data, vein geometry data, handwriting style data, and any other suitable
data associated with physical or biological aspects of an individual. For example, a
biometric template may be a binary mathematical file representing the unique
features of an individual's fingerprint, eye, hand or voice needed for performing

accurate authentication of the individual.

[0031] A "biometric reader" may refer to a device for measuring a biometric.
Examples of biometric readers may include fingerprint readers, front-facing cameras,

microphones, iris scanners, retinal scanners, and DNA analyzers.

[0032] A "threshold" can be a minimum prescribed level and/or value. For
example, a threshold can identify or quantify what degree of similarity is needed
between two biometric templates (or other data) for the two biometric templates to
qualify as a match. As an illustration, fingerprints contain a certain number of
identifying features, if a threshold (e.g., 90%) amount of identifying features of a
newly measured fingerprint are matched to a previously measured fingerprint, then
the two fingerprints can be considered a match (and the probability that both
fingerprints are from the same person may be high). Setting an appropriate
threshold to ensure an acceptable level of accuracy and/or confidence would be

appreciated by one of ordinary skill in the art.
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[0033] Embodiments can include an authentication system that can be
universal. For example, it can be used by people with disabilities, e.g., paraplegics
and quadriplegics, or it can be used by people without such disabilities.
Embodiments can also satisfy at least 2 out of 3 of “something you know”,
“something you have”, “something you are.” Further, embodiments of the invention
can be easy to install and use. Embodiments can also be easily integrated with
resource providers such as merchants (e.g., physical or online), and can be FIDO

(fast identity online) compliant.

[0034] Some embodiments can employ a software-only solution that can be
used with a client device such as a personal computer without requiring any custom
hardware. Embodiments can also use existing hardware in the client device
including a built-in camera, screen, microphone, speaker, fingerprint sensor and a
keyboard. Some embodiments can use a secure channel to transfer a captured
authenticator (e.g., a retinal scan) and cryptographic keys to a SE/TEE (secure
element/trusted execution environment) in the computer for secure storage and key
management. Embodiments of the invention can also allow a client device such as a
personal computer to connect directly to server computer such as a FIDO (fast

identity online) server computer.

[0035] FIG. 1 shows a client computer 100 and a server computer 200 in
communication with each other. FIG. 1 also shows a method of a user of the client

computer 100 enrolling in an authentication scheme with the server computer.

[0036] The communication networks that allow the entities in FIG. 1 to
communicate may include any suitable communication medium. The communication
network may be one and/or the combination of the following: a direct interconnection;
the Internet; a Local Area Network (LAN); a Metropolitan Area Network (MAN); an
Operating Missions as Nodes on the Internet (OMNI); a secured custom connection;
a Wide Area Network (WAN); a wireless network (e.g., employing protocols such as,
but not limited to a Wireless Application Protocol (WAP), I-mode, and/or the like);
and/or the like. Message between the entities, providers, networks, and devices
illustrated in FIG. 1 may be transmitted using a secure communications protocols

such as, but not limited to, File Transfer Protocol (FTP); HyperText Transfer Protocol
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(HTTP); Secure Hypertext Transfer Protocol (HTTPS), Secure Socket Layer (SSL),
Transportation Layer Security (TLS), and the like.

[0037] A user using a client computer 100 may wish to access content or data
provided by the server computer 200. The server computer 200 could operate a
host site such as a merchant Website, a social network Website, a government
Website, or any other type of site that can be a way for the user to obtain a resource
of some type. In some cases, the user may have a disability which may not allow
the user to interact with the client computer 100 in a way that other non-disabled
users may interact with it. For example, the user may not have the ability to move
their arms, but may still wish to access content or data provided by the server

computer 200.

[0038] In step 1, the user using the client computer 100 may enroll a user with
a client identifier or “ID” D and an authenticator A. The client computer 100 may
transmit this information to the server computer 200. The client ID D could be a
username or number that could be selected from a list of possible usernames
displayed in the client computer 100. The authenticator A may be a type of
authentication (such as biometric retinal scan) that the user will use when

authenticating themselves to the server computer 200 in the future.

[0039] In step 2, after receiving the information in step 1, the server computer
200 can generate a list of objects L, and a random vector R, which is used to
generate a list of screen coordinates S. The list of objects L can be images of
objects such as images of playing cards, animals, items, or any images that can be
visually identified by the user. The random vector R may be a set of random
variables that can correspond to screen coordinates on a screen of the client
computer 100. Those randomized screen coordinates can be used to randomize the
placement of the objects L on the screen so that the user's eye movement may be

tracked.

[0040] As an illustration, an array of nine objects is shown on a display 500 in
FIG. 5A, and those objects may correspond to a set of screen coordinates and
vector elements as shown in Table 1 below. An initial correspondence between the

screen coordinates and the vector elements may be stored in the client computer.
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Table 1
Object name Coordinates Vector element
3 clubs 1,1 1
Q hearts 1,2 2
K diamonds 1,3 3
A spades 2,1 4
5 hearts 2,2 5
7 clubs 2,3 6
6 hearts 3,1 7
J spades 3,2 8
8 clubs 3,3 9
[0041] A random number generator in the server computer 200 may be used

to create the vector R (e.g., [4, 8,2, 1,7, 9, 5, 3, 6]). For example, the random
number generator may generate nine random numbers and each random number of
successively associated with the numbers 1-9. The nine random numbers may be
arranged from the lowest to the highest, and the corresponding numbers 1-9 may be
re-ordered accordingly. The vector elements may then be re-ordered according to
the random new order of the vector elements and the screen-coordinates may be

correspondingly re-arranged.

Table 2
Object name Coordinates Vector element
3 clubs 2,1 4
Q hearts 3,2 8
K diamonds 1,2 2
A spades 1,1 1
5 hearts 3,1 7
7 clubs 3,3 9
6 hearts 2,2 5
J spades 1,3 3
8 clubs 2,3 6

10
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[0042] In step 3, the user may select an image of one object on the screen. In
some cases, the user may not have the use of his hands so the user may only use
her eyes to focus on the selected image. In some embodiments, a camera in the
client computer can track the movement of the user’s eyes. Eye tracking
technologies are known and are described, for example, in “A Multidisciplinary Study
of Eye Tracking Technology for Visual Intelligence,” Educ. Sci. 2020, 10, 195;
doi:10.3390/educsci10080195 www.mdpi. If the objects in the list of objects L are
cards (see e.g., FIG. 5A), then the client computer 100 could prompt the user to pick
a card from a number of cards that are displayed. The screen coordinates S can
then be used to move the cards around the screen and the user may be instructed to

follow the selected card on the screen.

[0043] In step 4, the user can track the movement of the selected image | on
the screen as it moves per the screen coordinates S. For example, with reference to
FIG. 5A, the user of the client computer may select the card “A spades” and may

follow the movement of the card to its new position as shown in FIG. 5B.

[0044] In step 5, eye tracker/camera in the client computer 100 can record the
eye gaze E, and can compute S’ while capturing the biometric B corresponding the
authenticator A. S’ may be the list of coordinates (e.g., [2,1] and [1,1])
corresponding to the user’'s eye movements. S’ can then be transmitted from the

client computer 100 to the server computer 200.

[0045] The exemplary list of coordinates S, S’ in described above is simplified
for clarity of illustration. It is understood that the list of screen coordinates S, S’ can
be longer and more complex. For example, a list of coordinates could include
multiple, complex movements for each of multiple objects in the object list as they

move across a screen.

[0046] In steps 6 and 7, the server computer 200 computes R’ from S’ and
then checks that R’ = R. The server computer 200 checks to see that the movement
of the object | corresponds to the movement expected by the server computer 200.

If R = R, then this serves as a liveness check to ensure that the user using the client
computer 100 is participating in the enrolliment process. In other embodiments, the
client computer 100 can determine R’ from §’, and can transmit R’ to the server

computer 200, which can check to see If R’ = R.

11
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[0047] If R = R, then the client computer 100 establishes a unique public-
private key pair with the server computer 200. That is, the server computer 200 can
send an instruction to the software on the client computer 100 to generate a public-
private key pair and to hash the selected object or an identifier of the selected object.
The public key of the key pair can be transmitted to the server computer 200, while
the private key is stored in the client computer 100. The client computer 100 stores
data associated with a multi-factor authentication process including the user ID D,
the hash of the selected object (1), the biometric B(A), and the private key. The
biometric B(A) could be a biometric template of the user, such as a face scan or
retinal scan of the user which is captured by the client computer 100 and stored
therein. The server computer 200 stores the client ID D, the authenticator A (e.g.,

face, iris, etc.), and the public key.

[0048] After enroliment is completed, an authentication process can be
performed with the server computer 200 as in FIG. 2. The authentication process
can be used in conjunction with a user’s request to access a resource provided by

the server computer 200 or another computer.

[0049] In step 1, the client computer 100 can send (e.g., transmit) the client

ID D and the authenticator A to the server computer 200.

[0050] At step 2, after receiving the client ID D and the authenticator A from
the client computer 100, the server computer 200 can verify the client ID D and the
authenticator A, and then generate a challenge C (e.g., a random number or
phrase), a random vector R, an object list, and list of screen coordinates S
corresponding to the random vector R. Note that R in FIG. 2 may be different (or the
same) as the R in FIG. 1. The use of the random vector R can be used to check for
liveness of the user. The challenge C, the screen coordinates S, and the object list L
may be sent from the server computer 200 to the client computer 100 and can be

received by the client computer 100.

[0051] In some embodiments, only the random vector R and the challenge C
can be sent from the server computer 200 to the client computer 100. In such
embodiments, the object list and an initial mapping of the screen coordinates to
vector elements may be already in the client computer 100. Once the screen

coordinates S and the challenge C are received by the client computer 100, the
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objects from the object list L can be displayed on a display of the client computer 100
so that they can be viewed by the user of the client computer 100. The objects can
be displayed in a one- or two-dimensional, or multi-dimensional array on a screen in

some embodiments.

[0052] At steps 3-4, the user may use her eyes to select an object I’ from the
object list L. The object may move according to the list of screen coordinates S
generated from the random vector R. For example, the objects may be originally
shown as in FIG. 5A, but then may be re-arranged as in FIG. 5B. The eye tracking
camera on the client computer 100 can record the eye gaze E and can compute
another list of screen coordinates S’ while capturing the biometric B’ corresponding
to the authenticator A. For example, the biometric B’ can be a retinal scan which can
be captured while the eye tracking camera is tracking the user’s eyes, or before
tracking and object selection occurs. The client computer 100 can recognize that the
user has followed a particular object (e.g., A spades). The client computer 100 can
hash the object (e.g., hash an identifier for the object) to form hash (I') and can

generate the list of coordinates S’.

[0053] At step 5, the client computer 100 can compare B’ to B and can
compare hash (l) to hash (I'). In some embodiments, the outputs of these
comparisons can be characterized as first and second comparison outputs,
respectively. If both are equal, then the software on the client device 100 may
release the private key from the key store in the client computer 100. The client
computer 100 may then sign the challenge C with the private key to produce a
signed challenge C. The client computer 100 then sends S’, data (e.g., “yes”)
regarding the confirmation that B’ = B, and hash (l) = hash (I'), and the signed

challenge C.

[0054] In some embodiments, the comparison of the biometrics B and B’ can
result in a likelihood indicator and a positive match may be determined if the
likelihood indicator is above a threshold. For example, if B and B’ have a 95% match
result (e.g., 95% of the features of the templates B and B’ match), and the threshold

for a match is 90%, then the client computer 100 can determine that B and B’ match.
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[0055] Although hashes of the stored and selected objects | and I’ are
described, it is understood that other derivatives (e.g., encryptions) of the selected

objects | and I' may be used.

[0056] At steps 7-8, the server computer 200 can compute R’ from S’ and can
check if R = R (to check for liveness). Note that steps 7-8 could be performed by
the client computer 100 instead of the server computer 200 in some embodiments.
In such embodiments, the client computer 100 could simply send a verification of the
check of R’ = R, or could use a zero-knowledge proof to share this information with
the server compute 200. In yet other embodiments, instead of sending S’ from the
client computer 100 to the server computer 200, the client computer 100 could

determine R’ and send R' to the server computer 200.

[0057] At step 9, the server computer 200 can check (e.g., verify) the signed

challenge C using the stored public key, and can then authenticate the user.

[0058] After the signed challenge C is validated by the server computer 200,
the server computer 200 can provide access to any desired content or data to the

client computer 100.

[0059] FIG. 3 illustrates a client device 300 according to an embodiment.
Mobile client device 300 may include device hardware 304 coupled to a system

memory 302.

[0060] Device hardware 304 may include a processor 306, a short-range
antenna 314, a long-range antenna 316, input elements 310, a user interface 308,
and output elements 312 (which may be part of the user interface 308). Examples of
input elements may include microphones, keypads, touchscreens, sensors,
cameras, biometric readers, etc. Examples of output elements may include
speakers, display screens, and tactile devices. The processor 306 can be
implemented as one or more integrated circuits (e.g., one or more single core or
multicore microprocessors and/or microcontrollers) and is used to control the
operation of client device 300. The processor 306 can execute a variety of programs
in response to program code or computer-readable code stored in the system
memory 302 and can maintain multiple concurrently executing programs or

processes.
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[0061] The long-range antenna 316 may include one or more RF transceivers
and/or connectors that can be used by client device 300 to communicate with other
devices and/or to connect with external networks. The user interface 308 can
include any combination of input and output elements to allow a user to interact with
and invoke the functionalities of client device 300. The short-range antenna 809
may be configured to communicate with external entities through a short-range
communication medium (e.g. using Bluetooth, Wi-Fi, infrared, NFC, etc.). The long-
range antenna 819 may be configured to communicate with a remote base station

and a remote cellular or data network, over the air.

[0062] The system memory 302 can be implemented using any combination
of any number of non-volatile memories (e.g., flash memory) and volatile memories
(e.g., DRAM, SRAM), or any other non-transitory storage medium, or a combination
thereof media. The system memory 302 may store computer code, executable by
the processor 805, for performing any of the functions described herein. For
example, the system memory 302 may comprise a computer readable medium
comprising code, executable by the processor 306, for implementing operations
comprising: receiving, from a server computer, a challenge and an object list;
displaying, on the display, objects from the object list to a user; determining that the
user has visually selected an object from the object list; moving the selected object
on the display of the client computer according to screen coordinates; capturing a
biometric of the user; comparing, the biometric to another biometric stored in the
client computer to provide a first comparison output, comparing, a derivative of the
selected object to a derivative of an object stored in the client computer to produce a
second comparison output; signing the challenge with a private key, and sending, to
the server computer, the signed challenge, wherein the server computer then verifies
the signed challenge with a public key corresponding to the private key and provides
access to a resource after the signed challenge is verified and the first and second

comparison outputs are verified.

[0063] The system memory 302 may also store a voice assistant module
302A, an eye tracking module 302B, an authentication module 302C, a
cryptographic key generator module 302D, a cryptographic processing module 302E,
an object processing module 302F, and stored data 302G. The stored data 302E
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may comprise a biometric template 302G-1 of the user, and an object hash 302G-2

of an of an object selected by the user.

[0064] The voice assistant module 302A may comprise code, executable by
the processor 306, to receive voice segments, and generate and analyze data
corresponding to the voice segments. The voice assistant module 302 and the
processor 306 may also generate voice prompts or may cause the client device 300

to talk to the user.

[0065] The eye tracking module 302B may comprise code, executable by the
processor 306, to track eye movements of the user of the client device 300, and to

process data relating to user eye movements.

[0066] The authentication module 302C may comprise code, executable by
the processor 306, to authenticate a user or a client device. This can be performed
using user secrets (e.g., passwords) or user biometrics, client IDs, data associated

with the user, etc.

[0067] The cryptographic key generation module 302D may comprise code,
executable by the processor 306 to generate cryptographic keys. The cryptographic
key generate module can use an RSA (Rivest, Shamir, and Adleman)} key generation

process such as Hyper Crypt or PUTTY Key Generator.

[0068] The cryptographic processing module 302E may comprise code,
executable by the processor 306 to perform cryptographic processing such as
encrypting data, decrypting data, generating digital signatures, and verifying digital

signatures.

[0069] The object processing module 302F can comprise code, executable by
the processor 306 to select objects in a list or array of objects, hash an object, re-

arrange and display objects, store the hashed object, and compare hashed objects.

[0070] The stored data 302G may comprise data that can be used in some of
the functional modules. The biometric template 302G-1 of the user of the client
device 300 can be used by the authentication module 302C to authenticate the user.
The object hash 302G-2 can be generated by the object processing module 302F,
and the object hash 302G-2 can be compared with other object hashes created in

the future. The key pair 302G-3 can be the public-private key pair described above.
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[0071] FIG. 4 shows a block diagram of a server computer 400 according to
an embodiment. The processing computer 400 may comprise a processor 402,
which may be coupled to a non-transitory computer readable medium 404, data
storage 406, and a network interface 408. The data storage 406 may contain stored

random vectors, screen coordinates, user identifiers, client device identifiers, etc.

[0072] The computer readable medium 404 may comprise a number of
software modules including an object processing module 404A, a random vector
generation module 404B, an authentication module 404C, a challenge generation

module 404D, a cryptography module 404E, and an access module 404F.

[0073] The object processing module 404A can comprise code executable by
the processor 402 to generate a list of objects and present them to a client device.

The list of objects can include object identifiers as well as images of objects.

[0074] The random vector generation module 404B can comprise code
executable by the processor 402 to generate a random vector that can be associated
with screen coordinates, which can be used to randomly place objects on a client
device display. The random vector generation module 404B may use a random

number generator.

[0075] The authentication module 404C can comprise code executable by the
processor 402 to authenticate client devices and users of the client devices. The
authentication module 402 and the processor 402 can verify a client device ID and
an authenticator and can perform any other suitable device or user authentication

process.

[0076] The challenge generation module 404D can comprise code executable
by the processor 402 to generate challenges. The challenges may be random and
may be generated using a random number generator, or they may be selected from

a list of pre-defined challenges.

[0077] The cryptography module 404E can comprise code executable by the
processor 402 to perform cryptographic processing such as encrypting data,

decrypting data, signing data, and verifying data.
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[0078] The access module 404F can comprise code executable by the
processor 402 to provide access to a resource to a client device or a user of the

client device.

[0079] The computer readable medium 404 may comprise code, executable
by the processor 402 to perform operations comprising: transmitting to a client
computer, a challenge and an object list, wherein the client computer is programmed
to display objects from the object list to a user, determine that the user has visually
selected an object from the object list, move the selected object on a display of the
client computer according to screen coordinates, capture a biometric of the user,
compare the biometric to another biometric stored in the client computer to provide a
first comparison output, compare a derivative of the selected object to a derivative of
an object stored in the client computer to produce a second comparison output, and
sign the challenge with a private key; receiving the signed challenge; verifying, the
signed challenge with a public key corresponding to the private key; and providing
access to a resource after the signed challenge is verified and the first and second

comparison outputs are verified.

[0080] Embodiments of the invention have several advantages. Embodiments
of the invention can enable 3FA by providing “something you have” — device/PC,
“something you know” — a selected object, and “something you are” — biometric
(facefiris). Embodiments do not require built in Touch/Face ID and is compatible with
old PCs. Embodiments also have strong liveness check guarantees. Active liveness
based on random vector prevents replay attacks. Embodiments can also capture user
consent, authenticity, and liveness in one user action, and embodiments are easy to

use for people with disabilities, e.g., paraplegics and quadriplegics.

[0081] Yet other embodiments of the invention may relate to methods of
enroliment. One embodiment of the invention may include: transmitting, by a client
computer (100), a client identifier (D) to a server computer (200), wherein the server
computer (200) generates an object list (L), a random vector (R), and a list of screen
coordinates (S); receiving, by the client computer (100), the object list (L) and the list
of screen coordinates (S); receiving, by the client computer (100) from a user, a
selection of an object (l) from the object list (L); moving by the client computer (100)

the object (1) according to the list of screen coordinates (S); capturing, by the client

18



10

15

20

25

30

WO 2022/240907 PCT/US2022/028634

computer (100), the user’s eye gaze as the object (I) moves; determining, by the client
computer (100), an updated list of screen coordinates (S’) based on the user’'s eye
gaze, transmitting, by the client computer (100) the updated list of screen coordinates
(S’) or a computed vector (R’) to the server computer (200); and receiving, by the client
computer (100) from the server computer (200), a confirmation that the server
computer (200) has verified the updated list of screen coordinates (S’) or the computed
random vector (R’). In some embodiments, after receiving the confirmation, the client
computer (100) can generate a public-private key pair and can send the public key to

the server computer (200).

[0082] Yet other embodiments include a client computer that is programmed to

perform the above method, and systems including the client computer.

[0083] Yet another embodiment includes a method comprising: receiving, by a
server computer (200) from a client computer (100), a client identifier (D); generating,
by the server computer (200) an object list (L), a random vector (R), and a list of screen
coordinates (S); transmitting, by the server computer (200) to the client computer
(100), the object list (L) and the list of screen coordinates (S), wherein the client
computer (100) receives a selection of an object (I) from the object list (L) from the
user, moves the object (1) according to the list of screen coordinates (S), captures the
user's eye gaze as the object (I) moves, determines an updated list of screen
coordinates (S’) based on the user’s eye gaze, and transmits the updated list of screen
coordinates (S’) or a computed vector (R’) to the server computer (200); and
transmitting, by the server computer (200) to the client computer (100), a confirmation
that the server computer (200) has verified the updated list of screen coordinates (S’)
or the computed random vector (R’). In some embodiments, after receiving the
confirmation, the client computer (100) can generate a public-private key pair and can

send the public key to the server computer (200).

[0084] Yet other embodiments include a server computer that is programmed

to perform the above method, and systems including the server computer.

[0085] Any of the software components or functions described in this
application, may be implemented as software code to be executed by a processor
using any suitable computer language such as, for example, Java, C++ or Perl

using, for example, conventional or object-oriented techniques. The software code
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may be stored as a series of instructions, or commands on a computer readable
medium, such as a random access memory (RAM), a read only memory (ROM), a
magnetic medium such as a hard-drive or a floppy disk, or an optical medium such
as a CD-ROM. Any such computer readable medium may reside on or within a
single computational apparatus, and may be present on or within different

computational apparatuses within a system or network.

[0086] The above description is illustrative and is not restrictive. Many
variations of the invention may become apparent to those skilled in the art upon
review of the disclosure. The scope of the invention can, therefore, be determined
not with reference to the above description, but instead can be determined with

reference to the pending claims along with their full scope or equivalents.

[0087] One or more features from any embodiment may be combined with
one or more features of any other embodiment without departing from the scope of

the invention.

[0088] A recitation of "a", "an" or "the" is intended to mean "one or more"

unless specifically indicated to the contrary.

[0089] All patents, patent applications, publications, and descriptions
mentioned above are herein incorporated by reference in their entirety for all

purposes. None is admitted to be prior art.
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WHAT IS CLAIMED 1S:

1. A method comprising:

receiving, by a client computer from a server computer, a challenge;

displaying, by the client computer, objects from an object list to a user;

determining, by the client computer, that the user has visually selected
an object from the object list;

moving, by the client computer, the selected object on a display of the
client computer according to screen coordinates;

capturing, by the client computer, a biometric of the user;

comparing, by the client computer the biometric to another biometric
stored in the client computer to provide a first comparison output;

comparing, by the client computer, a derivative of the selected object to
a derivative of an object stored in the client computer to produce a second
comparison output;

signing, by the client computer, the challenge with a private key; and

sending, by the client computer to the server computer, the signed
challenge, wherein the server computer then verifies the signed challenge with a
public key corresponding to the private key and provides access to a resource after
the signed challenge is verified and the first and second comparison outputs are

verified.

2. The method of claim 1, wherein other objects in the object list
are also moved according to the screen coordinates, wherein the object list is
received with the challenge, and wherein the method further comprises:

before receiving the challenge and the object list, transmitting, by the
client computer, a client ID and an authenticator to the server computer, wherein the
server computer thereafter generates the challenge, the object list, and the screen
coordinates based upon a random vector, and wherein the screen coordinates are

sent by the server computer to the client computer.

3. The method of claim 1, wherein the screen coordinates and the
object list are received by the client computer from the server computer along with

the challenge.
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4. The method of claim 1, wherein the objects in the object list are

displayed on the display of the client computer in a one or two-dimensional array.

. The method of claim 1, wherein determining, by the client
computer, that the user has visually selected the object from the object list comprises
detecting eye movement of the user and determining by an eye tracking module in

the client computer that the user has visually selected the object.

6. The method of claim 1, wherein the biometric is a retinal scan of

the user.

7. The method of claim 1, wherein capturing the biometric of the

user occurs before the user visually selects the object.

8. The method of claim 1, wherein the challenge is a random

number.

9. The method of claim 1, wherein the first comparison output

comprises a likelihood indicator.

10.  The method of claim 1, wherein the derivative of the selected

object and the derivative of the object are hash values.

11.  The method of claim 1, further comprising:

determining, by the client computer, screen coordinates corresponding
to eye movements of the user as the user’s eyes follow the selected object as the
selected object moves according to the screen coordinates, and wherein the client
computer sends the determined screen coordinates to the server computer, and

wherein the server computer determines that the determined screen
coordinates match the screen coordinates or determines that a determined vector
from the determined screen coordinates corresponds to a random vector

corresponding to the screen coordinates.

12.  The method of claim 11, wherein the client computer determines
that the determined screen coordinates match the screen coordinates, or determines

that a determined random vector from the determined screen coordinates
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corresponds to the random vector to produce a third comparison output, and wherein

the client computer sends the third comparison output to the server computer.

13.  The method of claim 1, wherein a random vector and the object
list are received by the client computer from the server computer along with the
challenge, and wherein the screen coordinates are based on the random vector, and
wherein the method further comprises:

determining, by the client computer, screen coordinates corresponding
to eye movements of the user as the user’s eyes follow the selected object as the
selected object moves according to the determined screen coordinates, and wherein
the client computer sends the determined screen coordinates or a determined
random vector corresponding to the determined screen coordinates to the server
computer, and

wherein the server computer determines that the determined screen
coordinates match the previously sent screen coordinates or determines that a
determined vector from the determined screen coordinates corresponds to the

random vector.

14.  The method of claim 1, wherein the first and second comparison

outputs are verified by the server computer.

15. A client computer comprising:

a processor;

a display coupled to the processor; and

a non-transitory computer readable medium comprising code,
executable by the processor, for performing operations including:

receiving, from a server computer, a challenge,

displaying, on the display, objects from an object list to a user,

determining that the user has visually selected an object from the
object list,

moving the selected object on the display of the client computer
according to screen coordinates,

capturing a biometric of the user,

comparing, the biometric to another biometric stored in the client

computer to provide a first comparison output,
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comparing, a derivative of the selected object to a derivative of an
object stored in the client computer to produce a second comparison output,

signing the challenge with a private key, and

sending, to the server computer, the signed challenge, wherein the
server computer then verifies the signed challenge with a public key corresponding
to the private key and provides access to a resource after the signed challenge is

verified and the first and second comparison outputs are verified.

16. A method comprising:

transmitting, by a server computer to a client computer, a challenge,
wherein the client computer is programmed to display objects from an object list to a
user, determine that the user has visually selected an object from the object list,
move the selected object on a display of the client computer according to screen
coordinates, capture a biometric of the user, compare the biometric to another
biometric stored in the client computer to provide a first comparison output, compare
a derivative of the selected object to a derivative of an object stored in the client
computer to produce a second comparison output, and sign the challenge with a
private key;

receiving, by the server computer the signed challenge;

verifying, by the server computer the signed challenge with a public key
corresponding to the private key; and

providing access to a resource after the signed challenge is verified

and the first and second comparison outputs are verified.

17.  The method of claim 16, wherein the resource comprises data,

access to a host site, or a credential.

18.  The method of claim 16, further comprising:

before transmitting the challenge, receiving, by the server computer
from the client computer, a client ID and an authenticator, wherein the server
computer thereafter generates the challenge, the object list, and the screen
coordinates based upon a random vector, and wherein the screen coordinates and

the object list are sent by the server computer to the client computer.
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19.  The method of claim 16, wherein the biometric and the biometric

are retinal scans.

20.  The method of claim 16, wherein a random vector is transmitted
to the client computer by the server computer along with the challenge and the
object list, and wherein the screen coordinates are determined by the client
computer using the random vector, and the client computer is further programmed to
determine screen coordinates corresponding to eye movements of the user as the
user’'s eyes follow the selected object as the selected object moves according to the
screen coordinates, and wherein the method further comprises:

receiving, by the server computer the determined screen coordinates
or a determined random vector corresponding to the determined screen coordinates;
and

determining, by the server computer that the determined screen
coordinates match the previously sent screen coordinates or that a determined

vector from the determined screen coordinates corresponds to the random vector.
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