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A SYSTEM, METHOD, AND COMPUTER PROGRAM
FOR ENCRYPTING E-MAIL

BACKGROUND OF THE INVENTION
1. FIELD OF THE INVENTION
The present invention relates to systems, methods, and computer programs
for encrypting electronic messages (e-messages) such as, for example, electronic mail (e-
mail). More particularly, the invention relates to systems, methods, and computer programs
for encrypting messages using techniques that are updateable, upgradeable, and

customizable through on-line service providers.

2. DESCRIPTION OF THE PRIOR ART

It is often desirable to preserve security or personal privacy by encrypting e-
messages, particularly e-mail, so that only those persons entrusted with the decryption or
access keycare able to view the message. Encryption techniques and software are well-
known in the art, but suffer from several disadvantages. Encryption freeware or shareware,
for example, though inexpensive, lacks technical support and can be notoriously cryptic and
difficult for many consumers to use. Store-bought encryption software can suffer from the
same lack of support, particularly where older or outdated versions of the software are
involved. Though some providers do make patches and minor upgrades available for

download via the Internet, major upgrades often require purchasing a new product.

Furthermore, although the security needs of the average consumer are very
different from the security needs of a corporation, most encryption software and services
do not provide for this level of customization, including varying degrees of security or use.
That s, the average consumer may send e-messages relatively infrequently and need only
occasional, minimally complex security measures. A corporation, however, may have
hundreds or thousands of employees sending large amounts of e-messages requiring
varying levels of security depending on such factors as content sensitivity, originating

employee, and external exposure risk.
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Also, encryption software that can only be conventionally purchased in a store
is not immediately and conveniently available to an entity receiving an encrypted e-
message and needing his or her own copy of the software to decode the message. Even
where the software can be conveniently purchased and downloaded from an online service
provider, it may not be practical to purchase every encryption program necessary to enable
decoding all possible encryption formats and techniques.

Accordingly, there is a need for an improved, customizable system, method,
and computer program operable to economically and efficiently encrypt and decrypt e-

messages.

SUMMARY OF THE INVENTION

The present invention solves the above-described problems and provides a
distinct advance in the art of scaleable, customizable e-message encryption schemes and
services. More particularly, the presentinvention provides a system, method, and computer
program that provides online purchasing and support options and customization based on
such factors as security needs, security levels, and use.

In one preferred embodiment, a system for encrypting e-messages is provided
that includes a sending device and a receiving device, one or more communications
networks, and an encryption service provider. Though preferably embodied in personal
computers, the sending and receiving devices may be virtually any electronic devices,
including cellular telephones or electronic pagers, operable to send and receive,
respectively, an electronic text message. Though preferably embodied in the Internet, the
communications network may be any suitable communications network, including a local
area network or wireless network. The encryption service provider is preferably an
Internet-based website, though its nature may change to accommodate the various
embodiments of other aspects of the present invention.

The operator of the sending device may obtain the service or software online
or from a physical store. Upgrades and technical support are available online from the
service provider. With regard to customization, the encryption service provider may provide
encryption algorithms of varying levels of complexity, and large customers can establish a

security hierarchy dependent on context sensitivity and risk exposure (e.g., destination,



WO 02/33872 PCT/US01/32590
-3-

routing, firewall protection, etc.). Senders operating the sending device may use their
existing e-message or e-mail provider, and encrypt while typing or when sending. Senders
may also choose among several delivery and access options so that receivers need not
themselves purchase the software in order to decode messages.

These and other important aspects of the present invention are described
more fully below in the section tited DETAILED DESCRIPTION OF A PREFERRED
EMBODIMENT.

BRIEF DESCRIPTION OF THE DRAWING FIGURES

A preferred embodiment of the present invention is described in detail below
with reference to the attached drawing figures, wherein:

FIG. 1 is a computer-based system operable to implement a preferred
embodiment of the present invention.

FIG. 2 is a flowchart illustrating certain steps in the method of a preferred
embodiment of the present invention.

The drawing figures do not limit the present invention to the specific
embodiments disclosed and described herein. The drawings are not necessarily to scale,

emphasis instead being placed upon clearly illustrating the principles of the invention.

DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

Referring to Fig. 1, a computer-based system 10 is illustrated constructed in
accordance with a preferred embodiment of the present invention and operable to provide
customizable e-message encryption capability. E-messages broadly include e-mail, instant
messaging, and other suitable electronically-based messaging means and methods. The
present invention can be implemented in hardware, software, firmware, or any combination
thereof. In a preferred embodiment, however, the invention is implemented as a service
provided via an Internet website that is hosted by and can be accessed with the computer
equipment of the system 10, broadly comprising a Sender 12 operating an e-mail sending
device 13; a Recipient 14 operating an e-mail receiving device 15; one or more
communications networks 16; an e-mail service provider 17 operating an associated

computer-based system 18; and an encryption service provider 19 operating an associated
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computer-based system 20. The hardware and software illustrated and described herein
are merely examples that may be used to implement the present invention but that may be
replaced with other hardware or software performing equivalent functions without departing
from the scope of the present invention.

The sending device 13, receiving device 15, and the service provider systems
18,20 all include hardware and software operable to send and receive e-mail. The Sender
12 operating the sending device 13 may be, for example, a private individual or one of
hundreds of employees of a corporate client. The sending device 13 preferably comprises
a personal computer, such as those manufactured and sold by Dell, Compaq, Gateway, or
any other computer manufacturer. Alternatively, the sending device 13 may comprise any
type of device that permits access to the encryption or e-mail service providers’ systems
18,20 via the communications network 16, including personal computers, handheld
personal assistants such as those manufactured and sold by Palm or Pilot, or even
application specific appliances designed almost exclusively for e-mailing or accessing the
communications network 16. Whatever its nature, the sending device 13 preferably further
includes or can access a conventional Internet connection such as a modem, DSL
converter, or ISDN converter and a web browser that permits it to access and navigate the
communications network 16.

The Recipient 14 may also be, for example, a private individual or one of
hundreds of employees of a corporation. The receiving device 15 preferably comprises a
personal computer similar to the sending device 13, though may alternatively comprise any
device with the requisite send/receive e-mail capability, including a cellular telephone or
electronic pager.

The e-mail service provider 17 may be a single entity to which both Sender
12 and Recipient 14 are subscribers, or multiple separate entities between which email
originating with the Sender 12 for delivery to the Recipient 14 is communicated. Numerous
such e-mail service providers 17 exist, and no particular one is required by the present
invention.

The network 16 electronically links and allows for the communication of e-mail
between the sending device 13, service provider systems 18,20, and the receiving device

15. The network 16 is preferably the Internet but may be any communications network
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operable to provide the requisite electronic link, such as a local area network, a wide area
network, a wireless network, or an intranet, or any combination thereof.

The encryption service provider 19 uses the computer-based system 20 to
provide customizable encryption services to its clients and subscribers, which in the present
description are embodied in the Sender 12. The encryption service provider's system 20
comprises a host computer (not separately shown) to operate or host the provider’s Internet
website and serve as a repository for data and programs used to implement certain aspects
of the present invention, as described in more detail below. The host computer may be any
computing device such as a network computer running Windows NT, Novell Netware, Unix,
or any other network operating system. The host computer may include a firewall or other
security measures to prevent tampering with information stored on or accessible by the host
computer. The host computer includes conventional web hosting operating software, and
a connection for accessing the computer network 16, such as a modem, DSL converter or
ISDN converter. In Internet contexts, the encryption service provider's system 20 is
assigned a uniform resource locator (URL) and corresponding domain name such as
“customencryption.com” so that the website hosted thereon can be accessed via the
Internet in a conventional manner.

The one or more computer programs used to implement the presentinvention
are stored in or on computer-readable medium residing on or accessible by the host
computer, and are operable to instruct the host computer in operating the encryption
service provider's website as described herein. The computer programs preferably
comprise ordered listings of executable instructions forimplementing logical functions in the
host computer and other computing devices coupled with the host computer.

The computer programs may be embodied in any computer-readable medium
for use by or in connection with an instruction execution system, apparatus, or device, such
as the preferred computer-based system, a processor-containing system, or any other
system that can fetch the instructions from the instruction execution system, apparatus, or
device, and execute the instructions. In the context of this application, a “computer-
readable medium” can be any means that can contain, store, communicate, propagate or
transport the program for use by or in connection with the instruction execution system,

apparatus, or device. The computer-readable medium can be, for example, but is not
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limited to, an electronic, magnetic, optical, electro-magnetic, infrared, or semi-conductor
system, apparatus, device, or propagation medium. More specific, although not inclusive,
examples of the computer-readable medium would include the following: an electrical
connection having one or more wires, a portable computer diskette, a random access
memory (RAM), a read-only memory (ROM), an erasable, programmable, read-only
memory (EPROM or Flash memory), an optical fiber, and a portable compact disk read-only
memory (CDROM). The computer-readable medium could even be paper, for example, or
another suitable medium upon which the program is printed, as the program can be
electronically captured, via forinstance, optical scanning of the paper or other medium, then
compiled, interpreted, or otherwise processed in a suitable manner, if necessary, and then
stored in a computer memory.

The computer programs includes code segments for encrypting the Sender’s
e-mail. In general, there are several well-known methods for encrypting information,
including key tables, simple formulas, and algorithms. The present invention uses
updateable algorithms or formulas that lend themselves to reformulation. That is, as the
encryption software is periodically updated such that the actual code of encryption may
change, thereby foiling ongoing attempts to crack a stagnant code.

The encryption service provider 19 is able to use the system 20 to make the
encryption software available for convenient online purchase and download. Tutorials and
support services are identical regardless of whether the software was purchased
conventionally from a store or downloaded from the service provider's website. The Sender
12 is preferably required to register with the encryption service provider's system 20, which
provides a database for announcing upgrades and other relevant product/service
messages.

The flow chart of Fig. 2 shows in more detail the functionality and operation
of a preferred implementation of the present invention. In this regard, the boxes of the flow
chart may represent a module segment or portion of code of the computer programs of the
present invention which comprises one or more executable instructions for implementing
the specified logical function or functions. In some alternative implementations, the
functions noted in the various blocks may occur out of the order depicted in Fig. 2. For

example, two blocks shown in succession in Fig. 2 may in fact be executed substantially
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concurrently, or the blocks may sometimes be executed in the reverse order depending
upon the functionality involved.

In operation, the Sender 12, desiring to send and prevent unauthorized
persons from accessing and reading personal e-mail, either purchases the encryption
software of the present invention conventionally or pays for and downloads it from the
encryption service provider 19 via the Internet 16, as is depicted by box 50. Alternatively,
if the sender’s e-mail service provider 17 supports doing so, the Sender 12 may be able to
encrypt each e-mail on a per-use basis without purchasing the software. After purchasing
and installing the software, the Sender 12 preferably accesses the encryption service
provider's website and registers their ownership, as is depicted by box 52.

Alternatively, the Sender 12 may have a per-use option not requiring purchase
of the encryption software. In this form, the Sender 12 is able to encrypt particularly
sensitive e-mails as desired on a per-use payment basis, preferably using an activateable
icon appearing on the e-mail webpage provided by the e-mail service provider 17. This
presumably would require an agreement between the encryption service provider 19 and
the e-mail service provider 17.

Corporate or other clients requiring higher levels of security or customization
may contact the encryption service provider directly and arrange for a carefully tailored e-
mail security scheme, which may, for example, include unique encryption algorithms.
Depending on the client’s size, an independent encryption server (not shown) may be
required to handle the traffic. Preferably, such a server would be serviced only by the
encryption service provider 19 as any attempt by the client to access or tamper with the
encryption source code would disable the software and send e-mails warning of the
attempt, as described below.

For corporate clients, single- and multi-tiered security schemes may be
provided. In a first form, all licensed users of a single client would have the same
encryption software and the same security level. This is useful where the only purpose of
encryption is to prevent outsiders from accessing internal messages. In a second form, the
employees of a single corporate client, for example, would be divided into several tiers,
each representing a different security level, and each such security/level would have its own

encryption software. Each employee’s ability to protect their own e-mail and their ability to
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decrypt others’ e-mail can be based on whatever factors are deemed relevant, including the
employee’s position, department, trustworthiness, or need-to-know. Preferably, each
employee would be able to decrypt e-mails encrypted at the same or lower
encryption/security level. This allows supervisors, for example, to monitor their staff's e-
mails, while protecting executive’s e-mails from being accessed by lower level employees.
In a third form, several different encryption formulas are put in place without regard to
employee security level. This ensures that all e-mails will be unreadable except by those
to whom it was intended.

When desiring to send an encrypted e-mail, the Sender 12 accesses its e-
mail service provider's system 18, and decides whether to enable encryption while typing
or to encrypt when finished, as is depicted by box 54. The present invention, however, in
no way interferes with the Sender’s ability to send non-encrypted e-mail unless such a
limitation is a part of the customized service. The message is then typed or otherwise
entered or prepared for sending, as is depicted by box 56.

Prior to sending, the Sender 12 is prompted to specify a delivery method,
whether the originating and terminating addresses should be encrypted, and whether to be
notified if an unintended recipient attempts to open or decrypt the message, as is depicted
by box 57. The Sender 12 also has the option of encrypting its and the Recipient’s e-mail
addresses as well. By exercising this last option, only the system administrator of the
encryption service provider 19 would be able to trace the Sender 12 or Recipient 14.
Defaults may be established such that thereafter these decisions only need be made when
desiring an option other than the default. The e-mail is then sent, as is depicted by box 58.

Additional options, particularly for corporate clients, include automatically
encrypting all e-mail, or automatically encrypting some e-mail based on a pre-established
criteria. For example, a corporation may desire automatic encryption for all e-mail
originating internally and having an external destination. In another option, all internally
encrypted e-mail would have an identifying header, thereby allowing the system
administrator to identify externally originating encrypted e-mail.

The Sender 12 preferably may choose one of three or more various delivery
and decryption or access methods. In a first form, the Sender 12 can require that the

Recipient 14 have the same encryption software and the same version/format as the
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Sender 12 in order to decrypt the message. [f the Recipient 14 does not, he will be
required to purchase the software or update his existing version prior to accessing the e-
mail. In a second form, the Sender 12 could simply password-enable the message, thereby
not requiring that the Recipient 14 have the same encryption software. The password alone
allows the Recipient 14 to decrypt the e-mail. In a third form, the Sender 12 can send the
e-mail to a specified address within the encryption service provider’s site. The service
provider 19 then sends an e-mail to the intended Recipient 14 alerting it that a message is
being held. The Recipient 14 would be required to prove its identity, possibly by passing
a test, such as correctly answering a series of three or four Sender-supplied questions, in
order to gain access to the decrypted message. If the Recipient 14 fails the test, for
example, by giving an incorrect answer, then the e-mail is preferably deleted and the
Sender 12 notified of the failure to deliver. This last form of delivery does not require that
the Recipient 14 have the same encryption software as the Sender 12.

All of the above described client packages can use any or all of the above
described delivery methods. Even where a client uses its own dedicated server, messages
can be sent to the encryption service provider 19 for subsequent retrieval by the intended
Recipient 14.

The path taken by the encrypted e-mail will depend on the delivery and
access method specified. In any event, the e-mail will first travel via the e-mail service
provider 17, as depicted by box 60. From there, intermediate delivery may be to the
encryption service provider 19 such that the Recipient 14 must thereafter contact the
provider 19 and satisfy certain access requirements, which are described above, as is
depicted by box 62. Otherwise, the encrypted e-mail will proceed directly to the Recipient
14, as depicted by box 64.

It is further contemplated that any unauthorized attempt at any point in the
encryption process to breach the source code of the encryption software will cause a
warning e-mail to be sent to the encryption service provider 19 regarding the attempt, as
depicted by box 66. This feature is included to prevent parties from “reverse engineering”
the program code to discover means to defeat the encryption. Preferably, even the Sender
12 itself is not authorized to access the source code, regardless of whether it has

purchased the actual software, and any attempt to do so will disable the encryption software
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and also cause a warning e-mail to be sent to the encryption service provider 15 regarding
the attempt.

Although the invention has been described with reference to the preferred
embodiment illustrated in the attached drawing figures, it is noted that equivalents may be
employed and substitutions made herein without departing from the scope of the invention
as recited in the claims. For example, the sending device 12 may comprise a type of
cellular telephone having a display and being operable to send the encrypted e-message
via an ordinary wireless communication network 16 to the Recipient’s cellular telephone,
or to the encryption service provider 19 whom the Recipient 14 must then call, possibly
using a toll-free number, to retrieve the e-message. This example embodiment may not
require an e-message or e-mail service provider 17.

Having thus described the preferred embodiment of the invention, what is

claimed as new and desired to be protected by Letters Patent includes the following:
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1. An encryption service provider for encrypting an electronic message, the
encryption service provider being operable to:

send and receive an electronic message via a communications network;

provide encryption software for download via the communications network to a
sending device;

receive an encrypted electronic message from the sending device, the sending
device specifying a form of delivery, a form of access, and a recipient;

require the recipient to satisfy the form of access in order to access the encrypted
electronic message; and

satisfy the form of delivery if the recipient has satisfied the form of access.

2. The encryption service provider of claim 1, the encrypted electronic

message being in one of the following forms: electronic mail, instant messaging.

3. The encryption service provider of claim 1, the sending device being one
of the following: a personal computer, a cellular telephone, a pager, a handheld computing

device.

4. The encryption service provider of claim 1, the communication network

being one of the following: the Internet, a local area network, a wireless network.

5. The encryption service provider of claim 1, the form of delivery being direct

delivery of the encrypted electronic message to the recipient.

6. The encryption service provider of claim 1, the form of delivery being
intermediate delivery of the encrypted electronic message to the encryption service
provider, and subsequent delivery of the encrypted electronic message from the encryption

service provider to the recipient upon satisfaction of the form of access.
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7. The encryption service provider of claim 6, the form of access being

satisfied by the recipient providing at least one correct answer to at least one question.

8. The encryption service provider of claim 1, the encryption service provider
being further operable to provide a warning that an attempt has been made to deliver the

encrypted electronic message without satisfying the specified form of delivery.

9. The encryption service provider of claim 1, the encryption service provider
being further operable to provide a warning that an attempt has been made to access the

encrypted electronic message without satisfying the specified form of access.
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10. A method for encrypting an electronic message intended for delivery to
and access by a designated recipient, the method comprising the steps of:

(a) allowing a sender to access software operable to encrypt the electronic
message;

(b) allowing the sender to specify a form of delivery;

(c) allowing the sender to specify a form of access;

(d) allowing the encrypted electronic message to be delivered in accordance with the
specified form of delivery; and

(f) allowing the encrypted electronic message to be accessed by a recipient in

accordance with the specified form of access.

11. The method as set forth in claim 10, the encrypted electronic message

being in one of the following forms: electronic mail, instant messaging.

12. The method as set forth in claim 10, step (a) being accomplished by

providing one or more computer-readable memory devices containing the software.

13. The method as set forth in claim 10, step (a) being accomplished by

providing the software for download via a communications network.

14. The method as set forth in claim 10, the specified form of delivery being
direct delivery of the encrypted electronic message to the designated recipient having

software operable to decrypt the encrypted electronic message.

15. The method as set forth in claim 10, the specified form of delivery being
direct delivery of the encrypted electronic message to the designated recipient, the

specified form of access requiring provision of at least one correct password.
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16. The method as set forth in claim 10, the specified form of delivery being
delivery of the encrypted electronic message to a third-party, the third-party communicating
to the designated recipient that the electronic message has been delivered to the third-party
and requesting that the designated recipient contact the third-party in order to satisfy the

specified form of access.

17. The method as set forth in claim 16, the specified form of access to the
electronic mail being the provision of one or more correct answers to one or more

questions.

18. The method as set forth in claim 10, further including the step of (g)
communicating a warning message if delivery of the encrypted electronic message is

attempted in a form not in accordance with the specified form of delivery.

19. The method as set forth in claim 10, further including the step of (g)
communicating a warning message if access to the encrypted electronic message is

attempted in a form not in accordance with the specified form of access.
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20. A method for providing customizable encryption services for encrypting
an electronic message intended for delivery to and access by a designated recipient, the
method comprising the steps of:

(a) providing software operable to encrypt and decrypt the electronic message using
one or more encryption algorithms;

(b) providing an amount of technical support for the software, the technical support
including assistance in operating the software;

(c) providing an amount of assistance in the delivery to and access by the
designated recipient of the encrypted electronic message; and

(d) charging a fee for the encryption service, the fee being based on criteria such as
the number of encryption algorithms used, the amount of technical support
provided, the amount of assistance provided in the delivery to and access by

the designated recipient.

21. The method as set forth in claim 20, the encrypted electronic message

being in one of the following forms: electronic mail, instant messaging.

22. The method as set forth in claim 20, step (a) being accomplished by

providing one or more computer-readable memory devices containing the software.

23. The method as set forth in claim 20, step (a) being accomplished by

allowing the software to be received via a communications network by an electronic device.

24. The method as set forth in claim 20, step (c) being accomplished by acting
as an intermediate recipiént from which the designated recipient may access the electronic

message by satisfying at least one pre-established access condition.

25. The method as set forth in claim 24, the pre-established access condition

being provision of at least one correct answer to at least one question.
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26. The method as set forth in claim 20, step (d) being accomplished on a per

use basis with a fee being charged for each use of the encryption services.

27. The method as set forth in claim 20, the method further comprising the
step of (e) establishing a security hierarchy based on pre-established criteria, the security
hierarchy comprising a plurality of hierarchical security levels, each security level having its
own encryption algorithm for encrypting the electronic message and being able to decrypt

the electronic message encrypted using the same algorithm.

28. The method as set forth in claim 27, each security level being able to
access and decrypt the electronic message of all of the security levels lower in the
hierarchy, and each security level being unable to access and decrypt the electronic

message of all of the security level higher in the hierarchy.
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29. A combination of computer code segments, each computer code segment
being stored on a computer-readable memory, the combination of computer code segments
being operable to facilitate the encryption of an electronic message intended for delivery
to and access by a designated recipient, the combination of computer code segments
comprising:

a program code segment operable to allow for electronic communications via a
communications network;

a program code segment operable to encrypt the electronic message;

a program code segment operable to receive input specifying a form of delivery and
to allow for the delivery of the encrypted electronic message in accordance
with the specified form of delivery;

a program code segment operable to receive input specifying a form of access and
to allow for the delivery of the encrypted electronic message in accordance
with the specified form of access; and

a program code segment operable to decrypt the encrypted electronic message.

30. The computer program set forth in claim 29, the program code segment
operable to encrypt the electronic message by selecting an encryption algorithm from a set

of possible encryption algorithms.
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