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IIN (57) Abstract: The present disclosure 
provides for selectively enabling a primary 
communication channel upon receipt of en­
ablement instructions received via a second­
ary communication channel. In some em­
bodiments, a first intelligent electronic 
device (IED) may be connected to a second 
IED via a primary communication channel. 
In various embodiments, the primary com­
munication channel may be selectively 
and/or temporarily enabled by transmitting 
an enablement instruction via a secondary 
communication channel. The secondary 
communication channel may be relatively 
more secure than the primary communica­
tion channel. In some embodiments, the sec­
ondary communication channel may also 
connect the first and second IEDs. Accord­
ingly, the first IED may transmit an enable­
ment instruction to the second IED in order 
to temporarily enable communication via the 
primary communication channel between the 
first and second IEDs.
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Network Access Management via a Secondary Communication 
Channel

RELATED APPLICATION

[0001] This application claims priority to U.S. Patent Application No. 13/599,927, 

filed August 30, 2012, and titled "NETWORK ACCESS MANAGEMENT VIA A 

SECONDARY COMMUNICATION CHANNEL," which is incorporated herein by 

reference in its entirety.

TECHNICAL FIELD

[0002] This disclosure relates to network security and communications. 

Specifically, this disclosure relates to selectively enabling communication over a first 

communication channel after receiving an enablement instruction via a second 

communication channel.

SUMMARY

[0002A] In a first aspect of the present invention, a method according to claim 1 is 

provided.

[0002B] In a second aspect of the present invention, a system according to claim 

17 is provided.

[0002C] In a third aspect of the present invention, a non-transitory computer- 

readable medium according to claim 33 is provided.

BRIEF DESCRIPTION OF THE DRAWINGS 

[0003] Non-limiting and non-exhaustive embodiments of the disclosure are 

described herein with reference to the figures described below.

[0004] FIG. 1 illustrates an embodiment of a system including an intelligent 

electronic device (IED) performing the functions of a network operations center (NOC), 

including a primary communication channel and a secondary communication channel.
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[0005] FIG. 2 illustrates an embodiment of a system including a network access 

controller configured to selectively enable access via a primary communication channel 

upon receiving an enablement instruction from a secondary communication channel. 

[0006] FIG. 3 illustrates an embodiment of a system where a local operator may 

provide an enabling signal to a network access controller in order to enable access by a 

remote operator via a primary communication channel.

1A
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[0007] FIG. 4A illustrates an embodiment of a system in which a 

remote operator may provide an enablement instruction via a physically 

secure secondary communication channel in order to enable access via 

a primary communication channel.

[0008] FIG. 4B illustrates an embodiment of a system in which a local 

operator may provide an enablement instruction via a physically secure 

secondary communication channel to enable access to a remote ■ 

operator via a primary communication channel.

[0009] FIG. 5 illustrates a flow chart of an embodiment of a method for 

selectively enabling communication over a first communication channel in 

response to receiving an enablement instruction via a second 

communication channel.

[0010] FIG. 6 illustrates a flow chart of an embodiment of an lED’s 

response to communications received via first and second 

communication channels, depending on the state of the first 

communication channel.

[0011] In the following description, numerous specific details are 

provided for a thorough understanding of the various embodiments 

disclosed herein. The systems and methods disclosed herein can be 

practiced without one or more of the specific details, or with other 

methods, components, materials, etc. In addition, in some cases, well- 

known structures, materials, or operations may not be shown or 

described in detail in order to avoid obscuring aspects of the disclosure. 

Furthermore, the described features, structures, or characteristics may 

be combined in any suitable manner in one or more alternative 

embodiments.

DETAILED DESCRIPTION

[0012] Intelligent electronic devices (lEDs) may be used for 

monitoring, protecting, and/or controlling industrial and utility equipment, 

such as in an electric power delivery system. For example, an IED, such 

as a programmable logic controller (PLC), protective relay, real-time 

automation controller (RTAC), or the like may monitor, protect, and/or 

control various components within an industrial or utility system, such as

2
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a power delivery system (which may include, for example, electric power 

generation, transmission, distribution, and/or consumption). lEDs may 

be monitored, controlled, and/or managed using any of a wide variety of 

communication methods. For example, lEDs may include 

communication channels utilizing Ethernet or serial connections and may 

implement any of a wide variety of communication protocols and security 

measures. The systems and methods disclosed herein may be 

implemented in gateways, firewalls, and other network devices 

configured to implement modern access control paradigms across a wide 

variety of networked devices.

[0013] Although various embodiments and descriptions herein refer to 

a power delivery system, the principles and applications described herein 

are applicable to various types of industrial, utility, or other computing 

systems.

[0014] In one embodiment, a first IED may be connected to a second 

IED via a primary communication channel that is relatively less secure. 

Disabling the primary communication channel may reduce unauthorized 

access to the second IED. Of course, this prevents communication from 

the first IED to the second IED via the primary communication channel.

In various embodiments, the primary communication channel may be 

selectively and/or temporarily enabled by transmitting an enablement 

instruction via a secondary communication channel. The secondary 

communication channel may be relatively secure. In some 

embodiments, the secondary communication channel may also connect 

the first and second lEDs. Accordingly, the first IED may transmit an 

enablement instruction to the second IED in order to temporarily enable 

communication via the primary communication channel between the first 

and second lEDs.

[0015] Alternatively, the secondary communication channel may 

connect the second IED to a third IED. In such an embodiment, when 

the third IED transmits an enablement instruction to the second IED via 

the secondary communication channel, the second IED may enable the 

primary communication channel, allowing the first IED to communicate 

with the second IED.

3
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[0016] In one embodiment, the primary communication channel may 

utilize a publicly accessible wide area network connection, such as via 

Ethernet, while the secondary communication channel may utilize a 

private, more secure, serial connection, such as in a supervisory control 

and data acquisition (SCADA) network. In other embodiments, the 

primary communication channel and the secondary communication . 

channel may utilize the same physical connections or physical 

connection types, but implement different communication protocols, 

security measures, error detection, error correction, transmission 

algorithms, and/or other communication variations.

[0017] According to various embodiments, an IED may perform a 

monitoring, controlling, and/or protective function via a first, private 

network. For example, the IED may bea part of a synchronous optical 

networking (SONET) network or a synchronous digital hierarchy (SDH) 

network. The IED may be managed and/or controlled via the SONET or 

SDH network, or alternatively, the IED may be managed and/or 

controlled via a separate network connection. For example, an access 

controller in communication with the IED may enable a local or remote 

operator to configure settings within the IED via a serial or parallel 

network connection, such as an Ethernet connection.

[0018] An IED, potentially via the access controller, may include a 

primary network connection and a secondary network connection. In 

some embodiments, the primary network connection may be selectively 

enabled and disabled via enablement instructions provided via the 

secondary network connection. The primary network connection may 

provide a relatively high bandwidth connection, but be relatively less 

secure. The secondary network connection may be relatively secure 

(physically or virtually), but have a relatively limited bandwidth. 

Accordingly, by disabling the primary network connection until an 

enablement instruction is received via the secondary network connection, 

the overall security of the system is improved while still allowing for high- 

bandwidth network connections.

[0019] The phrases “connected to” and “in communication with” refer 

to any form of interaction between two or more components, including

4
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mechanical, electrical, magnetic, and electromagnetic interaction. Two 

components may be connected to or in communication with each other, 

even though they may not be in direct contact with each other, and even 

though there may be intermediary devices between the two components. 

[0020] As used herein, the term IED may refer to any microprocessor- 

based device that monitors, controls, automates, and/or protects 

monitored equipment within a system. Such devices may include, for 

example, remote terminal units, differential relays, distance relays, 

directional relays, feeder relays, overcurrent relays, voltage regulator 

controls, voltage relays, breaker failure relays, generator relays, motor 

relays, automation controllers, bay controllers, meters, recloser controls, 

communications processors, computing platforms, programmable logic 

controllers (PLCs), programmable automation controllers, input and 

output modules, motor drives, and the like. Moreover, networking and 

communication devices may be incorporated in an IED or be in 

communication with an IED. The term IED may be used interchangeably 

to describe an individual IED or a system comprising multiple lEDs. 

[0021] Some of the infrastructure that can be used with embodiments 

disclosed herein is already available, such as: general-purpose 

computers, computer programming tools and techniques, digital storage 

media, and communications networks. A computer may include a 

processor, such as a microprocessor, microcontroller, logic circuitry, or 

the like. The processor may include a special purpose processing 

device, such as an ASIC, PAL, PLA, PLD, Field Programmable Gate 

Array, or other customized or programmable device. The computer may 

also include a computer-readable storage device, such as non-volatile 

memory, static RAM, dynamic RAM, ROM, CD-ROM, disk, tape, 

magnetic, optical, flash memory, or other computer-readable storage 

medium.

[0022] Aspects of certain embodiments described herein may be 

implemented as software modules or components. As used herein, a 

software module or component may include any type of computer 

instruction or computer executable code located within or on a computer- 

readable storage medium. A software module may, for instance,

5



WO 2014/035992 PCT/US2013/056842

comprise one or more physical or logical blocks of computer instructions,. 

which may be organized as a routine, program, object, component, data 

structure, etc., that performs one or more tasks or implements particular 

abstract data types. .

[0023] In some cases, well-known features, structures, or operations 

are not shown or described in detail. Furthermore, the described 

features, structures, or operations may be combined in any suitable 

manner in one or more embodiments. It will also be readily understood 

that the components of the embodiments, as generally described and 

illustrated in the figures herein, could be arranged and designed in a wide 

variety of different configurations. In addition, the steps of a method do 

not necessarily need to be executed in any specific order, or even 

sequentially, nor need the steps be executed only once, unless otherwise 

specified.

[0024] The embodiments of the disclosure will be best understood by 

reference to the drawings, wherein like parts are designated by like 

numerals'throughout. The components of the disclosed embodiments, 

as generally described and illustrated in the figures herein, could be 

arranged and designed in a wide variety of different configurations.

Thus, the following detailed description of the embodiments of the 

systems and methods of the disclosure is not intended to limit the scope 

of the disclosure, as claimed, but is merely representative of possible 

embodiments.

[0025] FIG. 1 illustrates an embodiment of a system 100 including an 

intelligent electronic device (IED) 120 performing the functions of a 

network operations center (NOC). The NOC IED 120 is in 

communication with the lEDs 111, 112, 113, and 114 in a secure 

integrated communications optical network (ICON) 110. The lEDs 111, 

112, 113 and 114 may be configured to perform various control, 

automation, monitoring, and/or protection functions in an electric power 

distribution system. However, the systems and methods described 

herein are applicable to any of a wide variety of communication networks. 

The NOC IED 120 may provide limited access to the IED 114 (and/or the

6
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lEDs 111, 112, and/or 113) by external devices, such as the operation 

manager 150 and threats 160.

[0026] As illustrated, the NOC IED 120 may be in communication with 

an operation manager 150 via a wide area network (WAN) 145. The 

WAN 145 may be publicly accessible, such that threats 160 may need to 

be detected and/or prevented from accessing the secure ICON 110. In 

order to prevent unauthorized access or attacks, such as threats 160, the 

primary communication channel 140 connecting the NOC IED 120 to the 

WAN 145 may be disabled. The primary communication channel 140 

may be selectively enabled on a temporary basis and/or with limited 

accessibility upon receiving enablement instructions 125 via a secure 

secondary channel 130.

[0027] Thus, the primary communication channel 140 may be 

disabled until an enablement instruction 125 is provided via the 

secondary communication channel 130. The secondary communication 

channel 130 may be physically and/or virtually more secure than the 

primary communication channel 140. In some embodiments, the 

secondary communication channel 140 may be accessible to the 

operation manager 150. Alternatively, the secondary communication 

channel 140 may be inaccessible to the operation manger 150, requiring 

a third party to effectively authorize the communication temporarily 

between the operation manager 150 and the NOC IED 120 via the 

primary communication channel 140.

[0028] According to various embodiments, the primary communication 

channel 140 may be disabled after a predetermined time period, 

following a predetermined number of connections, and/or after a 

disablement instruction is received via the secondary communication 

channel 130. For example, the secondary communication channel 130 

may comprise a contact input that, when toggled, selectively enables and 

disables communication via the primary communication channel 140.

The contact input may be accessible to the operation manager 150, or 

only accessible to a third party access controller.

[0029] FIG. 2 illustrates an embodiment of a system 200 including a 

network access controller 270 configured to selectively enable access via

7
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a primary communication channel 240 upon receiving an enablement 

instruction 235 from a secondary communication channel 230. In the 

illustrated embodiment, the network access controller connects a control 

and data acquisition (SCADA) network (via the secure secondary 

channel 230) to a NOC IED 220. The NOC IED 220 may control access 

and/or communication from a private network 210, including IEDS 211, 

212, 213, 214, and 215. The NOC IED 220 may communicate with the 

IED 214 using simple network management protocol (SNMP). The 

secure secondary channel 230 may be able to communicate freely (i.e. 

the communication channel may be enabled) with the network access 

controller 270. Any of a wide variety of authentication, encryption, and/or 

other security measures may be implemented between the network 

access controller 270 and the SCADA network.

[0030] The network access controller 270 may also be configured to 

selectively allow access via the primary communication line 240 over a 

WAN 245. The WAN 245 may not be as inherently secure as the 

secondary communication channel 230. For instance, unauthorized 

threats 260 may attempt to access the network access controller 270. 

According to the presently described systems and methods, one method 

of minimizing the threats 260 is to selectively disable the primary 

communication channel 240. The network access controller 270 may 

selectively enable the primary communication channel 240 when an 

enablement instruction 235 is received from the secure secondary 

communication channel 230. In the illustrated embodiment, the . 

enablement instruction may comprise a SCADA tag transited by a device 

on the SCADA network connected to the network access controller via 

the secure secondary communication channel 230. The primary 

communication channel 240 may comprise a relatively high bandwidth 

Ethernet connection to the WAN 245. Accordingly, a relatively low 

bandwidth enablement instruction 235 may be used to grant temporary 

and/or selective access to a network access controller 270 (or an 

associated network 210) via a high bandwidth, potentially less secure, 

communication channel. '

8
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[0031] In some embodiments, the operation manager 250 may be 

connected to the network access controller 270 only through the WAN 

245 and the primary communication channel 240. In other embodiments, 

the operation manager 250 may also have access to the network access 

controller 270 via the secure secondary communication channel 230 

using a SCADA connection. Additionally, the enablement instruction 235 

may include an instruction to initiate a single communication session via 

the primary communication channel 240. The enablement instruction 

235 may include a time period until the primary communication channel 

240 should be disabled. The enablement instruction 235 may include an 

Internet Protocol (IP) address, media access control (MAC) address, 

and/or other identifying characteristic of the operation manager 250 in 

order to provide additional security. The network access controller 270 

may receive a disablement instruction via the secure secondary 

communication channel 230, the NOC IED 220, and/or the operation 

manager 250 and disable the primary communication channel 240 in 

response. Additionally, the network access controller may be configured 

to disable the primary communication channel 240 in response to a 

detected threat.

[0032] FIG. 3 illustrates an embodiment of a system 300 where a local 

operator 330 may be connected to a network access controller 370 via a 

secondary communication channel 335. The local operator may be 

connected to a local network 310, including multiple lEDs 311, 312, 313, 

314, and 315, via the network access controller 370 and/or a NOC IED 

320. The NOC IED 320 may be configured to manage communication 

between the lEDs 311-315 on a SONET network. The local operator 330 

may communicate via the access controller 370 via the secondary 

communication channel using any of a wide variety of communication 

ports, links, protocols, and/or communication types. For example, the

• local operator 330 may be connected to the network access controller 

370 via an Ethernet connection, a serial connection, as part of a SCADA 

network, as part of a SONET network, using a deterministic network, 

using a physically secure communication line, using a wireless 

communication network, and/or any other network type. In various

9
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embodiments, the secondary communication may be considered more 

secure than a primary communication channel 340.

[0033] The primary communication channel 340 may be configured to 

connect a remote operator 350 to the network access controller 370.

The network access controller 370 may selectively enable and disable 

the primary communication channel 340 in order to prevent threats 360 

from obtaining unauthorized access to local operator 330, NOC IED 320, 

and/or local network 310. The network access controller 370 may 

selectively enable the primary communication channel 340 when so 

instructed by the local operator 330. Accordingly, a local operator 330 

may authorize the remote operator 350 to connect to NOC IED 320 

and/or local network 310 via the primary communication channel 340 by 

transmitting enablement instructions to the network access controller 

370.

[0034] In some embodiments, the local operator 330 and the remote 

operator 350 may be the same operator and/or physical machine. In 

such an embodiment, a generally less secure communication channel 

(e.g., the primary communication channel 340) may be selectively 

enabled using a more secure communication channel (e.g., the 

secondary communication channel 335). This may be useful, for 

example, when the primary communication channel provides superior 

access, control, bandwidth, flexibility, and/or other desirable 

communication feature, as compared to the more secure secondary 

communication channel.

[0035] In some embodiments, the primary communication channel 

340 and the secondary communication channel 335 may utilize different 

types of physical connections, cables, physical ports, virtual ports, and/or 

communication protocols, but may be otherwise similar. In some 

embodiments, the primary communication channel 340 and the 

secondary communication channel 335 may be a part of the same or 

different networks, may utilize the same physical connection, may utilize 

the same type of physical connection, and/or may utilize the same 

communication protocol. In such embodiments, a first communication

10
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channel is used to selectively enable a second communication channel 

(or vice versa).

[0036] FIG. 4A illustrates an embodiment of a system 400 in which a 

remote operator 450 may provide an enablement instruction via a 

physically secure secondary communication channel in order to enable 

access via a primary communication channel 440. As illustrated, the 

secure secondary communication channel may comprise a contact input 

430, such as a button or a switch, configured to transmit a signal 435 

toggled between two or more states. Depending on the state of the 

contact input 430, a network access controller 470 may selectively 

enable the primary communication channel 440. The remote operator 

450 may set the contact input 430.

[0037] A private network(s) 410, including lEDs 411, 412, 413, 414, 

and 415 may be managed by a NOC IED 420. NOC IED 420 may be in 

communication with, or alternatively include, the network access 

controller 470. In some embodiments, the NOC IED 420 may be omitted. 

Remote access to the private network 410 may be accessible through 

the primary communication channel 440, but the primary communication 

channel 440 may remain disabled unless the contact input 430 is toggled 

to an enabling state. In such an embodiment, the private network 410 is 

protected from threats 460 that may attempt (successfully or 

unsuccessfully) to gain unauthorized access via the network access 

controller 470 and/or the NOC IED 420.

[0038] To gain access to the private network 410 via a relatively 

unsecure WAN 445 connected to the primary communication channel 

440, the remote operator 450 may temporarily enable the primary 

communication channel 440 by transmitting an enablement instruction by 

toggling the contact input 430. The network access controller 470 may 

be configured to interpret the enablement instruction in any of a wide 

variety of ways. For example, primary communication channel 440 may 

be enabled only for the first connection request, enabled for a 

predetermined time period, enabled until the state of the contact input is 

changed, and/or enabled for a single communication connection.

11
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[0039] FIG. 4B illustrates an embodiment of the system 400 in which 

a local operator 432 may provide an enablement instruction via the 

physically secure secondary communication channel to enable access to 

the. remote operator 450 via the primary communication channel 440. As 

in FIG. 4A, the secure secondary communication channel may comprise 

a contact input 430, such as a button or a switch, configured to transmit a 

signal 435 toggled between two or more states. Depending on the state 

of the contact input 430, the network access controller 470 may 

selectively enable the primary communication channel 440.

[0040] In one embodiment, the remote operator 450 may provide 

authentication credentials to the local operator 432. For example, the 

remote operator 450 may “badge in,” scan a keycard, send an electronic 

communication to the local operator, call the local operator, and/or 

otherwise provide authenticating information. The local operator 432 

may then set the contact input 430 to allow the remote operator 450 

temporary access via the primary communication channel 440. The local 

operator 432 may be a human operator, such as an operations manager 

of a substation, or an automated device or computer configured to 

authenticate the remote operator 450 and then toggle the contact input 

430 automatically.

[0041] The contact input 430 may comprise a separate physical 

channel configured to undergo a physical state change indicating 

whether or not the primary communication channel 440 should be 

enabled or disabled. Alternatively, the contact input 430 may comprises 

a logical input into a communication system, such as an RTAC, 

configured to selectively enable and disable the primary communications 

channel 440.

[0042] FIG. 5 illustrates a flow chart of an embodiment of a method 

500 for selectively enabling communication over a first communication 

channel in response to receiving an enablement instruction via a second 

communication channel. The steps of the method 500 need not be 

performed in the illustrated order, nor do they necessarily need to all be 

performed or only performed once. In a communication system, a first 

communication channel may be disabled, at 510. A second

12
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communication channel may be enabled and configured to receive 

communication, at 520. An enablement instruction may be received via 

the second communication channel, at 530. Communication via the first 

communication channel may be enabled in response to the enable 

instruction, at 540. Communication via the first communication channel 

may be disabled in response to a disabling event, at 550.

[0043] For example, an access controller for managing

communication with an IED may be configured to communicate via two 

communication channels, a first communication channel and a second 

communication channel. The access controller may disable the first 

communication channel to prevent unauthorized access or access 

attempts, at 510. The access controller may, however, receive 

communication via an enabled, second communication channel, at 520.

In some embodiments the second communication channel may be 

configured to communicate with the IED. For example, the second 

communication channel may comprise a fully-functioning network utilizing 

one or more physical network connections, cables, protocols, and/or 

other networking paradigm. As specific examples, the second 

communication channel may be a part of a SONET, SCADA, EtherCat,

IP over Ethernet, and/or other serial or parallel network. Alternatively, 

the second communication channel may be dedicated to selectively 

transmitting an enablement instruction to the access controller.

[0044] The access controller may receive enablement instructions via 

the second communication channel instructing the access controller to 

enable the first communication channel, at 530. The access controller 

may enable the first communication channel in response to the 

enablement instructions, at 540. In various embodiments, the access 

controller may be configured to enable the first communication channel 

permanently, for a selected time period, and/or until a disablement 

instruction is provided. The access controller may be configured to 

enable the first communication channel for a specific IP address, MAC 

address, or other identifying characteristic provided in the enablement 

instruction. The access controller may be configured to enable the first 

communication channel for only a predetermined number of access
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attempts or communication sessions. The access controller may disable 

the first communication channel in response to a disabling event, at 550. 

The disabling event may comprise a disablement instruction provided by 

a remote IED, a local IED, the access controller, a third party, a time limit, 

an access restriction, inability to verify login credentials, and/or other 

event. 1

[0045] FIG. 6 illustrates a flow chart of an embodiment of an lED’s 

response 600 to communications received via first and second 

communication channels, depending on the state of the second 

communication channel. Initially, communication may be received via a 

first communication channel, at 610. If the first communication channel is 

not enabled, at 615, then the communication received via the first 

communication channel is not received, at 625. Alternatively, if the first 

communication channel is enabled, at 615, then the communication via 

the first communication channel is allowed. Although the communication 

may be allowed, at 620, an access controller may still require a remote 

IED to provide appropriate login credentials or implement other 

encryption and/or security measures to ensure authorized access.

[0046] Communication received via the second communication 

channel, at 630, may be allowed, at 635. Again, the communication via 

the second communication channel, at 630, may be allowed only in the 

sense that the communication will be considered by the access 

controller. Appropriate login credentials, security measures, encryption 

protocols, and/or the like may be required in order for a local or remote 

IED to communicate via the access controller or with the access 

controller. If the communication includes an enablement or disablement 

instruction associated with the first communication channel, at 640, then 

the first communication channel may be selectively enabled or disabled, 

at 645. If the communication does not include an enablement or 

disablement instruction, at 640, then the state (enabled or disabled) of 

the first communication channel may be maintained, at 650.

[0047] The above description provides numerous specific details for a 

thorough understanding of the embodiments described herein. However, 

those of skill in the art will recognize that one or more of the specific
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details may be omitted, modified, and/or replaced by a similar process or 

system.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. A method for enabling network communication with an intelligent 

electronic device (IED), comprising:

disabling communication via a first communication channel with the IED to 

prevent communication via the first communication channel;

enabling communication via a second communication channel with the IED, 

wherein the first communication channel and the second communication channel are 

physically distinct communication channels,

wherein the second communication channel is a private communication channel 

that is physically secure;

receiving an enablement instruction via the private and physically secure second 

communication channel, the enablement instruction providing an instruction to activate 

the first communication channel;

enabling communication via the first communication channel with the IED in 

response to the enablement instruction; and

receiving communication via the first communication channel.

2. The method of claim 1, further comprising the intelligent electronic device 

disabling communication via the first communication channel in response to a disabling 

event.

3. The method of claim 1, wherein the first communication channel utilizes a 

first communication protocol and the second communication channel utilizes a second 

communication protocol.

4. The method of claim 1, wherein the first communication channel utilizes a 

first type of physical network link and the second communication channel utilizes a 

second type of physical network link.
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5. The method of claim 1, wherein the first communication channel 

communicates via a first communication network and the second communication 

channel communicates via a second, independent communication network.

6. The method of claim 1, wherein the second communication channel 

comprises a contact input.

7. The method of claim 1, wherein the second communication channel 

comprises an Ethernet link.

8. The method of claim 1, wherein the second communication channel 

comprises a serial port.

9. The method of claim 1, wherein the first communication channel 

comprises a wireless network.

10. The method of claim 9, wherein the wireless network comprises a cellular 

network.

11. The method of claim 1, wherein the enablement instruction comprises a 

supervisory control and data acquisition tag.

12. The method of claim 1, wherein the enablement instruction comprises a 

toggle of a contact input.

13. The method of claim 1, wherein the first communication channel 

comprises a network communication channel accessible via a wide area network (WAN) 

and the second communication channel comprises a network communication channel 

accessible via a secure network.
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14. The method of claim 2, wherein the disabling event comprises a 

disablement instruction received via one of the second communication channel and the 

first communication channel.

15. The method of claim 2, wherein the disabling event comprises an 

expiration of a time limit.

16. The method of claim 1, wherein the step of enabling communication via 

the first communication channel further comprises encryption of communication via the 

first communication channel.

17. A system for managing network communication with an intelligent 

electronic device (IED), comprising:

a first communication channel configured to facilitate network communication 

with the IED, the first communication channel configured to be selectively enabled and 

disabled, wherein the first communication channel is prevented from communicating 

when disabled;

a second communication channel for receiving an enablement instruction, the 

enablement instruction providing an instruction to activate network communication via 

the first communication channel,

wherein the second communication channel is a private communication channel 

that is physically secure; and

an access module configured to enable network communication via the first 

communication channel in response to receiving the enablement instruction via the 

private and physically secure second communication channel,

wherein the first communication channel and the second communication channel 

are physically distinct communication channels.

18. The system of claim 17, wherein the first communication channel utilizes a 

first communication protocol and the second communication channel utilizes a second 

communication protocol.
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19. The system of claim 17, wherein the first communication channel utilizes a 

first type of physical network link and the second communication channel utilizes a 

second type of physical network link.

20. The system of claim 17, wherein the first communication channel 

communicates via a first communication network and the second communication 

channel communicates via a second, independent communication network.

21. The system of claim 17, wherein the second communication channel 

comprises a contact input.

22. The system of claim 17, wherein the second communication channel 

comprises an Ethernet link.

23. The system of claim 17, wherein the second communication channel 

comprises a serial port.

24. The system of claim 17, wherein the first communication channel 

comprises a wireless network.

25. The system of claim 24, wherein the wireless network comprises a cellular 

network.

26. The system of claim 17, wherein the enablement instruction comprises a 

supervisory control and data acquisition tag.

27. The system of claim 17, wherein the enablement instruction comprises a 

toggle of a contact input.

28. The system of claim 17, wherein the first communication channel 

comprises a network communication channel accessible via a wide area network (WAN)

19



1000726306

20
13

30
90

13
 

22
 Ju

l2
01

4

and the second communication channel comprises a network communication channel 

accessible via a secure network.

29. The system of claim 17, wherein the access module is configured to 

disable network communication via the first communication channel in response to a 

disablement event.

30. The system of claim 29, wherein the disabling event comprises a 

disablement instruction received via one of the second communication channel and the 

first communication channel.

31. The system of claim 29, wherein the disabling event comprises an 

expiration of a time limit.

32. The system of claim 17, wherein the first communication channel is further 

configured to provide encrypted communications with the IED.

33. A non-transitory computer-readable medium having instructions encoded 

thereon that, when executed by a processor, are configured to cause the processor to 

perform operations, the operations comprising:

disabling communication via a first communication channel with an IED to 

prevent communication via the first communication channel;

enabling communication via a second communication channel with the IED, 

wherein the first communication channel and the second communication channel are 

physically distinct communication channels,

wherein the second communication channel is a private communication channel 

that is physically secure;

receiving an enablement instruction via the private and physically secure second 

communication channel, the enablement instruction providing an instruction to activate 

communication via the first communication channel;
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enabling communication via the first communication channel with the IED in 

response to the enablement instruction;

receiving communication via the first communication channel; and 

disabling communication via the first communication channel in response to a

pre-defined event.
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