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(57) Abstract: The present invention discloses a method and apparatus for an alarm for a mobile device. Said method includes stor -
ing the historical operating status data for the mobile device and/or the statistical analysis of the historical operating status data, and
comparing the current operating status data of the mobile device with the stored historical operating status data and/or the statistical
analysis of the historical operating status data to determine whether an abnormal event has occurred. The device will be switched
into alarm mode if an abnormal event has occurred. Said method determines whether an abnormal event has occurred to the current
status of the mobile device based on a user's daily habits, and the mobile device is switched into alarm mode if any abnormal event
has occurred. Conditions for triggering an alarm are kept secret, which is particularly advantageous for alarms required in certain en-

vironments.
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A METHOD AND APPARATUS FOR AN ALARM FOR A MOBILE DEVICE

FIELD OF THE INVENTION

The present invention relates to the field of mobile communication devices, particularly

a method and apparatus for an alarm for a mobile device.

BACKGROUND

The appeal of smart mobile device continues to increase with the advances in
communication technology. They come in an ever-increasing array of forms, including
smart phones, tablet computers with communication capabilities and watches with
communication, navigation and medical testing functions. The major operating systems for
smart devices include Apple’s i0S, Google-backed Android and Microsoft's Windows
Phone. Smart devices are typically characterized by having a substantial number of
peripheral devices and a broad range of applications. They are often equipped with GPS
systems, blue tooth, WiFi, FM radio, high resolution cameras and large touchscreens,
and support one or more of the various communication modes such as 2G systems
including GSM, GPRS and EDGE, and 3G systems including WCDMA, CDMAZ2000
and TD-SCDMA. Some also support the LTE system. There are thousands of
applications that can be downloaded from the web and installed on cell phones,

including map navigation, cell phone banking and games.

Various types of sensors can be put into smart devices, including gravity
sensors, acceleration sensors, directional sensors, triaxial gyroscopes, distance
sensors, light sensors and electronic compasses. A gravity sensor works using
piezoelectricity. With the standard application for a gravity sensor, the screen display
rotates in sync with the device itself when the smart device rotates by about 90 degrees,
so that the information shown on the screen, such as text, is maintained in a state
that is parallel to gravity, i.e. from top to bottom. An acceleration sensor is an electronic
instrument measuring acceleration. A directional sensor detects what direction the
device is positioned in, which is not the commonly understood function of a compass.
Rather, it can detect whether the device is vertically upright, vertically upside down,

horizontally to the left, horizontally to the right, lying face up or lying face down. A
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directional sensor is more properly called an angular velocity sensor. A triaxial
gyroscope detects positions in six different directions, along with mobile tracks and
acceleration. A distance sensor uses the principle of time measurement to find distance as
a means of detecting the distance of an object. When making a call the screen on the cell
phone will automatically turn off, but when the face of the caller moves away from the
phone the screen will automatically come back on again and unlock. A light sensor
adjusts the brightness of the screen based on the degree of brightness of the light around
it. An electronic compass, also known as an azimuth sensor or a digital compass, utilizes
the geomagnetic field to establish the North Pole. Smart devices can be equipped with

all or a portion of the aforementioned sensors.

Smart devices usually come with a large capacity battery and a large capacity storage
unit such as a 4 GB to 32 GB SD card. Large capacity storage units can be internal or
external. Internal storage units are installed internally in smart devices as part of their
hardware, while external storage devices can be independently extracted and replaced, in
which case the smart devices need only provide the capability for reading from and writing

to said equipment such as an SD card slot.

Costs are obviously higher for smart devices than for cell phones with
traditional functions, and they provide stronger processing capabilities, more
comprehensive functionality and the ability to store and handle greater amounts of data
and information. This also means that losing a smart device is a greater loss to a
consumer. The primary loss is the cost of purchasing a new device, though there are also
risks associated with the data stored on the storage unit of the lost device. Said risks are
characterized by the following: the risk of thedisclosure of private information or
commercial secrets; and the risk of the destruction of data, such as audio-visual evidence

can be deleted by other people resulting from losing the device.

Operating systems for mobile devices provide a lock screen function to prevent
losses caused by losing a cell phone. Users can specify images and passwords that are
required to unlock the screens so that it is difficult for other people to unlock them, making
it impossible for them to use their devices. This is a preliminary form of protection for the
data stored on the internal storage unit of the device, but naturally it cannot defend

against cracking the locked screen by wiping the device. Privacy protection and
2
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anti-theft applications can be installed on smart devices in the form of cell phone
guard software. With these types of software users can set up passwords with respect to
the running authority of designated data and applications. They also feature functions such
as sending a text message to a designated number when a new card is installed in a
phone; when said message is received, performing specific operations including, for
example, a positioning application will proceed, and location information will be sent
to a designated number, or a photograph will be taken and said photograph will be sent to
a designated number, or a warning sound will be emitted when data on the phone is

destroyed, etc.

In addition to anti-theft-related security issues, there are other cases where cell
phones require security, such as unusual events related to the territory they are
active in or their operational status. Said security functions may comprise warnings,
monitoring or remote control in cases where a parent wishes to be made aware when
her/his child’s whereabouts no longer conform to the child’s normal range of day-to-day
activities. Alarms, data acquisition and remote control for devices are useful when users
are caught in unusual circumstances and cannot operate their cell phones, such as
during a kidnapping or following an accident. However, methods or devices with

these sorts of alarm functionality that meets these requirements do not currently exist.

BRIEF SUMMARY OF THE DISCLOSURE

The present invention solves the need for an alarm for a mobile device and controlling
the mobile device remotely when the mobile device is lost or in an abnormal operational

state or environment.

To realize said objective, the present invention provides a method for an alarm

for a mobile device comprising the following:

storing the historical operating status data for the mobile device and/or the

statistical analysis of the historical operating status data;

comparing the mobile device’s current operating status data and the data stored
on the storage unit to determine whether an abnormal event has occurred to the mobile

device;
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switching the mobile device into alarm mode if an abnormal event has occurred.

Optionally, in the step of storing the historical operating status data for the mobile
device and/or the statistical analysis of the historical operating status data, said historical
operating status data comprises the operating status data when the screen of the mobile

device is in an unlocked state.

Optionally, in the step of comparing the current operating status data of the mobile
device with the stored historical operating status data and/or the statistical analysis of the
historical operating status data, said current operating status data comprises the

operating status data when the screen of the mobile device is in a locked state.

Optionally, in the step of storing the historical operating status data for the mobile
device and/or the statistical analysis of the historical operating status data, said operating
status data comprises one or more of the following: hardware data, location data and
communication service application data. Said hardware data comprises the locked status
of the screen and/or the motion status of the mobile device; said location data
comprises one or more of the following: the identification data for the cell the mobile
device is resident in, the access point of the connected WiFi and the GPS positioning
data for the current location; and saidcommunication service application data
comprises the call log for the mobile device and/or the text message log. The statistical
analysis of said location data comprises one or more of the following: the time duration
corresponding to the ID data for the cell the mobile device is resident in, the time duration
corresponding to the connection to the WiFi access point, and the time duration

corresponding to the GPS positioning data for the current location.

Optionally, in the step of comparing the current operating status data of the mobile
device with the stored historical operating status data and/or the statistical analysis of the
historical operating status data, said current operating status data comprise one or more of
the following: hardware data, location data and communication service application data.
Said hardware data comprises the locked status of the screen and/or the motion status of
the mobile device; said location data comprises one or more of the following: the ID
data for the cell the mobile device is resident in, the access point of the connected WiFi

and the GPS positioning data for the current location; and said communication service
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application data comprises the call log for the mobile device and/or the text message
log. Said statistical analysis of said location data consists of one or more of the following:
the time duration corresponding to the ID data for the cell the mobile device is resident in,
the time duration corresponding to the connection to the WiFi access point, and the time
duration of the mobile device in the area corresponding to the location data as determined

by the GPS positioning.

Optionally, said cell ID data includes the cell ID (aka “cell identity”), the location
area identification (LAl) and the routing area identification (RAl); and said WiFi
access point information includes the service set identifier (SSID) or the basic
service set identifier (BSSID).

Optionally, the following steps are performed in whole or in part to determine whether

an abnormal event has occurred:
the screen of the mobile device is not unlocked within a first designated period of time;

the current operating status data when the screen of the mobile device is in a locked
state does not appear in the historical operating status data and/or the statistical
analysis of the historical operating status data stored when the screen was in an
unlocked state within a second designated period of time.

Optionally, the period of time measured within said first designated period of time is
the time elapsed since the mobile device was turned on, and the period of time measured
within said second designated period of time is the time elapsed since the mobile device

was turned on.

Optionally, the following operations are performed in whole or in part once the mobile

device is switched into alarm mode:

one or more of the following are sent to a designated contact: a location, a

photograph which has been taken, or predetermined alarm data;

an operation is performed according to instructions received from a designated

contact.

Optionally, said instructions include one or more of the following: uploading, deleting,

encrypting data or emitting an alarm sound.
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Optionally, in addition to storing the historical operating status data for the mobile
device and/or the statistical analysis of the historical operating status data, the date and
time of the historical operating status data are stored, and the historical operating
status data for the mobile device and/or the statistical analysis of the historical operating

status data stored prior to a third designated period of time are deleted.

The present invention also provides an apparatus for an alarm for a mobile
device comprising a storage unit, an alarm control unit and an operating status data
acquisition unit. The operating status data acquisition unit acquires the current operating
status data from the mobile device. The alarm control unit analyzes the data acquired by
the operating status data acquisition unit and stores it in the storage unit, and then
compares the mobile device’s current operating status data and the data stored on the
storage unit to determine whether an abnormal event has occurred to the mobile device.

The device is switched into alarm mode if an abnormal event has occurred.

Optionally, the apparatus further includes a settings unit for configuring a designated
time and/or emergency contacts and outputting said designated data to the storage unit for

storing.

In the present invention the current operating status data of the mobile device is
compared with the stored historical operating status data and/or the statistical analysis of
the historical operating status data to determine whether an abnormal event has
occurred. This is advantageous because an alarm message will be sent out when the
mobile device is lost or misplaced, or when the user cannot operate it. Conditions for
triggering an alarm are kept secret, which is particularly advantageous under certain

circumstances.

BRIEF DESCRIPTION OF THE DRAWINGS

The summary of the present invention given above and the specific embodiments
given below are better understood when reviewed together with the drawings. It should be
clarified that the drawings act only as examples of the present invention for which
patent rights are being sought. Reference numbers in the drawings are used to

indicate the same or similar elements.
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Figure 1 is a schematic flow chart of Embodiment 1 of the present invention; and

Figure 2 is a schematic diagram of Embodiment 2 of the present invention.

DETAILED DESCRIPTION

The detailed characteristics and features of the present invention given in the
embodiments below are sufficient to allow anyone skilled in the art to understand
the technical content of the present invention and to implement it. The specification,
claims and drawings of the present invention allow those skilled in the art to readily

understand the objectives and features of the present invention.

The description of at least one of the exemplary embodiments given below is
explanatory only, and does not restrict the present invention and its application or use.

The present invention solves the need for an alarm for a mobile device and controlling
the mobile device remotely when the mobile device is lost or in an abnormal operational

state or environment.
EMBODIMENT 1

Figure 1 is a schematic flow chart of Embodiment 1 of the present invention.

Step 1 (101): Determine whether the screen is in an unlocked state. If it is, perform

Step 2. If not, perform Step 3.

Step 2 (103): Store the current operating status data as the historical operating status
data for the mobile device, and/or update and store the statistical analysis of the

historical operating status data, then complete said update process.

Step 3 (105): Compare the current operating status data of the mobile device
with the stored historical operating status data and/or the statistical analysis of the
historical operating status data to check for abnormalities in the current operating status
data for the mobile device. Perform Step 4 if there are any abnormalities. If not, complete

the update to the operating status.

Step 4 (107): Switch into alarm mode.
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The historical aspect of the historical operating status data refers to data from prior to
the present moment, though it may also further include data from the present moment as
well. Similarly, the stored historical operating status data comprises the operating status
data or the statistical analysis of said data from prior to the present moment, though it
may also further include current operating status data and the updated statistical
analysis of the current operating status data. Once the current operating status data is
saved it turns into historical operating status data or a portion of the statistical analysis of

the operating status data.

Said method illustrates the process for one instance of an operating status update.
There are multiple causes for triggering an update, which can be classed as
periodic or event-triggered.

An example of a periodic update is when said process is performed once
every 10 minutes. An event-triggered update for the mobile device triggers the
aforementioned process when the following events occur: the device is turned on, the
device is turned off, the screen is unlocked, the screen is locked, cell update, location
area update or router area update occurs in a cellular communication network, the
mobile device accesses a WiFi network or disconnects form a WiFi network, the GPS is
turned on or off, there is a change to the GPS positioning data, a telephone call is made

or received, and a text message is sent or received.

Said operating status data includes hardware data, location data and/or
communication service application data. There are multiple metrics for analyzing the
location data. Examples include the duration or the frequency that the mobile device
is resident in a given cell or connects to a given WiFi access point during a
designated period, such as over a 7-day or 30-day period; the stored cell ID and
the LAIl, and the stored duration or frequency of residence corresponding to them; or
the stored SSIDs of the WiFi access points and the stored duration or frequency of
connections corresponding to them. The residence duration in the location data area can
also be analyzed and stored. The area where the location data, such as PGS positioning
data, is derived from can be determined using various methods. For example, the latitude
and longitude of the given location data can be defined as a center with a radius of 1 km.

When the latitude and the longitude of the mobile device’'s GPS location data is located
8
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less than 1 km from said center it is deemed to be within said area, and the residence time
for the mobile device at any position within 1 km of said center is assigned to the
area corresponding to said center. The shape of said area can also be a polygon formed

by multiple location data.

The screen in Step 2 is in an unlocked state. When the mobile device acquires the
current resident cell ID it will also acquire the access point’'s SSID if it gains WiFi
access. The frequency number which has been stored will be increased by 1 if said
cell ID or SSID is found in the stored statistical analysis. Within this statistical analysis
there is a corresponding relationship between the frequency and the residence or
connection duration. If said cell ID or SSID is not found, then said cell ID or SSID is stored
and the frequency number is stored as 1. Said stored data can further include the status of

the screen as unlocked.

In Step 3 the methods for checking for abnormalities in the current operating status
data for the mobile device including the following: if the current cell ID, LAI, SSID
and the current location data area appear in the stored data, then the current operating
status data is deemed to be normal. However, if the current cell ID, LAI, SSID and location
data area have not been stored when the screen is in a locked state, then the current cell
ID, LAI, SSID and location data area are stored, the screen status corresponding to them
is stored as locked, and the corresponding frequency number is designated as 1.
Otherwise, “1” is added to the frequency number corresponding to the current cell
ID, LAI, SSID and location data area when the screen is in a locked state. When the
frequency number for the current cell ID, LAI, SSID current location data area is lower than
the designated frequency number, e.g., it is at 50, it is determined to be normal. If not,

then the current operating status data is deemed to be abnormal.

In Step 3 there are multiple ways of determining whether there are any abnormalities
in the current operating status data. For example, a first designated period can be 24 hours.
The continuous locked state of the screen is then measured, and if it exceeds said first
designated period it will be deemed abnormal. In another example, the current operating
status data can be analyzed with the screen in a locked state, and if the stored operating
status data with the screen in an unlocked state does not appear for a continuous

period that exceeds a second designated period, such as 24 hours, then it will be
9
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deemed abnormal. For example, while the screen was in an unlocked state, if for a
continuous period of 24 hours the mobile device has not accessed the WiFi access point
that was previously accessed or the cell in which it was resident, then it will be deemed

abnormal.

The shorter said first and second designated periods are, the more beneficial they are

in promptly sending out alarm data, though the false alarm rate will also be higher.

In Step 3 the mobile device’s communication service application data can be
used to determine whether there is any abnormality. For example, the calls made or
received for the mobile device or the contacts who have sent text messages are stored,
and the corresponding communication frequency and the date of the latest communication
are recorded. Statistical results occurring before a third designated period are deleted, for
example, 150 days, and the contacts are listed in the order based on the frequency
of communication, from largest to smallest. When determining whether an abnormality
has occurred, a check is made to see if any one contact out of the first N of said
list of contacts, for example the first 50, has communicated with the mobile device
within the most recent second designated continuous period. If yes, then the status is
deemed normal, otherwise it is deemed abnormal. The communication service
application data may also be determined abnormal by checking to see if communication
has been made by a designated emergency contact within the second designated
continuous period of time. For example, a user's parents’ telephone number may be
designated as the emergency contacts, and the device will be switched into alarm mode if

no contact has been made with the parents within 24 hours.

In Step 4 the operation for switching into alarm mode comprises encrypting the
data stored on a storage apparatus and sending an alarm message to an emergency
contact. A text message will then be sent from the emergency contact’s number containing
instructions, and the device will perform operations given in said instructions, which may
include encryption, deletion, taking a photograph, sending out an alarm, uploading data,

establishing the position of the device or uploading location data.

One advantage of the present embodiment is that the mobile device will be switched

into alarm mode when the user has not unlocked the mobile device for a long period of

10
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time and has not sent or received messages or calls from designated contacts, and/or the
mobile device appears to be outside of the normal daily geographical range of the user for
a long period of time. This is advantageous because an alarm message is sent out when
the mobile device is lost or misplaced, or when the user cannot operate the mobile
device. The conditions for triggering an alarm are kept secret, which is particularly

advantageous for alarms required in certain environments.
EMBODIMENT 2

As shown in Figure 2, Embodiment 2 provides an apparatus for an alarm for a mobile
device of the present invention. The alarm apparatus for a mobile device comprises a
settings unit 201, a storage unit 203, an alarm control unit 205 and an operating status

data acquisition unit 207.

The settings unit 201 is used to configure the designated period of time and
the emergency contacts of Embodiment 1 and to output the settings data to the storage
unit 203 to be stored.

The operating status data acquisition unit 207 acquires the current status data
from the mobile device including location data, communication service application

data and screen lock status data.

The alarm control unit 205 analyzes and stores the data acquired by the operating
status data acquisition unit to the storage unit 203. It also determines whether the current
operating status is abnormal using the data stored in storage unit 203. If it is abnormal the

mobile device will be switches into alarm mode.

The advantages of the present invention are that it incorporates the user’s
daily habits, such as which contacts the user typically communicates with, which
cell the device is normally resident in, which areas it generally appears in and how often
the phone is unlocked and used, to determine whether anything is unusual about the
current status of the mobile device. If the circumstances are deemed abnormal then the
device will be switched into alarm mode. The traditional technology simply judges
whether a password has been entered incorrectly for a given number of times or

whether a SIM card has been changed before it determines that a device should be

11
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switched into alarm mode. Even though the method of the present invention delays putting
the mobile device into alarm mode longer than the traditional technology, the conditions
for triggering an alarm are secret, which is particularly advantageous under certain
circumstances such as if the user is kidnapped and held for a long period of time and

cannot operate a mobile device.

The embodiments of the present invention are given in the aforementioned
sequence in order to distinguish between their respective points of emphasis. The
same or similar parts appearing in all of the embodiments will be readily apparent.
The descriptions of the apparatus disclosed in the embodiments is comparatively brief
because the methods given in the different embodiments all correspond to each other,
therefore the nature of the apparatus will be readily apparent in those parts of the

embodiments which refer to the methods.

The preferred embodiments of the present invention disclosed above do not
limit the present invention. Those skilled in the art can make changes or modifications
to it without departing from the spirit and scope of the present invention, therefore
the claims of the present invention shall define the designated scope of protection for the

present invention.

12
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What is claimed is:

1. A method for an alarm for a mobile device, comprising the following:

storing the historical operating status data for the mobile device and/or the
statistical analysis of the historical operating status data;

comparing the current operating status data of the mobile device with the stored
historical operating status data and/or the statistical analysis of the historical
operating status data to determine whether an abnormal event has occurred;

switching the mobile device into alarm mode if an abnormal event has occurred.

2. The method of claim 1, wherein, in the step of storing the historical operating
status data for the mobile device and/or the statistical analysis of the historical operating
status data, said historical operating status data comprises the operating status data

when the screen of the mobile device is in an unlocked state.

3. The method of claim 1, wherein, in the step of comparing the current
operating status data of the mobile device with the stored historical operating
status data and/or the statistical analysis of the historical operating status data,
said current operating status data comprises the operating status data when the

screen of the mobile device is in a locked state.

4. The method of claim 1, 2 or 3, wherein, in the step of storing the historical
operating status data for the mobile device and/or the statistical analysis of the
historical operating status data, said historical operating status data includes one
or more of the following: hardware data, location data and communication service

application data.

5. The method of claim 4, wherein said hardware data comprises the locked status
of the screen and/or the motion status of the mobile device; said location data
comprises one or more of the following: the ID data for the cell that the mobile device is

resident in, the access point of the connected WiFi, the GPS positioning data for

13
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the current location; and said communication service application data comprises the

call log for the mobile device and/or the text message log.

6. The method of claim 5, wherein the statistical analysis of said location
data comprises one or more of the following: the time duration corresponding to the
ID data for the cell the mobile device is resident in, the time duration corresponding to
the connection to the WiFi access point, and the time duration corresponding to the
GPS positioning data for the current location.

7. The method of claim 1, 2 or 3, wherein, in the step of comparing the
current operating status data of the mobile device with the stored historical
operating status data and/or the statistical analysis of the historical operating
status data, said current operating status data comprise one or more of the

following: hardware data, location data and communication service application data.

8. The method of claim 7, wherein said hardware data comprises the locked status
of the screen and/or the motion status of the mobile device; said location data
comprises one or more of the following: the ID data for the cell the mobile device is
resident in, the connected WiFi access point and the GPS positioning data for its
current location; and said communication service application data comprises the call

log for the mobile device and/or the text message log.

9. The method of claim 8, wherein the statistical analysis of said location
data comprises one or more of the following: the time duration corresponding to the
ID data for the cell the mobile device is resident in, the time duration corresponding to
the connection to the WiFi access point, and the time duration corresponding to the
GPS positioning data for its current location.

10. The method of claim 1, wherein the following steps are used in whole or in
part to determine whether an abnormal event has occurred:

14
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the screen of the mobile device is not unlocked within a first designated period of
time;

the current operating status data when the screen of the mobile device is in a
locked state does not appear in the historical operating status data and/or the
statistical analysis of the historical operating status data stored when the screen

was in an unlocked state within a second designated period of time.

11. The method of claim 6, wherein the period of time measured within
said first designated period of time is the time elapsed since the mobile device was
turned on, and the period of time measured within said second designated period of

time is the time elapsed since the mobile device was turned on.

12. The method of claim 1, wherein the following operations are performed in
whole or in part once the device is switched into alarm mode:

one or more of the following are sent to a designated contact: a location, a
photograph which has been taken, or designated alarm data;

an operation is performed according to instructions received from a designated
contact.

13. The method of claim 8, wherein said instructions comprises one or
more of the following: uploading, deletion, encrypting data or emitting an alarm sound.

14. The method of claim 1 or 2, wherein, in addition to storing the historical
operating status data for the mobile device and/or the statistical analysis of the
historical operating status data, the date and time of the historical operating
status data are stored and the historical operating status data for the mobile
device and/or the statistical analysis of the historical operating status data stored

prior to a third designated period of time are deleted.

15. An apparatus for an alarm for a mobile device comprising a storage unit,

an alarm control unit and an operating status data acquisition unit,

15
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the operating status data acquisition unit for acquiring the current operating
status data from the mobile device;

the alarm control unit for analyzing the data acquired by the operating status
data acquisition unit and storing it in the storage unit, and then comparing the
mobile device’s current operating status data and the data stored on the storage unit
to determine whether an abnormal event has occurred to the mobile device, and

switching the mobile device into alarm mode if an abnormal event has occurred.
16. The apparatus of claim 15, further comprising a settings unit for

configuring a designated time and/or emergency contacts and outputting said

designated data to the storage unit for storing.

16
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