I*I Innovation, Sciences et Innovation, Science and CA 2899011 C 2021/06/29

Développement économique Canada Economic Development Canada
Office de la Propriété Intellectuelle du Canada Canadian Intellectual Property Office (1 1)(21) 2 899 0 1 1
12 BREVET CANADIEN
CANADIAN PATENT
13 C
(86) Date de dépdt PCT/PCT Filing Date: 2014/01/30 (51) ClLInt./Int.Cl. GO6F 21/64(2013.01),

GO6F 21/36 (2013.01), GO6Q 50/18(2012.01),
HO4L 12716 (2006.01), HO4N 21/835(2011.01)

(72) Inventeur/Inventor:

(87) Date publication PCT/PCT Publication Date: 2014/08/07
(45) Date de délivrance/lssue Date: 2021/06/29

(85) Entrée phase nationale/National Entry: 2015/07/22 DEJENE, KEBRON, US

(86) N° demande PCT/PCT Application No.: US 2014/013881| (73) Propriétaire/Owner:

(87) N° publication PCT/PCT Publication No.: 2014/120940 DEJENE, KEBRON, US

(30) Priorité/Priority: 2013/01/30 (US61/758,513) (74) Agent: BERESKIN & PARR LLP/S.E.N.C.R.L.,S.R.L.

(54) Titre : SYSTEME ET PROCEDE DE SIGNATURE VIDEO
(54) Title: VIDEO SIGNATURE SYSTEM AND METHOD

/-—— 102 /\ 100

VIDEQ SIGNATURE SERVER 101

VS Application

103 / 106
=

104

Document/Video Storage

obile Device

User/Party

Internet /
Communication
Network

Desktop

User /Party

User /Party

Tablet

(57) Abrégé/Abstract:

A video signature system and method. A unique identifier for an agreement document is generated. Consecutive video frames with
the unique identifier are captured for each party to the agreement. The present invention relates generally to communication
systems and methods and more specifically to communication systems and methods for executing agreements. Agreements
between parties that recite the obligations of each party become binding once the agreement is executed by all of the parties
involved. Each party typically signs the agreement in an area reserved for that party's signature after which the agreement is final.

C an a dg http:vopic.ge.ca » Ottawa-Hull K1A 0C9 - aup.:/eipo.ge.ca OPIC

OPIC - CIPO 191



CA 02899011 2015-07-22

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(43) International Publication Date

(10) International Publication Number

WO 2014/120940 A1

7 August 2014 (07.08.2014) WIPO I PCT
(51) International Patent Classification: HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
HO04L 9/00 (2006.01) KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
. . ) MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
(21) International Application Number: OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
PCT/US2014/013881 SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM,
(22) International Filing Date: TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
30 January 2014 (30.01.2014) ZW.
(25) Filing Language: English (84) Designated States (unless otherwise indicated, for every
L. ) kind of regional protection available): ARIPO (BW, GH,
(26) Publication Language: English GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
(30) Priority Data: UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
61/758,513 30 January 2013 (30.01.2013) US TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
(72) Inventor; and MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
(71) Applicant : DEJENE, Kebron [ET/US]; 229 Budd Ave, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
Campbell, Calitornia 95008 (US). KM, ML, MR, NE, SN, TD, TG).
(74) Agent: NWAMU PC; 360 Grand Ave, Unit 109, Oakland, Published:
California 94610 (US). —  with international search report (Art. 21(3))
(81) Designated States (unless otherwise indicated, for every __

kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,

before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments (Rule 48.2(h))

(54) Title: VIDEO SIGNATURE SYSTEM AND METHOD

Desktop

User /Party

20147120940 A1 1IN 000 10100 OO0 0

Communication

102 /-\ 100
VIDEO SIGNATURE SERVER 101
| VS Application |
103
s 106
— | e L 18
— /‘.j% P

Internet /

Network

110
\ p »@ r/112
AT =y
@
User /E:rfy N

FIG. 1

(57) Abstract: A video signature system and method. A unique identifier for an agreement document is generated. Consecutive
video frames with the unique identifier are captured for each party to the agreement. The present invention relates generally to com-
munication systems and methods and more specifically to communication systems and methods for executing agreements. Agree -

o ments between parties that recite the obligations of each party become binding once the agreement is executed by all of the parties

W

involved. Each party typically signs the agreement in an area reserved for that party's signature after which the agreement is tfinal.



VIDEO SIGNATURE SYSTEM AND METHOD

BACKGROUND OF THE INVENTION

[01]  The present invention relates generally to communication systems and
methods and more specifically to communication systems and methods for executing

agreements.

[02]  Agreements between parties that recite the obligations of each party
become binding once the agreement is executed by all of the parties involved. Each party
typically signs the agreement in an area reserved for that party’s signature after which the

agreement is final.

[03] It is not uncommon, however, for a party to repudiate the agreement.
That is, one or more parties can claim that they never executed or signed the agreement in
question. If this happens, the non-repudiating party must attempt to prove that the repudiating
party did sign the agreement.

[04]  This process can be difficult as the non-repudiating party must attempt to
show that the signature of the repudiating party is shown on the document. Signature analysis
might be used in this respect, or the repudiating party’s signature on the document can be

compared to other known signatures of the repudiating party.

[05]  The non-repudiating party might also attempt to introduce secondary
evidence to show that the repudiating party did sign the agreement. This might include evidence
of discussions that led up to the execution of the agreement. Nevertheless, even after undergoing
the process of attempting to establish that the repudiating party did sign the agreement, the non-
repudiating party may still be unsuccessful in proving that the signature on the document belongs

to the repudiating party.

[06] It is within the aforementioned context that a need for the present
invention has arisen. Thus, there is a need to address one or more of the foregoing disadvantages

of conventional systems and methods, and the present invention meets this need.
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BRIEF SUMMARY OF THE INVENTION

[07]  Various aspects of a video signature system and method can be found in

exemplary embodiments of the present invention.

[08] In a first embodiment, the method of the present invention employs a first
client computer to receive an agreement document that includes text with one or more signature
areas or blocks. A party’s acceptance of this agreement is signified when the party uses the

signature block to execute the agreement.

[09]  After the agreement document is received, the method generates an
identifier, namely, a numeric or alphanumeric number, uniquely associated with said document.
Thereafter, the client computer captures consecutive video frames of the user verbalizing the
identifier that is uniquely associated with the document. The consecutive video frames with the

document are then stored for forwarding to the user of a second client computer.

[10]  In one embodiment, the consecutive video frames and the document are
associated so that retrieving the document also provides the capability to playback the
consecutive video frames. In an alternate embodiment, the consecutive video frames can be
played back by selecting or interacting with a signature block area for the user’s signature block

arca.

[11] In this manner, when a contracting party to an agreement repudiates the
agreement by claiming that he or she never executed or signed the agreement, the non-
repudiating party need not engage in the difficult process of attempting to show that the signature
of the repudiating party is shown on the document. The non-repudiating party can simply initiate
playback of the consecutive video frames of the repudiating party to display the captured

consecutive video frames of the repudiating party.

[12] A further understanding of the nature and advantages of the present
invention herein may be realized by reference to the remaining portions of the specification and
the attached drawings. Further features and advantages of the present invention, as well as the

structure and operation of various embodiments of the present invention, are described in detail
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below with respect to the accompanying drawings. In the drawings, the same reference numbers

indicate identical or functionally similar elements.

BRIEF DESCRIPTION OF THE DRAWINGS

[13]  FIG. 1 illustrates a video signature communication system according to an

exemplary embodiment of the present invention.

[14] FIG. 2 illustrates a client system showing components of a mobile device,

tablet or desktop according to an exemplary embodiment of the present invention.

[15] FIG. 3 illustrates a tablet interface according to an exemplary embodiment

of the present invention.

[16] FIG. 4 illustrates a document interface as displayed on mobile device

according to an exemplary embodiment of the present invention.

[17]  FIG. 5 illustrates a mobile device interface as displayed on the mobile

device of FIG. 1 according to an exemplary embodiment of the present invention.

[18] FIG. 6 illustrates consecutive video frames according to an exemplary

embodiment of the present invention.

[19] FIG. 7A illustrates a video signature method according to an exemplary

embodiment of the present invention.

[20]  FIG. 7B illustrates the continuation of the video signature method of FIG.

7B according to an exemplary embodiment of the present invention.

[21] Fig. 8A shows a typical computer such as would be operated by a user on

the Internet.

[22] Fig. 8B shows subsystems of the computer of Fig. 8A.
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DETAILED DESCRIPTION OF THE INVENTION

[23] Reference will now be made in detail to the embodiments of the invention,
examples of which are illustrated in the accompanying drawings. While the invention will be
described in conjunction with the preferred embodiments, it will be understood that they are not
intended to limit the invention to these embodiments. On the contrary, the invention is intended
to cover alternatives, modifications and equivalents, which may be included within the spirit and
scope of the invention as defined by the appended claims. Furthermore, in the following detailed
description of the present invention, numerous specific details are set forth to provide a thorough
understanding of the present invention. However, it will be obvious to one of ordinary skill in
the art that the present invention may be practiced without these specific details. In other
instances, well-known methods, procedures, components, and circuits have not been described in

detail as to not unnecessarily obscure aspects of the present invention.

[24]  FIG. 1 illustrates video signature communication system 100 according to

an exemplary embodiment of the present invention.

[25] InFIG. 1, among other components, video signature communication
system 100 comprises video signature server 102 communicably coupled to user/party 106 via
Internet/communication network 104. Although not shown, Internet/communication network
104 represents any distributed network (wired, wireless or otherwise) for data transmission and
receipt between two points. The system of the present invention can work effectively with any
possible distribution of interconnected processors regardless of the specific topology, hardware

and protocols used.

[26]  Here, user/party 106 represents a person, entity or party that intends to
execute an agreement with another party. For example, user/party 106 might be a board member

that needs to ratify a board decision by signing a document relating to that decision.

[27]  As another example, user/party 106 can be a doctor that needs a waiver
signed in order for him or her to operate on a child. Although not illustrated, other users or
parties or entity types are contemplated by the present invention so long as such users or entities

wish to execute an agreement either unilaterally or in collaboration with other parties.
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[28] InFIG. 1, user/party 106 can utilize mobile device 108 to review
documents, manipulate documents and transfer documents to video signature server 102 either
for storage on document/video storage database 103 communicably coupled to video signature
server 102. Document/video storage 103 can be any suitable database storage system. For
example, document/video storage 103 can be MongoDB, a NoSQL (non-relational, next-
generation operational datastore; or it might be a traditional RDBMS such as those available

from Oracle, Inc.

[29]  Here, mobile device 108 might be an iPhone™ based on the iOS platform.
As another example, mobile device 108 can be based on the Android™ platform. Preferably,

mobile device 108 includes a video (and audio) capture device and a video player.

[30]  In one embodiment, mobile device 108 might include browser 207 (FIG.
2) for communication HTTP requests to video signature server 102. In an alternate embodiment,
mobile device 108 can download an app Client VS Application 207 (FIG. 2) also configured to
communicate with video signature server 102 (and VS Application 101). In either case,
preferably most of the processing required by the present invention may be executed by video
signature server 102. Although not shown, all other such future mobile‘communication devices
are also contemplated by those of ordinary skill in the art to be within the confines of the present

invention.

[31]  Here, video signature server 102 might be web/application server, a
combination of processors and/or software, preferably Apache, which among other
functionalities can host a website (not shown). Video server 102 might include VS Application
101 that coordinates with video signature 102 to respond to HTTP requests from mobile device
108 and can provide for downloading of various components including a video signature app
(not shown), in one embodiment, and video player 212 (FIG. 2)) by mobile device 108 in

accordance with the principles and precepts of the present invention.

[32] VS Application 101 can also allow access to documents that are either
executed or yet to be executed that are stored by document/video storage 103. VS Application
101 may be based on any suitable programming language, preferably JAVA, with J Query and

Twitter Bootstrap for the User Interface. Video signature server 102 might also execute various
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processes to implement principles and precepts of the present invention upon request by

user/party 106 via mobile device 108.

[33] InFIG. 1, video signature communication system 100 further comprises
user/party 110 also communicably coupled to video signature server 102 via
Internet/communication network 104. Here, user/party 110 might be another board member that

needs to ratify a decision in collaboration with user/party 106.

[34]  User/party 110 might be located in a region that is geographically remote
from user/party 106, and thus, documents may need to be exchanged and transferred between
user/party 110 and user/party 106. As another example, user/party 110 might be a parent of a
patient that needs an operation. User/party110 may need to execute or si gn a waiver from a

doctor in order for an operation to proceed on user/party 110°s child.

[35]  User/party110 can utilize tablet 112 to communicate with video signature
server 102 as well as user/party 106. Preferably, tablet 112 includes a video capture device and a
video player. Tablet 112 may also include a browser and/or app configured to communicate with
video signature server 102. Tablet 112 can be any known communication device that includes a
processor for executing software routines in accordance with principles and precepts of the

present invention.

[36] InFIG. 1, video signature communication system 100 also includes
user/party 114 who might also be a party to an agreement executed by user/party 106 as well as
user/party 110. User/party 114 might be a third board member that also needs to ratify a decision
that has been made by the entire board that includes user/party 106 and user/party 110.

[37]  User/party 114 can utilize desktop 116 for communication with the other
parties as well as with video signature server 102. Preferably, desktop 116 includes a video
capture device and a video player. Desktop 116 includes a browser and/or app configured to
communicate with video signature server 102. Again, desktop 116 can be any traditional

desktop that includes a processor, memory and input/output devices.

[38]  Briefly, in use, user/party 106 may wish to execute an agreement among

multiple parties including user/party 110 and user/party 114, all of whom may be located in
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geographically distant regions. User/party 106 uses mobile device 108 to view agreement and to
capture consecutive video frames of user/party 106 for association with each agreement
document. In one embodiment, the captured video frames and document are retained locally for
forwarding to other parties. In an alternative embodiment, the captured video frames and

document are communicated to video signature server 102 for storage and access by user/party

110.

[391 Upon review of the document, user/party 110 also utilizes tablet 112 to
capture consecutive video frames while user/party 114 uses desktop 116 to capture consecutive
video frames for association with the agreement document. Other aspects of the present

invention will be illustrated with reference to FIGs. 2 through 8.

[40] FIG. 2 illustrates client system 200 showing components of mobile device
108 (or tablet 112 or desktop 116) according to an exemplary embodiment of the present

invention.

[41] InFIG. 2, client system 200 facilitates creation or retrieval of agreement
documents and the capture of consecutive video frames for association with said an agreement
document. Client system 200 includes processor 206 and communication interface 202 that
interfaces via system bus 204. Processor 206 coordinates system operations and directs

communication interface 202 to transmit and receive data from signature video server 102.

[42] Communication interface 202 can be any suitable communication
interface that allows data transfer from the system as well as to the system. Client system 200
also includes video capture device 210 such as a camera and video player 212. Video player 212
can be software downloadable from video signature server 102/VS Application 101 or that exists
as part of mobile device 108 for playback of consecutive video frames captured in accordance

with the present invention.

[43] Client system 200 also includes word processing module 214 and
identifier generation module 216. Word processing module 214 can be any known word

processor for manipulating text and creating documents. Each document created is configured

CA 2899011 2020-03-05



such that one or more signature block areas are created where parties can execute the agreement

with their signatures.

[44]  Identifier generation module 216 can be software or hardware that
generates identifiers associated with agreements in accordance with the present invention. In one
embodiment, identifiers are based on a hash of the document that provides a unique identifier

that can only be produced by the document.

[45]  After each document is created, identifier generation module 216 is
automatically initiated to generate a unique identifier for the document. If the document is in

existence, the identifier generation module 216 is initiated by saving the document.

[46]  Client system 200 also includes memory/storage 208 which can be any
suitable memory in which programs executed by processor 206 are stored. As shown, depending
on the embodiment, memory/storage includes browser or client VS application 207. Browser
207 preferably uses RecordRTC (https://www.webrtc-experiment.com/RecordRTC/) to capture

consecutive audio and video frames for transfer to video signature server 102.

[47]  FIG. 3 illustrates tablet interface 300 of tablet 112 (FIG. 1) according to an

exemplary embodiment of the present invention.

[48] InFIG. 3, tablet interface 300 displays viditure application 302 for
implementing video signature in accordance with the present invention. The inventors have
named this invention “viditure” defined as the capability to utilize consecutive video frames (and

audio frames) of a user to execute documents (and financial instruments).

[49]  As can be seen, in FIG. 3, viditure application 302 includes create button
304 and upload button 306. Create button 304 may be used to initiate word processing module
214 (FIG. 2) in order to create or to review documents that need to be executed or that have been
executed with the requisite signatures. Upload button 306, as implied by its name, can upload
documents to video signature server 102 for storage and/or transmission to other parties that are

party to an agreement.
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[S0]  Tablet interface 300 also includes share button 308 and documents button
310 that can be selected to show documents either locally on the client or that have been
transferred to video signature server 102. Share button 308 allows user/party 106 to share
documents and corresponding consecutive video frames. Sharing/transmitting of documents
might be accomplished via an email server (not shown) within or outside of the communication
system. Manage button 312 permits documents and video frames stored locally while report

button 314 enables user/party 106 to generate requisite reports.

[51] FIG. 4 illustrates document interface 400 as displayed on mobile device

108 according to an exemplary embodiment of the present invention.

[52] InTFIG. 4, as shown, text 402 showing terms of the agreement has been
displayed. User/party 106 can execute this agreement by entering his or her name at signature
block 404 and then selecting video sign button 406 that initiates capturing of consecutive video

frames as shown with reference to FIGs. 5 and 6.

[S3] FIG. 5 illustrates mobile device interface 500 as displayed on mobile

device 108 according to an exemplary embodiment of the present invention.

[S4] In FIG. 5, mobile device interface 500 shows user/party 106 during a
consecutive video frame and audio capture process. Here, user/party 106 has selected video sign
button 406 in order to begin capturing consecutive video frames of herself for a document

uniquely identified as 34563 as shown at 408.

[S5] Upon selecting video sign button 406, video capture device 210 (FIG. 2) is
initiated. As can be seen in FIG. 6, consecutive video frames 604, 606, 608, 610 are captured by
video capture device 210. Consecutive video frames 604, 606, 608 and 610 specifically capture
uset/party 106 verbalizing the words, “I accept document 34563 612. The captured consecutive
video frames and audio are then passed to browser/client VS application 207 (FIG. 2).

[56] The captured consecutive video frames are also associated with unique
numeric (or alphanumeric) identifier 34563. By associating, it is meant that retrieving or
opening the document having identifier 34563 also retrieves or provides the ability to playback
consecutive video frames 604, 606, 608 and 610.
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57}  In one embodiment, consecutive video frames 604, 606, 608 and 610 or its
corresponding video file are embedded in signature block 404 area. In this manner, the
consecutive video frames (and audio) can be played back by selecting or interacting with the
signature block 404 area to display party/user 106 verbalizing the statement “I accept document
34563.” Although not shown, note that a timestamp indicating when the video frames were

captured and geo-location of parties are captured as well.

[58] FIG. 7A illustrates method 700 according to an exemplary embodiment of

the present invention.

[S9] InFIG. 7A, method 700 enables users and parties to utilize consecutive
video frames and audio to execute agreements and in one embodiment, embed said video frames
in corresponding signature blocks on the document. Consequently, each document is embedded
with consecutive video frames of each party to the agreement and then thereafter stored at a
designated server, namely video signature server 102, or at the client locations as determined by

the operator of the present invention.
[60] At begin block 702, method 700 is initiated.

[61]  Atdecision block 704, it is determined whether there is an existing
document, namely, a document that needs to be executed as part of an agreement. That is, the
document contains text configured into terms of an agreement as well as configured to form

signature blocks for each party to the agreement.

[62] If there is an existing document or agreement at 706, that initial document
or existing document is retrieved. If there is no existing document, at 708, an initial document is

created for the agreement.

[63]  Specifically, as an example, user/party 106 (FIG. 1) uses viditure
application 302 (FIG. 3) on mobile device 108 to initiate word processing module 214 (FIG. 2)

in order to create the document.

[64]  After the document is created or retrieved, at block 710, a unique identifier

is generated for the document. In one embodiment, the unique identifier may be generated

10
CA 2899011 2020-03-05



locally by identifier generation module 216. In an alternate embodiment, the unique identifier is

generated by video signature server 102 and then downloaded to client mobile device 108.

[65] At 712, the identifier is uniquely associated with the agreement document.
It is noted that the identifier itself may be based on the document itself. That is the identifier
may be a hash of the document so that an identifier that is uniquely associated with the document
is created. By associating the identifier on the document, any reference or pointer to the

identifier immediately retrieves the document.

[66] Atblock 714, consecutive video frames of user/party 106 are generated.
Specifically, in one embodiment, user/party 106 selects video sign button 406 (FIG. 5). Upon
selecting video sign button 406, video capture device 210 (FIG. 2) is initiated. User/party 106
then begins to verbalize the unique identifier generated and that is uniquely associated with the

document.

[67]  Specifically, user/party 106 indicates her assent to the terms of the
agreement by vocalizing the unique identifier, and as she verbalizes the unique identifier,
consecutive video frames are captured. As shown in the example of FIG. 6, video frames 604,
606, 608 and 610 capture user/party 106 as she verbalizes her acceptance of the agreement as
shown at 612 (FIG. 6). Specifically, user/party 106 states, “I accept document 34563, all of
which is captured by consecutive video frames 604, 606, 608 and 610.

[68] At 716, the system associates the consecutive video frames and the
document. Thus, any reference to the consecutive video frames also points to the document, and

any reference to the document points to the consecutive video frames.

[69] At 718, the consecutive video frames are stored as a video file and then
stored with the document. The video file and the document may be stored locally on mobile
device 108 or uploaded to video signature server 102 for storage on document/video storage

database 103 and subsequent transmission to or access by other parties to the agreement.

[70] At decision block 720, it is determined whether there are second and/or
additional parties that have to execute or sign the agreement document. If yes, method 700

proceeds to block 722. If no, method 720 proceeds to 724 to end block 724, and the method is

11
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terminated. In other words, only the agreement executed by a single party, in this case,

user/party 106, is captured as in the case of a check, for example, executed by a user for tender to
a bank.

[71]  Atblock 722, since there is a second or additional party, access to the
document and consecutive video frames of user/party 106 is provided. For exemplary purposes,
it is assumed that the second party is user/party 110 of FIG. 1. In one embodiment, user/party
110 accesses the documents executed by user/party 106 via links sent to user/party 110.

[72]  The links are configured to provide access or to retrieve the documents
from video signature server 102. In an alternate embodiment, user/party 110 can also obtain the
documents executed by user/party 106 by separately logging into a website hosted by video
signature server 102. In a further embodiment, user/party 106 can simply attach the executed

document and the consecutive video file to an email for forwarding to user/party 110.

[73] At block 724, user/party 110 retrieves the document and reviews the
document for acceptance. That is, user/party 110 displays the document reviews, the entirety of
the document to see if the user wishes to accept the agreement based on the terms displayed on

the user’s device.

[74] At decision block 726, if user/party 110 agrees with the terms of the
document, method 700 proceeds to block 728. Otherwise, execution proceeds to decision block
730 of FIG 7B.

[75]  Atblock 728, user/party 110 uses tablet 112 (FIG. 1) to initiate video
capture device 210 (FIG. 2) in order to capture consecutive video frames of user/party 110 as the
user verbalizes the unique identifier associated with the agreement document. This follows a

similar process as that described with reference to FIGs. 5 and 6.

[76]  Atblock 732, the consecutive video frames now starting a file are
associated with the document. In other words, reference to the consecutive video files of
user/party 110 verbalizing the unique identifier to indicate agreement with the terms of the

document, acts as a pointer to the document and vice versa.

12
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[77]  Note that initiation or interaction with the specific signature block
designated for user/party 110 on the document initiates playback of the consecutive video files
captured for user/party 110. (Interaction with a specific signature block designated for user/party
106 also initiates playback for video frames captured for user/party 106.)

[78] At block 734, the video frames for user/party 110 are stored.

[79]  Atblock 736, user/party 106 is notified of the acceptance of user/party
110 and/or access is provided to user/party 106 to the recorded consecutive video frames as

stored with or embedded within the document. The method then proceeds to end block 734.

[80] At this point, user/party 110 and user/party 106 have indicated their
acceptance by capturing consecutive video frames of themselves viditurizing their video
signatures which in one embodiment are embedded in respective signature blocks for each party
or otherwise associated with the document. In this manner, parties cannot repudiate the fact that
they executed the agreement document since consecutive video frames of each party vocalizing

or verbalizing their acceptance of the document based on the unique identifier for the document.

[81] Now referring to FIG. 7B, which illustrates method 700 as continued from
A of FIG. 7A, at decision block 730, it is determined whether user/party 110 has a partial
disagreement with the terms of the agreement document. If there is no partial disagreement,

execution of method 700 proceeds to end block 724.

[82] Atblock 738, if user/party 110 has a partial disagreement with the terms
of the agreement document as received from user/party 106, user/party 1110 can simply generate
consecutive video frames of her with the unique identifier and with whatever exceptions that she
disagrees with. For example, if she disagrees with paragraph 5, she can verbalize her agreement
with the document by verbalizing the unique identifier but then stating that she disagrees with
paragraph 5 for example. She may also state her specific disagreements in the paragraph which

are also captured as consecutive video frames that can be reviewed by user/party 106.

[83] At block 740, the consecutive video frames captured by user/party 110

are stored with the unique identifier and with exceptions.

13
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[84] At 742, user/party 106 is provided with access to the agreement document

including the consecutive video frames recorded with exception by user/party 1110.

[85]  Atblock 744, user/party 106 reviews the exceptions and any specific

comments regarding the exceptions to see if she agrees with those exceptions.

[86] At decision block 746, if user/party 106 agrees with the comments,
execution of method 700 proceeds to block 748, and if she disagrees with the exceptions,

execution of method 700 proceeds to block 750.

[87]  Atblock 748, user/party 106 agrees with the exceptions and thus,
consecutive video frames of user/party 106 are captured as user/party 106 verbalizes acceptance

of the unique identifier with whatever exceptions were stated by user/party 110.

[88]  Atblock 752, the consecutive video frames are stored with the unique
identifier with exceptions. At block 754, user/party 110 is notified that user/party 106 has
accepted the agreement with exceptions or access can be provided to user/party 110 to access the
consecutive video files as captured by user/party 106 accepting the terms of the document with

exceptions. Thereafter, execution proceeds to end block 724.

[89] Returning to decision block 750, if user/party 106 has no partial
disagreement with exceptions, execution of method 700 is terminated and proceeds to end block

724.

[90]  On the other hand, if user/party 106 has a partial disagreement with the
exceptions, at block 756, consecutive video frames of user/party 106 with exceptions to the

exceptions by user/party 110 are generated and stored.

[91]  Atblock 758, method 700 provides access to and review by user/party
110.

[92] At decision block 760, if user/party 110 agrees to the exceptions by
user/party 106, execution proceeds to block 762 where consecutive video frames for user/party

110 are generated and then stored. Notification of user/party 106 or access is provided to
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user/party 106 to view the consecutive video frames forming the basis of the assent to the

agreement.

[93] At decision block 760, if user/party 110 does not agree with user/party
106°s exceptions, execution proceeds to decision block 762. At decision block 762, if user/party
110 has no partial disagreement, execution proceeds to end block 724. However, at decision
block 762, if there is a partial disagreement with user/party 106’s exception, method 700
proceeds back to block 738.

[94] At decision block 760, if user/party 110 agrees with user/party 106°s
exceptions, execution proceeds to block 764 where consecutive video frames for user/party 110,
are stored, and user/party 110 is either notified or access to the stored consecutive video frames

for user/party 110 is granted.

[95] In another embodiment, the present invention contemplates capturing an
image of a driving license, comparing that to the consecutive video frames to authenticate a

user/party.

[96] Fig. 8A shows a typical computer 10 such as would be operated by a user
/party on the Internet. Computer 10 includes a cabinet 12 housing familiar computer
components such as a processor, memory, disk drive, Compact Digital Read Only Memory
(CDROM), etc. (not shown). User input devices include keyboard 16 and mouse 18. Output
devices include display 20 having a display screen 22. Naturally, many other configurations of a
computer system are possible. Some computer systems may have additional components to
those shown in Fig. 8A while others will have fewer components. For example, server
computers need not have attached input and output devices since they may only be accessed
from time to time by other computers over a network. Human interaction with such a server
computer can be at another computer that is equipped with input and output devices. Input and
output devices exist in many variations from those shown in Fig. 8A. Displays can be liquid
crystal displays (LCD), computer monitors, plasma, etc. Input devices can include a trackball,
digitizing tablet, microphone, etc. In general, use of the term "input device" is intended to

include all possible types of devices and ways to input information into a computer system or
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onto a network. Likewise the term "output device" includes all possible types of devices and

ways to output information from a computer system to a human or to another machine.

{971  The computer itself can be of varying types including laptop, notebook,
palm-top, pen-top, etc. The computer may not resemble the computer of Fi g. 8A as in the case
where a processor is embedded into another device or appliance such as an automobile or a
cellular telephone. Because of the ever-changing nature of computers and networks, the
description of hardware in this specification is intended only by way of example for the purpose
of illustrating the preferred embodiment. Any distributed networked system capable of

executing programmed instructions is suitable for use with the present invention.

[98] Fig. 8B shows subsystems of the computer of Fig. 8A. In Fig. 8B,
subsystems within box 40 are internal to, for example, the cabinet 12 of Fig. 8A. Bus 42 is used
to transfer information in the form of digital data between processor 44, memory 46, disk drive
48, CDROM drive 50, serial port 52, parallel port 54, network card 56 and graphics card 58.
Many other subsystems may be included in an arbitrary computer system and some of the
subsystems shown in Fig. 8B may be omitted. External devices can connect to the computer
system's bus (or another bus or line, not shown) to exchange information with the subsystems in
box 40. For example, devices such as keyboard 60 can communicate with processor 44 via
dedicated ports and drivers (shown symbolically as a direct connection to bus 42). Mouse 62 is
connected to serial port 52. Devices such as printer 64 can connect through parallel port 54.
Network card 56 can connect the computer system to a network. Display 68 is updated via

graphics card 58. Again, many configurations of subsystems and external devices are possible.

[99]  Any suitable programming language can be used to implement the
routines of particular embodiments including C, C++, Java, assembly language, etc. Different
programming techniques can be employed such as procedural or object oriented. The routines
can execute on a single processing device or multiple processors. Although the steps, operations,
or computations may be presented in a specific order, this order may be changed in different
particular embodiments. In some particular embodiments, multiple steps shown as sequential in
this specification can be performed at the same time. The sequence of operations described

herein can be interrupted, suspended, or otherwise controlled by another process, such as an
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operating system, kernel, etc. The routines can operate in an operating system environment or as
stand-alone routines occupying all, or a substantial part, of the system processing. Functions can
be performed in hardware, software, or a combination of both. Unless otherwise stated, functions

may also be performed manually, in whole or in part.

[100] In the description herein, numerous specific details are provided, such as
examples of components and/or methods, to provide a thorough understanding of particular
embodiments. One skilled in the relevant art will recognize, however, that a particular
embodiment can be practiced without one or more of the specific details, or with other apparatus,
systems, assemblies, methods, components, materials, parts, and/or the like. In other instances,
well-known structures, materials, or operations are not specifically shown or described in detail

to avoid obscuring aspects of particular embodiments.

[101] A “computer-readable medium” for purposes of particular embodiments
may be any medium that can contain, store, communicate, propagate, or transport the program
for use by or in connection with the instruction execution system, apparatus, system, or device.
The computer readable medium can be, by way of example only but not by limitation, an
electronic, magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus,

system, device, propagation medium, or computer memory.

[102] Particular embodiments can be implemented in the form of control logic in
software or hardware or a combination of both. The control logic, when executed by one or more

processors, may be operable to perform that what is described in particular embodiments.

[103] A “processor” or “process” includes any human, hardware and/or software
system, mechanism or component that processes data, signals, or other information. A processor
can include a system with a general-purpose central processing unit, multiple processing units,
dedicated circuitry for achieving functionality, or other systems. Processing need not be limited
to a geographic location, or have temporal limitations. For example, a processor can perform its
functions in “real time,” “offline,” in a “batch mode,” etc. Portions of processing can be
performed at different times and at different locations, by different (or the same) processing

systems.
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[104] Reference throughout this specification to “one embodiment”, “an
embodiment”, “a specific embodiment”, or “particular embodiment” means that a particular
feature, structure, or characteristic described in connection with the particular embodiment is
included in at least one embodiment and not necessarily in all particular embodiments. Thus,
respective appearances of the phrases “in a particular embodiment”, “in an embodiment”, or “in
a specific embodiment” in various places throughout this specification are not necessarily
referring to the same embodiment. Furthermore, the particular features, structures, or
characteristics of any specific embodiment may be combined in any suitable manner with one or
more other particular embodiments. It is to be understood that other variations and modifications
of the particular embodiments described and illustrated herein are possible in light of the

teachings herein and are to be considered as part of the spirit and scope.

[105] Particular embodiments may be implemented by using a programmed
general purpose digital computer, by using application specific integrated circuits, programmable
logic devices, field programmable gate arrays, optical, chemical, biological, quantum or
nanoengineered systems, components and mechanisms may be used. In general, the functions of
particular embodiments can be achieved by any means as is known in the art. Distributed,
networked systems, components, and/or circuits can be used. Communication, or transfer, of data

may be wired, wireless, or by any other means.

[106] It will also be appreciated that one or more of the elements depicted in the
drawings/figures can also be implemented in a more separated or integrated manner, or even
removed or rendered as inoperable in certain cases, as is useful in accofdance with a particular
application. It is also within the spirit and scope to implement a program or code that can be
stored in a machine-readable medium to permit a computer to perform any of the methods

described above.

[107] Additionally, any signal arrows in the drawings/Figures should be
considered only as exemplary, and not limiting, unless otherwise specifically noted.
Furthermore, the term “or” as used herein is generally intended to mean “and/or” unless
otherwise indicated. Combinations of components or steps will also be considered as being

noted, where terminology is foreseen as rendering the ability to separate or combine is unclear.
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[108] As used in the description herein and throughout the claims that follow,
“a”, “an” and “the” includes plural references unless the context clearly dictates otherwise. Also,
as used in the description herein and throughout the claims that follow, the meaning of “in”

includes “in” and “on” unless the context clearly dictates otherwise.

[109]  While the above is a complete description of exemplary specific
embodiments of the invention, additional embodiments are also possible. Thus, the above
description should not be taken as limiting the scope of the invention, which is defined by the

appended claims along with their full scope of equivalents.
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I CLAIM:

1. A method comprising:

providing a computing device including a processor;

providing a graphical user interface integrated with the computing device;

providing a video player integrated with the computing device;

providing an image capturing device integrated with the computing device,

wherein the computing device is to open an electronic document having text forming a
video-embeddable signature area or block, wherein user interaction with the video-embeddable
signature area or block is to initiate playback of video frames associated with the electronic
document;

using the computing device to generate an identifier, namely, a numeric or alphanumeric
number, uniquely associated with the electronic document,

wherein the graphical user interface is to display a user -input record button, wherein
upon selection of the user-input record button, the processor is to initiate the image capturing
device to capture a plurality of consecutive video frames of a user verbalizing the identifier
uniquely associated with the document, wherein the user verbalizing said identifier is to form an
agreement, the terms of which are uniquely linked to the user by the identifier;

storing by the computing device the consecutive video frames in a video file and

associating the video file with the electronic document; and

wherein upon user interaction with the video-embeddable signature area or block,
initiating the video player to playback the video file that displays the user verbalizing the unique

identifier.

2. The method of claim 1 further comprising

receiving, at a second computing device, the electronic document and the associated
video files for review by a user of the second computing device;

accepting signals to capture consecutive video frames of the second computing device
user verbalizing the identifier to uniquely link the user and terms of the electronic document;

storing the consecutive video frames of the second computing device user in a second

video file and associating the second video file and the electronic document; and
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selecting a second video-embeddable signature block of the electronic document to

initiate playback of the second video file.

3. A method comprising:

generating, at a first client computer, a document configured to have text that form at
least one or more signature areas or blocks, execution of a signature block indicating acceptance
by a user of said client computer to form an agreement;

generating, by said first client computer, a unique identifier namely a numeric or
alphanumeric number uniquely associated with the document configured to have text forming the
at least one or more signature areas or blocks;

accepting signals from a user input device of said client computer to capture a first set of
consecutive video frames of the user of said first client computer verbalizing the identifier
uniquely associated with the document to accept terms of the document to form said agreement;
and

storing said first set of consecutive video frames in a first video file and associating said
first video file with the document to authenticate the user’s acceptance of said agreement playing

back said video file to display the user verbalizing said unique identifier.

4. The method of claim 3 further comprising
authenticating said document by using a second computing device to display the

document and the first set of consecutive video frames of the user of said first client computer.

5. The method of claim 4 further comprising

accepting signals from a user input device of said second computing device to capture a
second set of consecutive video frames of the user of said second computing device verbalizing
the identifier uniquely associated with the document to accept terms of the document to form

said agreement.

6. A system comprising:
a module for generating, at a first client computer, a document configured to have text
that form at least one or more signature areas or blocks, execution of a signature block indicating

acceptance by a user of said client computer to form an agreement;
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a module for generating, by said first client computer, a unique identifier namely a
numeric or alphanumeric number uniquely associated with the document configured to have text
forming the at least one or more signature areas or blocks;

a module for accepting signals from a user input device of said client computer to capture
a first set of consecutive video frames of the user of said first client computer verbalizing the
identifier uniquely associated with the document to accept terms of the document to form said
agreement; and

a module for storing said first set of consecutive video frames in a first video file and
associating said first video file with the document to authenticate the user’s acceptance of said

agreement by playing back said video file to display the user verbalizing said unique identifier.

7. The system of claim 6 further comprising
a module for authenticating said document by using a second computing device to
display the document and the first set of consecutive video frames of the user of said first client

computer.

8. The system of claim 7 further comprising

a module for accepting signals from a user input device of said second computing device
to capture a second set of consecutive video frames of the user of said second computing device
verbalizing the identifier uniquely associated with the document to accept terms of the document

to form said agreement.

9. A system comprising:

a mobile computing device;

a graphical user interface integrated with the mobile computing device;

a video player integrated with the mobile computing device;

an image capturing device integrated with the mobile computing device;

wherein the mobile computing device is to open an electronic document with a video-
embeddable signature area or block, wherein user interaction with the video-embeddable
signature area or block, initiates playback of video frames associated with electronic document;

wherein the mobile computing device is to generate an identifier, namely, a numeric or

alphanumeric number, uniquely associated with said electronic document;
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wherein the graphical user interface is to display a user-input record button;

wherein selection of the user-input record button is to initiate the image capturing device
to capture a plurality of consecutive video frames of the user verbalizing the identifier,

wherein the mobile computing device is to store the consecutive video frames in a video
file and to associate the video file with the electronic document; and

wherein selection of the video-embeddable signature area or blocks is to initiate the video

player to playback the video file to display the user verbalizing the unique identifier.

10. The system of claim 9 further comprising:

a second mobile computing device that receives the electronic document and the
associated video files for review by a user of said second computing device;

wherein the second mobile computing device accepts signals from a user input device of
the second mobile computing device to capture consecutive video frames of the second mobile
computing device verbalizing the identifier uniquely associated with the document to accept
terms of the document;

wherein the second mobile computing device stores said consecutive video frames of the
second mobile computing device user in a second video file and associates said second video file
with the electronic document such that playback is initiated by interacting with a second video-
embeddable signature block of the electronic document to display the second mobile computing
device user verbalizing the unique identifier to authenticate the second mobile computing device

user’s acceptance of said agreement.
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