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(57) ABSTRACT 
A System and method of authenticating a digital Still image 
captured using a digital image capture device. To process the 
digital Still image for later authentication, a Signature data is 
transmitted from a remote location to the digital image 
capture device. Upon capturing the digital still image, an 
image identification is associated with the digital Still image. 
The Signature data is then applied to the captured digital Still 
image to produce an authentication signature representative 
of the captured digital Still image. The authentication Sig 
nature is associated with the image identification and trans 
mitted from the digital Still image to the remote location for 
Storage at the remote location. To Verify the authenticity of 
the digital Still image, the digital Still image is transmitted to 
the remote location. The Signature data for the transmitted 
digital Still image is accessed and applied to the transmitted 
digital Still image to produce a verification Signature. The 
authentication signature and the verification signature are 
compared to determine the authentication of the transmitted 
digital Still image. In an alternate embodiment, the Signature 
data and image identification are Sent to the image capture 
device to generate the verification Signature, which is trans 
mitted to the remote location for comparison with the 
authentication Signature. 
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SYSTEMAND METHOD OF AUTHENTICATING A 
DIGITALLY CAPTURED IMAGE 

FIELD OF THE INVENTION 

0001. The present invention relates generally to a method 
of processing and authenticating a digitally captured image. 

BACKGROUND OF THE INVENTION 

0002 The use of images for recording events is well 
known. Images can be captured using image capture devices 
Such as a film camera, Video digital camera, or a digital 
camera which captures digital images. Journalists use digital 
cameras Such as the Kodak DCS 315 to capture images of 
newsworthy events. Digital cameras such as the Kodak DCS 
330 are used to capture images at construction sites or other 
places where a visual record of the event is needed. Typi 
cally, a user of a digital camera captures a plurality of digital 
imageS which are Stored on a removable memory card. 
These digital images may be transferred from the memory 
card and Stored, for example, on a hard drive of a computer, 
recordable compact disc (CD), or other non-volatile memory 
asSociated with the user's computer. While digital images 
captured using a digital cameras are convenient to capture 
and transfer, the digital image are also relatively easy to 
modify, and the modifications can be difficult to detect. 
Accordingly, the authenticity of the digital image may be at 
SS.C. 

0003. Several approaches have been taken to insure the 
authenticity of a digital image. One approach is to connect 
a digital camera to a Secure image Storage facility over a 
Secure link. Using this approach, the Veracity of the digital 
image captured using the digital camera is dependent on the 
security of the link and the storage facility. While this 
approach may be Suitable for its intended purpose, this 
approach mandates maintenance of a large image database 
and secure links to it. For example, WO 00/01138 (Stein 
berg) discloses an “escrow” Security transmission wherein 
images “first data” are Sent to a first location and other 
information “Second data' is Sent to a Second location. 

0004 Methods of encoding data within a digital image 
are known to those skilled in the art. The encoded data can 
be used in an attempt to provide a “stamp of authenticity' for 
an image. However, if a portion of the image is modified, the 
encoded data may still remain intact, and the tampering will 
not be recognized. For example, U.S. Pat. No. 5,862.218 
(Steinberg) discloses a camera using indicium received from 
a host computer to mark an image in a nondestructive 
manner to form a modified image data and add the indicium 
to an image header. 
0005 Encryption might be employed to verify the 
authenticity of a digital image. If an image is encrypted by 
the digital camera, it can be decrypted at a later time only by 
those with the proper decryption “key'. However, the utility 
of the image is lost for all those who do not have the 
decryption key. For example, U.S. Pat. No. 5,862,217 
(Steinberg) discloses a digital camera providing encryption 
of an image during the acquisition process to attempt to 
avoid the existence of unencrypted image data. 
0006 Accordingly, while these methods may have 
achieved certain degrees of Success for their particular 
application, a need continues to exist for a method for 
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Verifying the authenticity of a digital image which over 
comes the problems of the existing methods. In particular, a 
need continues to exist for a method for Verifying the 
authenticity of a digital image without reducing the utility of 
the digital image. That is, the method should allow use of the 
digital image by numerous users, of which only a portion 
may have a need to authenticate the image. 

SUMMARY OF THE INVENTION 

0007 An object of the present invention is to provide a 
System and method of determining the authenticity of a 
digitally captured image. 
0008 Another object of the invention is to provide such 
a system and method which does not reduce the utility of the 
image. 

0009. A further object of the invention is to provide such 
a System and method which maintains flexibility and port 
ability of the image capture device used to capture the 
image. 

0010 Still another object of the invention is to provide 
Such a System and method which does not mandate main 
tenance of a large image database. 
0011. These objects are given only by way of illustrative 
example. Thus, other desirable objectives and advantages 
inherently achieved by the disclosed invention may occur or 
become apparent to those skilled in the art. The invention is 
defined by the appended claims. 
0012. According to one aspect of the invention, there is 
provided a method of processing for later authentication a 
digital Still image captured using a digital image capture 
device. The method comprises the Steps of transmitting 
Signature data from a remote location to the digital image 
capture device; associating an image identification with the 
digital Still image, applying the Signature data to the cap 
tured digital Still image to produce an authentication Signa 
ture representative of the captured digital Still image; asso 
ciating the authentication signature with the image 
identification; transmitting the authentication signature to 
the remote location; and Storing the Signature data, authen 
tication Signature, and image identification at the remote 
location. 

0013. According to another aspect of the invention, there 
is provided a System for processing for later authentication 
a digital Still image. The System includes a digital image 
capture device including an image processor, a remote 
location remote from the digital image capture device, and 
communication means. The digital image capture device 
captures the digital Still image. The remote location com 
prises a database for Storing Signature data, an authentication 
Signature, and an image identification. The image identifi 
cation is associated with the digital Still image captured by 
the digital image capture device, and the authentication 
Signature is associated with the image identification. The 
communication means transmits the Signature data from the 
remote location to the digital image capture device, and 
transmits the authentication signature for the digital Still 
image to the remote location. The image processor applies 
the Signature data to the captured digital Still image to 
produce the authentication Signature, with the authentication 
Signature being representative of the captured digital Still 
image. 
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0.014. According to a further aspect of the invention, 
there is provided a method of authenticating a digital Still 
image captured using a digital image capture device. To 
process the image for later authentication, Signature data is 
transmitted from a remote location to the digital image 
capture device. Upon capturing the digital still image, an 
image identification is associated with the digital Still image. 
The Signature data is then applied to the captured digital Still 
image to produce an authentication signature representative 
of the captured digital Still image. The authentication Sig 
nature is associated with the image identification and trans 
mitted from the digital Still image to the remote location for 
Storage at the remote location. To later authenticate the 
digital Still image, the digital Still image is transmitted to the 
remote location. The Signature data for the transmitted 
digital Still image is accessed and applied to the transmitted 
digital Still image to produce a verification Signature. The 
authentication signature and the verification signature are 
compared to determine the authentication of the transmitted 
digital still image. 
0.015 According to a still further aspect of the invention, 
there is provided a System for authenticating a digital Still 
image captured using a digital image capture device and 
processed using Signature data provided to the digital image 
capture device to produce an authentication signature rep 
resentative of the digital Still image. The System comprises 
a remote location remote from the digital image capture 
device, communication means for transmitting the digital 
Still image to the remote location for authentication, and a 
processor located at the remote location. The remote loca 
tion comprises a database for Storing the Signature data and 
authentication signature. The processor applies the Signature 
data to the transmitted digital Still image to produce a 
Verification Signature and compares the authentication Sig 
nature with the Verification Signature to determine the 
authentication of the digital Still image. 
0016. According to yet another aspect of the present 
invention, there is provided a method of authenticating a 
digital Still image captured using a digital image capture 
device. To process the image for later authentication, Sig 
nature data is transmitted from a remote location to the 
digital image capture device. Upon capturing the digital Still 
image, an image identification is associated with the digital 
Still image. The Signature data is then applied to the captured 
digital Still image to produce an authentication Signature 
representative of the captured digital Still image. The authen 
tication signature is associated with the image identification 
and transmitted from the digital image capture device to the 
remote location for Storage at the remote location. To later 
authenticate the digital still image, the Signature data cor 
responding to the image identification for the image in 
question is transmitted to the image capture device upon 
which the image to be authenticated resides (or alternatively, 
to a computer on which the image to be authenticated 
resides). The Signature data for the digital still image is 
applied at the image capture device to the digital Still image 
to produce a verification signature. The Verification Signa 
ture is transmitted to the remote location. At the remote 
location, the authentication Signature and the verification 
Signature are compared to determine the authentication of 
the digital Still image. 
0.017. The present invention provides a system and 
method for determining the authenticity of a digitally cap 
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tured image wherein a remote database comprises Signature 
information, and the Stored signature information is 
accessed to authenticate the image. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0018. The foregoing and other objects, features, and 
advantages of the invention will be apparent from the 
following more particular description of the preferred 
embodiments of the invention, as illustrated in the accom 
panying drawings. 
0019 FIG. 1 generally illustrates a system in accordance 
with the present invention for processing a digital Still image 
for later authentication. 

0020 FIG. 2 shows a block diagram of an image capture 
device suitable for use with the present invention. 
0021 FIG. 3 shows a flow diagram of a method in 
accordance with the present invention for processing a 
digital still image for later authentication. 
0022 FIG. 4 generally illustrates a system in accordance 
with the present invention Suitable for authenticating a 
digital Still image processed in accordance with the method 
illustrated in FIG. 3. 

0023 FIG. 5 shows a flow diagram of a method in 
accordance with the present invention for authenticating a 
digital Still image processed in accordance with the method 
illustrated in FIG. 3. 

0024 FIG. 6 shows a flow diagram of a method in 
accordance with the present invention for authenticating a 
digital still image using an image capture device. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0025 The following is a detailed description of the 
preferred embodiments of the invention, reference being 
made to the drawings in which the same reference numerals 
identify the same elements of Structure in each of the Several 
figures. 
0026. The present invention relates generally the process 
ing and authenticating of a digitally captured image while 
providing flexibility and portability of the image capture 
device used to capture the image. More particularly, the 
present invention provides a System and method of Verifying 
the authenticity of a digital image on the basis of an 
authentication Signature Stored at a Secure remote location. 
The digital image is not encrypted nor Stored at the remote 
location. AS Such, the utility of the digital image is not 
reduced. Rather, the authentication signature is accessed 
each time the authenticity of the digital image is at issue. If 
the digital image maintains the same signature, the digital 
image is considered to be authentic. 
0027 FIG. 1 generally illustrates a system 5 in accor 
dance with the present invention for processing a digital Still 
image for later authentication. System 5 includes an image 
capture device 10 for capturing the digital image capture 
device, and communication channel 7 for communicating 
with a remote location 9. 

0028. While those skilled in the art will recognize image 
capture devices suitable for use with system 5, FIG.2 shows 
a block diagram of a typical image capture device 10 
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Suitable for use with System 5. Image capture device is 
preferably a digital camera adapted to capture images in 
electronic form. Image capture device 10 captures digital 
imageS which are Stored on a removable memory card 12. 
Removable memory cards 12 are known to those skilled in 
the art. For example, removable memory card 12 can include 
memory cards adapted to the PCMCIA card interface stan 
dard and the CompactFlash Specification Version 1.3, pub 
lished by the CompactFlash Association, Palo Alto, Calif., 
Aug. 5, 1998. Other types of digital memory devices, such 
as magnetic hard drives, magnetic tape, or optical disks, 
could alternatively be used to Store the digital images. 

0029) Image capture device 10 may include a Zoom lens 
14 having a Zoom and focus motor 16 and an adjustable 
aperture and shutter (not shown). When an image is being 
captured using image capture device 10, Zoom lens 14 
focuses light from a scene being captured (not shown) onto 
an image Sensor 18. Image Sensor 18 may be, for example, 
a single-chip color charged couple device (CCD) image 
Sensor, and may employ the well known Bayer color filter 
pattern. Image Sensor 18 is controlled by a clock driver(s) 
20. Zoom and focus motors 16 and clock driver 20 are 
controlled by control Signals Supplied by a control processor 
and timing generator 22. Control processor and timing 
generator 22 receives inputs from an autofocus and autoex 
poSure detector 24 and controls a flash 26. An analog output 
Signal from the image Sensor 18 is amplified and converted 
to digital data by an analog signal processing (ASP) and 
analog-to-digital (A/D) converter 28. Digital data received 
from converter 28 is stored in a DRAM buffer memory 30 
and Subsequently processed by an image processor 32. 
Image processor 32 is controlled by firmware Stored in a 
firmware memory 34, which can be, for example, flash 
EPROM memory. 

0030) Image processor 32 will process the image cap 
tured in accordance with instructions Stored in firmware 
memory 34. Image processor 34 performs color interpola 
tion followed by color and tone correction, in order to 
produce rendered sRGB image data. The rendered sRGB 
image data can then be compressed, for example using the 
well known JPEG format. Using memory card interface 36, 
the compressed image data is then Stored as an image file on 
removable memory card 12. Image processor 32 preferably 
creates a “thumbnail' size image that is stored in RAM 
memory 38 and Supplied to a color LCD image display 40, 
which displays the captured image for the user to review. 
This low-resolution “thumbnail' size image, can be created 
as described in commonly assigned U.S. Pat. No. 5,164,831 
(Kuchta, et. al.), the disclosure of which is herein incorpo 
rated by reference. The thumbnail image preferably has 
160x120 pixels, and is stored within the Exif version 2.1 
image file along with the compressed full resolution image. 

0.031) Image capture device 10 is controlled by user 
controls 42, Such as a Series of user buttons including a 
Shutter release (e.g., capture button) (not shown) which 
initiates an image capturing operation. A graphical user 
interface displayed on the color LCD image display 40 is 
controlled by a user interface portion of firmware Stored in 
firmware memory 34. 
0.032 The image captured by image capture device 10 
can be transferred to a personal computer by removing 
removable memory card 12 from image capture device 10 
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and inserting removable memory card 12 in a card reader 
(not shown) in a computer 44, Such as a home personal 
computer. Alternatively, an interface cable 46 can be used to 
connect between a host interface 48 in image capture device 
10 and a CPU motherboard (not shown) in computer 44. 
Interface cable 46 can conform to, for example, the well 
known universal serial bus (USB) interface specification. 
0033. In a preferred embodiment, image capture device 
10 comprises a cellular processor 50 adapted to initiate a 
cellular phone call by means of a cellular modem 52. 
0034) Referring again to FIG. 1, image capture device 10 
is in communication with remote location 9, remote from 
image capture device 10, by means of communication 
channel 7. Remote location 9 includes Software and/or a 
database or other known means for Storing information. 
Remote location 9 can be operated, for example, by a 
retailer, photofinisher, computer Service provider, Security 
agency, insurance agency or other Service provider. 
0035) Referring now to FIG. 3, to process a digital still 
image for later authentication, remote location 9 transmits 
Signature data SD to image capture device 10 via commu 
nication channel 7 (Step 100). The image is captured using 
image capture device 10 (step 105). Image processor 32 of 
image capture device 10 applies Signature data SD to the 
captured image to process the image and produce an authen 
tication Signature AS representative of the captured image 
(step 110). 
0036) Signature data SD can be transmitted to image 
capture device 10 prior to the capture of the image. Alter 
natively, Signature data SD can be transmitted Subsequent to 
the capture of the image by image capture device 10. 
0037 Signature data SD comprises information for pro 
cessing the captured image So as to produce authentication 
Signature AS. For example, Signature data SD might be a 
hashing algorithm, Such as the SHA-1 algorithm as Specified 
in FIPS PUB 180-1, which hashes any given size data to 
only 20 bytes. Hashing algorithms are well known algo 
rithms wherein each pixel value in the image is acted upon 
by a particular function to determine a number that is 
representative of the image. The function is Sensitive to any 
change in the image. Accordingly, if any pixel of the image 
is changed/modified, the output of the hashing algorithm 
will differ from the original. This hashing algorithm may be 
performed before or after compression of the captured 
image, and before or after other image manipulations. The 
Sequence of operation is determined by file size and accept 
able image quality losses. It may be that a large file without 
compression losses is preferred in applications where 
authenticity of the captured image is critical. 

0038. Other signature data SD may be known to those 
skilled in the art, for example, a lookup table or checksum 
data. Alternatively, Signature data SD may be an algorithm 
that processes a String of numbers/characters, which in the 
instant application is the image data, to provide a unique or 
Substantially unique numerical value. Additionally, Signa 
ture data SD may be a set of variable input to an algorithm 
disposed in the image capture device that causes the algo 
rithm to generate a unique or Substantially unique numerical 
value based on the variable input and the image data. 
0039 Preferably, remote location 9 employs a plurality of 
Signature data SD So as to maintain anonymity and reduce 



US 2003/0065922 A1 

counterfeiting, and consequently maintain the Security, of 
the authentication signature produced. A random generator 
may be used to determine which signature data to employ. 
0040. Once authentication signature AS is produced, an 
image identification ID is associated with the captured 
image and authentication Signature AS. Image identification 
ID can be generated by image capture device 10, or alter 
natively, by remote location 7. The generation of image 
identification ID can be conducted prior or Subsequent to the 
capture of the image. Image identification ID can comprise 
numerical, alphabetical, textual, iconic, and/or graphical 
information. For example, image identification ID could 
include the Serial number of image capture device 10 
concatenated with the date and time the image was captured, 
thereby producing a unique image identification ID. Image 
identification ID must be stored with the captured image for 
authentication purposes. 
0041 Authentication signature AS may also comprise a 
Series of values. If the digital Still image is divided/config 
ured into Segments, Such as rectangular areas, Signature data 
SD can be applied to each of the Segments individually to 
yield a value. These individual values create an authentica 
tion signature for each of the Segments (i.e., a segment 
authentication signature). The authentication signature for 
each of the Segments can be Stored at the remote location. AS 
Such, authentication Signature AS can comprise this Series of 
values. In this manner, portions of cropped/Zoomed digital 
Still images may be verified. Alternatively, Signature data SD 
is applied to portions of the digital Still image. That is, while 
the digital still image is configured into a plurality of 
Segments, Signature data SD is not applied to all the Seg 
ments but is applied to at least one of the plurality of 
Segments to produce at least one Segment authentication 
Signature. 

0.042 Authentication signature AS is transmitted to 
remote location 9 (step 115) by means of communication 
channel 7. Signature data SD, authentication Signature AS, 
and image identification ID are then Stored at remote loca 
tion 9 (step 120) for later authentication of the digital still 
image. A message may be optionally transmitted by remote 
location 9 indicative of the receipt/storage of authentication 
Signature (step 125). 
0043. It is understood that the captured digital still image 
is not encoded, marked, or encrypted. AS Such, utility of the 
image has not been affected. However, the captured image 
may be encoded, marked, or encrypted as the user desires 
and the present invention may be employed to provide 
authentication. 

0044) It is also understood that authentication signature 
AS is not stored by image capture device 10. Rather, 
authentication Signature AS is Stored at remote location 9. 
0.045. It is preferred that signature data is stored at remote 
location 9 and not stored by image capture device 10. While 
Signature data SD may be Stored at any location, Storage at 
a location other than remote location 9 is not beneficial Since 
authentication is available by means of Signature data SD 
and authentication Signature AS Stored at remote location 9. 
0.046 Referring now to FIG. 4, communication channel 
7 can comprise well known communication means though 
preferably communication channel 7 includes a cellular 
network 54 adapted to provide communication between 
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image capture device 10 and remote location 9 by means of 
a cellular modem 52. More particularly, cellular network 54 
provides a communication network between image capture 
device 10 and cellular modem 56 disposed at remote loca 
tion 9 by means of channel 58, which can be a wired 
channel. 

0047. In FIG. 4, remote location 9 is illustrated as a 
database provider including a Server 60 and Signature data 
base 62. Once authentication signature AS has been deter 
mined, image processor 32 communicates authentication 
signature AS to cellular processor 50. Cellular processor 50 
initiates a cellular phone call via cellular modem 52. Authen 
tication signature AS and image identification ID are trans 
mitted to cellular network 54 by means of cellular modem 
52. Authentication signature AS and image identification ID 
are then transferred to remote location 9 by means of 
channel 58. Server 60 places image identification ID and 
authentication signature AS in Signature database 62. Sig 
nature data SD is also Stored in Signature database 62. Server 
60 may optionally initiate a message to image capture device 
10 via channel 58 confirming the storage of the data. Image 
capture device 10 is then free to terminate the connection, 
continue image capture, or provide other functions/opera 
tions. 

0048. It is understood that a cellular connection is pre 
ferred to promote mobility and flexibility, but that other 
connections, wired or wireleSS, can be employed. 
0049. In an alternate embodiment, signature data SD 
resides in image capture device 10. Such an arrangement 
reduces the communication between remote location 9 and 
image capture device 10. However, Such an arrangement 
also reduces the level of Security Since Signature data SD is 
not specific to an image nor changed as a function of time. 
0050. In a further embodiment, the captured image can be 
transmitted to remote location 9 where signature data SD 
can be applied to produce authentication Signature AS. 
While this arrangement would eliminate the transmitting of 
authentication signature AS from image capture device 10 to 
remote location 9, it would require the transmitting of the 
image to remote location 9, and Such transmission could be 
cumberSome and time consuming. Accordingly, while Such 
an arrangement is not preferred, there is a benefit to this 
arrangement in that the image need not be Stored at remote 
location 9. 

0051) If image capture device 10 is unable to communi 
cate with remote location 9, image capture device 10 may 
continue to capture images, and the corresponding authen 
tication signatures and image identifications would be Stored 
for later transmittal to remote location 9. Similarly, captured 
images alone would be Stored/captured if there is no con 
nection with remote location 9 and/or signature data SD 
does not reside in image capture device 10. Image capture 
device 10 can be configured to continuously attempt com 
munication with remote location 9 until a Successful con 
nection is made. 

0052 To promote security, image capture device 10 may 
be configured Such that authentication Signature AS is not 
valid or not produced if removable memory card 12 is 
removed from image capture device 10 or if any image data 
is uploaded to image capture device 10. Further, image 
capture device 10 may be configured Such that authentica 
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tion Signature AS will be not valid or produced if image 
capture device 10 loses power. AS Such, image capture 
device 10 may comprise a plurality of power Supplies to 
ensure continuous power. Still further, image capture device 
10 may include detectors to detect whether tampering of 
image capture device 10 has occurred. If tampered with, 
authentication Signature AS would not be produced and any 
captured images would be marked. Such features of image 
capture device 10 would promote Security. 
0053 Time stamps, GPS (global positioning systems), 
directions, and other data may be incorporated into the 
image prior to the creation of authentication signature AS. 
Time Stamps may provide useful authenticating functions. 
For example, an indication that the digital Still image has not 
been modified prior to creating authentication signature AS 
can be provided if the elapsed time between capture and 
creation and transmission of authentication Signature AS is 
Small. In addition, the time of transmission of Signature data 
SD and the time of capture of the digital Still image may be 
transmitted and Stored with authentication Signature AS to 
provide another indication of authenticity. 
0.054 Since the captured digital still image is not 
encoded, marked, or encrypted, the captured digital Still 
image can be provided to memory card interface 36 for 
Storage on removable memory card 12 and Viewing on home 
computer 10. 
0.055 With the captured digital still image processed in 
accordance with the method described above, the processed 
digital still image may be later authenticated. FIG. 5 illus 
trates a method in accordance with the present invention for 
authenticating a digital Still image processed in accordance 
with the method described above. 

0056 To determine the authenticity, an authentication 
request for the digital Still image is initiated from a request 
location to remote location 9. The request location is remote 
from remote location 9, and can be image capture device 10, 
a computer, or other device adapted to communicate with 
remote location 9. The image to be authenticated is then 
uploaded to remote location 9. Accordingly, the image to be 
authenticated is transmitted to remote location 9 at step 200. 
The transmission can be accomplished by means of com 
munication channel 7 or other communications means avail 
able, either wired or wireleSS. The image to be authenticated 
may be uploaded from the request location or from another 
Source/location, for example, image capture device 10, a 
personal computer, or other device. 

0057. Once uploaded, server 60 determines image iden 
tification ID associated with the transmitted image. From 
image identification ID, the corresponding Signature data SD 
and authentication Signature AS can be accessed. 
0.058 Server 60 applies signature data SD to the trans 
mitted image to produce a verification signature VS (Step 
205). Server 60 then compares authentication signature AS 
with verification signature VS (step 210) using means 
known to those skilled in the art. If the two signatures are 
Substantially the Same, the transmitted image is believed to 
be the Same image as was originally captured by image 
capture device 10. As such, server 60 would initiate an 
authentication message indicative of the authenticity (Step 
215). In contrast, is the two signatures are determined to not 
be substantially the same at step 210, server 60 initiates an 
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authentication message indicating that the transmitted image 
is not authentic or that authenticity cannot be verified (Step 
220). The authentication message(s) initiated by server 60 
can be sent to image capture device 10, a personal computer, 
or the device from which the image to be authenticated was 
transmitted. 

0059. It is understood that the method as disclosed in 
FIG. 5 can be accomplished at a location other than (i.e., 
different from) remote location 9 (e.g., an authentication 
location). If the authentication location is not the same as 
remote location 9, communication means are needed to 
Securely transmit Signature data SD, authentication Signature 
AS and image identification ID from remote location 9 to the 
authentication location. For example, the authentication 
location can be image capture device 10. Either all, or a 
portion of, the method can be accomplished at the authen 
tication location. For example, if the application of Signature 
data SD to the image is computationally intensive, the 
application of Signature data SD to the image may be 
accomplished at the other location with the results (i.e., 
verification signature VS) being transmitted to remote loca 
tion 9 for comparison with authentication Signature AS. AS 
Such, the Security of authentication Signature AS would be 
maintained since it would not be transmitted from remote 
location 9. 

0060 Optionally, server 60 may provide and transmit an 
authentication code which will allow the user to verify the 
Veracity of the authentication message. 
0061 Referring to FIG. 6, image capture device 10 may 
be employed to authenticate the image in accordance with 
the present invention. The digital Still image is captured and 
processed in accordance with the method disclosed in FIG. 
3. To authenticate the image, an authentication request is 
initiated from image capture device 10 to remote location 9 
(step 300). Image identification ID for the digital still image 
to be authenticated is determined (step 305) and transmitted 
to remote location 9. Remote location 9 determines signa 
ture data SD and authentication signature AS corresponding 
to image identification ID (step 310). Signature data SD is 
transmitted to image capture device 10 (step 315) and 
applied to the digital Still image at image capture device 10 
to produce verification signature VS (step 320). Verification 
signature VS is transmitted to remote location 9 (step 325) 
where it is compared with authentication Signature AS to 
determine the authentication of the digital still image (Step 
330). 
0062 Similarly, a personal computer or other device 
adapted to Store the digital still image (i.e., where the digital 
Still image resides) can be employed. When the authentica 
tion request is initiated, image identification ID is deter 
mined and transmitted to remote location 9. Remote location 
9 determines signature data SD and authentication signature 
AS corresponding to image identification ID. Signature data 
SD is transmitted to the personal computer and applied to the 
digital Still image to produce verification signature VS. 
Verification signature VS is transmitted to remote location 9 
where it is compared with authentication Signature AS to 
determine the authentication of the digital Still image. 
0063 Should a location other than remote location 9 be 
employed to authenticate the image (such as image capture 
device 10 or computer), it may be desired to ensure the 
authenticity of Signature data SD and image identification 
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ID. That is, when Signature data SD and image identification 
ID are transmitted from remote location 9 to an authentica 
tion location (Such as image capture device 10 or a personal 
computer as described above), an additional step may be 
desired to verify the authenticity of signature data SD and 
image identification ID at the authentication location. 
0.064 One method to verify the authenticity of signature 
SD and image identification ID at an authentication location 
is to generate a digital signature DS when processing the 
digital Still image. Digital signature DS would be Stored at 
remote location 9 along with Signature data SD, authenti 
cation Signature AS, and image identification ID, and trans 
mitted to the authentication location when required. 
0065. That is, when the digital still image is processed, a 
digital Signature DS is also generated. Digital signature DS 
can generated, for example, by applying Signature data SD 
to image identification ID. Those skilled in the art will 
recognize other means of generating digital Signature DS, 
for example, by applying an algorithm to the concatenation 
of Signature data SD and image identification ID. Once 
generated, digital Signature DS is Stored in remote location 
9 along with Signature data SD, authentication Signature AS, 
and image identification ID. Then, when an authorization 
request is transmitted to remote location 9, digital Signature 
DS is transmitted to the authentication location along with 
Signature SD and image identification ID. The authentica 
tion location can apply signature data SD to image identi 
fication ID and determine if the result is substantially equal 
to digital Signature DS and therefore authentic. If digital 
Signature DS is not generated using Solely signature SD and 
image identification ID, then the additional key/algorithm/ 
data would need to be stored at remote location 9 and also 
transmitted. Alternatively, digital signature DS may not be 
transmitted to the authentication location. The authentica 
tion location can apply signature data SD to image identi 
fication ID and send the result to remote location 9. At 
remote location 9, the result can be compared to digital 
Signature DS to verify that the appropriate signature data SD 
will be applied to the appropriate image. 

0.066 An advantage of the present invention is that 
remote location 9 need not store image information, but 
rather signature information. Accordingly, the Size and com 
plexity of remote location 9 is simplified since only small 
amounts of data need be Stored for each image. The provider 
of remote location 9 can reduce costs associated with the 
database. 

0067. Another advantage of the present invention is that 
the digital image remains in the possession of the user, thus 
the user controls the image. The image may be used for 
Viewing and Verification need only be established as needed. 
0068 The small amount of data sent to remote location 9 
provides an advantage in usage of the communications 
device/channel. Since only a Small amount of data is sent, 
channels. Such as cellular telephony can be used to transfer 
the data that will later be used for verification. 

0069. A computer program product may include one or 
more Storage medium, for example, magnetic Storage media 
Such as magnetic disk (Such as a floppy disk) or magnetic 
tape, optical Storage media Such as optical disk, optical tape, 
or machine readable bar code, Solid-state electronic Storage 
devices Such as random access memory (RAM), or read 
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only memory (ROM); or any other physical device or media 
employed to Store a computer program having instructions 
for controlling one or more computers to practice the 
method according to the present invention. 
0070 The invention has been described in detail with 
particular reference to a presently preferred embodiment, 
but it will be understood that variations and modifications 
can be effected within the Spirit and Scope of the invention. 
The presently disclosed embodiments are therefore consid 
ered in all respects to be illustrative and not restrictive. The 
Scope of the invention is indicated by the appended claims, 
and all changes that come within the meaning and range of 
equivalents thereof are intended to be embraced therein. 

Parts List 

0071 5 authentication image processing system 

0072 7 communication channel 
0073 9 remote location 
0074 10 image capture device; digital camera 
0075) 12 memory card 

0076) 14 Zoom lens 
0.077 16 Zoom and focus motor 
0078 18 image sensor 

0079 20 clock driver(s) 
0080) 22 control processor and timing generator 

0081 24 autofocus and autoexposure detector(s) 
0082) 26 flash 
0083 28 ASP and A/D converter 
0084 30 DRAM buffer memory 
0085 32 image processor 

0.086 34 firmware memory 
0087 36 memory card interface 
0088 38 RAM memory 
0089 40 color LCD image display 

0090 42 user controls 
0091) 44 personal computer 

0092] 46 interface cable 
0093 48 host interface 
0094) 50 cellular processor 

0095) 52 cellular modem 
0096 54 cellular network 
0097) 56 cellular modem 
0098) 58 channel 
0099 60 server 
0.100) 62 signature database 
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What is claimed is: 
1. A method of processing for later authentication a digital 

Still image captured using a digital image capture device, 
comprising the Steps of: 

transmitting Signature data from a remote location to the 
digital image capture device; 

asSociating an image identification with the captured 
digital still image; 

applying the Signature data to the captured digital Still 
image to produce an authentication signature represen 
tative of the captured digital Still image; 

asSociating the authentication Signature with the image 
identification; 

transmitting the authentication Signature to the remote 
location; and 

Storing the Signature data, authentication Signature, and 
image identification at the remote location. 

2. The method of claim 1, further comprising the Step of 
capturing the digital Still image after the Signature data is 
transmitted to the digital image capture device from the 
remote location. 

3. The method of claim 1, wherein the signature data from 
the remote location is transmitted to the digital image 
capture device prior to the capture of the digital Still image. 

4. The method of claim 1, wherein the signature data from 
the remote location is transmitted to the digital image 
capture device Subsequent to the capture of the digital still 
image. 

5. The method of claim 1, wherein the remote location 
comprises a database for Storing the authentication Signa 
ture. 

6. The method of claim 1, further comprising the step of 
transmitting a message indicative of receipt of the authen 
tication Signature by the remote location. 

7. The method of claim 1, further comprising the step of 
asSociating the Signature data with the image identification. 

8. A method of authenticating a digital Still image cap 
tured using a digital image capture device and processed 
using Signature data to produce an authentication Signature 
wherein the authentication Signature is Stored at a remote 
location for later use in Verifying the authentication of the 
captured digital Still image, the method comprising the Steps 
of: 

transmitting the digital Still image to the remote location; 
accessing the Signature data; 
applying the Signature data to the transmitted digital Still 
image to produce a verification signature, 

accessing the authentication signature Stored at the remote 
location; and 

comparing the authentication Signature with the Verifica 
tion Signature to determine the authentication of the 
transmitted digital Still image. 

9. The method of claim 8, further comprising the step of 
producing an authentication message indicative of the 
authentication of the digital Still image. 

10. The method of claim 9, further comprising the step of 
transmitting an authentication code to Verify the authenti 
cation of the authentication message. 
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11. The method of claim 8, further comprising the step of 
Verifying the authenticity of the Signature data. 

12. A method of authenticating a digital still image having 
an image identification and captured using a digital image 
capture device and processed using Signature data to pro 
duce an authentication signature wherein the authentication 
Signature, Signature data, and image identification is Stored 
at a remote location for later use in Verifying the authenti 
cation of the captured digital Still image, the method com 
prising the Steps of 

transmitting an authentication request for the digital Still 
image, 

determining the image identification for the digital Still 
image to be authenticated; 

determining, from the remote location, the Signature data 
and authentication signature associated with the image 
identification; 

transmitting the Signature data from the remote location to 
an authentication location remote from the remote 
location; 

applying the Signature data to the digital Still image to be 
authenticated at the authentication location to produce 
a verification Signature; 

transmitting the verification signature from the authenti 
cation location to the remote location; and 

comparing the authentication signature and the verifica 
tion signature to determine the authentication of the 
digital Still image. 

13. The method of claim 12, further comprising the step 
of producing an authentication message indicative of the 
authentication of the digital Still image. 

14. The method of claim 13, further comprising the step 
of transmitting an authentication code to Verify the authen 
tication of the authentication message. 

15. The method of claim 12, wherein the authentication 
location is the digital image capture device or a personal 
computer. 

16. A method of authenticating a digital Still image 
captured using a digital image capture device, comprising 
the Steps of: 

transmitting Signature data from a remote location to the 
digital image capture device; 

asSociating an image identification with the digital Still 
image, 

applying the Signature data to the captured digital Still 
image to produce an authentication signature represen 
tative of the captured digital Still image; 

asSociating the authentication signature with the image 
identification; 

transmitting the authentication Signature to the remote 
location; 

Storing the Signature data, authentication signature, and 
image identification at the remote location; 

transmitting the digital Still image to the remote location; 
accessing the Signature data for the transmitted digital Still 

image, 
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applying the Signature data to the transmitted digital Still 
image to produce a verification signature, and 

comparing the authentication Signature with the Verifica 
tion Signature to determine the authentication of the 
transmitted digital Still image. 

17. The method of claim 16, further comprising the step 
of producing an authentication message indicative of the 
authentication of the transmitted digital Still image. 

18. The method of claim 16, wherein the signature data 
from the remote location is transmitted to the digital image 
capture device prior to the capture of the digital Still image. 

19. The method of claim 16, wherein the remote location 
comprises a database for Storing the authentication Signa 
ture. 

20. The method of claim 16, further comprising the step 
of transmitting a message indicative of receipt of the authen 
tication Signature by the remote location. 

21. A method of authenticating a digital Still image 
captured using a digital image capture device, comprising 
the Steps of: 

transmitting Signature data from a remote location to the 
digital image capture device; 

asSociating an image identification with the captured 
digital still image; 

applying the Signature data to the captured digital Still 
image to produce an authentication signature represen 
tative of the captured digital Still image; 

asSociating the authentication Signature With the image 
identification; 

transmitting the authentication Signature to the remote 
location; 

Storing the Signature data, authentication Signature, and 
image identification at the remote location; 

initiating an authentication request from an authentication 
location remote from the remote location, the digital 
Still image to be authenticated being disposed at the 
authentication location; 

transmitting the Signature data to the authentication loca 
tion; 

applying the Signature data to the digital Still image to be 
authenticated at the authentication location to produce 
a verification Signature; 

transmitting the Verification Signature to the remote loca 
tion; and 

comparing, at the remote location, the authentication 
Signature with the verification Signature to determine 
the authentication of the transmitted digital Still image. 

22. The method of claim 21, further comprising the Step 
of transmitting the digital Still image to be authenticated to 
the authentication location. 

23. The method of claim 21, further comprising the step 
of producing an authentication message indicative of the 
authentication of the transmitted digital Still image. 

24. The method of claim 21, wherein the signature data 
from the remote location is transmitted to the digital image 
capture device prior to the capture of the digital Still image. 

25. The method of claim 21, wherein the authentication 
location is a digital image capture device or a computer. 
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26. The method of claim 21, further comprising the step 
of transmitting a message indicative of receipt of the authen 
tication Signature by the remote location. 

27. A method of authenticating a digital Still image 
captured using a digital image capture device, the method 
comprising the Steps of: 

transmitting Signature data from a remote location to the 
digital image capture device; 

asSociating an image identification with the captured 
digital Still image; 

applying the Signature data to the captured digital Still 
image to produce an authentication signature represen 
tative of the captured digital Still image; 

asSociating the image identification with the authentica 
tion Signature; 

transmitting the authentication Signature to the remote 
location; 

Storing the Signature data, authentication signature, and 
image identification at the remote location; 

transmitting the Signature data from a remote location to 
the digital image capture device; 

applying the Signature data to the digital Still image at the 
digital image capture device to produce a verification 
Signature; 

transmitting the verification Signature from the digital 
image capture device to the remote location, and 

comparing the authentication Signature with the Verifica 
tion Signature to determine the authentication of the 
transmitted digital Still image. 

28. The method of claim 27, further comprising the step 
of, prior to transmitting the Signature data from the remote 
location to the digital image capture device, transmitting an 
authentication request for the digital Still image to the 
remote location from the digital image capture device. 

29. The method of claim 27, further comprising the step 
of producing an authentication message indicative of the 
authentication of the transmitted digital Still image. 

30. A System for processing for later authentication a 
digital still image, comprising: 

a digital image capture device for capturing the digital 
Still image; 

a remote location remote from the digital image capture 
device comprising a database for Storing Signature data, 
an authentication Signature, and an image identifica 
tion, the image identification being associated with the 
digital Still image captured by the digital image capture 
device, and the authentication signature being associ 
ated with the image identification; 

communication means for transmitting the Signature data 
from the remote location to the digital image capture 
device, and transmitting the authentication signature 
from the digital Still image to the remote location; and 

an image processor disposed in the digital image capture 
device for applying the Signature data to the captured 
digital Still image to produce the authentication signa 
ture, the authentication Signature being representative 
of the captured digital Still image. 
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31. The system of claim 30, wherein the signature data 
comprises a hashing algorithm. 

32. The system of claim 30, further comprising a mes 
Saging System for producing an authentication message 
indicative of the authentication of the transmitted digital still 
image. 

33. A System for authenticating a digital Still image 
captured using a digital image capture device and processed 
using Signature data provided to the digital image capture 
device to produce an authentication Signature representative 
of the digital Still image, the System comprising: 

a remote location remote from the digital image capture 
device comprising a database for Storing the Signature 
data and authentication Signature; 

communication means for transmitting the digital Still 
image to the remote location for authentication; and 

a processor located at the remote location for applying the 
Signature data to the transmitted digital Still image to 
produce a verification Signature and comparing the 
authentication Signature with the Verification signature 
to determine the authentication of the digital Still 
image. 

34. The system of claim 33, wherein the remote location 
further comprises a messaging System for producing an 
authentication message indicative of the authentication of 
the transmitted digital Still image. 

35. A System for authenticating a digital Still image 
captured using a digital image capture device and processed 
using Signature data provided to the digital image capture 
device to produce an authentication Signature representative 
of the digital still image, the signature data and authentica 
tion signature being Stored at the remote location, the System 
comprising: 

an authentication location remote from the digital image 
capture device and remote location for authenticating 
the digital Still image; 

communication means for (a) transmitting the digital still 
image to the authentication location for authentication, 
(b) accessing and transmitting the signature data for the 
transmitted digital Still image from the remote location 
to the authentication location, and (c) transmitting a 
Verification Signature from the authentication location 
to the remote location; 

a processor located at the authentication location for 
applying the Signature data to the transmitted digital 
Still image to produce the verification Signature, and 

a comparator located at the remote location for comparing 
the authentication Signature with the verification Sig 
nature to determine the authentication of the digital Still 
image. 

36. The system of claim 35, farther comprising a mes 
Saging System for producing an authentication message 
indicative of the authentication of the transmitted digital still 
image. 

37. A digital Still image processed according to the 
method of claim 1. 

38. A computer Storage product having at least one 
computer Storage medium having instructions Stored therein 
causing one or more computers to perform the method of 
claim 1. 

39. A computer Storage product having at least one 
computer Storage medium having instructions Stored therein 
causing one or more computers to perform the method of 
claim 8. 
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40. A method of processing for later authentication a 
digital Still image captured using a digital image capture 
device, comprising the Steps of: 

transmitting Signature data from a remote location to the 
digital image capture device; 

asSociating an image identification with the captured 
digital Still image; 

Segmenting the captured digital Still image into a plurality 
of Segments, 

applying the Signature data to each of the plurality of 
Segments to produce a plurality of Segment authenti 
cation Signatures, 

transmitting the plurality of Segment authentication Sig 
natures to the remote location; and 

Storing the Signature data, plurality of Segment authenti 
cation signatures, and image identification at the 
remote location. 

41. A method of processing for later authentication a 
digital Still image captured using a digital image capture 
device, comprising the Steps of: 

transmitting Signature data from a remote location to the 
digital image capture device; 

asSociating an image identification with the captured 
digital Still image; 

Segmenting the captured digital Still image into a plurality 
of Segments; 

applying the Signature data to at least one of the plurality 
of Segments to produce an authentication Signature; 

transmitting the authentication Signature to the remote 
location; and 

Storing the Signature data, authentication signature, and 
image identification at the remote location. 

42. A method of processing for later authentication a 
digital Still image captured using a digital image capture 
device, comprising the Steps of: 

at a first time, transmitting Signature data from a remote 
location to the digital image capture device; 

asSociating an image identification with the captured 
digital Still image; 

applying the Signature data to the captured digital Still 
image to produce an authentication signature represen 
tative of the captured digital Still image; 

asSociating the authentication signature with the image 
identification; 

at a Second time different than the first time, transmitting 
the authentication Signature to the remote location; and 

Storing the first time, Second time, Signature data, authen 
tication Signature, and image identification at the 
remote location. 

43. The method of claim 42, wherein the first time and 
Second time are determined by the digital image capture 
device. 


