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(57) Abstract: Navigation of a hierarchical system is facilitated by a specialized graphical user interface in which graphical repre-
sentations of different levels of the hierarchy are mapped to and coordinate with menu controls. The graphical representation may
@ variously describe the topological arrangement of a hierarchy or a functional representation of a hierarchical system. Selecting an
element of the graphical representation causes a new representation to appear, showing higher level of detail of the selected element.
Simultaneously the menu controls expand to offer submenus corresponding to the greater detail for selection by a user. The graphical
representation may be augmented by other controls, such as shortcut icons for enhanced performance.
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Using Images in Alternative Navigation

BACKGROUND OF THE INVENTION

1. Field of the Invention.

[0001] This invention relates to management of computer
networks. More particularly, this invention relates to a graphi-
cal user interface for visualizing and controlling a computer

network.

2. Description of the Related Art.

Table 1 - Acronyms and Abbreviations

ARA Authentication, Authorization, and
Accounting
CMTS Cable Modem Termination System
GUI Graphical User Interface
LAN Local Area Network
MAP Map Routing Technique
[0002] A graphical user interface (GUI) is a computer

terminal or monitor interface, based on graphics instead of
text. A graphiéal representation appears on a display and a user
can interact with the system using a selection device, for exam-
ple a mouse. The management of a large computer system or net-
work requires management of a large amount of data, which is
typically organized hierarchically.

[0003] A graphical user interface for wvisualizing and
controlling a hierarchic structure may consist of a first icon
or set Qf icons that represents the structure at the top level.
If a user activates the first icon with the selection device,
e.g., by clicking on it, a second set of icons appears, repre-
senting a lower level of the structure. This may be repeated un-

til the user sees an icon representing the component or function
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to be managed. The well-known Windows Explorer utility of Micro-

soft® windows® is an example of such a graphical user interface

[0004] Alternatively, the graphical user interface may
consist of menus and submenus representing the different devices
and properties at different levels of the hierarchic structure.
If a user activates the top-level menu, e.g., by clicking on it,
a second level menu appears representing a lower level of the
hierarchy. This may be repeated until the user sees a menu item
representing the component or function to be managed.

[0005] Commonly assigned U.S. Patent No. 6,628,304 to
Mitchell, et al., which is herein incorporated by reference,
discloses presenting hierarchical data to a user via a graphical
user interface. In the interface, hierarchical data is repre-
sented by nodes, beginning with one or more top nodes and ex-
tending into lower hierarchical levels by the display of child
nodes, grandchild nodes, etc. The arrangement of nodes on the
graphical user interface is such that scaling portrays the vari-
ous hierarchical levels, and nodes do not sbatially interfere
with one another. Navigation through the hierarchical data is
provided by allowing the user to select any visible node, at
which point a zoom-in or zoom-out view to the selected node as a
centrally located node on the interface is performed. Child
nodes at lower hierarchical levels that were not visible before
selection are then made visible up to a predetermined number of
levels within the hierarchy. A map is provided on the interface,
which allows a user to graphically ccmprehend the present loca-
tion of all nodes displayed on the interface in relation to
their position within the overall hierarchy. As applied to net-
work management, the interface allows errors in low level de-~
vices within a network to be visually propagated up to the upper
levels of the hierarchy, for display to a user viewing only the

top levels.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0006] For a better understanding of the present inven-
tion, reference is made to the detailed description of the in-
vention, by way of example, which is to be read in conjunction
with the following drawings, wherein like elements are given
like reference numerals, and wherein:

[0007] Fig. 1 schematically depicts in a simplified form
a networked data communication system in which the techniques of
the present invention may be implemented; _

[0008] Fig. 2 is a flow chart illustrating a method of
operation of a graphical user interface in accordance with a
disclosed embodiment of the invention; ,

[0009] Fig. 3 is a screen display including in its con-
tent area a graphical representation of a network being managed,
in accordance with a disclosed embodiment of the invention;

[0010] Fig. 4 shows another state of the screen dis-
play shown in Fig. 3, in accordance with a disclosed embodiment
of the invention;

[0011] Fig. 5 shows a screen display, which includes a
graphical representation of user configuration domains in a com-
puter network, in accordance with a disclosed embodiment of the
invention;

[0012] Fig. 6 shows a screen display that was produced
in accordance with a disclosed embodiment of the invention;

[0013] Fig. 7 1is a screen display showing a graphical
representation of a computer network, in accordance with an al-
ternate embodiment of the invention; and

[0014] Fig. 8 is a screen display similar to the screen
display shown in Fig. 5, wherein some group icons have been aug-
mented by shortcut icons in accordance with a disclosed embodi-

ment of the invention.
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DETAILED DESCRIPTION OF THE INVENTION

[0015] In the following description, numerous specific
details are set forth in order to provide a thorough
understanding of the present invention. It will be apparent to
one skilled in the art, however, that the present invention may
be practiced without these specific details. In other instances,
well-known circuits, control logic, and the details of computer
program instructions for conventional algorithms and processes
have not been shown in detail in order not to obscure the
present invention unnecessarily.

[0016] Software programming code, which embodies aspects
of the present invention, is typically maintained in permanent
storage, such as a computer readable medium. In a client/server
environment, such software programming code may be stored on a
client or a server. The software programming code may be embod-
ied on any of a variety of known media for use with a data proc-
essing system, such as a diskette, or hard drive, or CD-ROM. The
code may be distributed on such media, or may be distributed to
users from the memory or storage of one computer system over a
network of some type to other computer systems for use by users
of such other systems. The techniques and methods for embodying
software program code on physical media and distributing soft-
ware code via networks are well-known and will not be further

discussed herein.

Overview.

[0017] In complex hierarchical representations there is
little scalability to different levels of detail. When viewing a
low level icon or menu, the user cannot see the hierarchic
structure as a whole. It can be difficult to find a desired ac-
tivity or data item. Once more than a few heavily populated
folders or network segments are expanded via user selection, the

user may become disoriented with respect to what area or loca-
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tion of the file system, network or other hierarchical data rep-
resentation he is currently viewing. Furthermore, considerable
navigation through the hierarchy can be required to reach a de-
sired item or to perform certain activities.

[0018] The exemplary embodiments described below relate
to a certain type of network scenario, which have been selected
for conceptual clarity. However, the principles of the invention
may be applied more broadly to many applications in which hier-
archical data needs to be navigated. The techniques presented
below are GUI navigation techniques that are complementary to
conventional menu techniques, e.g., dropdown menus, trees, draw-
ers.

[0019] In one field application of the invention, com-
puter networks typically comprise a combination of computer sys-
tems interconnected with a number of network communications de-
vices such as modems, hubs, routers, bridges, and switches. Such
networks may be interconnected with other networks, such as
those from government agencies, or other entities, to form a
worldwide system of interconnected networks, such as the Inter-
net. Such a computer network can be broken down logically into
various hierarchical levels. For instance, a high speed fiberop-
tic link controlled by high speed routers might form a first
level in a hierarchy. This top-level network may interconnect
many smaller regional networks associated with specific build-
ings, cities, or geographical areas, each of which represents a
second level in the network hierarchy. Each regional network may
interconnect departmental networks representing a third level in
the network hierarchy. Each departmental network may include
many individual subnetworks of computers, terminals, printers,
- file and web servers, and so forth to form a fourth level of the
hierarchy. Each computer and data communications device may then

be considered on an individual basis as a fifth level in the hi-
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erarchy and may include various internal devices or peripherals,
which form a sixth hierarchical level.

[0020] In order to assist a user faced with navigating a
complex hierarchical system such as a computer network, a sys-
tem-wide perspective is commonly obtained from user guides and
help files. In the case of complex processes, programs known as
“wizards” may lead administrators through a process and avoid
navigation of the system in part or entirely. However, familiar-
ity with such systems often must be achieved by gradually gained
experience, which can be long and drawn-out. “Shortcuts”, tool-
bars and “hot keys” are interface features that can be installed
or made available for use with a graphical user interface and
which can eliminate some navigation. However, in normal use,
they can easily become so numerous as to be unwieldy.

[0021] Modern graphical user interfaces typically have
cne or more navigation panels and content areas. A content area
is an area of a displayed page or screen, in which the user en-
ters data, reads information. Navigation panels are realized,
for example by menu bars, tool bars, or controls, which when ac-
tuated, cause some operation to be executed, or cause the con-
tent in the content area to be changed.

[0022] In some embodiments of the invention, a graphical
representation of a hierarchical network management system is
displayed in the content area of a page. This representation may
describe the topological arrangement of the network. Alterna-
tively, the representation may be a functional representation of
the system, indicating processes, or data flows of the system
(such as packet processing). Alternatively, the representation
could be oriented toward security features, indicating privi-
leges at various levels of the hierarchy. Many other representa-
tions of the network will occur to those skilled in the network

management art. Indeed, the graphical representation could de-
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scribe many systems and data collections unrelated to network
management.

[0023] In an aspect of the invention, a portion of the
graphical representation is mapped to items in a simultaneously
displayed menu. This mapping may be used to obtain help about
the menu items. Additionally or alternatively, the mapping may
serve as a convenient entry to a navigation path through the hi-
erarchy via the menu.

[0024] Context-sensitive help relating .to elements of
the graphical representation may be immediately available, re-
sponsively to a selection device. For example, in one embodi-
ment, when a mouse pointer passes across an element of the
graphical representation that is mapped to a menu item, a visual
indicator, e.g., a tooltip, appears on the display, containing a
short description about the item. Meanwhile, the menu item is
highlighted on the appropriate menu, thereby facilitating an ap-
propriate selection by the user.

[0025] When a selection on the graphical representation
is made by the user, e.g., by a mouse click, a corresponding
menu item is coordinately opened automatically in the menu bar,
showing its submenu (if such exists), or executing a designated
operation. Additionally or alternatively, selection of an item
in the graphical representation may -enable a more detailed help
display, e.g., a popup window.

[0026] Typically, the initial graphical representation
of the system in the content area is a broad overview, mapped to
a high level menu in the navigation paﬁel. When an item of the
high level menu is selected, either from the graphical represen-
tation or directly from the menu bar, e.g., by a “right-click”
or single click of a mouse, a submenu is exposed, and the ini-
tial graphical representation in the content area is replaced by
a more detailed graphical map that represents the items in the

submenu. This process may iterate, focusing on progressively
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narrower, but more detailed graphical representations of sub-
menus, eventually reaching the level of the leaves of the hier-
archical tree, at which point the process ends, or reiterates at
a higher level. Ancillary help displays in the content area or
elsewhere may be presented at various stages during the user in-
teraction.

[0027] In most cases, orientation and access to a de-
sired object is gained more quickly by coordinately controlling
the graphical representations and menus and submenus, and appro-
priately introducing help aids than by using conventional menus
and help pages. The graphical representation may be tailored as
a filter, so as to provide rapid access to a frequently accessed
subset of options and entries that may be offered by the object.
The user thereby avoids navigating through less freguently ac-
cessed items. When configured in this manner, the graphical rep-
resentation complements the menus and submenus, which may be far
more detailed in the case of a complex object.

[0028] An embodiment of the invention provides enhance-
ments in an authentication, authorization, and accounting (AAA)
server used in the operation of a computer network in which a
processing unit is linked to a memory, the network, a terminal,
and a selection device. The processing unit executes a computer
program causing the terminal to display a hierarchical model of
the computer network, in which first and second icons represent-
ing network data items are arranged in respective first and sec-
ond hierarchical levels. A navigation panel is also displayed,
which has first and second controls respectively mapped to the
first and second icons. When a pointer is moved to one of the
first icons, a corresponding first control of the navigation
panel is emphasized. Selection of one of the first icons causes
them to be replaced by the second icons, and the navigation

panel is simultaneously modified to display the second controls.
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The process may be iterated to view any number of hierarchical

levels.

Embodiment 1.

[0029] Turning now to the drawings, reference is ini-
tially made to Fig. 1, which schematically depicts a simplified
version of a networked data communication system 10, in which
the techniques of the present invention may be implemented. The
system 10 is a useful example for explaining the principles of
the invention. However, the principles of the invention can be
practiced with many different network systems and data hierar-
chies. Indeed, the principles of the invention can be applied
using a standalone computer. A wireless network is shown in
Fig. 1 by way of example and not of limitation. In various em-
bodiments, wireless links may be replaced in whole or in part by
other known connections, in which case wireless network elements
are replaced by other network elements. For example, in an opti-
cal network devices such as add-drop multiplexers, regenerators,
digital cross-connects, and section terminating equipment may be
substituted for wireless uplink and downlink channels.

[0030] The system 10 includes a head end 12 (also known
as a central termination unit). The head end 12 includes an AAA
server 14, which communicates with a plurality of nodes 16, and
coordinates access between each of the nodes 16 and the head
end 12. In some embodiments, the head end 12 communicates with
network devices in a network environment, gathering information
on network elements through the use of a network management pro-
tocol that remotely queries the network devices and, in turn,
the network devices provide status information. The AAA
server 14 may include a memory 18 and at least one processor 20.

[0031] Typically, a supervisory operator interacts with
the AAA server 14 using a display 22, which may be realized as

any suitably linked computer device or workstation having a
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suitable input device such as a keyboard 24, and a graphical se-
lection device, such as a mouse 26. While a direct connection is
shown between the AAA server 14 and the display 22, the AAA
server 14 ‘may communicate with other network elements using
downlink channels 28 and uplink channels 30.

[0032] In Fig. 1 wireless links comprising one or more
downlink channels 28 and one or more uplink channels 30 between
the head end 12 and the nodes 16 via any one of a plurality of
wireless transmitting and receiving devices 32, shown as a sat-
ellite base station 34, an orbital satellite 36, and a radio
tower 38.

[0033] The nodes 16 may include any one of a number of
wireless transmitting and receiving devices. For example, a sat-
ellite dish 40 may be used to communicate with the head end 12
via the downlink channels 28 and the uplink channels 30. The
satellite dish 40 may, in turn, be connected to a local area
network 42 (LAN), which, may be further connected to one or more
computer systems 44. Another wireless device may be a portable
wireless computer system 46, which is able to transmit and re-
ceive information to the head end 12 via the downlink chan-
nels 28 and the uplink channels 30. Other devices 48 may in-
clude, for example, wireless telephones, handheld computing de-~
vices, etc. |

[0034] The downlink channels 28 and the uplink chan-
nels 30 may be utilized in a manner similar to that of the up-
stream and downstream channels of a cable modem network. Thus,
with the aid of the network management navigation aids disclosed
in detail herein below, Cable modem termination system domain
assignment and Map Routing Techniques (MAP) may easily be imple-
mented in the system 10, as taught, for example, by commonly as-
signed U.S. Patent No. 7,085,287, which is herein incorporated
by reference. Moreover, the techniques of the present invention

may be easily implemented in any computer network, which uses
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shared access channels for communicating between a centralized

computing system and one or more remote nodes.

Operation.

[0035] Reference is now made to Fig. 2, which is a flow
chart illustrating a method of operation of a graphical user in-
terface in accordance with a disclosed embodiment of the inven-
tion. In one embodiment, the operations described below can be
performed on pages of a document written in a markup language,
e.g., HTML, and presented on the display 22 (Fig. 1) using a
conventional browser. The operations can be implemented by in-
corporating suitable HTML directives and instructions within the
document. The method is performed iteratively, and for conven-
ience is explained with reference to screen displays, which usu-
ally show a first iteration of respective steps. It will be un-
derstood that whenever desired, the user may cancel a currently
represented level of the system hierarchy, e.g., by pressing the
“Esc” key of a keyboard. While Fig. 2 1is explained with respect
to a network management application, this is exemplary, and the
method can be performed with many other applications employing a
GUI.

[0036] At initial step 50 a user 1logs into an access
control system management application. The application is suit-
able for —controlling the network using the AAA server 14
(Fig. 1).

[0037] Next, at step 52, the user 1is presented with a
graphical representation of the current level of the system hi-
erarchy. In the first iteration, this is a top-level view. A
menu bar or navigation panel is also presented.

[0038] Next, at step 54, the user points or moves a
graphical selection device, e.g., a mouse, over an area of the
image. When the mouse pointer (or the indicator of another con-

ventional selection device) is proximate to an icon of the
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graphical representation, the corresponding mapped element of
the menu bar is automatically emphasized, e.g., by highlighting.
A tooltip may also appear near the icon.

[0039] Next, at step 56, the area indicated at step 54
is confirmed by actuating the selection device, e.g., by click-
ing a mouse, on an icon of the graphical representation, press-
ing an appropriate key of a keyboard, or making a selection from
the currently emphasized menu. Optionally, the user may choose
to disregard the currently indicated area, and simply move the
selection device to another area. This possibility is indicated
by the broken line 59 leading from step 56. In some embodiments,
the selection could be confirmed simply by leaving the mouse in
place for a predetermined time period. However, in the event the
user determines that the current display level or submenu is in-
appropriate to his requirements, an escape sequence can be ini-
tiated at this time, e.g., by pressing the “Esc” key on the key-
board.

[0040] Control now proceeds to decision step 57, where
it is determined if an escape sequence was initiated. If the de-
termination at decision step 57 is affirmative, then control
proceeds to final step 64 and the process ends.

[0041] If the determination at decision step 57 is nega-
tive, then control proceeds to decision step 58, where it is de-
termined if the item seiected in step 56 is an icon referring to
a higher level of detail in the graphical display or equiva-
lently is a corresponding submenu item if the selection 1in
step 56 was made using the currently emphasized menu.

[0042] If the determination at decision step 58 is nega-
tive, then it is concluded that the selected item was a terminal
element in the hierarchy represented by the menu system and the
graphical display. No further navigation of the menu system or
graphical display occurs, because the selection corresponds to a

definitive action to be taken, e.g., a cdmmand, program to be
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executed, or content to be displayed. Control proceeds to
step 60 and the selection is executed. In the content area of
the screen display, appropriate information representing the se-
lected activity or function may now appear and optionally re-
places the graphical representation. The procedure then termi-
nates at final step 64.

[0043] If the determination at decision step 58 is af-
firmative, then control proceeds to step 66. An appropriate ele-
ment of the menu expands to show a submenu, and a new graphical
representation'showing a higher level of detail of the previ-
ously selected item appears. This higher level of detail corre-
sponds to the submenu.

[0044] Control returns to step 54 to begin another it-
eration. While not shown explicitly in Fig. 2, it will be under-
stood that the user may return to a higher level of the system
hierarchy at any time, for example, by use of the browser’s
“back” control. Additionally or alternatively, return to a
higher level may be effected by clicking a higher entry bar of
the menu, or by clicking an icon indicating a return to a higher

hierarchical level in the graphical representation.

Example.

[0045] This example describes a series of screen dis-
plays that were developed by performing the method disclosed
above with respect to Fig. 2 on a prototype embodiment. The com-
puter application that was executed is a network access control
management application, which is adapted to management of sys-
tems such as the system 10 (Fig. 1).

[0046] Reference is now made to Fig. 3, which is a
screen display 68 including in its content area a typical
graphical representation 70 of a network whose access is being
managed, 1in accordance with a disclosed embodiment of the inven-

tion. The graphical representation 70 corresponds to step 52
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(Fig. 2). In this example a high level view orients the user to
different system functions and their interrelations, and indi-
cates possibilities for configuring the system using the access
control system management application. Among the functional ele-
ments represented in Fig. 3 are an authentication function
icon 72, an authorization function icon 74 and a users icon 76.
A navigation panel 78 at the left of the screen display 68 has
entries corresponding to elements of the graphical representa-
tion 70, for example an entry 80 labeled “users”, which corre-
éponds to the users icon 76. A mouse pointer 81 is present in an
insignificant position within the content area of the screen
display 68.

[0047] Reference is now made to Fig. 4, which shows an-
other state of the screen display 68 (Fig. 3), in accordance
with a disclosed embodiment of the invention. The pointer 81 was
positioned generally over the users icon 76, thereby indicating
the user function as a potential item of interest. Responsively
to the position of the selection device, a context-sensitive
help description B2 was superimposed on the graphical represen-
tation 70, generally in the area occupied by the users icon 76.
Simultaneously, the entry 80 in the navigation panel was high-
lighted, The entry 80 is the menu drawer responsible for user
configuration. The screen display 68, corresponding to step 54
(Fig. 2), is shown in a state in which the user was invited to
confirm the tentative selection of the user function with the
selection device, e.g., by a mouse click, on the users icon 76.
This would result in a more detailed view, as described below.
Alternatively, the entry 80 could have been .selected with the
selection device or with another conventional input device, such
as a keyboard or touch screen, as attention was drawn by its em-
phasis on the screen. The same result is produced in either

case.



WO 2008/073861 PCT/US2007/086910

15

[0048] Reference is now made to Fig. 5, which shows a
screen display 84, which includes a graphical representation 86
of user configuration domains, and which is a more detailed ver-
sion of the user functions represented by the users icon 76
(Fig. 4) in accordance with a disclosed embodiment of the inven-
tion. This view corresponds to step 66 (Fig. 2). The graphical
representation 86 includes an internal users groups icon 88,
group mapping icons 90, 92, and identity server icons 94, 96.
The entry 80 in the navigation panel 78 is now expanded to show
a submenu. An entry 98, labeled “User groups” corresponds to the
internal users groups icon 88, an entry 100, labeled “Identity
servers” corresponds to the identity server icons 94, 96, and an
entry 102, labeled “Identity server user groups mapping” corre-
sponds to the group mapping icons 90, 92. The pointer 81 is
again in an insignificant location in the content area of the
screen display 84

[0049] Reference is now made to Fig. 6, which shows an-
other screen display 104 that was produced in accordance with a
disclosed embodiment of the invention. This view corresponds to
step 60 (Fig. 2). The appearance of the navigation panel 78 re-
mains unchanged when compared to Fig. 5. However, the graphical
representation 86 (Fig. 5) is no longer present. Instead, the
content area comprises a 1list of ten users, from which a
user 106 (Alex) has been selected. From this point operations

respecting the user 106 were conducted conventionally.

Embodiment 2.

[0050] In another embodiment of the invention, the
graphical representation does not occupy the content area, al-
though it may be superimposed at least in part. Reference is now
made to Fig. 7, which is a screen display 108 showing a graphi-
cal representation 110 of a network being managed, in accordance

with an alternate embodiment of the invention. The graphical
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representation 110 displays the same information as the graphi-
cal representation 70 (Fig. 3), except that it occupies the con-
tent area of a popup window 112. The main display has a content
area 114, which contains other content that may be of interest
to the user. This embodiment has the advantage of displaying
both a representation of a hierarchical system and content si-
multaneously, Of course, help information (not shown} may be

also shown, e.g., as tool tips or additional popup windows.

Embodiment 3.
[0051] Reducing the number of clicks to obtain fre-

quently used operations can be achieved by adding shortcuts to
the graphical representation. Such shortcuts are implemented as
shortcut icons embedded in the graphical representation, pref-
erably in the region of the graphical representation that re-
lates to the desired operations.

[0052] Reference 1s now made to Fig. 8, which is a
screen display 116 similar to the screen display 84 (Fig. 5) in
which some of the group icons have been augmented by shortcut
icons in accordance with a disclosed embodiment of the inven-
tion. The internal users groups icon 88 now includes a shortcut
icon 118. An internal wusers icon 120 includes a shortcut
icon 122. A shortcut icon 124 directed to external users is now
present. Applying a selection device, for example, to the inter-
nal users groups icon 88, has the same effect as described above
with reference to Fig. 2. However, applying the selection device
to one of the shortcut icons 118, 122, 124 causes the target of
the shortcut to be selected. This is the same result as is ob-
tained by selecting a menu item in the navigation panel 78.

[0053] It will be appreciated by persons skilled in the
art that the present invention is not limited to what has been
particularly shown and described hereinabove. Rather, the scope

of the present invention includes both combinations and sub~
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combinations of the various features described hereinabove, as
well as variations and modifications thereof that are not in the
prior art, which would occur to persons skilled in the art upon

reading the foregoing description.
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Claims:

1. A system for accessing hierarchically arranged
information comprising:

a memory; and _

a processing unit connectable to a display unit, and to a
selection device having a visual indicator, said processing unit
executing a computer program stored in said memory, wherein
responsively to instructions of said computer program, said
processing unit is operative for controlling said display unit
to visually present thereon a hierarchical model of said
information and a navigation panel having first and second
controls, said hierarchical model comprising first and second
icons arranged in respective first and second hierarchical
levels, and respectively mapped to said first and second
controls; '

wherein responsively to a presence of said visual indicator
proximate one of said first icons, a corresponding first control
of said navigation panei is emphasized, and

wherein responsively to a selection of one of said first
icons, said first icons are replaced by said second icons, and
said navigation panel is modified to present said second

controls on said display unit.

2. The system according to claim 1, wherein said second
controls comprise submenus of said first controls, and exposure
of said second controls on said navigation panel causes said

first icons to be replaced by said second icons.

3. The system according to claim 1, responsively to said

presence of said visual indicator proximate one of said first
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icons, said processing unit causes said display unit to present

a help screen relating to said one first icon.

4. The system according to claim 1, wherein said first icons
are presented in a content area of a screen on said display

unit.

5. The system according to claim 1, wherein said first icons

are presented in a popup window on said display unit.

6. The system according to claim 1, wherein said first icons

comprises shortcut icons for selection of a data item.

7. A  method for accessing hierarchically arranged
information comprising:

executing a computer program, and responsively to
instructions of said program, visually presenting a hierarchical
model of said information comprising first and second icons
arranged in respective first and second hierarchical levels,
said icons representing data items , and a navigation panel
having first and second controls respectively mapped to said
first and second icons;

responsively to a presence of a visual indicator proximate
one of said first icons, emphasizing a corresponding first
control of said navigation panel; and

responsively to a selection of one of said first icons,
replacing said first icons by said second icons, and modifying

said navigation panel to visually present said second controls.

8. The method according to claim 7, wherein said second
controls comprise submenus of said first controls, further

comprising the steps of exposing said second controls on said
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navigation panel , and responsively replacing said first icons

by said second icons.

9. The method according to claim 7, further comprising the
step of responsively to said presence of said visual indicator
proximate one of said first icons, presenting a help screen

relating to said one first icon.

10. The method according to claim 7, wherein said first

icons are presented in a content area of a screen display.

11. The method according to claim 7, wherein said first

icons are visually presented in a popup window.

12. The method according to claim 7, wherein said first
icons comprises shortcut icons for selection of one of said data

items.

13. The method according to claim 7, further comprising the
step of gathering said information through use of a network
management protocol that remotely queries network devices of a
computer network and, in turn, receives information from said
network devices so as to respectively populate said first and

second hierarchical levels with said gathered information.

14. A computer program product for accessing hierarchically
arranged information, including a tangible computer-readable
medium in which computer program instructions are stored, which
instructions, when read by a computer, cause the computer to:

visually present a hierarchical model of said information
comprising first and second icons arranged in respective first

and second hierarchical levels, said icons representing data
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items , and a navigation panel having first and second controls
respectively mapped to said first and second icons;

emphasize a correspondiné first control of said navigation
panel responsively to a presence of a visual indicator proximate
one of said first icons,

modify said navigation panel to display said second controls
responsively to a selection of one of said first icons and to

replace said first icons by said second icons.

15. The computer program product according to claim 14,
wherein said second controls comprise submenus of said first
controls, wherein said computer is further instructed to expose
said second controls on said navigation panel , and to replace

said first icons by said second icons.

16. The computer program product according to claim 14,
wherein said computer is further instructed to present a help
screen relating to said one first icon responsively to said
presence of said visual indicator proximate one of said first

icons.

17. The computer program product according to claim 14,
wherein said first icons are visually presented in a content

area of a screen display.

18. The computer program product according to claim 14,
wherein said first icons are presented in a popup window of a

screen display.

19. The computer program product according to claim 14,
wherein said first icons comprises shortcut icons for selection

of one of said data items.
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20. The computer program product according to claim 14,
wherein said computer is ;further instructed to gather said
information through use of a network management protocol that
remotely queries network devices of a computer network and, in
turn, receives said information from said network devices so as
to respectively populate said first and -'second hierarchical

levels with said information.

21. A management apparatus for management of a computer
network comprising:

processor means . for executing a ‘computer program for
managing said computer network, saild processor means coupled to
said computer network and operative for displaying information
from network devices in at least first and second hierarchical
levels in a hierarchical model of said computer network with
respective first and second data items relating to said network
devices;

display means responsive to said processor means, for
visually presenting simultaneously a first graphical
presentation of said first data items and a navigation panel
having first controls mapped and coordinated with corresponding
elements of said first graphical presentation for selection of
said first data items; and

responsively to user selection of one of said first data
items on said first graphical presentation, said display means
is operative for replacing said first graphical presentation by
a second graphical preéehtation of said second data items, and
modifying said navigation panel to show second controls for

selection of said second data items.



PCT/US2007/086910

WO 2008/073861

0SSA08d

1/8

j

TOUINOD SSHIIV

(NI (vdH




WO 2008/073861 PCT/US2007/086910

2/8

[ L0G I }\«50

§

VIEW GRAPHICAL
REPRESENTATION

5|

POSH'IggVISC%LECTION ~_ 54 FIG. 2

é

59
-*—S——— CONFIRM OR ESC ™56

I~ 52

§6O

EXECUTE SELECTION

YES

vIEW Next 1evEL )~ % m o4




PCT/US2007/086910

WO 2008/073861

3/8

e TeoT A T T T T 1

. auo(] M_
89
Ssn JAAYAS -~
92 Vv
SV O SINATTD
S¥as) ‘u o \ﬁR
HIAYTS > JHOMLAN
ALLINE@ SJY < <
mm_. TR SNOJSTH- N
R SSEIV -84
> ﬂ 9

S10JTY

18 SIV 8inoeg

m% ;

UOTRZLIOYINY

ISANdHY b
OLLVZISOHLOY /m 400V
2N

<
amjsod | ¢
NOLLVOILNAHINY UONRIjUsTINY | ¢
@b@@ﬁ A\m__ o[joid somjeN | <
WAI0ML \ ), SJUSTIALY JI0MPN | 4 | og
s1es) | < |/

| /E

dion g, 1m1d €8 yRaspened)

jnoqy jnodo7 oeurenesy

0’7 J8A dnyooR 0'G SOV

o€ ]

(! sseppy]

ER R

soponny XL s D [T @ @ ~ma pp

GRH sjo0 _sejuomdy KelA JpT o1

£ =]

¢ "9ld



PCT/US2007/086910

WO 2008/073861

4/8

[fewioy EOTAT [ [ [ [ [

3uo( [g]
sdnoub R c8 =
SI188N SJy 0} sisAies esay} woij sdnosb siasn dow pup 89
Slonias Ayuspl puie)xs 0} LORDILAUSP! Josn oobajep upo| HIANES
SOV ‘Ajejmoadsal dnolb ey pup tesn 3y} Jo adoas ayy <<._</ SINTITO \
ut spybu uonpzuoypnn Aupo sdnoib sissn pup siesn SOy ‘m. SINTNATE  vyy
yaggs SEASH > MHOMLAN ’\‘l
ALINA@ SV - N .
W IR EE NS ASNOdSHY .
: LJ O
19 (_’ SSADOV 2 J- 8L
L & E |  —— ISINdIY| p
ol | N oﬁ@< SV TOTjRZLIOYIY
_ ‘ I\ ES ) aIn}soq
g . , FANISOAN,  NOMVOLINGRLAY

gﬁ

N4O0MLA

@,@@ aInoes

7

=

olljoxd Y.IoM)sN

SJUSIIS]Y YIOMJON

4
4
uorjeonuegny | ¢
<
4
4

doH g, 1m1d € usazjen)

jnoqy jnoSo7 eurewrssp

0’7 oA dmsjooR (g SOV
ool | [1]_sse1ppy]
m. - E m - @ Ko 2> sapionny M\\wﬁ_ ..@8@@1_.@ E @baWb v_ulomﬂw.
[H_SI00]_sejuioady Aol 1p3 o]
G

v "9l



PCT/US2007/086910

WO 2008/073861

5/8

Puy] ot [ [ T[]

SYASN ATAYHS
TVNSEIXY  ALIINA@

- JHAGHS
.»_E_zme

IR a6
4

N
96 ISP

06

18

> | siesq)

88

3uo( [g] 8
—

94
uorjezroqiny | 4
amysod | ¢
TorjedTjuaTI
SdNo¥d syasn PPNV | <
b oIjord HIoM)aN | 4
Sjuswialf YIoM}aN | <
sdnotd Tesn Joles fytyuspy P~ 207
SIoAIes Aryuep] ~ I~ 00T
sdnots 1esp) »~ gg
JUSWaFeUR pPIOMSSEJ o
SpIey o]qeuwlaq e
syasn PR ol .mmm%b A
@zﬁ_ﬁ% BI98() [ 408

YIS U seTeSRoTIof0alqQ

"SIV 8inoes =
dpHg, 1mg &3 saageyed)

/Ilmm

jnoqy  jnoSoq oureusssn

0'7 494 dmooR (G SOV

on[E ]

(1] ssaxppy

E - E @ A @ fopsyy G20 sapony AL s W [T Bl ® adma yog =

0TS0 sopons] Wl 1T ol

X[EIE]

S "9Old



PCT/US2007/086910

WO 2008/073861

6/8

[3eumey TeaoTa] T 1 [ 11 LIUEY )
(SIss) OTWIeUA(] sAoway) \\
-84
(CPRY) (39D (PpY (35°T) (3K (Smomoad ) (553
Jasn g(q SOy Josn Jeqjoue j8% | woiny 01 O uoneaLIony | 4
MODUTH d9SIL_J3yjoue 191 | UOygsy 6 O INls0d | «
Iesn gq Qv J9STL ISTjome 8% | AS[ysy 8 O
(dVT1) 390 dvaT | o%n BT L | usy | O CORRORTOITY | <
1950 g0 SOV IasT Jayjoue jaf Tady 9 0 b o[1joId YIoMpN | <
980 (I SOV 1950 [o7joue 1ax g O SJusmIa[y YIoMjaN | «
(dVQT)  IeqI0uydyq] 18ST1_J8qjoue 38§ w. O
AE RN WE 71580 Joj0uy: = sdnoid Jesn IeAles MEEE T~ 201
MOPUIY |I9UJ0 JO BUN} oUIOg o 0 goy  SI9AISS wsnmE =~ 007
sdnoid Jesp =~
To8T H{ SOV Tosy L JusIafewetl pIossse] .b 86
aseqeje(q pI uojdriosa(| eumey | J1afsjul SpIel} o[qeura( »
slasp) a
ETE | [=] euIey | stesn | 4d~og
[@oyng souereaddy s[qef] 8J98() [V
ONUSW UOTIEATART J())) SV So]ed)suotidp drooul SI] NEROT{IoH308(q0

SI8s() MV < sI8s( < j98lqQ &om& ..é.&&ﬁo&&@
noqy jnofo] ewreulss) 0'T 1A duxoof (g SOV
onfd ] (| ssoappy

E - E @ RN Ao (2> sopowy L 1oes BT & © a0 ¥

disH S|o0] sepioad] meiy PT ajd

XS]

9

"OI4



PCT/US2007/086910

WO 2008/073861

| FELRER BOTS[ [T TTT auo(] ﬂ
(SISS[] ofmmenA( SAoUIaY) | - 801
(e¥RQ (PH) (PP (35eT) (%eN) (Snomsaiq ) (351m)
Josn gq SOV J9SD IoT)ome 9% uoany 01 0
MOpUIl 1550 Jaqjoue 38 TOTUsY ) 03
IS gq Soy d8sn Js7joue Jo} As[Us
(V@) 390 aval TosN Jeyjoue 93y ﬁmm« M = Bl
Josn gq Sy I9sN IaT}0de 19 ady 9/ 0 B4
1880 gq SOy JoSn Jayjoue 131 b:é g / 0O >
JU0UY V(T oSN _Ioyjoue 191 | Meipuy ¥ UORezZLIOTNY | ¢
o1 = (dV{T) 2u0dVa 9sn Jeqjouy Xo[y aln
V MOpUI} |90 Jo Sumyy emog | wepy | o o o | <
. W |1e I S urepy 4 o o1 eD
. JosTy uoIey T ] HERUSTY | <
uondrrosa( amrey | IeSsjuy STHOId JIOMIRN | 4
SJuswey yIoMjaN | < [ og
Er ] [e[ owmy] swosn | <)/
s1esq TV '
JeSTART [ SOV Sojedjsuoumap dnyoour Sy,
8Ias() TIY < SIssp) < JdslqQ &mmw gﬁ.&&ﬁmﬁmx@

0’7 I0A dYooR 0'g SOV
, [1|_ssa1ppy
m - E @ a @ Koy 2> 8%2__.._% :esm@n@ B ® otz g

GPH Sioo] _soyions R yp3 o]

L "Old



PCT/US2007/086910

WO 2008/073861

8/8

FEJAE) 00
[1euioy Te 1ol [T TT omoq 3] 9N
SYASN TYNNALXE | SHAYES - \
0L IN)I0HS[ ] ALLNAT 8
w : mw;‘ . -84
IS N
ver| AuNE@m nonezZIIORIY | 4
amisod | ¢
y m%ﬁ%m %E_ S uoneOnILY | q
S 0L L0dI¥0HS[J]| b OO HIOMPN | <
0 ~ o @ J . Sjuewe[y YIomjeN | «
- 'h)ﬂ g g1 | [dno1d Jssn Isazes Aymuepy « T~ 201
L SIeAIes Ly1juapy « T~ Q0]
O Juswafe Dioasmey o1 ] 86
eI P .
ﬂ 22T~ |STASN TNGZIND SPOT IqEa &
fJ 0L I0DIMOHS[J] . “slos) a

021 .
..-.-0-0.& .“2 MOTIH 1

S10SM-SIV ©INoeSs N gg == Hgola0

daRy, 1 & ysaLegd)

noqy jnofoT ameumiss) 0'T 204 dnyoo 0'G 8oy
on[d | _ 1| ssa1ppyl

E -0 & B tosy e sopomy SL s BTG & © iz w05

<O 3y S|00] So)I0AD] Mo\ UPT oy

8 "Old



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - claims
	Page 23 - claims
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings

