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(57) Abstract: The present embodiments relate to integrated provi-
sioning of a user device to a storage application using a provisioning
software development kit (SDK) on a mobile device. A provisioning
SDK can receive an encrypted credential and a storage application
identifier from a first application on a mobile device and provide the
encrypted credential to a processing computer. The processing com-
puter can decrypt the encrypted credential using a first application
cryptographic key to obtain the credential and encrypt the credential
with the second application cryptographic key. The provisioning SDK
can forward the encrypted credential to a storage application server
to decrypt the credential encrypted with another second application
cryptographic key of the second application key pair. The storage ap-
plication server can then store the credential or a token associated with
the credential and/or transmit the credential or the token associated
with the credential to the second application.
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WO 2022/146516 A1 | /11000000 00O 00 0O

Published:
—  with international search report (Art. 21(3))



WO 2022/146516 PCT/US2021/052847

COMPREHENSIVE STORAGE APPLICATION PROVISIONING USING A
PROVISIONING SOFTWARE DEVELOPMENT KIT (SDK)

CROSS-REFERENCES TO RELATED APPLICATIONS
[0001] This application claims priority to U.S. Provisional Patent Application No.
63/131,954, filed December 30, 2020, the contents of which are incorporated by

reference herein by its entirety.

BACKGROUND
[0002] Mobile devices, such as mobile phones, can implement a number of
applications associated with a user device. For example, a user can interact with an
application associated with an authorizing entity (e.g., an entity issuing the user

device) to view/manage information initiated using a user device.

[0003] Further, in many instances, a user can use the authorizing entity application
to provision a user device to a storage application. A storage application can include
an application capable of securely storing credentials or tokens associated with the
user device and perform other actions relating to the user device. For instance, after
provisioning the user device to a storage application, the user can interact with the
storage application to gain access to a building by providing a token specific to the
user device to an access device. In performing a provisioning process, the storage
application can obtain a token specific to the user device by interacting with a

processing network.

[0004] In many cases, the provisioning process can include integrating multiple
application programming interfaces (APIs) from multiple sources (e.g., the
authorizing entity, the processing network) unique to each of multiple storage
applications. Further, each storage application can include a different set of APIs and
differing processing to perform the provisioning process. Accordingly, each storage
application can include a unique provisioning process to provision a storage
application requiring a unique set of API calls to provision a user device to each

storage application. This is burdensome for the entities operating the storage
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applications and the entities that wish to provision the storage applications with

credentials or tokens.
[0005] Embodiments of the invention address these and other problems.

BRIEF SUMMARY
[0006] The present embodiments relate to integrated provisioning of a user device
to a storage application using a provisioning software development kit (SDK) on a
mobile device. Particularly, the present embodiments can integrate provisioning
processes for multiple authorizing entity applications and multiple storage

applications to provide an efficient provisioning process across different applications.

[0007] One embodiment of the invention includes a method performed by at least a
mobile device composing mobile device comprising a processor, and memory
coupled to the processor, the memory storing a provisioning SDK, a first application,
and a second application, the method comprising: receiving, by the provisioning SDK
from the first application on the mobile device an encrypted credential and a storage
application identifier; transmitting, by the provisioning SDK, the encrypted credential
and the storage application identifier to a processing computer, wherein the
processing computer decrypts the encrypted credential using a first application
cryptographic key to obtain the credential, identifies a second application
cryptographic key using the storage application identifier, and encrypts the credential
with the second application cryptographic key, wherein the second application
cryptographic key is one of a second application key pair; receiving, by the
provisioning SDK, the credential encrypted by the second application cryptographic
key; providing, by the provisioning SDK, the credential encrypted with the second
application cryptographic key to the second application; and providing, by the second
application to a storage application server, the credential encrypted with the second
application cryptographic key, wherein the storage application server decrypts the
credential encrypted with another second application cryptographic key of the
second application key pair, and then (i) stores the credential or a token associated
with the credential and/or (ii) transmits the credential or the token associated with the

credential to the second application.
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[0008] Another embodiment of the invention includes a mobile device comprising a
processor, and memory coupled to the processor, the memory storing a provisioning
SDK, a first application, and a second application, wherein the memory includes
instructions causing the processor to: receive, by the provisioning SDK from the first
application on the mobile device an encrypted credential and a storage application
identifier; transmit, by the provisioning SDK, the encrypted credential and the storage
application identifier to a processing computer, wherein the processing computer
decrypts the encrypted credential using a first application cryptographic key to obtain
the credential, identifies a second application cryptographic key using the storage
application identifier, and encrypts the credential with the second application
cryptographic key, wherein the second application cryptographic key is one of a
second application key pair; receive, by the provisioning SDK, the credential
encrypted by the second application cryptographic key; provide, by the provisioning
SDK, the credential encrypted with the second application cryptographic key to the
second application; and provide, by the second application to a storage application
server, the credential encrypted with the second application cryptographic key,
wherein the storage application server decrypts the credential encrypted with
another second application cryptographic key of the second application key pair, and
then (i) stores the credential or a token associated with the credential and/or (ii)
transmits the credential or the token associated with the credential to the second

application.

[0009] Another embodiment of the invention includes a method comprising:
receiving, by a processing computer from a provisioning SDK, an encrypted
credential and a storage application identifier to a processing computer, wherein the
processing computer decrypts the encrypted credential using a first application
cryptographic key to obtain the credential, identifies a second application
cryptographic key using the storage application identifier, and encrypts the credential
with the second application cryptographic key, wherein the second application
cryptographic key is one of a second application key pair; and transmitting, by the
processing computer to the provisioning SDK, the credential encrypted by the
second application cryptographic key, wherein the provisioning SDK provides the
credential encrypted with the second application cryptographic key to a second

application, and the second application provides the credential encrypted with the
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second application cryptographic key to a storage application server, wherein the
storage application server decrypts the credential encrypted with another second
application cryptographic key of the second application key pair, and then (i) stores
the credential or a token associated with the credential and/or (ii) transmits the

credential or the token associated with the credential to the second application.

[0010] These and other embodiments of the invention are described in further

detail below.

BRIEF DESCRIPTION OF THE DRAWINGS
[0011] FIG. 1 is a block diagram providing an example system according to an

embodiment.

[0012] FIG. 2 is a block diagram illustrating an example mobile device according to

certain embodiments.

[0013] FIG. 3 is an illustration of an example authorizing entity computer according

to certain embodiments.

[0014] FIG. 4 is an illustration of an example processing computer according to

certain embodiments.

[0015] FIG. 5 is a flow diagram illustrating a method according to certain

embodiments.

[0016] FIG. 6 shows a block diagram of a transaction processing according to

certain embodiments.

[0017] FIG. 7 is a block diagram of an access control system according to certain

embodiments.

DETAILED DESCRIPTION
[0018] Prior to discussing the details of some embodiments of the present
disclosure, description of some terms may be helpful in understanding the various

embodiments.

[0019] A “user’ may include an individual or a computational device. In some

embodiments, a user may be associated with one or more personal accounts and/or
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mobile devices. In some embodiments, the user may be a cardholder, account

holder, or consumer.

[0020] A “mobile device” (sometimes referred to as a mobile communication device
or communications device) may comprise any suitable electronic device that may be
transported and operated by a user, which may also provide remote communication
capabilities to a network. A mobile device may communicate using a mobile phone
(wireless) network, wireless data network (e.g., 3G, 4G or similar networks), Wi-Fi,
Bluetooth, Bluetooth Low Energy (BLE), Wi-Max, or any other communication
medium that may provide access to a network such as the Internet or a private
network. Examples of mobile devices include mobile phones (e.g., cellular phones),
PDAs, tablet computers, net books, laptop computers, wearable devices (e.g.,
watches), vehicles such as automobiles and motorcycles, personal music players,
hand-held specialized readers, etc. A mobile device may comprise any suitable
hardware and software for performing such functions, and may also include multiple
devices or components (e.g., when a device has remote access to a network by
tethering to another device - i.e. using the other device as a modem — both devices

taken together may be considered a single mobile device).

[0021] An “authorizing entity” may be an entity that authorizes a request, typically
using an authorizing computer to do so. An authorizing entity may be an issuer, a
governmental agency, a document repository, an access administrator, etc. An
“‘issuer” may typically include a business entity (e.g., a bank) that maintains an
account for a user. An issuer may also issue payment credentials stored on a user

device, such as a cellular telephone, smart card, tablet, or laptop to the user.

[0022] A “credential” may be any suitable information that serves as reliable
evidence of worth, ownership, identity, or authority. A credential may be a string of
numbers, letters, or any other suitable characters that may be present or contained

in any object or document that can serve as confirmation.

[0023] A “value credential” may be information associated with worth. Examples of
value credentials include payment credentials, coupon identifiers, information

needed to obtain a promotional offer, etc.

[0024] “Payment credentials” may include any suitable information associated with

an account (e.g. a payment account and/or payment device associated with the

5



WO 2022/146516 PCT/US2021/052847

account). Such information may be directly related to the account or may be derived
from information related to the account. Examples of account information may
include a PAN (primary account number or “account number”), user name, expiration
date, CVV (card verification value), dCVV (dynamic card verification value), CVV2
(card verification value 2), CVC3 card verification values, etc. CVV2 is generally
understood to be a static verification value associated with a payment device. CVV2
values are generally visible to a user (e.g., a consumer), whereas CVV and dCVV
values are typically embedded in memory or authorization request messages and
are not readily known to the user (although they are known to the issuer and
payment processors). Payment credentials may be any information that identifies or
is associated with a payment account. Payment credentials may be provided in
order to make a payment from a payment account. Payment credentials can also
include a user name, an expiration date, a gift card number or code, and any other

suitable information.

[0025] A “token” may be a substitute value for a credential. A token may be a
string of numbers, letters, or any other suitable characters. Examples of tokens
include access tokens such as payment tokens, data that can be used to access

secure systems or locations, etc.

[0026] A "payment token” may include an identifier for a payment account that is a
substitute for an account identifier, such as a primary account number (PAN) and/or
an expiration date. For example, a token may include a series of alphanumeric
characters that may be used as a substitute for an original account identifier. For
example, a token “4900 0000 0000 0001” may be used in place of a PAN “4147
0900 0000 1234.” In some embodiments, a token may be “format preserving” and
may have a numeric format that conforms to the account identifiers used in existing
transaction processing networks (e.g., ISO 8583 financial transaction message
format). In some embodiments, a token may be used in place of a PAN to initiate,
authorize, settle or resolve a payment transaction or represent the original credential
in other systems where the original credential would typically be provided. In some
embodiments, a token value may be generated such that the recovery of the original
PAN or other account identifier from the token value may not be computationally

derived. Further, in some embodiments, the token format may be configured to



WO 2022/146516 PCT/US2021/052847

allow the entity receiving the token to identify it as a token and recognize the entity

that issued the token.

[0027] “Tokenization” is a process by which sensitive data is replaced with
substitute data. For example, a real credential (e.g., a primary account number
(PAN)) may be tokenized by replacing the real account identifier with a substitute
number that may be associated with the real credential. Further, tokenization can be
applied to any other information to substitute the underlying information with a token.
“Token exchange” or “de-tokenization” can be a process of restoring the data that
was substituted during tokenization. For example, a token exchange may include
replacing a payment token with its associated primary account number (PAN).
Further, de-tokenization or token exchange may be applied to any other information
to retrieve the substituted information from a token. In some embodiments, token
exchange can be achieved via a transactional message, such as an ISO message,
an application programming interface (API), or another type of web interface (e.g.,

web request).

[0028] A “token service computer’ can include a system that that services tokens.
In some embodiments, a token service computer can facilitate requesting,
determining (e.g., generating) and/or issuing tokens, as well as maintaining an
established mapping of tokens to primary account numbers (PANSs) in a repository
(e.g. token vault). In some embodiments, the token service computer may establish
a token assurance level for a given token to indicate the confidence level of the
token to PAN binding. The token service computer may include or be in
communication with a token vault where the generated tokens are stored. The token
service computer may support token processing of payment transactions submitted

using tokens by de-tokenizing the token to obtain the actual PAN.

[0029] A “token domain” may indicate an area and/or circumstance in which a
token can be used. Examples of the token domain may include, but are not limited
to, payment channels (e.g., e-commerce, physical point of sale, etc.), POS entry
modes (e.g., contactless, magnetic stripe, etc.), and merchant identifiers to uniquely
identify where the token can be used. A set of parameters (i.e. token domain
restriction controls) may be established as part of token issuance by the token

service computer that may allow for enforcing appropriate usage of the token in
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payment transactions. For example, the token domain restriction controls may
restrict the use of the token with particular presentment modes, such as contactless
or e-commerce presentment modes. In some embodiments, the token domain
restriction controls may restrict the use of the token at a particular merchant that can
be uniquely identified. Some exemplary token domain restriction controls may
require the verification of the presence of a token cryptogram that is unique to a
given transaction. In some embodiments, a token domain can be associated with a

token requestor.

[0030] “Token expiry date” may refer to the expiration date/time of the token. The
token expiry date may be passed among the entities of the tokenization ecosystem
during transaction processing to ensure interoperability. The token expiration date
may be a numeric value (e.g. a 4-digit numeric value). In some embodiments, the

token expiry date can be expressed as an time duration as measured from the time

of issuance.

[0031] A “token request message” may be an electronic message for requesting a
token. A token request message may include information usable for identifying a
payment account or digital wallet, and/or information for generating a payment token.
For example, a token request message may include payment credentials, mobile
communication device identification information (e.g. a phone number or MSISDN), a
digital wallet identifier, information identifying a tokenization service provider, a
merchant identifier, a cryptogram, and/or any other suitable information. Information
included in a token request message can be encrypted (e.g., with an issuer-specific
key). In some embodiments, the token request message may include a flag or other

indicator specifying that the message is a token request message.

[0032] A “token response message” may be a message that responds to a token
request. A token response message may include an indication that a token request
was approved or denied. A token response message may also include a payment
token, mobile communication device identification information (e.g. a phone number
or MSISDN), a digital wallet identifier, information identifying a tokenization service
provider, a merchant identifier, a cryptogram, and/or any other suitable information.
Information included in a token response message can be encrypted (e.g., with an

issuer-specific key). In some embodiments, the token response message may
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include a flag or other indicator specifying that the message is a token response

message.

[0033] An “authorization request message” may be a message that requests
permission to conduct an interaction. For example, an authorization request
message may include an electronic message that is sent to a processing network
and/or an issuer of a payment card to request authorization for a transaction. An
authorization request message according to some embodiments may comply with
(International Organization of Standardization) ISO 8583, which is a standard for
systems that exchange electronic transaction information associated with a payment
made by a consumer using a user device (or payment device) or payment account.
The authorization request message may include an issuer account identifier that may
be associated with a user device or payment account. An authorization request
message may also comprise additional data elements corresponding to
“identification information” including, by way of example only: a service code, a CVV
(card verification value), a dCVV (dynamic card verification value), an expiration
date, etc. An authorization request message may also comprise “transaction
information,” such as any information associated with a current transaction, such as
the transaction amount, merchant identifier, merchant location, etc., as well as any
other information that may be utilized in determining whether to identify and/or

authorize a transaction.

[0034] An “authorization response message” may be an electronic message reply
to an authorization request message. In some embodiments, it may be generated by
an issuing financial institution or a processing network. The authorization response
message may include, by way of example only, one or more of the following status
indicators: Approval -- transaction was approved; Decline -- transaction was not
approved; or Call Center -- response pending more information, merchant must call
the toll-free authorization phone number. The authorization response message may
also include an authorization code, which may be a code that a credit card issuing
bank returns in response to an authorization request message in an electronic
message (either directly or through the processing network) to the merchant's
access device (e.g. POS equipment) that indicates approval of the transaction. The

code may serve as proof of authorization. As noted above, in some embodiments, a
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processing network may generate or forward the authorization response message to

the merchant.

[0035] A “server computer” may include a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example,
the server computer may be a database server coupled to a Web server. The server
computer may comprise one or more computational apparatuses and may use any
of a variety of computing structures, arrangements, and compilations for servicing

the requests from one or more client computers.

[0036] A “user device” may include any suitable device that may be used to
conduct a financial transaction, such as to provide payment credentials to a
merchant. The user device may be a software object, a hardware object, or a
physical object. As examples of physical objects, the user device may comprise a
substrate such as a paper or plastic card, and information that is printed, embossed,
encoded, or otherwise included at or near a surface of an object. A hardware object
can relate to circuitry (e.g., permanent voltage values), and a software object can
relate to non-permanent data stored on a device. A user device may be associated
with a value such as a monetary value, a discount, or store credit, and a user device
may be associated with an entity such as a bank, a merchant, a processing network,
or a person. A user device may be used to make a payment transaction. Suitable
user devices can be hand-held and compact so that they can fit into a user's wallet
and/or pocket (e.g., pocket-sized). Example user devices may include smart cards,
magnetic stripe cards, keychain devices (such as the Speedpass™ commercially

available from Exxon-Mobil Corp.), etc.

[0037] An “application” may be computer code or other data stored on a computer
readable medium (e.g. memory element or secure element) that may be executable

by a processor to complete a task.

[0038] A “storage application” can be an application that can store specific types of

data. In some embodiments, a storage application be a digital wallet application.

[0039] In embodiments of the invention, a mobile device can include multiple
applications associated with a user device such as a payment card. For example, an

application can be associated with an authorizing entity that issues a credential (e.g.,
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a primary account number) associated with the user device can allow for

viewing/managing transactions initiated using the user device.

[0040] The mobile device can also download a storage application to facilitate the
initiation of transactions using a token associated with the credential of the user
device. The storage application can be provisioned with the token during a
provisioning process. The token can be used to conduct a transaction such as an

access transaction or a payment transaction.

[0041] However, any of a variety of storage applications can be utilized to initiate
transactions as described herein. For example, various entities may implement and
maintain different storage applications, and each application can include differing
features. For example, a single mobile device could have more than ten store
applications, some of which may be digital wallet applications. Further, the
provisioning process for each storage application can differ. For instance, each
storage application can include different APls and different approaches to perform
device eligibility checks and the provisioning processes. For example, a storage
application may require a minimum of 15 different API calls across internal
authorizing entity APls and external APIs to perform a provisioning process.
Additionally, the storage application can require a separate application responsible
for handling the management of encryption keys and hardware security modules
(HSMs).

[0042] The present embodiments relate to provisioning a storage application with a
token associated with a credential of a user device using a provisioning software
development kit (SDK) on the mobile device. The provisioning SDK can interact with
the storage application and its associated application server, a processing computer,
and an authorizing entity application to conduct a provisioning process. In some
embodiments, the provisioning SDK can facilitate a verification process between an
application associated with an authorizing entity and a processing computer to obtain
encrypted credentials. The provisioning SDK can forward the encrypted credentials
to the processing computer to decrypt the encrypted credentials, and to identify a list
of supported storage applications. Responsive to a selection of a storage
application, the provisioning SDK can provide a push provisioning message to the

processing computer to initiate a push provisioning process between the processing

11



WO 2022/146516 PCT/US2021/052847

computer and the storage application. The push provisioning process can include
providing an encrypted payload to the storage application and providing a token that
corresponds with the credential to the storage application on the mobile device. The

token can then be used for initiating a transaction by the storage application.

[0043] The provisioning SDK as described herein can manage encrypted
credentials according to specifications for each of multiple authorizing entity
applications and/or storage applications and manages keys and optionally hardware
security modules (HSMs) for such applications. The provisioning SDK can provide
an integrated process aggregating processing network and storage application APIs

across multiple authorizing entities and mobile application providers.

[0044] The present embodiments have a number of advantages. For example,
rather than requiring a unique provisioning process using multiple APIS for each
storage application, the provisioning SDK can provide a uniform provisioning
process. Further, the provisioning SDK can increase efficiency in provisioning a
storage application by securely managing interactions between an authorizing entity,

processing network, and a storage application.

[0045] In particular, the provisioning SDK and the processing computer can serve
as an intermediary between a first application such as an authorizing entity
application and a second application such as a digital wallet application. The
provisioning SDK and the processing computer can check for compatibility between
the first and second applications, and can also provide for the secure transfer of data
between the applications, even though the first and second application are not in
direct communication with each other. The interactions are simplified compared to
forming separate connections between all potential application combinations on a
mobile device. For instance, all that an authorizing entity needs to do to provision a
token for a cardholder’s credential to a storage application such as a digital wallet is
provide the encrypted credential and a storage application identifier to the
provisioning SDK. The provisioning SDK will coordinate the rest of the process to
cause the provisioning of the token corresponding to the credential to the storage
application. This is much easier than requiring the first and second applications to

code to each other so that they can operate in a seamless manner.
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[0046] FIG. 1 is a block diagram of an example system 100 according to certain

embodiments. The system 100 can include a mobile device 102.

[0047] The mobile device 102 can be associated with a user. In some
embodiments, the mobile device 102 can be a mobile phone. The mobile device 102
can implement any of a variety of applications, such as an authorizing entity
application 106A, a provisioning SDK 106B, a storage application SDK 106C, and a
storage application 106D. The mobile device 102 is described in greater detail with

respect to FIG. 2.

[0048] The mobile device 102 can communicate with an authorizing entity
computer 130 via the authorizing entity application 106A, and can communicate with
a processing computer 140 via a provisioning SDK. The mobile device can also
communicate with a storage application server 120 via the storage application 106D

and the storage application SDK 106C

[0049] The processing computer 140 can process data from external computers.
The processing computer 140 can be in a payment processing network. A payment
processing network can provide authorization services, and clearing and settlement
services for payment transactions. A payment processing network can include data
processing subsystems, networks, and operations used to support and deliver
authorization services, exception file services, and clearing and settlement services.
An exemplary payment processing network may include VisaNet™. Payment
processing networks such as VisaNet™ are able to process credit card transactions,
debit card transactions, and other types of commercial transactions. VisaNet™ in
particular includes a Visa Integrated Payments (VIP) system which processes
authorization requests and a Base Il system which performs clearing and settlement

services.

[0050] The authorizing entity computer 130 may be operated by an account issuer.
Typically the issuer is an entity (e.g., a bank) that issues and maintains an account of
the user of the mobile device 102. The account may be a credit, debit, prepaid, or

any other type of account.

[0051] The storage application server 150 can include a server (or series of
interconnected servers) specific to a storage application entity. The storage

application server 150 can securely store credentials or tokens associated with user

13



WO 2022/146516 PCT/US2021/052847

devices such as payment cards. The storage application server 150 can be an
wallet server and the corresponding storage application can be a digital wallet

application, and the storage application SDK can be a wallet application SDK.

[0052] FIG. 2 is a block diagram illustrating an example mobile device 102
according to certain embodiments. The mobile device 102 can include a device (e.g.,
mobile phone) executing a number of mobile applications and capable of performing
processing tasks as described herein. The mobile device 102 can include any of a
number of applications (e.g., 106A-D) as described with respect to FIG. 1. The
mobile device 102 may include device hardware 204 coupled to a system memory
202.

[0053] Device hardware 204 may include a processor 206, a short range antenna
214, a long range antenna 216, input elements 210, a user interface 208, and output
elements 212 (which may be part of the user interface 208). Examples of input
elements may include microphones, keypads, touchscreens, sensors, etc.

Examples of output elements may include speakers, display screens, and tactile
devices. The processor 206 can be implemented as one or more integrated circuits
(e.g., one or more single core or multicore microprocessors and/or microcontrollers),
and is used to control the operation of mobile device 102. The processor 206 can
execute a variety of programs in response to program code or computer-readable
code stored in the system memory 202, and can maintain multiple concurrently

executing programs or processes.

[0054] The long range antenna 216 may include one or more RF transceivers
and/or connectors that can be used by communication device 200 to communicate
with other devices and/or to connect with external networks. The user interface 208
can include any combination of input and output elements to allow a user to interact
with and invoke the functionalities of communication device 200. The short range
antenna 214 may be configured to communicate with external entities through a
short range communication medium (e.g. using Bluetooth, Wi-Fi, infrared, NFC, etc.).
The long range antenna 216 may be configured to communicate with a remote base

station and a remote cellular or data network, over the air.

[0055] The system memory 202 can be implemented using any combination of any

number of non-volatile memories (e.g., flash memory) and volatile memories (e.g.
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DRAM, SRAM), or any other non-transitory storage medium, or a combination
thereof media. The system memory 202 may store computer code, executable by
the processor 206, for performing any of the functions described herein. For
example, the system memory 202 may comprise a computer readable medium
comprising code, executable by the processor 206, for implementing a method as

described herein.

[0056] The system memory 202 can have an authorizing entity application 106A.
The authorizing entity application 106A can include an application that allows for
viewing/managing features relating to one or more user devices associated with an
authorizing entity. For example, the user, via authorizing entity application 106A,
can initiate a request to provision a credential associated selected user device. As
will be described in detail below, the authorizing entity application 106A can forward
an application identifier identifying the authorizing entity application 106A to register
the mobile device 102 and the authorizing entity application 106A at a processing

computer.

[0067] The system memory 202 can also store a provisioning SDK 106B. The
provisioning SDK 106B allow the mobile device 102 to communicate directly with the
processing computer. As will be described below, the provisioning SDK 106B can
receive an encrypted credential encrypted with a first application cryptographic key,
and a storage application identifier from authorizing entity application 106A and
forward the encrypted credential and the storage application identifier to the
processing computer. The processing computer can decrypt the encrypted
credential using a corresponding first application cryptographic key, and then re-
encrypt the credential with a second application cryptographic key. The provisioning
SDK 106B can receive the credential encrypted by the second application
cryptographic key and provide the credential encrypted with the second application

cryptographic key to the storage application 106D via storage application SDK 106C.

[0068] The system memory 202 can also implement a storage application SDK
106C. The storage application SDK 106C can be associated with the storage
application 106D.

[0059] The system memory 202 can also implement a storage application 106D.

The storage application 106D can include an application associated with a storage
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application server. The storage application 106D can securely storing a
credential/token specific to a user device. The storage application 106D can provide

the credential/token in a transaction conducted using the mobile device 102.

[0060] The memory 202 may comprise a computer readable medium, which
comprises code which causes the processor to: receive, by the provisioning SDK
from the first application on the mobile device an encrypted credential and a storage
application identifier; transmit, by the provisioning SDK, the encrypted credential and
the storage application identifier to a processing computer, wherein the processing
computer decrypts the encrypted credential using a first application cryptographic
key to obtain the credential, identifies a second application cryptographic key using
the storage application identifier, and encrypts the credential with the second
application cryptographic key, wherein the second application cryptographic key is
one of a second application key pair; receive, by the provisioning SDK, the credential
encrypted by the second application cryptographic key; provide, by the provisioning
SDK, the credential encrypted with the second application cryptographic key to the
second application; and provide, by the second application to a storage application
server, the credential encrypted with the second application cryptographic key,
wherein the storage application server decrypts the credential encrypted with
another second application cryptographic key of the second application key pair, and
then (i) stores the credential or a token associated with the credential and/or (ii)
transmits the credential or the token associated with the credential to the second

application.

[0061] As described above, an authorizing entity, via an authorizing entity computer
130 can allow for secure storage of credentials associated with one or more user
devices associated with a user. Further, a user can manage various aspects of a

user device by interacting with the authorizing entity computer 130.

[0062] FIG. 3 is an illustration of an example authorizing entity computer 130
according to certain embodiments. The authorizing entity computer 130 can include
a processor 302 and a computer readable medium 304, a data storage module 306,

and a network interface 308 coupled to the processor 302.

[0063] The computer readable medium 304 can implement a device registration

module 304A. The device registration module 304A can register one or more user
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devices associated with a user. For instance, a user can provide user device details
to provision a user device to the authorizing entity computer 130 using the device
registration module 304A. In another example, a user can provide a credential (e.g.,
username and password) to access the user device via the authorizing entity

application using the device registration module 304A.

[0064] The computer readable medium 304 can also implement a data retrieval
module 304B. The data retrieval module 304B can obtain credentials associated with
a specific user device responsive to obtaining a request to retrieve the credential for
the user device. The credentials obtained by data retrieval module 304B can be
encrypted by a cryptographic processing module 304C on the computer readable
medium 304. The cryptographic processing module 304C can encrypt the
credentials using a first application cryptographic key of a first application
cryptographic key pair shared between the processing computer and an authorizing

entity computer.

[0065] The computer readable medium 304 can also implement a processing
module 304D. The processing module 304D can process requests obtained by the
provisioning SDK, such as to provide the encrypted credentials to the provisioning.
Further, the processing module 304D can process other requests associated with a
user device, such as to provide transaction details (e.g., a transaction history)

associated with a user device.

[0066] The data storage 306 can securely store various data relating to user
devices. For example, the data storage module 306 can store user device details,
such as a PAN, CVV, expiration date, user details (e.g., user name, passwords, user
address, phone number), account data, and data relating to other user devices
associated with the user device. The data storage 306 can maintain transaction
details (e.g., a transaction history, previous user device provisioning requests) for

each user device associated with a user.

[0067] FIG. 4 is an illustration of an example processing computer 140 according to
certain embodiments. The processing computer 140 can include a processor 402
and a computer readable medium 404, a data storage module 406, and a network

interface 408 coupled to the processor 402.
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[0068] The computer readable medium 404 can implement a device registration
module 404A. The device registration module 404A can register a mobile device by
mapping the mobile device and an authorizing entity application using the application
identifier. The device registration module 404A can further map the user device, the
authorizing entity, and the storage application for provisioning the user device to the
storage application. The device registration module 404A can store mappings
between the mobile device and the authorizing entity application and between the
user device and the storage application in data storage module at data storage
module 406.

[0069] The computer readable medium 404 can also implement a cryptographic
processing module 404B. The cryptographic processing module 404B can
encrypt/decrypt credentials for a user device to implement the provisioning process
as described herein. For instance, the cryptographic processing module 404B can
decrypt an encrypted credential using a first application cryptographic key to obtain
the credential, identify a second application cryptographic key using a storage
application identifier, and encrypt the credential with a second application
cryptographic key. Any of the first application cryptographic key can be one of a first
application cryptographic key pair, and the second application cryptographic key can
be one of a second application cryptographic key pair. The first application
cryptographic key and/or the second application cryptographic key can be

maintained by the data storage 406.

[0070] The computer readable medium 404 can also implement a token processing
module 404C. The token processing module 404C can generate or obtain a token for
provisioning. The token proceeding module 404C can also exchange the token for a
credential, and vice-versa. The token processing module 404C may also maintain
rules or restrictions on how tokens may be used. The mapping between each
generated token and a credential for each provisioned user device can be

maintained by the data storage 406.

[0071] The computer readable medium 404 can also implement a data retrieval
module 404D. The data retrieval module 404D can retrieve a credential for a user
device responsive to a obtaining a request for the credential. For example, to

provision a user device to a storage application, the data retrieval module 404D can
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identify a corresponding credential for the user device for the data storage module

406 and encrypt the credential as described herein.

[0072] The computer readable medium 404 can also comprise code, executable by
the processor for implementing a method comprising: receiving, by the processing
computer from a provisioning SDK, an encrypted credential and a storage
application identifier to a processing computer, wherein the processing computer
decrypts the encrypted credential using a first application cryptographic key to obtain
the credential, identifies a second application cryptographic key using the storage
application identifier, and encrypts the credential with the second application
cryptographic key, wherein the second application cryptographic key is one of a
second application key pair; and transmitting, by the processing computer to the
provisioning SDK, the credential encrypted by the second application cryptographic
key, wherein the provisioning SDK provides the credential encrypted with the second
application cryptographic key to a second application, and the second application
provides the credential encrypted with the second application cryptographic key to a
storage application server, wherein the storage application server decrypts the
credential encrypted with another second application cryptographic key of the
second application key pair, and then (i) stores the credential or a token associated
with the credential and/or (ii) transmits the credential or the token associated with the

credential to the second application.

[0073] As noted above, a provisioning SDK on a mobile device can provide a
uniform and secure process to provision a storage application to access a user
device. The user can provide user device details to the storage application directly
using the provisioning process, eliminating a need to separately provide user device
details to the storage application. The provisioning SDK can integrate multiple
provisioning processes to provide a uniform provisioning process across multiple
storage applications. FIG. 5 is a signaling process 500 illustrating an example

integrated provisioning process according to certain embodiments.

[0074] At S501, an authorizing entity application (or a third-party mobile
application) 106A can initialize the provisioning SDK 106B with an application

identifier. The application identifier can uniquely identify the authorizing entity.
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[0075] At S502, the provisioning SDK 106B can provide the application identifier to
the processing computer 140. The processing computer 140 can register the mobile
device by mapping the mobile device and the application 106A using the application
identifier. The processing computer 140 can provide a signed nonce to the
provisioning SDK 106B. The application identifier can be used to determine storage
applications in which the application is eligible to be used. For example, if the
application identifier identifies a particular financial institution, then payment devices
associated with that financial institution may only be useable with certain digital

wallet applications.

[0076] At S503, the provisioning SDK 106B can provide a verification to the
authorizing entity application 106A with the signed nonce. The signed nonce can be
used to bind the authorizing entity application 106A with the processing computer
140.

[0077] At S504, the user can interact with the authorizing entity application 106A to
view one or more user devices and can select a user device to be provisioned. The
authorizing entity application 106A can cause display of all user devices associated

with the user.

[0078] At S505, the authorizing entity application 106A can make a request to an
authorizing entity computer 130 for encrypted user device details. The request can
include a user device identifier for the selected user device, and the signed nonce
provided by the provisioning SDK 106B. The user device identifier may be pre-

loaded onto the authorizing entity application 106A.

[0079] At S506, the authorizing entity computer 130 may verify the signed nonce
using a shared secret received during onboarding with the processing computer 140.
For instance, the authorizing entity computer 130 can decrypt the signed nonce
using a first application cryptographic key in a key pair shared between the server
computer and the processing network to verify the signed nonce as corresponding
with the processing computer 140. In other embodiments, the nonce may have been
signed using a private key held by the provisioning SDK or the processing computer
140, and the authorizing entity computer 130 can verify the signed nonce with a

public key corresponding to the private key.
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[0080] At S507, the authorizing entity computer 130 can retrieve user device
information (e.g., PAN, card verification value (CVV), a service code, etc.)
associated with the user device identifier. The user device information may be
retrieved by sending the user device identifier to a database storing user device

information by the authorizing entity.

[0081] At S508, the authorizing entity computer 130 can encrypt and sign the user
device information using the shared secret received during onboarding with the
processing network. The encrypted user device data may be encrypted such that
only the processing network can decrypt the encrypted user device data using the
first application cryptographic key shared between the server computer and the
processing network. In some embodiments, the first application cryptographic key
held by both the processing computer 140 and the authorizing entity computer 130 is

a symmetric key.

[0082] At S509, the authorizing entity computer 130 can send the encrypted user
device information to the authorizing entity application 106A. The authorizing entity
application 106A can route the encrypted user device information to the processing

computer 140 via the provisioning SDK 106B.

[0083] At S510, the authorizing entity application 106A can request a list of
supported wallets from the provisioning SDK 106B. The request can include the
encrypted credential encrypted using the first application cryptographic key shared

between the authorizing entity computer 130 and the processing computer 140.

[0084] In some instances, a second application as described herein comprises a
storage application and a storage application SDK, and the mobile device comprises
a plurality of different storage application SDKs and associated storage applications.
Further, prior to receiving the encrypted credential and the storage application
identifier, the provisioning SDK 106B can receive a request to identify supported
storage applications from the first application (e.g., authorizing entity application
106A). The request can comprise the encrypted credential. The provisioning SDK
106B or its associated processing computer 140 can also decrypt the encrypted
credential using another first application cryptographic key and verify if the credential
iIs compatible with the storage applications with the plurality of different storage

applications. The provisioning SDK 106B or its associated processing computer 140
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can also provide a list of supported storage applications to the first application (e.g.,

authorizing entity application 106A).

[0085] At S511, the provisioning SDK 106B can validate the encrypted credential
with the processing computer 140. The processing computer 140 can decrypt the
encrypted credential using the first application cryptographic key. Further, the
processing computer 140 may return features specific to the authorizing entity
application, such as previously set parameters, preexisting verification checks,

predefined storage applications corresponding with the user device, etc.

[0086] At S512, the provisioning SDK 106B will perform an eligibility check using
the decrypted credential to determine whether the storage application using a
storage application SDK 106C can accept a token corresponding to the decrypted
credential. For instance, the provisioning SDK 106B can pass user device details
(e.g., branding content for the user device, a portion of a PAN) to the storage
application SDK 106C to determine if the user device (i.e., a token associated with
the user device) is eligible for provisioning. In response, the storage application SDK
106C can provide data to the provisioning SDK 106B (e.g., whether the branding
content corresponds with the storage application) for verifying the eligibility of the

storage device.

[0087] At S513, in other optional embodiments, the provisioning SDK 106B can
request a storage application ID and device ID from the storage application SDK
106C. In response, the storage application SDK 106C can provide the storage

application ID and device ID by interacting with storage application server 150.

[0088] At S514, the provisioning SDK 106B can perform an eligibility check to
determine whether the user device is eligible to be provisioned on the storage

application. For instance, the provisioning SDK 106B can provide the encrypted
credential, a storage application ID, and the mobile device ID to the processing

computer 140.

[0089] At S515, the processing computer 140 can verify the encrypted credential
by decrypting the credential using the first application cryptographic key.

[0090] At S516, the processing computer 140 can perform an eligibility check using

the decrypted credential. This can include identifying all storage applications that
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support the user device and determining whether the user device corresponds with

the selected storage application.

[0091] At S517, the processing computer 140 can return the result of the eligibility
check to the provisioning SDK 106B. The result can indicate that the storage

application is supported or is not supported.

[0092] At S518, the provisioning SDK 106B can interact with processing computer
140 to generate a list of supported storage applications for the user device and
determine whether the selected storage application is included in the list of
supported storage applications. For example, determining that the storage
application is supported can include determining that the selected storage

application is included in the list of supported storage applications.

[0093] At S519, the provisioning SDK 106B can pass the list of supported storage
applications to the authorizing entity application 106A. The authorizing entity
application 106A can then cause display of the list of supported storage applications

on the mobile device.

[0094] At S520, the authorizing entity application 106A may display a screen on the
mobile device with the list of supported storage applications which may be used for
provisioning. The authorizing entity application 106A may also display the storage

applications which were already provisioned.

[0095] At S521, the user may select a first storage application to provision the
selected user device. For example, the user can select an interface corresponding

with a first storage application in the list of supported storage applications.

[0096] At S522, the authorizing entity application 106A can forward a provisioning
request identifying the first storage application selected by the user to the
provisioning SDK 106B. The request may include any of the encrypted credential
(encrypted with the first application cryptographic key), a first storage application

identifier, and any other options specified by the user on the mobile device.

[0097] At S523, the provisioning SDK 106B can prepare the user device for
provisioning. This can include interacting with the processing computer 140 to
identify the storage application selected by the user and the second application

cryptographic key for the storage application using the storage application identifier.
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[0098] At S524, the provisioning SDK 106B can send the encrypted credential and
the storage application identifier to the processing computer 140. The processing
computer 140 can decrypt the encrypted credential with the first application
cryptographic key. The processing computer 140 can then use the storage
application identify to identify a second application cryptographic key associated with
the storage application and the storage application server 150, and can re-encrypt
the credential with the second application cryptographic key. The second application
cryptographic key pair can be a symmetric key pair shared between the storage

application server 150 and the processing computer 140.

[0099] At S525, the provisioning SDK 106B can send a provisioning request that
includes the encrypted credential (encrypted with the second application
cryptographic key) to the storage application SDK 106C. The storage application
SDK 106C can forward the request to the storage application server 150 for
decryption of the encrypted credential using the second application cryptographic

key.

[0100] At S526, the storage application SDK 106C can cause display of a set of
terms and conditions on the mobile device. The terms and conditions can be specific
to the storage application and can include an interface to accept or reject the terms

and conditions.

[0101] At S527, the user, on the mobile device, may accept the terms and
conditions sent by the storage application SDK 106C. The user can select an

interface on the display of the mobile device accepting the terms and conditions.

[0102] At S528, the storage application SDK 106C can send the encrypted
credential, the storage application ID, and a device ID to the storage application
server 150. The storage application server 150 can decrypt the credential encrypted

with another second application cryptographic key of the second application key pair.

[0103] Now, in steps that are not specifically illustrated in FIG. 5, the storage
application server 150 has the credential, and it may obtain a token associated with
the credential from a token processing module in the processing computer 140. The
processing computer 140 can generate or obtain a token, and can store the token
with the credential in a database. The processing computer 140 may also generate

a token reference ID which can be used to identify the token, and store it along with
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the credential and the token. The token reference ID may also be considered a
“‘token” as it is a substitute for a credential such as a primary account number, but

they are linked via a token.

[0104] At S529, the storage application server 150 can provide the token reference
ID to the storage application SDK 106C.

[0105] At S530, the storage application SDK 106C can return the token reference
ID to the provisioning SDK 106B. In other embodiments, the token can be provided
instead of the token reference ID in S529 and S530.

[0106] At S531, the provisioning SDK 106B can confirm the provisioning with the
processing computer 140. For instance, the provisioning SDK 106B can forward the
token reference ID to the processing computer 140. The processing computer 140
can map the token reference ID with the token and the credential for the subsequent

exchanging of the token for a credential as described herein.

[0107] At S532, the provisioning SDK 106B can send a success message to the
authorizing entity application 106A.

[0108] At S533, the authorizing entity application 106A may display the success
message on the mobile device. The success message can specify that a transaction
can be initiated using the user device on the storage application. For example, a
user can interact with storage application 106D to initiate a transaction using the
token in an authorization request message. The storage application 106D can
forward the request to the processing computer 140, which then can exchange the
token for the credential and pass the authorization request message for final

authorization.

[0109] FIG. 6 shows a block diagram of a transaction processing system 600 that
can use a user device with access data (e.g., a token) according to certain
embodiments. FIG. 6 shows a user 606 that can operate a user device 610 with a
token or token reference ID that has been provisioned as described above. The user
606 may use the user device 610 to pay for a good or service at a resource provider
such as a merchant. The merchant may operate a resource provider computer 630

and/or an access device 620. The merchant may communicate with an authorizing
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entity computer 660 operated by an issuer, via a transport computer 640 operated by

an acquirer and a processing network 650 such as a payment processing network.

[0110] A typical payment transaction flow using a user device 610 at an access
device 620 (e.g., POS location) can be described as follows. A user 606 presents
his or her user device 610 to an access device 620 to pay for an item or service.
The user device 610 and the access device 620 interact such that access data from
the user device 610 (e.g., a payment token, verification value(s), expiration date,
etc.) is received by the access device 620 (e.g., via contact or contactless interface).
The resource provider computer 630 may then receive this information from the
access device 620 via an external communication interface. The resource provider
computer 630 may then generate an authorization request message that includes
the information received from the access device 620 (i.e. information corresponding
to the user device 610) along with additional transaction information (e.g., a
transaction amount, merchant specific information, etc.) and electronically transmits
this information to a transport computer 640. The transport computer 640 may then
receive, process, and forward the authorization request message to a processing

network 650 for authorization.

[0111] In general, prior to the occurrence of a credit or debit-card transaction, the
processing network 650 has an established protocol with each issuer on how the
issuer’'s transactions are to be authorized. In some cases, such as when the
transaction amount is below a threshold value, the processing network 650 may be
configured to authorize the transaction based on information that it has about the
user’s account without generating and transmitting an authorization request
message to the authorizing entity computer 660. In other cases, such as when the
transaction amount is above a threshold value, the processing network 650 may
receive the authorization request message, determine the issuer associated with the
user device 610, and forward the authorization request message for the transaction
to the authorizing entity computer 660 for verification and authorization. Once the
transaction is authorized, the authorizing entity computer 660 may generate an
authorization response message (that may include an authorization code indicating
the transaction is approved or declined) and transmit this electronic message via its
external communication interface to processing network 650. The processing

network 650 may then forward the authorization response message to the transport
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computer 640, which in turn may then transmit the electronic message to comprising
the authorization indication to the resource provider computer 630, and then to the

access device 620.

[0112] If the access data is in the form of a token or a token reference identifier,
then the processing network 650 may exchange the token for a real credential (e.g.,
a PAN), or the token reference identifier for a token, and then the token for a real
credential. Any authorization request message may then be modified to include the
real credential and it may be forward to the authorizing entity computer 660 for
verification. The authorizing entity computer 660 can generate an authorization
response message with an approval or decline. The authorization response
message can be transmitted to the processing network 650, and the processing
network 650 may replace the credential with the token. The processing network 650
may then transmit the authorization response message back to the access device
620.

[0113] At the end of the day or at some other suitable time interval, a clearing and
settlement process between the resource provider computer 630, the transport
computer 640, the processing network 650, and the authorizing entity computer 660

may be performed on the transaction.

[0114] As described above, a user device can be provisioned on a storage
application. The storage application can securely store a token representing the user
device such that the user interacting with the storage application can perform an
action. An example action can include interacting with an access device to gain

access to an environment (e.g., a building).

[01156] FIG. 7 is a block diagram illustrating an example system 700 for provisioning
of a storage application on a mobile device to permit access to an environment
according to certain embodiments. In the example as shown in FIG. 7, a mobile
device 710 can interact with an access device 720 to gain access to a building 730.
For instance, the mobile device 710 can provide a token or a credential to an access

device 720 to obtain access to a location (e.g., building 730).

[0116] For example, user 706 can access a storage application on the mobile
device 710 to send a request to access the building 730 to the access device 720. In

this example, the user device can include a credential associated with a user to gain
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access to the building 730. The user device can be provisioned on a storage device
to allow for access to the building 730 using the storage application. Further, the
process to provision a user device on a storage application as described herein can
provide an integrated process across multiple authorizing entity applications and

multiple storage applications.

[0117] Particularly, the storage application on the mobile device 710 can provide a
token to the access device 720. In response, the access device 720 can validate the
token by determining that the token is included in a listing of tokens allowed access
to the building 730 stored at the access device 720 and/or a remote server
associated with the access device 720. Responsive to determining that the user is
allowed access to the building 730, the access device 720 can perform an action,

such as to unlock a door lock, to permit access to the building 730.

[0118] It should be understood that the present invention as described above can
be implemented in the form of control logic using computer software in a modular or
integrated manner. Based on the disclosure and teachings provided herein, a person
of ordinary skill in the art will know and appreciate other ways and/or methods to
implement the present invention using hardware and a combination of hardware and

software.

[0119] Any of the software components or functions described in this application,
may be implemented as software code to be executed by a processor using any
suitable computer language such as, for example, Java, C++ or Perl using, for
example, conventional or object-oriented techniques. The software code may be
stored as a series of instructions, or commands on a computer readable medium,
such as a random access memory (RAM), a read only memory (ROM), a magnetic
medium such as a hard-drive or a floppy disk, or an optical medium such as a CD-
ROM. Any such computer readable medium may reside on or within a single
computational apparatus, and may be present on or within different computational

apparatuses within a system or network.

[0120] A recitation of “a”, “an” or “the” is intended to mean “one or more” unless

specifically indicated to the contrary.

[0121] The above description is illustrative and is not restrictive. Many variations of

the disclosure will become apparent to those skilled in the art upon review of the
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disclosure. The scope of the disclosure should, therefore, be determined not with
reference to the above description, but instead should be determined with reference

to the pending claims along with their full scope or equivalents.

[0122] One or more features from any embodiment may be combined with one or
more features of any other embodiment without departing from the scope of the

disclosure.

29



WO 2022/146516 PCT/US2021/052847

WHAT IS CLAIMED 1S:

1. A method performed by at least a mobile device composing
mobile device comprising a processor, and memory coupled to the processor, the
memory storing a provisioning SDK, a first application, and a second application, the
method comprising:

receiving, by the provisioning SDK from the first application on the
mobile device an encrypted credential and a storage application identifier;

transmitting, by the provisioning SDK, the encrypted credential and the
storage application identifier to a processing computer, wherein the processing
computer decrypts the encrypted credential using a first application cryptographic
key to obtain the credential, identifies a second application cryptographic key using
the storage application identifier, and encrypts the credential with the second
application cryptographic key, wherein the second application cryptographic key is
one of a second application key pair;

receiving, by the provisioning SDK, the credential encrypted by the
second application cryptographic key;

providing, by the provisioning SDK, the credential encrypted with the
second application cryptographic key to the second application; and

providing, by the second application to a storage application server, the
credential encrypted with the second application cryptographic key, wherein the
storage application server decrypts the credential encrypted with another second
application cryptographic key of the second application key pair, and then (i) stores
the credential or a token associated with the credential and/or (ii) transmits the

credential or the token associated with the credential to the second application.

2. The method of claim 1, wherein the first application is an

authorizing entity application and the second application is a storage application.

3. The method of claim 1, wherein the second application

comprises a storage application and a storage application SDK.

4. The method of claim 1, wherein the second application

comprises a storage application SDK.
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. The method of claim 1, further comprising:

receiving, by the second application on the mobile device, the
credential or the token from the storage application server; and

storing the credential or the token on the mobile device in association

with the second application.

6. The method of claim 5, wherein the token is received from the

storage application server and is stored on the mobile device.

7. The method of claim 5, wherein the token is a reference

identifier for a substitute for the credential, or is the substitute for the credential.

8. The method of claim 5, further comprising:
providing, by the mobile device, the token or the credential to an

access device to obtain access to a location.

9. The method of claim 1, wherein the storage application server
transmits the credential to the processing computer, and receives the token in

exchange for the credential.

10.  The method of claim 1, wherein the second application
comprises a storage application and a storage application SDK, and wherein the
mobile device comprises a plurality of different storage application SDKs and
associated storage applications, and wherein prior to receiving the encrypted
credential and the storage application identifier,

receiving by the provisioning SDK from the first application, a request
to identify supported storage applications, the request comprising the encrypted
credential;

decrypting the encrypted credential using another first application
cryptographic key;

verifying, by the provisioning SDK with the plurality of different storage
applications if the credential is compatible with each of the plurality of different

storage applications;
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providing by the provisioning SDK a list of supported storage

applications to the first application.

11.  The method of claim 10, wherein the first application is an

authorizing entity application.

12.  The method of claim 1, further comprising:

receiving, by the second application on the mobile device, the token
from the storage application server; and

storing the credential or the token on the mobile device in association

with the second application.

13.  The method of claim 12, further comprising:

providing, by the second application to the provisioning SDK, the token;
and

providing, by the provisioning SDK to the processing computer, the

token, wherein the processing computer stores the token along with the credential.

14.  The method of claim 1, wherein the first application
cryptographic key is a symmetric key and the second application cryptographic key

is also a symmetric key.

15. A mobile device comprising a processor, and memory coupled
to the processor, the memory storing a provisioning SDK, a first application, and a
second application, wherein the memory includes instructions causing the processor
to:

receive, by the provisioning SDK from the first application on the
mobile device an encrypted credential and a storage application identifier;

transmit, by the provisioning SDK, the encrypted credential and the
storage application identifier to a processing computer, wherein the processing
computer decrypts the encrypted credential using a first application cryptographic
key to obtain the credential, identifies a second application cryptographic key using

the storage application identifier, and encrypts the credential with the second
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application cryptographic key, wherein the second application cryptographic key is
one of a second application key pair;

receive, by the provisioning SDK, the credential encrypted by the
second application cryptographic key;

provide, by the provisioning SDK, the credential encrypted with the
second application cryptographic key to the second application; and

provide, by the second application to a storage application server, the
credential encrypted with the second application cryptographic key, wherein the
storage application server decrypts the credential encrypted with another second
application cryptographic key of the second application key pair, and then (i) stores
the credential or a token associated with the credential and/or (ii) transmits the

credential or the token associated with the credential to the second application.

16. A method comprising:

receiving, by a processing computer from a provisioning SDK, an
encrypted credential and a storage application identifier to a processing computer,
wherein the processing computer decrypts the encrypted credential using a first
application cryptographic key to obtain the credential, identifies a second application
cryptographic key using the storage application identifier, and encrypts the credential
with the second application cryptographic key, wherein the second application
cryptographic key is one of a second application key pair; and

transmitting, by the processing computer to the provisioning SDK, the
credential encrypted by the second application cryptographic key, wherein the
provisioning SDK provides the credential encrypted with the second application
cryptographic key to a second application, and the second application provides the
credential encrypted with the second application cryptographic key to a storage
application server, wherein the storage application server decrypts the credential
encrypted with another second application cryptographic key of the second
application key pair, and then (i) stores the credential or a token associated with the
credential and/or (ii) transmits the credential or the token associated with the

credential to the second application.

17.  The method of claim 16, wherein first application cryptographic

key is a symmetric key.
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18. The method of claim 16, wherein the first application
cryptographic key is stored at the processing computer and a corresponding first
application cryptographic key is stored an authorizing entity computer that issued the

credential.

19.  The method of claim 16, wherein the processing computer

comprises a token processing module.
20. The method of claim 16, wherein the second application

cryptographic key is a symmetric key, the second application cryptographic key

being different from the first application cryptographic key.

34



WO 2022/146516 PCT/US2021/052847

117

100

/\/

MOBILE DEVICE
102
AUTHORIZING ENTITY AUTHORIZING
APPLICATION < P COMPUTER
106A 130
| i
PROCESSING
PROVISIONING SDK |, > COMPUTER
1068
140
I x
STORAGE APPLICATION
SDK
106C
1 |
STORAGE
STORAGE APPLICATION | - APPLICATION
106D i SERVER
120

FIG. 1




WO 2022/146516

PCT/US2021/052847

2/7

MOBILE DEVICE
102
DEVICE HARDWARE
204
PROCESSOR(S) USER INTERFACE
206 208
INPUT ELEMENTS OUTPUT ELEMENTS
210 212
SHORT RANGE ANTENNA LONG RANGE ANTENNA
204 216
SYSTEM MEMORY
202
AUTHORIZING PROVISIONING
ENTITY DK
APPLICATION 1068
106A —
STORAGE STORAGE
APPLICATION SDK APPLICATION
106C 106D

FIG. 2



WO 2022/146516 PCT/US2021/052847

3/7

AUTHORIZING ENTITY COMPUTER
130

COMPUTER READABLE MEDIUM
304

DEVICE REGISTRATION MODULE
304A

DATA RETRIEVAL MODULE
3048

PROCESSOR(S)

302 CRYPTOGRAPHIC PROCESSING

MODULE
304C

‘ PROCESSING MODULE
304D

y

NETWORK
INTERFACE > DATA %BgRAGE

308

FIG. 3



WO 2022/146516 PCT/US2021/052847

47

PROCESSING COMPUTER
140

COMPUTER READABLE MEDIUM
404

DEVICE REGISTRATION MODULE
404A

CRYPTOGRAPHIC PROCESSING
MODULE

— ) 4048

PROCESSOR(S)
402 TOKEN PROCESSING MODULE
< 404C

DATA RETRIEVAL MODULE
404D

NETWORK — DATA STORAGE

INTERFACE 406
408 D — —

FIG. 4



PCT/US2021/052847

WO 2022/146516

57

g Old

6¢5S

o o o o e

8¢4S

916S _
G16S

cess

A

eSS

m m > ¢SS
: 1€6S R Cess m
g 0€5S g m
i 1255 -
5755 :|v_ 9¢sS m
7285 ! ;

gl15s

LGS

lq

A

v1§S

€16S

N N Y Y

|

¢lsS

61GS

LGS

g0ss ™
2065 >
905S _Hr

01GS

605S

G0SS

\ 4

0SS

|
-

Y _ VY. 1l _ __ Y

= —m o gm === mmmmmmmmme

£0SS |
7059

051
43IAG3S
NOILYJI1ddV
JOVHO1S

3901
Aas
NOILYOI1ddV
JOVHOLS

orl 4901
431NdINOD Aas
ONISS300Hd [|ONINOISINOHd

0¢t
431NdINOD
ALIINA
ONIZIHOH.LNV

NOILYJI1ddV
ALIINS
ONIZIHOH.LNY

08
d3sn




PCT/US2021/052847

WO 2022/146516

6/7

O

(e
({e

909

¥3sN
099 03 e 069 - __
059 079 029 019

mmm bﬂ_ﬂ/_% ° HUOMIIN > ¥ALNNOD 4> %M%Mw_m% 30IA3Q 30IA3Q




WO 2022/146516

MOBILE DEVICE
710

17

ACCESS DEVICE
720

PCT/US2021/052847

USER
106

BUILDING
730




INTERNATIONAL SEARCH REPORT

International application No.

PCT/US2021/052847

A. CLASSIFICATION OF SUBJECT MATTER
GO6F 21/31(2013.01)i; GO6F 21/60(2013.01)i; GO6F 21/62(2013.01)i; HO4L 9/08(2006.01)i; HO4L 9/32(2006.01)i

According to International Patent Classification (IPC) or to both national classification and [PC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

GO6F 21/31(2013.01); HO4L 12/721(2013.01); HO4L 12/931(2013.01); HO4L 29/06(2006.01); HO4L 9/08(2006.01);
HO4L 9/32(2006.01)

Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

eKOMPASS(KIPO internal) & Keywords: provisioning SDK (software development kit), application, encrypted credential,
storage application identifier, decrypt, cryptographic key, token

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

ADONAY A. VEIGA et al., ‘Proposal and Application of Bluetooth Mesh Profile for Smart Cities’
Services’, In: Smart Cities, DOI:10.3390/smartcities2010001, 26 December 2018

[retrieved on 2021.12.27]. Retrieved from <https://www.mdpi.com/2624-6511/2/1/1>.

sections 2-4, 6

1-20

US 2020-0067897 Al (VISA INTERNATIONAL SERVICE ASSOCIATION) 27 February 2020
(2020-02-27)
paragraphs [0045]-[0050]; and claims 21-22

1-20

US 10630648 B1 (UNITED SERVICES AUTOMOBILE ASSOCIATION (USAA)) 21 April 2020
(2020-04-21)

column 4, line 50 - column 5, line 49; claims 1-2; and figure 3

1-20

US 2020-0396073 Al (JAISHANKAR KUMAR VENKATARAMAN) 17 December 2020 (2020-12-17)

A paragraphs [0003]-[0005], [0028]; and claim 1

1-20

Further documents are listed in the continuation of Box C.

See patent family annex.

the priority date claimed

*  Special categories of cited documents: «1> later document published after the international filing date or priority

“A” document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand the
to be of particular relevance principle or theory underlying the invention

“p” document cited by the applicant in the international application «X” document of particular relevance; the claimed invention cannot be

“g» earlier application or patent but published on or after the international considered novel or cannot be considered to involve an inventive step
filing date when the document is taken alone

“L” document which may throw doubts on priority claim(s) or which is “Y” document of particular relevance; the claimed invention cannot be
cited to establish the publication date of another citation or other considered to involve an inventive step when the document is
special reason (as specified) combined with one or more other such documents, such combination

“0” document referring to an oral disclosure, use, exhibition or other being obvious to a person skilled in the art
means «&” document member of the same patent family

«p” document published prior to the international filing date but later than

Date of the actual completion of the international search

Date of mailing of the international search report

35208, Republic of Korea

Facsimile No. +82-42-481-8578

24 January 2022 24 January 2022
Name and mailing address of the ISA/KR Authorized officer
Korean Intellectual Property Office
189 Cheongsa-ro, Seo-gu, Daejeon KIM, Sung Hee

Telephone No. +82-42-481-3516

Form PCT/ISA/210 (second sheet) (July 2019)




INTERNATIONAL SEARCH REPORT International application No.

PCT/US2021/052847
C. DOCUMENTS CONSIDERED TO BE RELEVANT
Category™ Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
US 2017-0317922 Al (CAVIUM, INC.) 02 November 2017 (2017-11-02)
A paragraphs [0015]-[0020]; and claims 1-8 1-20

Form PCT/ISA/210 (second sheet) (July 2019)




INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members

PCT/US2021/052847
. Patf‘/nt document Publication date Patent family member(s) Publication date
cited in search report (day/month/year) (day/month/year)
us 2020-0067897 Al 27 February 2020 us 10187363 B2 22 January 2019
uUs 10511583 B2 17 December 2019
us 2016-0191236 Al 30 June 2016
us 2019-0124057 Al 25 April 2019
us 10630648  B1 21 April 2020 None
us 2020-0396073 Al 17 December 2020 us 11032076 B2 08 June 2021
us 2017-0317922 Al 02 November 2017 us 9948482 B2 17 April 2018

Form PCT/ISA/210 (patent family annex) (July 2019)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - claims
	Page 33 - claims
	Page 34 - claims
	Page 35 - claims
	Page 36 - claims
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - wo-search-report
	Page 45 - wo-search-report
	Page 46 - wo-search-report

