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(57) Abstract

The registration servers are independent of software product manufacturers and open to all software manufacturers. On user computer,
software product asks user software license control program whether the user has usage license for the software product. The user license
control program checks the license file, which was received from a software registration server, and answers the software product. If the
answer is "'no", the software product stops running. If the answer is "yes", it continues. Said license file cannot be used by unauthorized
user because said file is encrypted by the user public key and digital signed by the secret key of a software registration server. To use
a license file, user needs the secret key of the user and needs passphrase to activate the secret key. The license file is digital signed by
software registration server and cannot be modified by a user to add unauthorized license. There are 3 types of registration need to be
done by user. User registration, CPU registration and software product usage license registration. User does user registration for himself
once per person. After that, the user registers his CPU once per CPU. User registers software product usage license once per every product
of specific CPU. On user registration, the user gets partial user-ID file from the software registration server. After receiving the partial
user—ID file, user software license control program attaches public/secret key pair of the user and public key of the registration server of
the user to the partial user-ID file. This user—ID file is essential in registering CPU and purchasing software product. The user-ID file
is independent of any CPU and this file need to be copied to all of his CPUs. On CPU registration, user gets license file from software
registration server. And the license file is updated every time the user purchases new software product or upgrades a software product. The
software product information is added to the license file every time new product is purchased or a product is upgraded. Also because of
expiration date, the license file is refreshed periodically. Software product usage license is given to a specific CPU of a specific user. The
license file is dependent on a specific CPU. The license file is given to a specific CPU of a specific user. Both the user-ID file and license
file is encrypted by user public key and digital signed by software registration server secret key. So, only the registration server can modify
said files.
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Title of invention

Software license control system based on independent software registration

server

Technical field

Software license control

Background art

Software license control, cryptography
Publication — Garfinkel, Simson. PGP(Pretty Good Privacy).

Schneier, Bruce. Applied Cryptography

Disclosure of invention

The registration server is independent of software product manufacturers
and open to all software manufacturers. On user computer, software product
asks user software license control program whether the user has usage

license for the software product. The user license control program checks
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the license file, which was received from a software registration server, and
answers the software product. If the answer is “no”, the software product
stops running. If the answer is ‘yes’, it continues. Said license file cannot be
used by unauthorized user because said file is encrypted by the user public
key and digital signed by the secret key of a software registration server. To
use a license file, user needs the secret key of the user and needs passphrase
to activate the secret key. The license file is digital signed by software
registration server and cannot be modified by a user to add unauthorized
license.

All software product manufacturers register their products to the central
software registration server. The central registration server distributes the
registered product information to software registration servers all over the
world. There are 3 types of registration need to be done by user. User
registration, CPU registration and software product usage license
registration. User does user registration for himself once per person. After
that, the user registers his CPU once per CPU. User registers software
product usage license once per every product of specific CPU. All the
registration is done after the connection to a software registration server. On
user registration, the user gets partial user-ID file from the software
registration server. After receiving the partial user-ID file, user software

license control program attaches public/secret key pair of the user and
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public key of the registration server of the user to the partial user-ID file.
This user-ID file is essential in registering CPU and purchasing software
product. The user-ID file is independent of any CPU and this file need to be
copied to ail of his CPUs. On CPU registration, user gets license file from
software registration server. And the license file is updated every time the
user purchases new software product or upgrades a software product. The
software product information is added to the license file every time new
product is purchased or a product is upgraded. Also because of expiration
date, the license file is refreshed periodically. Expiration date or refresh
period prevents unauthorized long-term use of the user-ID file or license file.
Software product usage license is given to a specific CPU of a specific user.
To purchase a software product, user selects product category, and then user
license control program displays all relevant software products in that
product category and user selects the software product. Then, the user
license control program sends software product purchase request to the
software registration server. The license file is dependent on a specific CPU.
The license file is given to a specific CPU of a specific user. Both the user-
ID file and license file is encrypted by user public key and digital signed by
software registration server secret key. So, only the registration server can
modify said files. In addition to above method — called user/CPU based

license, there are two more methods. One is user-based license. The license
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is given to a specific user without having any CPU restriction on its license
file. This license can be used on any CPU and strongly controlled by the
~user. The other method is CPU-based license. The license is given to a
specific CPU without having any user restriction on its license file.
Normally license file is encrypted by user public key but CPU based license
file is encrypted by the CPU public key. For CPU based license, one pair of
secret/public key is created just for the CPU. In case of User/CPU based
license and user based license, the pair of secret/public key of the user is
used without creating new key pair for the CPU. In case of company, there
is an owner in addition to an user of a PC/workstation. This owner has right
to change the user of a PC/workstation. If an employee quits the company,
the company (owner) is to assign new user to the PC/workstation. There is

owner information in addition to user information in license file.

Best mode for carrying out the invention

Method of software license control based on independent software
registration server comprising the steps of:
. creating secret/public key pair for a user by the user software license

control program on the user computer. Key pair for a user can be created
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optionally by the registration server on the registration server site.

. connecting software registration server by selecting one from the software
registration server list, sending said user’s public key to said registration
server and receiving the public key of said registration server. Said software
registration server is open to all software product manufacturers and is not
just for one software manufacturer.

. registering user once per person to the software registration server and
receiving partial software registration server. User software license control
program attaches the user secret/public key pair and the public key of the
user’s software registration server to the partial user-ID file user-ID file that
includes user information encrypted by user public key and digital signed by.
This user-ID file is essential in registering CPU and in registering software
product usage license.

. registering CPU for his computer hardware once per CPU to said software
registration server and receiving license file that includes CPU information
encrypted by user public key and digital signed by software registration
server secret key.

. purchasing software product and registering it to said software registration
server and receiving updated license file which now includes the purchased
software product information in addition to CPU information. This new

license file replaces the old license file.
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. distributing software product. Said software product is digital signed by
software registration servers, central software registration server or the
software product manufacturer. Said digital signed software product can be
downloaded from the software product manufacturer, any software
registration server or any FTP site.
. validating software product usage license. Software product asks user
software license control program on user computer whether the user has
usage license for the software product of the specific CPU. User software
license control program checks the license file and answers the software
product. If the answer is no, the product stops running. The software product
usage license is given to a specific CPU of a specific user.
.storing user information, CPU information and software product usage
license information in software registration server database.

replicating software registration server database to central software
registration server database for backup purpose and for cross software
registration server function such as the change of software registration
server and change of user who is registered to a different software
registration server from the former user.
. registering software products to central software registration server by
software product manufacturers. Registered software product information

includes product ID, price, prerequisite software, etc. Central software
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registration server distributes the product information to all software
registration servers in the world. So, user can select software product from
the registered software product list. If user knows the product ID, he can
decide softv&are product just by entering product ID without following said
procedure.

. updating user-1D file and license file based on expiration date or refresh
period. Expiration date or refresh period prevents unauthorized long-term
use of the user-ID file or license file.

. changing the user of a CPU by the owner of the CPU in case of user
change. License file has owner information.

. connecting software registration server before having license file for
operating system and network program. Special operating system and
network program, which doesn’t check the usage license in such level
function as just connecting to registration center and registering software
product usage licenses, removes the difficulty to get usage license for
operating system and network program that is required to register
themselves. Instead of using special operating system and network program,
user software license control program can give the limited license file to

operating system and network system, which can be used within test period.

Industrial applicability
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Software license control system works based on following servers and
- Software packages:

. Central software registration server gets software product information from
all software product manufacturers and distributes the registered product
information to software registration servers all over the world. Said central
registration server does the interface between all software product
manufacturers and software registration centers.

. Normal software registration servers give user the software product
information that is given by said central software registration server, get
registration request from users and give license file to users.

. Software packages for general users, normal software registration servers,

central software registration server and software product manufacturers.
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What is claimed is:

1. Method of software license control based on independent software

registration server comprising the steps of:

. creating secret/public key pair for a user by the user software license
control program on the user computer. Key pair for a user can be created
optionally by the registration server on the registration server site.

. connecting software registration server by selecting one from the software
registration server list, sending said user’s public key to said registration
server and receiving the public key of said registration server. Said software
registration server is open to all software product manufacturers and is not
just for one software manufacturer.

. registering user once per person to the software registration server and
receiving partial user-ID file that includes user information encrypted by
user public key and digital signed by software registration server. User
software license control program attaches the user secret/public key pair and
the public key of the user’s software registration server to the partial user-ID
file. This user-ID file is essential in registering CPU and in registering
software product usage license.

. registering CPU for his computer hardware once per CPU to said software
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registration server and receiving license file that includes CPU information
encrypted by user public key and digital signed by software registration
server secret key.

. purchasing software product and registering it to said software registration
server and receiving updated license file which now includes the purchased
software product information in addition to CPU information. This new
license file replaces the old license file.

. distributing software product. Said software product is digital signed by
software registration servers, central software registration server or the
software product manufacturer. Said digital signed software product can be
downloaded from the software product manufacturer, any software
registration server or any FTP site.

. validating software product usage license. Software product asks user
software license control program on user computer whether the user has
usage license for the software product of the specific CPU. User software
license control program checks the license file and answers the software
product. If the answer is no, the product stops running. The software product
usage license is given to a specific CPU of a specific user.

. storing user information, CPU information and software product usage
license information in software registration server database.

replicating software registration server database to central software
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registration server database for backup purpose and for cross software
registration server function such as the change of software registration
server and change of user who is registered to a different software
registration éerver from the former user.

. registering software products to central software registration server by
software product manufacturers. Registered software product information
includes product ID, price, prerequisite software, etc. Central software
registration server distributes the product information to all software
registration servers in the world. So, user can select software product from
the registered software product list. If user knows the product ID, he can
decide software product just by entering product ID without following said
procedure.

. updating user-ID file and license file based on expiration date or refresh
period. Expiration date or refresh period prevents unauthorized long-term
use of the user-ID file or license file.

. changing the user of a CPU by the owner of the CPU in case of user
change. License file has owner information.

. connecting software registration server before having license file for
operating system and network program. Special operating system and
network program, which doesn’t check the usage license in such level

function as just connecting to registration center and registering software
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product usage licenses, removes the difficulty to get usage license for
operating system and network program that is required to register
‘themselves. Instead of using special operating system and network program,
user software license control program can give the limited license file to
operating system and network system, which can be used within test period.
2. A method according to claim 1 wherein connecting to the only one
software registration server automatically. Only one registration server
exists in the world and does all registration service.

Consequently, there is no replication from registration server to central
registration server and no distribution of registered product information
from central registration server to registration servers, since there is only
one server.

3. A method according to claim 1 wherein validating software product
usage license without giving limitation to a specific CPU. User software
license control progfam on user computer doesn’t check CPU information if
“user based license” indicator is on in license file.

4. A method according to claim 1 wherein validating software product
usage license without giving limitation to the specific user described in
license file. User software license control program on user computer doesn’t
check user information if “CPU based license” indicator is on in license file.

Instead of entering “user passphrase” user enters “passphrase of the CPU”.



WO 99/15947 PCT/KR97/00175

13

In registering CPU for the computer once per CPU, user software license
control program creates secret/public key pair for the CPU and sends the
public key to software registration server. The license file is encrypted by

the CPU public key and digital signed by software registration server
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