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METHOD AND APPARATUS FOR 
PERFORMING MULTIPLEDMA CHANNEL 
BASED NETWORK QUALITY OF SERVICE 

PRIORITY CLAIM 

This application claims the benefit of U.S. Provisional 
Patent Application Ser. No. 61/205.388, filed on Jan. 16, 
2009, entitled “Methods and System for Multiple DMA 
Channel Based Network Quality of Service.” which is hereby 
incorporated by reference in its entirety. 

TECHNOLOGICAL FIELD 

This technology generally relates to optimizing network 
traffic, and more particularly, to apparatuses and methods for 
using multiple DMA channels and multiple quality of service 
rings for DMA channels to optimize network traffic. 

BACKGROUND 

The use of server-based applications by remote clients over 
a network has become ubiquitous. With the widespread use of 
Such diverse server applications, client devices have differing 
needs with respect to processing data received from or trans 
mitted over a network. Network interface controllers are com 
ponents that allow network devices to transmit and receive 
data over a network. Currently, network interface controllers 
presentall network data to the network device host processing 
systems as a single stream of packets. The packets are pre 
sented in the order they are received without any discrimina 
tion. This results in network inefficiencies because of the 
mixed nature of network data when considered from the 
viewpoint of application Software running on the network 
device host processing systems. 

SUMMARY 

One example in the present disclosure is a method for 
handling packets received from a server over a network based 
upon quality of network service on DMA channels. The 
method includes inspecting a packet received by a network 
device, classifying the inspected packet with the network 
device based on one or more class of service identifiers in the 
packet, assigning with the network device the classified 
packet to one of a plurality of DMA rings associated with a 
DMA channel based on the one or more class of service 
identifiers in the packet, and moving the assigned packet to a 
host memory based upon the assigning. 

Another example includes a computer readable medium 
having stored thereon instructions for handling packets 
received from a server over a network based upon quality of 
network service on DMA channels, which when executed by 
at least one processor, causes the processor to perform a 
number of steps. The steps include inspecting a packet 
received by a network device, classifying the inspected 
packet with the network device based on one or more class of 
service identifiers in the packet, assigning with the network 
device the classified packet to one of a plurality of DMA rings 
associated with a DMA channel based on the one or more 
class of service identifiers in the packet, and moving the 
assigned packet to a host memory based upon the assigning. 

Another example is that of an application delivery control 
ler apparatus, which includes one or more processors execut 
ing one or more traffic management applications, a memory, 
a network interface controller coupled to the one or more 
processors and the memory and configured to receive data 
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2 
packets from a network that relate to the executing traffic 
management applications. In this example, at least one of the 
one or more processors and the network interface controller 
include logic capable of being further configured to inspect a 
packet received by a network device, classify the inspected 
packet with the network device based on one or more class of 
service identifiers in the packet, assign with the network 
device the classified packet to one of a plurality of DMA rings 
associated with a DMA channel based on the one or more 
class of service identifiers in the packet, and move the 
assigned packet to a host memory based upon the assigning. 

According to another example, a method for handling 
packets to be transmitted to a server over a network based 
upon quality of network service on DMA channels includes 
determining at a network traffic management device one or 
more class of service identifiers associated with a packet 
stored in the network traffic management device, assigning 
the packet to one of a plurality of DMA rings associated with 
a DMA channel based on the one or more class of service 
identifiers determined for the packet, and transmitting the 
assigned packet to a network using the DMA channel based 
upon the one or more class of service identifiers. 

In another example, a computer readable medium having 
stored thereon instructions for handling packets to be trans 
mitted to a server over a network based upon quality of 
network service on DMA channels, which when executed by 
at least one processor, causes the processor to perform a 
number of steps. The steps include determining at a network 
traffic management device one or more class of service iden 
tifiers associated with a packet stored in the network traffic 
management device, assigning the packet to one of a plurality 
of DMA rings associated with a DMA channel based on the 
one or more class of service identifiers determined for the 
packet, and transmitting the assigned packet to a network 
using the DMA channel based upon the one or more class of 
service identifiers. 

In yet another example, a network traffic management 
apparatus (e.g., an application delivery controller) includes 
one or more processors executing one or more traffic man 
agement applications, a memory, a network interface control 
ler coupled to the one or more processors and the memory and 
configured to transmit data packets to a network based upon 
quality of network service on DMA channels. In this 
example, at least one of the one or more processors and the 
network interface controller include logic capable of being 
further configured to determine at a network traffic manage 
ment device one or more class of service identifiers associated 
with a packet stored in the network traffic management 
device, assigning the packet to one of a plurality of DMA 
rings associated with a DMA channel based on the one or 
more class of service identifiers determined for the packet, 
and transmitting the assigned packet to a network using the 
DMA channel based upon the one or more class of service 
identifiers. 
The examples offer numerous advantages. For example, 

network packets can be received and transmitted based upon 
their class of service, and not simply based upon the order in 
which they are received or created. In one example, high 
priority packets belonging to an application are processed 
before packets associated with a high bandwidth application. 
In another example, packets associated with management 
traffic within a network device, e.g., an application delivery 
controller, or other traffic are processed before the outside 
network traffic that includes data, thereby enabling the net 
work device to ensure robust internal performance. Another 
example advantage is in a denial of service attack scenario 
where the network traffic management device can continue to 
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provide service to packets associated with already authenti 
cated and open sessions at a higher priority than new packets 
that are requesting that a new session be established. By 
utilizing the quality or class of service identifier(s) in the open 
session packets, the network device can continue to provide 
service to the users even under unfavorable conditions of a 
denial of Service where a large number of disruptive request 
packets are received by the network device for starting new 
sessions. Thus, the examples disclosed are advantageous in 
differentiating legitimate open session packets from mali 
cious new session packets, and prevent and/or obstruct a 
pending denial of service attack. These and other advantages, 
aspects, and features will become more apparent from the 
following detailed description when viewed in conjunction 
with the accompanying drawings. Non-limiting and non-ex 
haustive examples are described with reference to the follow 
ing drawings. Accordingly, the drawings and descriptions 
below are to be regarded as illustrative in nature, and not as 
restrictive. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1A is an exemplary network environment using a 
multiple DMA channel based application delivery controller 
to manage network data packets; 

FIG. 1B is a block diagram of an application delivery 
controller in the exemplary network environment; 

FIG. 2A is a block diagram of a network interface control 
ler and host system that performs a return DMA operation 
using multiple DMA channels to extend network based QoS 
to host based QoS in the exemplary network environment. 

FIG. 2B is a block diagram of a network interface control 
ler and host system that performs a send DMA operation 
using multiple DMA channels to extend host based QoS to 
network based QoS in the exemplary network environment. 

FIG. 3A is a flow chart of methods for performing a return 
DMA operation using multiple DMA channels shown in FIG. 
2A; 

FIG. 3B is a flow chart of methods for performing a send 
DMA operation using multiple DMA channels shown in FIG. 
2B: 

DETAILED DESCRIPTION 

Currently, network data packets destined to servers in a 
network are handled by network interface controllers 
arranged in network traffic management devices in a sequen 
tial order, i.e., the order the packets were received by such 
devices. This prevents server applications running on servers 
managed by Such network traffic management devices from 
receiving needed packets in a timely manner. Further, higher 
priority packets are often denied service by the network traffic 
management devices because they are grouped with lower 
priority packets by the network interface controller. As such, 
the application delivery controller 110 shown in FIG. 1A 
addresses these issues and offers additional utility that will 
become apparent from the ensuing descriptions below. 

FIG. 1A depicts an exemplary network system 100 using a 
multiple DMA channel based application delivery controller 
110 that can provide multiple DMA channels and increase 
network quality of service for packets with connection state to 
servers 102(1) to 102(n) and can allow processing packets on 
a priority determined based on classification of service. A 
network 112 can provide responses and requests according to 
the HTTP-based application request for comments (RFC) 
protocol or the Common Internet File System (CIFS) or net 
work file system (NFS) protocol in this example, but the 
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4 
principles discussed herein are not limited to these examples 
and can include other application protocols. The system 100 
can include a series of one or more client devices such as 
client computers 104(1) to 104(n) (also interchangeably 
referred to as client device, client computing devices, and 
client computing systems), and an application delivery con 
troller 110 coupling the servers 102(1) to 102(n) to the client 
devices 104(1) to 104(n) through the network 112. For clarity 
and brevity, in FIG. 1A two server devices 102(1) and 102(n) 
are shown, but it should be understood that any number of 
server devices can use the exemplary network system 100. 
Likewise, two client devices 104(1)-104(n) are shown in FIG. 
1A, but any number of client devices can also use the exem 
plary network system 100 as well. The ellipses and the des 
ignation “n” denote an unlimited number of server devices 
and client devices, respectively. 

Servers 102(1)-102(n) comprise one or more server com 
puting machines capable of operating one or more Web-based 
applications that may be accessed by network devices in the 
network 112, such as client devices 104(1)-104(n) (also 
referred to as client computers 104(1)-104(n)), via applica 
tion delivery controller 110, and may provide other data rep 
resenting requested resources. Such as particular Web 
page(s), image(s) of physical objects, and any other objects, 
responsive to the requests, although the servers 102(1)- 
102(n) may perform other tasks and provide other types of 
resources. It should be noted that while only two servers 
102(1) and 102(n) are shown in the network system 100 
depicted in FIG. 1A, other numbers and types of servers may 
be coupled to the application delivery controller 110. It is also 
contemplated that one or more of the servers 102(1)-102(n) 
may be a cluster of servers managed by a network traffic 
management device Such as application delivery controller 
110. 
The client computers 104(1)-104(n) in this example can 

run interface applications such as Web browsers that can 
provide an interface to make requests for and send data to 
different Web server-based applications via the network 112. 
A series of applications can run on the servers 102(1)-102(n) 
that allow the transmission of data that is requested by the 
client computers 104(1)-104(n). The servers 102(1)-102(n) 
can provide data or receive data in response to requests 
directed toward the respective applications on the servers 
102(1)-102(n) from the client computers 104(1)-104(n). As 
per the TCP packets can be sent to the servers 102(1)-102(n) 
from the requesting client computers 104(1)-104(n) to send 
data. It is to be understood that the servers 102(1)-102(n) can 
be hardware or software or can represent a system with mul 
tiple servers, which can include internal or external networks. 
In this example the servers 102(1)-102(n) can be any version 
of Microsoft(RIIS servers or Apache?R) servers, although other 
types of servers can be used. Further, additional servers can be 
coupled to the network 112 and many different types of appli 
cations can be available on servers coupled to the network 
112. 

Generally, the client devices such as the client computers 
104(1)-104(n) can include virtually any computing device 
capable of connecting to another computing device to send 
and receive information, including Web-based information. 
The set of such devices can include devices that typically 
connect using a wired (and/or wireless) communications 
medium, Such as personal computers (e.g., desktops, lap 
tops), mobile and/or Smart phones and the like. In this 
example, the client devices can run Web browsers that can 
provide an interface to make requests to different Web server 
based applications via the network 112. A series of Web 
based applications can run on the application servers 102(1)- 
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102(n) that allow the transmission of data that is requested by 
the client computers 104(1)-104(n). The client computers 
104(1)-104(n) can be further configured to engage in a secure 
communication with the application delivery controller 110 
and/or the servers 102(1)-102(n) using mechanisms such as 
Secure Sockets Layer (SSL), Internet Protocol Security (IP 
Sec), Tunnel Layer Security (TLS), and the like. 

In this example, the network 112 comprises a publicly 
accessible network, Such as the Internet, which includes cli 
ent computers 104(1)-104(n), although the network 112 may 
comprise other types of private and public networks that 
include other devices. Communications, such as requests 
from client computers 104(1)-104(n) and responses from 
servers 102(1)-102(n), take place over the network 112 
according to standard network protocols, such as the HTTP 
and TCP/IP protocols in this example, but the principles 
discussed herein are not limited to this example and can 
include other protocols. Further, the network 112 can include 
local area networks (LANs), wide area networks (WANs). 
direct connections and any combination thereof, other types 
and numbers of network types. On an interconnected set of 
LANs or other networks, including those based on different 
architectures and protocols, routers, Switches, hubs, gate 
ways, bridges, and other intermediate network devices may 
act as links within and between LANs and other networks to 
enable messages and other data to be sent from and to network 
devices. Also, communication links within and between 
LANs and other networks typically include twisted wire pair 
(e.g., Ethernet), coaxial cable, analog telephone lines, full or 
fractional dedicated digital lines including T1, T2, T3, and 
T4, Integrated Services Digital Networks (ISDNs), Digital 
Subscriber Lines (DSLs), wireless links including satellite 
links and other communications links known to those skilled 
in the relevant arts. In essence, the network 112 includes any 
communication medium and method by which data may 
travel between client devices 104(1)-104(n), servers 102(1)- 
102(n) and application delivery controller 110, and these 
examples are provided by way of example only. 

Each of the servers 102(1)-102(n), application delivery 
controller 110, and client computers 104(1)-104(n) can 
include a central processing unit (CPU), controller or proces 
Sor, a memory, and an interface system which are coupled 
together by a bus or other link, although other numbers and 
types of each of the components and other configurations and 
locations for the components can be used. Since these devices 
are well known to those skilled in the relevant art(s), they will 
not be described in further detail herein. 

In addition, two or more computing systems or devices can 
be substituted for any one of the systems in the network 
system 100. Accordingly, principles and advantages of dis 
tributed processing. Such as redundancy, replication, and the 
like, also can be implemented, as appropriate, to increase the 
robustness and performance of the devices and systems of the 
network system 100. The network system 100 can also be 
implemented on a computer system or systems that extend 
across any network environment using any Suitable interface 
mechanisms and communications technologies including, for 
example telecommunications in any suitable form (e.g., 
voice, modem, and the like), Public Switched TelephoneNet 
work (PSTNs), Packet Data Networks (PDNs), the Internet, 
intranets, a combination thereof, and the like. 
LAN 114 comprises a private local area network that 

includes the application delivery controller 110 coupled to the 
one or more servers 102(1)-102(n), although the LAN 114 
may comprise other types of private and public networks with 
other devices. Networks, including local area networks, 
besides being understood by those skilled in the relevant arts, 
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6 
have already been generally described above in connection 
with network 112, and thus will not be described further here. 
As shown in the example environment of network system 

100 depicted in FIG. 1A, the application delivery controller 
110 can be interposed between the network 112 and the 
servers 102(1)-102(n) in LAN 114 as shown in FIG. 1A. 
Again, the network system 100 could be arranged in other 
manners with other numbers and types of devices. Also, the 
application delivery controller 110 is coupled to network 112 
by one or more network communication links and intermedi 
ate network devices, such as routers, Switches, gateways, 
hubs and other devices (not shown). It should be understood 
that the devices and the particular configuration shown in 
FIG. 1A are provided for exemplary purposes only and thus 
are not limiting. 

Generally, the application delivery controller 110 manages 
network communications, which may include one or more 
client requests and server responses, from/to the network 112 
between the client devices 104(1)-104(n) and one or more of 
the servers 102(1)-102(n) in LAN 114 in these examples. 
These requests may be destined for one or more servers 
102(1)-102(n), and, as alluded to earlier, may take the form of 
one or more TCP/IP data packets originating from the net 
work 108, passing through one or more intermediate network 
devices and/or intermediate networks, until ultimately reach 
ing the application delivery controller 110, for example. In 
any case, the application delivery controller 110 may manage 
the network communications by performing several network 
traffic management related functions involving the commu 
nications, such as load balancing, access control, VPN host 
ing, network traffic acceleration, and applying quality of Ser 
vice levels to multiple direct memory access channels in 
accordance with the processes described further below in 
connection with FIGS. 1 B-3B, for example. 

FIG. 1B illustrates an example application delivery con 
troller 110. Included within the application delivery control 
ler 110 is a system bus 26 (also referred to as bus 26) that 
communicates with a host system 18 via a bridge 25 and with 
an I/O device 30. In this example, a single I/O device 30 is 
shown to represent any number of I/O devices connected to 
bus 26. In one example, bridge 25 is in further communication 
with a host processor 20 via host I/O ports 29. Host processor 
20 can further communicate with a network interface control 
ler 24 via a CPU bus 202, a host memory 22 (via a memory 
port 53), and a cache memory 21. As outlined above, included 
within the host processor 20 are host I/O ports 29, memory 
port 53, and a main processor (not shown separately). 

In one example, application delivery controller 110 can 
include the host processor 20 characterized by anyone of the 
following component configurations: computer readable 
medium and logic circuits that respond to and process instruc 
tions fetched from the host memory 22; a microprocessor 
unit, such as: those manufactured by Intel Corporation; 

those manufactured by Motorola Corporation; those manu 
factured by Transmeta Corporation of Santa Clara, Calif.; the 
RS/6000 processor such as those manufactured by Interna 
tional Business Machines; a processor Such as those manu 
factured by Advanced Micro Devices; or any other combina 
tion of logic circuits capable of executing the systems and 
methods described herein. Still other examples of the host 
processor 20 can include any combination of the following: a 
microprocessor, a microcontroller, a central processing unit 
with a single processing core, a central processing unit with 
two processing cores, or a central processing unit with more 
than one processing core. 

Examples of the application delivery controller 110 
include the host processor 20 that communicates with cache 
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memory 21 via a secondary bus also known as a backside bus, 
while another example of the application delivery controller 
110 includes the host processor 20 that communicates with 
cache memory via the system bus 26. The local system bus 26 
can, in Some examples, also be used by the host processor 20 
to communicate with more than one type of I/O devices 30. In 
Some examples, the local system bus 26 can be anyone of the 
following types of buses: a VESA VL bus; an ISA bus; an 
EISA bus; a Micro Channel Architecture (MCA) bus; a PCI 
bus; a PCI-X bus; a PCI-Express bus; or a NuBus. Other 
examples of the application delivery controller 110 include 
I/O device 30 that is a video display (not shown separately) 
that communicates with the host processor 20 via an 
Advanced Graphics Port (AGP). 

Still other versions of the application delivery controller 
110 include host processor 20 connected to an I/O device 30 
via any one of the following connections: HyperTransport, 
Rapid I/O, or InfiniBand. Further examples of the application 
delivery controller 110 include a communication connection 
where the host processor 20 communicates with one I/O 
device 30 using a local interconnect bus and with a second I/O 
device (not shown separately) using a direct connection. 
Included within some examples of the application delivery 
controller 110 is each of host memory 22 and cache memory 
21. The cache memory 21, will, in some examples, be any one 
of the following types of memory: SRAM; BSRAM; or 
EDRAM. Other examples include cache memory 21 and host 
memory 22 that can be anyone of the following types of 
memory: Static random access memory (SRAM), Burst 
SRAM or SynchBurst SRAM (BSRAM), Dynamic random 
access memory (DRAM), Fast Page Mode DRAM (FPM 
DRAM), Enhanced DRAM (EDRAM), Extended Data Out 
put RAM (EDORAM), Extended Data Output DRAM (EDO 
DRAM), Burst Extended Data Output DRAM (BEDO 
DRAM), Enhanced DRAM (EDRAM), synchronous DRAM 
(SDRAM), JEDECSRAM, PCIOO SDRAM, Double Data 
Rate SDRAM (DDR SDRAM), Enhanced SDRAM (ES 
DRAM), SyncLink DRAM (SLDRAM), Direct Rambus 
DRAM (DRDRAM), Ferroelectric RAM (FRAM), or any 
other type of memory device capable of executing the sys 
tems and methods described herein. 

The host memory 22 and/or the cache memory 21 can, in 
Some examples, include one or more memory devices capable 
of storing data and allowing any storage location to be 
directly accessed by the host processor 20. Further examples 
include a host processor 20 that can access the host memory 
22 via one of either: system bus 26; memory port 53; or any 
other connection, bus orport that allows the host processor 20 
to access host memory 22. 
One example of the application delivery controller 110 

provides Support for anyone of the following installation 
devices: a floppy disk drive for receiving floppy disks such as 
3.5-inch, 5.25-inch disks or ZIP disks, a CD-ROM drive, a 
CD-R/RW drive, a DVD-ROM drive, tape drives of various 
formats, USB device, a bootable medium, a bootable CD, a 
bootable CD for GNU/Linux distribution Such as KNOP 
PIX(R), a hard-drive or any other device suitable for installing 
applications or Software. Applications can, in Some examples, 
include a client agent, or any portion of a client agent. The 
application delivery controller 110 may further include a 
storage device (not shown separately) that can be either one or 
more hard disk drives, or one or more redundant arrays of 
independent disks; where the storage device is configured to 
store an operating system, software, programs applications, 
or at least a portion of the client agent. A further example of 
the application delivery controller 110 includes an installa 
tion device that is used as the storage device. 
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Furthermore, the application delivery controller 110 may 

include network interface controller 24 to communicate with 
a Local Area Network (LAN), Wide Area Network (WAN) or 
the Internet through a variety of connections including, but 
not limited to, standard telephone lines, LAN or WAN links 
(e.g., 802.11, T1, T3, 56 kb, X.25, SNA, DECNET), broad 
band connections (e.g., ISDN. Frame Relay, ATM, Gigabit 
Ethernet, Ethernet-over-SONET), wireless connections, or 
Some combination of any or all of the above. Connections can 
also be established using a variety of communication proto 
cols (e.g., TCP/IP, IPX, SPX, NetBIOS, Ethernet, ARCNET, 
SONET, SDH, Fiber Distributed Data Interface (FDDI), 
RS232, RS485, IEEE 802.11, IEEE 802.11a, IEEE 802.11b, 
IEEE 802.11g, CDMA, GSM, WiMax and direct asynchro 
nous connections). One version of the application delivery 
controller includes network interface controller 24 able to 
communicate with additional computing devices via any type 
and/or form of gateway or tunneling protocol Such as Secure 
Socket Layer (SSL) or Transport Layer Security (TLS), or the 
Citrix Gateway Protocol manufactured by Citrix Systems, 
Inc. of Fort Lauderdale, Fla. Versions of the network interface 
controller 24 can comprise anyone of a built-in network 
adapter; a network interface card; a PCMCIA network card; a 
card bus network adapter; a wireless network adapter; a USB 
network adapter, a modem, or any other device Suitable for 
interfacing the application delivery controller 110 to a net 
work capable of communicating and performing the methods 
and systems described herein. 

In various examples, the application delivery controller 
110 can include any one of the following I/O devices 30: a 
keyboard; a pointing device; amouse; a gesture based remote 
control device; an audio device; track pads; an optical pen; 
trackballs; microphones; drawing tablets; video displays; 
speakers; inkjet printers; laser printers; and dye Sublimation 
printers; or any other input/output device able to perform the 
methods and systems described herein. Host I/O ports 29 may 
in some examples connect to multiple I/O devices 30 to 
control the one or more I/O devices 30. Some examples of the 
I/O devices 30 may be configured to provide storage or an 
installation medium, while others may provide a universal 
serial bus (USB) interface for receiving USB storage devices 
such as the USB Flash Drive line of devices manufactured by 
Twintech Industry, Inc. Still other examples of an I/O device 
30 may be bridge 25 between the system bus 26 and an 
external communication bus, such as: a USB bus; an Apple 
Desktop Bus; an RS-232 serial connection; a SCSI bus; a 
FireWire bus; a FireWire 800 bus; an Ethernet bus; an Apple 
Talk bus; a Gigabit Ethernet bus; an Asynchronous Transfer 
Mode bus; a HIPPI bus; a Super HIPPI bus; a SerialPlus bus: 
a SCI/LAMP bus; a FibreChannel bus; or a Serial Attached 
Small computer system interface bus. 
Example Receiving Data Packets from the Network (Re 

turn DMA Operation) 
As shown in FIGS. 2A and 2B, DMA operations between 

the host system 18 and the network interface controller 24 are 
organized into DMA channels undercontrol of a DMA packet 
engine, such as a packet DMA engine 220 (interchangeably 
referred to as a DMA engine 220). DMA packet engine 
couples to CPU bus 208 via a CPU bus MAC interface, for 
example, a HTMAC 210 shown in FIGS. 2A and 2B. ADMA 
channel is comprised of a set of data structures, some of which 
reside in host memory 22 that includes computer readable 
medium and instructions that are thereupon stored which 
when executed by at least one processor, causes the processor 
to perform steps of FIGS. 3A and 3B, and some of which 
reside in the network interface controller 24. By employing 
multiple packet DMA engines with multiple rings, network 
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quality of service can be extended from peripheral I/O 
devices on the network 112 and/or LAN 114 to the hosts 
DMA system. 

Referring now to FIG. 2A, an example application delivery 
controller 110 including the network interface controller 24 is 
shown that may be used in the network system 100 depicted 
in FIG. 1A to control multiple DMA channels for implement 
ing network quality of service and for performing other func 
tions. In this example, the network interface controller 24 is 
implemented in a Field-programmable gate array (FPGA), 
although other specialized hardware could be used, such as 
application-specific integrated circuits (ASICs). Generally, 
the network interface controller 24 is used to bridge network 
data traffic between a host processor complex and one or more 
high speed input/output (I/O) devices. 

In the example shown in FIG. 2A, application delivery 
controller 110 receives network data packets from a network, 
such as network 112 shown in FIG. 1A. A return DMA 
operation is performed when the network interface controller 
24 uses a DMA channel to move a block of data from a 
network interface controller peripheral into host memory 22. 
In this example, the network interface controller 24 connects 
to a host processor complex. Such as host system 18, over 
CPU bus 202. I/O devices are attached to the network inter 
face controller 24 with interfaces appropriate to each Such 
device. One such device can be an Ethernet port 204 coupled 
to an Ethernet connection that in this example can be a 10 
Gigabit Ethernet connection. The Ethernet port 204 can pro 
vide communication with the network 112 as shown in FIG. 
1A. The network interface controller 24 provides DMA ser 
vices to the host system 18 on behalf of its attached I/O 
devices. DMA services are provided through one or more 
DMA channels. Each DMA channel supports the movement 
of data traffic between the I/O devices and the host memory 
22. 
The example shown in FIG. 2A follows the flow of a 

received network data packet as it arrives at the application 
delivery controller 110. The network data packet arrives at 
Ethernet port 204. As further shown in FIG. 2A, the network 
interface controller 24 includes an Ethernet media access 
control (MAC) 240 and other peripheral interfaces (not 
shown separately). The Ethernet MAC 240 in this example is 
coupled to the Ethernet port 204 to receive packets from the 
network 112 as shown in FIG. 1A. 

In one example, network interface controller 24 further 
includes a QoS to Ring Mapper 252. The QoS to Ring Mapper 
252 extends network quality-of-service (QoS) all the way 
from the network 112 to a CPU complex associated with host 
processor 20. QoS to Ring Mapper 252 maps the received 
network data packet to a ring and carries the QoS from the 
network 112 to the host system 18 through network interface 
controller 24. In the following examples, quality of service 
(QoS) and class of service (CoS) are used interchangeably. 
QoS to Ring Mapper 252 inspects each packet to determine 

its HiGig Destination Port and class of service (CoS) level. 
The destination port is used as an index into a mapping table 
to determine which DMA channel should receive the packet. 
In this example, a table can contain an entry for each of the 32 
possible HiGig port values. 
QoS to Ring Mapper 252 selects a DMA channel and 

selects a return DMA ring (e.g., return DMA descriptor ring 
328R) based on QoS markings in the received data packet(s) 
and the peripheral port, such as Ethernet port 204. Once the 
DMA channel is determined, the CoS value in the packet is 
used to index into a ring mapping table. Each DMA channel 
as represented by the packet DMA engine 220 has a unique 
instance of the ring mapping table. Each ring mapping table 
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10 
contains an entry for each CoS value. The ring mapping table 
selects which DMA ring within the DMA channel should 
receive the packet. 
Network interface controller 24 also includes packet buff 

ers 256. Packet buffers 256 serve as a queue from which a 
DMA scheduler 258 chooses packets to go to the packet 
DMA engine 220. Packet DMA engine 220 monitors the 
applicable levels in the packet buffers 256 to determine when 
a return DMA operation should be initiated. The packet buff 
ers 256 are ring-specific. That is, when the QoS to Ring 
Mapper 252 identifies the DMA channel and DMA ring to 
which the packets will be sent based on the QoS markings in 
the packet, the specific packet buffer 256 and packet DMA 
engine 220 are identified. 
The packet buffers 256 can receive their own program 

mable minimum and maximum addresses that determine the 
packet buffer size. Programmable packet buffer size allows 
RAM storage to be shifted to match the anticipated require 
ments of traffic destined for each packet buffer (e.g., indi 
vidual buffers/registers 1-4 within packet buffers 256). 
Unused packet buffers can be squeezed down to nothing, and 
all the RAM space can be allocated to actively used packet 
buffers. For example, packet buffers receiving low priority, 
high bandwidth, and delay tolerant traffic can be made very 
large. Further by way of example, packet buffers receiving 
high priority, low bandwidth, and delay sensitive traffic can 
be made Small. 
DMA scheduler 258 chooses packets out of packet buffers 

256 based upon the priority of the queued network data pack 
ets and schedules the transfer to the appropriate packet DMA 
engine 220. For clarity and brevity, only a single packet 
buffer, a single DMA scheduler, and DMA engine are shown 
in FIG. 2A, but it should be understood that additional packet 
buffers, DMA schedulers, and DMA engines can be included 
in network interface controller 24. 
The packet buffers 256 are selected based on a strict prior 

ity scheduling scheme using DMA scheduler 258. The DMA 
scheduler 258 selects which descriptor ring 1-4 out of return 
DMA descriptor rings 328R (also referred to as return DMA 
rings, or send rings) within DMA memory resources 23 to 
service and the matching packet buffer 256 is accessed for a 
single packet. The scheduling process is then repeated for the 
next packet. 

Each network packet retrieved from a packet buffer 256 is 
routed to the appropriate DMA channel controlled by the 
respective packet DMA engine such as the packet DMA 
engine 220 in FIG. 2A. The DMA channel segments the 
network packet for delivery to host memory 22 via several, 
smaller, HyperTransport packets. These HyperTransport 
packets are interleaved with HyperTransport packets from the 
other DMA channels in the network interface controller 24. 

For hostbound packets, the network packets can be parsed 
and stripped of a HiGig header, the IP and TCP/UDP check 
Sums can be checked, and the packets length can be deter 
mined. Packet data is forwarded to the appropriate packet 
DMA engine 220 along with additional packet control infor 
mation. The packet control information is used by the 
selected packet DMA engine within DMA engine 220 to fill 
out packet specific fields in a DMA return descriptor in 
descriptor rings 1-4 of return DMA descriptor rings 328R. 

In one example, the network interface controller 24 Sup 
ports four DMA channels and therefore there are four packet 
DMA engines each of which is the same as DMA engine 220. 
Each packet DMA engine can be a HyperTransport master 
and can initiate HyperTransport read and write transactions. 
The packet DMA engines perform the DMA operations 
required to move network packets between the attached I/O 
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peripherals and host memory 22. DMA operations can be 
handled separately for the send (from host) and return (to 
host) directions. 

For the host system 18 to receive a packet, a packet DMA 
engine Such as the packet DMA engine 220 has an available 
producer descriptor, and a received packet is queued in the 
packet DMA engine 220. A producer descriptor describes an 
empty DMA packet buffer 310 in host memory 22. The packet 
DMA engine 220 pre-fetches producer descriptors from the 
host system 18 and holds them in a local cache (not shown). 
The producer descriptors are managed in part by entries in a 
host status block 308. 

The host system 18 monitors the progress of the DMA 
operations performed by the packet DMA engine 220 via the 
host status block 308. Each packet DMA engine supports a 
host status block, such as the host status block 308 associated 
with the packet DMA engine 220. The host status block 308 
contains ring status information for the return DMA descrip 
tor rings 328R associated with the packet DMA engine 220. 
The host status block 308, in effect, tells the host processor 20 
that there are data packets in the return DMA descriptor rings 
328R. The host status block 308 can be a data structure in host 
memory 22 or a physical register or the like, and it is periodi 
cally updated by the packet DMA engine 220. The periodicity 
of these updates is determined by a host coalescing function. 
Host coalescing is controlled by a programmable set of activ 
ity counters and timers. 

Packet data information is written to the return DMA 
descriptor rings 328R and the packet data is written into the 
DMA packet buffers 310 in host memory 22. The host pro 
cessor 20, which is monitoring the host status block 308, 
notices a value change in the host status block 308. Detecting 
the changed condition, the host processor 20 continues the 
return DMA operation. The host processor 20 retrieves the 
DMA descriptor from the return DMA descriptor rings 328R. 
The DMA descriptor in the return DMA descriptor rings 
328R points to the return data buffer and holds other infor 
mation about the return data. The host processor 20 deter 
mines the order in which to service multiple return DMA 
descriptor rings 328R with pending descriptors, and the host 
processes the return data. The host processor 20 determines 
what to do with the network data packet. 

During the data DMA, the packet data is mapped into one 
or more HyperTransport write transactions. When the data 
DMA operation is complete, the packet DMA engine 220 
creates a return descriptor, writes it into the return DMA 
descriptor rings 328R in host memory 22, and notifies the host 
system 18. The return descriptor defines the specifics of the 
return DMA operation. In one example, multiple packet 
engines similar to DMA engine 220 support multiple return 
DMA descriptor rings 328R, allowing network quality of 
service disciplines to be extended into the hosts DMA sys 
tem during receipt of a network data packet from the network. 
DMA services are provided through one or more DMA 

channels used by packet DMA engine 220. An example net 
work interface controller 24 has four different DMA chan 
nels, each Supporting the movement of data traffic between 
the I/O devices and the hosts main memory 22. 

Each DMA channel in the network interface controller 24 
operates independently and is composed of its own private 
data structures. DMA channels can be assigned to individual 
host CPUs and/or software threads. By providing indepen 
dent DMA services to individual software threads, the net 
work interface controller 24 allows for the scaling of system 
performance when used with multi-core host CPU systems. 
The isolation created by separate, non-shared, DMA channels 
also enhances the systems resiliency and redundancy capa 
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bilities. Each application on the host system 18 can attach to 
a DMA channel as its own private application delivery con 
troller device or network interface controller device. 

Further, each DMA channel in the network interface con 
troller 24 can have four quality of service rings, although a 
higher or a lower number of quality of service rings may be 
used. These individual rings can be associated with network 
quality of service levels. Packets can be mapped to the DMA 
rings based on the one or more Class of Service (CoS) fields/ 
identifiers found in a HiGig header in each packet. The mul 
tiple DMA rings allow the network interface controller 24 to 
coherently extend network based quality of service to host 
based quality of service. 

Example Transmitting Data Packets to the Network (Send 
DMA Operation) 

FIG. 2B illustrates the DMA processes used by network 
interface controller 24 for using multiple DMA channels and 
multiple quality of service rings for DMA channels to opti 
mize network traffic. 
As illustrated in FIG. 2B, the host system 18 can send a 

network data packet stored in host memory 22 to the network 
112 via network interface controller 24 and Ethernet port 204. 
A send DMA operation is performed when the host uses a 
DMA channel to move a block of data from host memory 22 
to a network interface controller peripheral (not shown) via 
network 112. To perform a send DMA operation, the host 
processor 20 places the target network data packet into DMA 
packet buffer 310 and creates a DMA send descriptor (not 
shown separately) in send DMA descriptor rings 328S. The 
DMA send descriptor is jointly managed by the host system 
18 and the network interface controller 24. The DMA send 
descriptor includes an address field and length field. The 
address field points to the start of the target network data 
packet in DMA packet buffer 310. The length field declares 
how many bytes of target data are present in the DMA packet 
buffer 310. The DMA send descriptor also has a set of bit flags 
(not shown) used to signal additional target data control and 
status information. By way of example only, return DMA 
descriptor rings 328R and send DMA descriptor rings 328S 
can be physically same hardware memory blocks functioning 
as return and send DMA rings, respectively, at different times. 
Alternatively, separate and distinct memory blocks within 
host memory 22's DMA memory resources 23 may be 
reserved for each return DMA descriptor rings 328Rand send 
DMA descriptor rings 328S, as can be contemplated by those 
of ordinary skill in the art after reading this disclosure. 

Host system 18 places the send descriptor on the send 
DMA descriptor rings 328S in host system memory 22. The 
host processor 20 determines the QoS of the network packet 
to be transferred to the network 112 and moves the network 
packet to the appropriate DMA packet buffer 310 and places 
the descriptor on the appropriate descriptor rings 1-4 in send 
DMA descriptor rings 328S. The descriptor ring in send 
DMA descriptor rings 328S chosen by the host system 18 
selects the DMA channel, its associated peripheral, and the 
QoS level within the DMA channel. Send descriptors created 
by host system 18 in send DMA descriptor rings 328S can be 
of variable types, where each descriptor type can have a 
different format and size. The send DMA descriptor rings 
328S is capable of holding descriptors of variable type. 
The host processor 20 writes one or more mailbox registers 

338 of the network interface controller 24 to notify the net 
work interface controller 24 that the packet is ready. In per 
forming this notification, the host processor 20 performs a 
write operation to a memory mapped network interface con 
troller register (mailbox register 338). The host processor 20 
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can report the addition of multiple descriptors onto the send 
DMA ring in a single update, or alternatively, in multiple 
updates. 

The appropriate packet DMA engine within DMA engine 
220 is notified that the packet is ready. The packet DMA 
engine 220 can be selected from available DMA channels, or 
if a specific application has a dedicated DMA channel, the 
associated packet DMA engine 220 for that channel is used. 
The DMA engine 220 retrieves the DMA descriptor from the 
send DMA descriptor rings 328S. When multiple descriptors 
are outstanding in the send DMA descriptor rings 328S, the 
DMA Engine 220 may retrieve more than one descriptor. 
Retrieving multiple descriptors at a time maximizes bus 
bandwidth and hardware efficiency. The DMA engine 220 is 
capable of receiving and processing send descriptors of vari 
able type, format, and size. 
As outlined above, the packet DMA engine 220 monitors 

the progress of the host DMA operations via a set of mailbox 
registers 338. Each packet DMA engine 220 supports its own 
set of mailbox registers 338. The mailbox registers 338 reside 
in a mapped address space of the network interface controller 
24. When appropriate, the host processor 20 accesses the 
mailbox registers 338 by performing memory mapped read 
and write transactions to the appropriate target address. The 
mailbox registers 338 also contain ring status information for 
the Ring to QoS Mapper 254. 

In this send DMA example, the packet DMA engine 220 
reads the send descriptor, performs the DMA operation 
defined by it, and reports to the host system 18 that the DMA 
operation is complete. During the DMA operation, data is 
received from one or more CPU Bus read transactions (e.g., 
HyperTransport or PCI Express read transactions). 

Ring to QoS Mapper 254 examines the assigned send 
DMA ring in send DMA descriptor rings 328S and receives 
packet data and packet control information from the packet 
DMA engine 220. Using the control information, the Ring to 
QoS Mapper 254 stamps the appropriate QoS onto the net 
work data packet, thereby allowing host system 18 to send the 
network data packet back to the network 112. For example, 
using the control information, the Ring to QoS Mapper 254 
can create and prepend a HiGig header to the packet data. 
An egress DMA routing interface 238 arbitrates access to 

the network for DMA send packets. When a Ring to Qos 
Mapper 254 has a network packet ready to send, the egress 
DMA routing interface 238 arbitrates its access to the Ether 
net port 204 and routes the packet to the correct interface if 
there is more than one present in the network interface con 
troller 24. The egress DMA routing interface 238 behaves like 
a crossbar Switch and monitors its attached interfaces for 
available packets. When a packet becomes available, the 
egress DMA routing interface 238 reads the packet from the 
selected ring to QoS mapper 254 and writes it to the destina 
tion interface. The egress DMA routing interface 238 moves 
complete packets to Ethernet MACs 240. When multiple 
sources are contending foregress DMA routing interface 238, 
the egress DMA routing interface 238 uses a fair round-robin 
arbitration Scheme based on last packet transmission, 
although other arbitration schemes, for example, a weighted 
round-robin, may be used. According to one example, the 
arbitration scheme implemented by egress DMA routing 
interface 238 is fair on a per packet basis, not on a byte basis. 
The network interface controller 24 provides DMA ser 

vices to a host complex such as the host system 18 in FIGS. 
2A and 2B on behalf of its attached I/O devices such as the 
Ethernet port 204. DMA operations involve the movement of 
data between the host memory 22 and the network interface 
controller 24. The network interface controller 24 creates and 
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14 
manages HyperTransport or other types of CPU Bus read/ 
write transactions targeting host memory 22. Data transfer 
sizes supported by DMA channels maintained by various 
components of application delivery controller 110 are much 
larger than the maximum HyperTransport or CPU bus trans 
action size. The network interface controller 24 segments 
single DMA operations into multiple smaller CPU Bus or 
HyperTransport transactions. Additionally, the network inter 
face controller 24 creates additional CPU bus or HyperTrans 
port transactions to Support the transfer of data structures 
between the network interface controller 24 and host memory 
22. 

In one example, multiple packet DMA engines similar to 
packet DMA engine 220 support multiple send DMA 
descriptor rings 328S, allowing network quality of service 
disciplines to be extended from the host system 18's DMA 
system through to the peripheral I/O devices attached to or on 
the network 112. 

In both return and send operations, multiple DMA rings 
(e.g., send DMA descriptor rings 328S and return DMA 
descriptor rings 328R) allow the network interface controller 
24 to coherently extend network based quality of service to 
host based quality of service. Extending the quality of service 
involves a number of processes in the network interface con 
troller 24. 
One example process is a packet to DMA ring mapping. 

Packet to DMA ring mapping occurs in both receiving and 
transmitting packets to/from the host system 18. In the case of 
receiving network data packets from a network and routing 
them to the host system 18, the received packets are inspected 
by the QoS to Ring Mapper 252 in the network interface 
controller 24. A class of service (CoS) field is present in a 
HiGig header in each field of the received network data 
packet. The CoS field is used to select a DMA return ring in 
return DMA descriptor rings 328R, such as those associated 
with packet DMA engine 220 in FIG. 2A. 

In the case of transmitting network data packets from the 
host system 18 out to network 112, the transmitted packets 
from the host system 18 are placed in a send DMA descriptor 
rings 328S such as one of the send DMA rings 1-4 in FIG.2B. 
The CoS value assigned to the send DMA ring transmitting 
the packet is then stamped into the CoS field of the HiGig 
header of the packet. 

Another example process that occurs involves buffering of 
received data packets. Received packets are buffered based on 
the assigned return DMA ring within return DMA descriptor 
rings 328R. Since the return DMA rings are assigned based 
on network quality of service settings, the buffering is quality 
of service based. Packet dropping occurs when a packet 
buffer 1-4 within DMA packet buffers 256 overflows and is 
limited to the overflowing buffer. Other buffers and quality of 
service levels are unaffected by such an overflow. 
An additional example process that takes place includes 

servicing the send and return DMA rings. The send and return 
DMA rings are serviced by a packet DMA engine such as the 
packet DMA engine 220 using a strict priority Scheduling 
discipline. At the end of each send DMA operation, the high 
est priority send DMA ring with outstanding descriptors is 
selected for the next DMA operation. Similarly, at the end of 
each return DMA operation, the highest priority return DMA 
ring with outstanding packets in a receive buffer is selected 
for the next DMA operation. This scheduling allows higher 
priority traffic to be preferentially transmitted and received 
even when lower priority traffic is pending. Of course, other 
scheduling disciplines such as a weighted round robin could 
also be used. 
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In this fashion, important network data packets, that is, 
those with the higher QoS markings, will get through the 
network interface controller 24 and generally, the network 
system 100, more quickly than those network data packets 
with lower priority QoS markings. 

The operation of an example of use of multiple DMA 
channels with multiple quality of service rings shown in 
FIGS. 2A-2B, which can be run on network traffic manage 
ment devices, for example, the application delivery controller 
110 or other types similar of network traffic management 
devices, will now be described with reference to FIGS. 
2A-2B in conjunction with the flow diagrams shown in FIGS. 
3A-3B. By employing multiple packet DMA engines with 
multiple DMA rings, network quality of service can be 
extended from peripheral I/O devices on the network to the 
hosts DMA system. 
As shown in block 500 in FIG.3A, a packet can be initially 

received from the network 112 by the network interface con 
troller 24 of application delivery controller 110 via the Eth 
ernet port 204 in FIG. 2A, although the packet may alterna 
tively be initially received from LAN 114 and handled in the 
same manner as the packet received from network 112 
described below. In this example, the received packets can be 
in a TCP format with a header and a payload. The header 
includes a class of service field in a HiGig header. In block 
502, the received packet is inspected and the HiGig header is 
extracted from the packet and the class of service data in the 
class of service field is read, in addition to other packet 
information. In block 504, the QoS to Ring Mapper 252 in 
FIG. 2Athen selects one of the return DMA rings 1-4 in return 
DMA descriptor rings 328R and packet buffers 256 to store 
the packet for DMA processing based on the data in the class 
of service field. Thereby, the application delivery controller 
110 performs classifying the inspected packet based on one or 
more class of service identifiers in the packet, and assigns the 
classified packet to one of a plurality of DMA rings (e.g., 
return DMA descriptor rings 328R) associated with a DMA 
channel based on the one or more class of service fields/ 
identifiers in the packet. 

In block 506, DMA Scheduler 258 determines the highest 
priority return ring and facilitates the transfer of the packet 
with packet DMA engine 220. The determination of the pri 
ority includes servicing the plurality of DMA rings (e.g., 
return DMA descriptor rings 328R) using a priority disci 
pline, and selecting a DMA ring out of return DMA rings 1-4 
in return DMA descriptor rings 328R with a highest class of 
service based upon the priority discipline for the servicing. As 
described earlier, the packet may be stored in a receive buffer, 
for example, in packet buffers 256. 

In block 508, packet DMA engine 220 performs the DMA 
return operation to move the network packet to DMA 
memory resources 23 in host system 18 shown in FIG. 2A. In 
block 510, packet DMA engine 220 notifies the host proces 
sor 20 that there are data packets in the return DMA descriptor 
rings 328R by updating the host status block 308. 

In block 512, host processor 20 determines the order in 
which to service the return DMA rings (e.g., DMA rings in 
return DMA descriptor rings 328R) and processes the return 
data packets. The host processor 20 also determines what to 
do with the data packet. 
A similar process is used to maintain quality of service as 

a DMA send operation is performed and the network data 
packet moves from the host system 18 to I/O device 30 on the 
network 112 via network interface controller 24. 

Referring now to FIG. 3B, in block 550, a network data 
packet to be sent to the network 112 is assigned a class of 
service value in a class of service field/identifier in the packet 
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header by the host processor 20. In block 554, the host pro 
cessor 20 moves the network data packet to the DMA packet 
buffer 310. The host processor 20 also places a send descrip 
tor associated with the packet in the send DMA descriptor 
rings 328S (also referred to as “send DMA ring) consistent 
with the identified class of service level of the packet. The 
network data packet is then stored in the DMA packet buffers 
310 for transmission. 

In block 556, host processor 20 writes to mailbox registers 
338 to notify the packet DMA engine 220 in the network 
interface controller 24 that the packet is ready. The DMA 
scheduler 258 determines the highest priority send DMA ring 
in block 558 and notifies packet DMA engine 220. The packet 
DMA engine 220 then takes the next packet in the selected 
send DMA ring and performs the DMA send operation in 
block 560. Similar to the receive scenario described above in 
FIG. 3A, the determination of the highest priority of network 
packet to be transmitted includes servicing the plurality of 
DMA rings (e.g., send DMA descriptor rings 328S) using a 
priority discipline, and selecting a DMA ring out of send 
DMA rings 1-4 in send DMA descriptor rings 328S with a 
highest class of service based upon the priority discipline for 
the servicing. 

In block 564, the Ring to QoS Mapper 254 receives packet 
data and control information and stamps the appropriate QoS 
onto the network data packet. In block 566, egress DMA 
routing interface 238 arbitrates the order in which the packets 
are forwarded to the network 112 via Ethernet MACs 240 and 
subsequently Ethernet port 204, and routes the packet based 
upon the packet DMA engine 220 with which the packet is 
associated. In block 568, the packets are sent out to the net 
work 112 through Ethernet MACs 240. 

Having thus described the basic concepts, it will be rather 
apparent to those skilled in the art that the foregoing detailed 
disclosure is intended to be presented by way of example only 
and is not limiting. Various alterations, improvements, and 
modifications will occur and are intended to those skilled in 
the art, though not expressly stated herein. For example, more 
or less than four DMA channels can be used. The DMA 
channel structure can be applied to other CPU bus types 
including PCI, PCI-X and PCI Express. Further, other packet 
fields can be used for quality of service classification other 
than CoS data. These other packet fields can include VLAN 
tag priority bits or the IP header TOS bits. The order that the 
measures and processes are implemented can also be altered. 
Furthermore, multiple networks in addition to network 112 
and LAN 114 could be associated with application delivery 
controller 110 from/to which network packets can be 
received/transmitted, respectively. These alterations, 
improvements, and modifications are intended to be Sug 
gested by this disclosure, and are within the spirit and scope 
of the examples. Additionally, the recited order of processing 
elements or sequences, or the use of numbers, letters, or other 
designations therefore, is not intended to limit the claimed 
processes and methods to any order except as can be specified 
in the claims. 

What is claimed is: 
1. A method for handling packets received from a server 

over a network based upon quality of network service on 
DMA channels, the method comprising: 

determining by a network traffic management device one 
or more class of service identifiers associated with one 
or more obtained packets; 

storing by the network traffic management device the one 
or more obtained packets in one or more DMA packet 
buffers; 
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assigning by the network traffic management device a 
DMA return descriptor associated with each of the one 
or more obtained packets stored in the one or more DMA 
packet buffers to one of a plurality of DMA rings asso 
ciated with a plurality of DMA channels based on the 
one or more class of service identifiers determined for 
each of the one or more obtained packets, wherein the 
DMA return descriptor defines one or more return DMA 
operations; and 

processing by the network traffic management device each 
of the one or more obtained packets using the plurality of 
DMA channels according to a priority associated with 
each of the plurality of DMA rings. 

2. The method of claim 1 further comprising: 
storing by the network traffic management device the one 

or more obtained packets in one of a plurality of packet 
buffers based on the determined one or more class of 
service identifiers, 

wherein the storing by the network traffic management 
device the one or more obtained packets in the one of a 
plurality of packet buffers further comprises transferring 
by the network traffic management device the one or 
more obtained packets from the plurality of packet buff 
ers to one of the plurality of DMA packet buffers accord 
ing to a priority associated with each of the plurality of 
packet buffers. 

3. The method of claim 1 further comprising: 
prioritizing by the network traffic management device per 

formance of a DMA operation in the plurality of DMA 
channels for the assigned DMA return descriptor stored 
in one of the plurality of DMA rings. 

4. The method of claim 1, wherein the processing further 
comprises: 

servicing the plurality of DMA rings using a priority dis 
cipline, 

wherein the priority discipline includes at least one of 
selecting one of the plurality of DMA rings with a high 
estasSociated class of service or a weighted round-robin 
Scheduling discipline. 

5. The method of claim 1, wherein the processing further 
comprises retrieving with the network traffic management 
device each of the DMA return descriptors according to a 
priority associated with each of the plurality of DMA rings. 

6. The method of claim 1, wherein each of the plurality of 
DMA rings corresponds to a priority for servicing network 
traffic and a higher priority DMA ring of the plurality of DMA 
rings performs a DMA operation prior to lowerpriority DMA 
rings of the plurality of DMA rings. 

7. A non-transitory computer readable medium having 
stored thereon instructions for handling packets received 
from a server over a network based upon quality of network 
service on DMA channels, which when executed by at least 
one processor, causes the processor to perform steps compris 
1ng: 

determining one or more class of service identifiers asso 
ciated with one or more obtained packets; 

storing the one or more obtained packets in one or more 
DMA packet buffers: 

assigning a DMA return descriptor associated with each of 
the one or more obtained packets stored in the one or 
more DMA packet buffers to one of a plurality of DMA 
rings associated with a plurality of DMA channels based 
on the one or more class of service identifiers deter 
mined for each of the one or more obtained packets, 
wherein the DMA return descriptor defines one or more 
return DMA operations; and 
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18 
processing each of the one or more obtained packets using 

the plurality of DMA channels according to a priority 
associated with each of the plurality of DMA rings. 

8. The medium of claim 7 further comprising: 
storing the one or more obtained packets in one of a plu 

rality of packet buffers based on the determined one or 
more class of service identifiers, 

wherein the storing the one or more obtained packets in the 
one of a plurality of packet buffers further comprises 
transferring by the network traffic management device 
the one or more obtained packets from the plurality of 
packet buffers to one of the plurality of DMA packet 
buffers according to a priority associated with each of 
the plurality packet buffers. 

9. The medium of claim 7 further comprising: 
prioritizing performance of a DMA operation in the plu 

rality of DMA channels for the assigned DMA return 
descriptor stored in one of the plurality of DMA rings. 

10. The medium of claim 9 wherein the processing further 
comprises: 

servicing the plurality of DMA rings using a priority dis 
cipline, 

wherein the priority discipline includes at least one of 
selecting one of the plurality of DMA rings with a high 
estasSociated class of service or a weighted round-robin 
Scheduling discipline. 

11. The medium of claim 7, wherein the processing further 
comprises retrieving with the network traffic management 
device each of the DMA return descriptors according to a 
priority associated with each of the plurality of DMA rings. 

12. The medium of claim 7, wherein each of the plurality of 
DMA rings corresponds to a priority for servicing network 
traffic and a higher priority DMA ring of the plurality of DMA 
rings performs a DMA operation prior to lower priority DMA 
rings of the plurality of DMA rings. 

13. A network traffic management device comprising: 
one or more processors; 
a memory, wherein the memory is coupled to the one or 
more processors which are configured to execute pro 
grammed instructions stored in the memory comprising: 

determining one or more class of service identifiers asso 
ciated with one or more obtained packets; 

storing the one or more obtained packets in one or more 
DMA packet buffers: 

assigning a DMA return descriptor associated with each of 
the one or more obtained packets stored in the one or 
more DMA packet buffers to one of a plurality of DMA 
rings associated with a plurality of DMA channels based 
on the one or more class of service identifiers deter 
mined for each of the one or more obtained packets, 
wherein the DMA return descriptor defines one or more 
return DMA operations; and 

processing each of the one or more obtained packets using 
the plurality of DMA channels according to a priority 
associated with each of the plurality of DMA rings. 

14. The device of claim 13, wherein the one or more pro 
cessors coupled to the memory are further configured to 
execute programmed instructions stored in the memory fur 
ther comprising: 

storing the one or more obtained packets in one of a plu 
rality of packet buffers based on the determined one or 
more class of service identifiers, 

wherein the storing the one or more obtained packets in the 
one of a plurality of packet buffers further comprises 
transferring by the network traffic management device 
the one or more obtained packets from the plurality of 
packet buffers to one of the plurality of DMA packet 
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buffers according to a priority associated with each of 
the plurality packet buffers. 

15. The device of claim 13, wherein the one or more pro 
cessors coupled to the memory are further configured to 
execute programmed instructions stored in the memory fur 
ther comprising: 

prioritizing performance of a DMA operation in the plu 
rality of DMA channels for the assigned DMA return 
descriptor stored in one of the plurality of DMA rings. 

16. The device of claim 13, wherein the processing further 
comprises: 

servicing the plurality of DMA rings using a priority dis 
cipline, 

wherein the priority discipline includes at least one of 
selecting one of the plurality of DMA rings with a high 
estasSociated class of service or a weighted round-robin 
Scheduling discipline. 

17. The device of claim 13, wherein the processing further 
comprises retrieving with the network traffic management 
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device each of the DMA return descriptors according to a 20 
priority associated with each of the plurality of DMA rings. 

18. The device of claim 13, wherein each of the plurality of 
DMA rings corresponds to a priority for servicing network 
traffic and a higher priority DMA ring of the plurality of DMA 
rings performs a DMA operation prior to lowerpriority DMA 25 
rings of the plurality of DMA rings. 
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