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(57) Abstract: A method for replicating a control packet in a forwarding plane of a network element, the control packet being
destined for a plurality of subscriber end stations. The forwarding plane receives the control packet from a control plane and detects
a replication indicator associated with the control packet. The forwarding plane determines the plurality of subscriber end stations as
each of the plurality of subscriber end stations is associated with the control packet. The forwarding plane then replicates the control
packet for each of the plurality of subscriber end stations and distributes the replicated control packets to the plurality of subscriber
end stations.
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EFFICIENT CONTROL PACKET REPLICATION IN DATA PLANE

FIELD

Embodiments of the invention relate to the field of computer networking; and

more specifically, to replicating control packets in a network element data plane.

BACKGROUND

Network elements are commonly separated into a control plane and a data plane
(sometimes referred to as a forwarding plane or a media plane). In the case that the
network element is a router (or is implementing routing functionality), the control plane
typically determines how data (e.g., packets) is to be routed (e.g., the next hop for the
data and the outgoing port for that data), and the data plane is in charge of forwarding
that data. Many routers are configured to manage communication protocols linking
tens, hundreds, or thousands of hosts. These routers may need to send identical control
packets to each host under its management. These packets are often communicated
from the control plane to the data plane in manner requiring the data plane handle
replication of the control packet in software without any hardware assistance thereby
blocking a communication channel between the control plane and data plane such as an
inter-process communication (IPC) channel. This software replication of control
packets in the data plane not only ties up communication channels but also results in an

unnecessary use of processing power within the data plane.

SUMMARY

A method for replicating a control packet in a forwarding plane of a network
clement, the control packet being destined for a plurality of subscriber end stations.
The forwarding plane receives the control packet from a control plane and detects a
replication indicator associated with the control packet. The forwarding plane
determines the plurality of subscriber end stations as each of the plurality of subscriber
end stations is associated with the control packet. The forwarding plane then replicates
the control packet for each of the plurality of subscriber end stations and distributes the

replicated control packets to the plurality of subscriber end stations.
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A network element, that is coupled with a plurality of subscriber end stations
through an access network. The network element is configured to replicate a control
packet meant for the plurality of subscriber end stations, which are to be bound to a
multibind interface. The network element comprises a control plane and forwarding
plane. The control plane includes a packet generation module and a communication
module. The packet generation module is configured to generate the control packet and
a set of metadata. The control packet is to be replicated and distributed at the
forwarding plane. The set of metadata is in association with the control packet and
includes a replication indicator and a control message route identification information.
The communication module is configured to distribute the control packet and set of
metadata to the forwarding plane. The forwarding plane is coupled with the control
plane, and comprises a replication module. The replication module receives the control
packet and set of metadata from the control plane and detects the replication indicator.
In response to detecting the replication indicator, the forwarding plane determines a list
of plurality of subscriber end stations identifiers based on the control message route
identification information, and replicate the control packet for each of the plurality of
subscriber end stations identifiers. The forwarding plane then distributes the replicated
control packets to the plurality of subscriber end stations using the list of plurality of

subscriber end stations identifiers.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention may best be understood by referring to the following description
and accompanying drawings that are used to illustrate embodiments of the invention.
In the drawings:

Figure 1 is a diagram of a network element according to one embodiment of the
invention;

Figure 2 illustrates an exemplary network element that replicates control
packets in the forwarding plane according to one embodiment;

Figure 3 is a flow diagram that illustrates exemplary operations for managing
control messages in a control plane according to one embodiment of the invention; and

Figure 4 is a flow diagram that illustrates exemplary operations for replicating

control messages in a forwarding plane according to one embodiment of the invention.
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DESCRIPTION OF EMBODIMENTS

In the following description, numerous specific details are set forth. However,
it is understood that embodiments of the invention may be practiced without these
specific details. In other instances, well-known structures and techniques have not been
shown in detail in order not to obscure the understanding of this description. In the
following description, numerous specific details such as logic implementations,
opcodes, means to specify operands, resource partitioning/sharing/duplication
implementations, types and interrelationships of system components, and logic
partitioning/integration choices are set forth in order to provide a more thorough
understanding of the present invention. It will be appreciated, however, by one skilled
in the art that the invention may be practiced without such specific details. In other
instances, control structures, gate level circuits and full software instruction sequences
have not been shown in detail in order not to obscure the invention. Those of ordinary
skill in the art, with the included descriptions, will be able to implement appropriate
functionality without undue experimentation.

E- Y4

References in the specification to “one embodiment,” “an embodiment,” “an
example embodiment,” etc., indicate that the embodiment described may include a
particular feature, structure, or characteristic, but every embodiment may not
necessarily include the particular feature, structure, or characteristic. Moreover, such
phrases are not necessarily referring to the same embodiment. Further, when a
particular feature, structure, or characteristic is described in connection with an
embodiment, it is submitted that it is within the knowledge of one skilled in the art to
effect such feature, structure, or characteristic in connection with other embodiments
whether or not explicitly described.

In the following description and claims, the terms “coupled” and “connected,”
along with their derivatives, may be used. It should be understood that these terms are
not intended as synonyms for each other. “Coupled” is used to indicate that two or
more elements, which may or may not be in direct physical or electrical contact with
each other, co-operate or interact with each other. “Connected” is used to indicate the
establishment of communication between two or more elements that are coupled with

each other.



WO 2013/160785 PCT/IB2013/052861

10

15

20

25

30

As used herein, a network element (e.g., a router, switch, bridge) is a piece of
networking equipment, including hardware and software, that communicatively
interconnects other equipment on the network (e.g., other network elements, end
stations). Some network elements are “multiple services network elements” that
provide support for multiple networking functions (e.g., routing, bridging, switching,
Layer 2 aggregation, session border control, Quality of Service, and/or subscriber
management), and/or provide support for multiple application services (e.g., data,
voice, and video). Subscriber end stations (e.g., servers, workstations, laptops,
netbooks, palm tops, mobile phones, smartphones, multimedia phones, Voice Over
Internet Protocol (VOIP) phones, user equipment, terminals, portable media players,
GPS units, gaming systems, set-top boxes) access content/services provided over the
Internet and/or content/services provided on virtual private networks (VPNs) overlaid
on (e.g., tunneled through) the Internet. The content and/or services are typically
provided by one or more end stations (e.g., server end stations) belonging to a service
or content provider or end stations participating in a peer to peer service, and may
include, for example, public webpages (e.g., free content, store fronts, search services),
private webpages (e.g., username/password accessed webpages providing email
services), and/or corporate networks over VPNs. Typically, subscriber end stations are
coupled (e.g., through customer premise equipment coupled to an access network
(wired or wirelessly)) to edge network elements, which are coupled (e.g., through one
or more core network elements) to other edge network elements, which are coupled to
other end stations (e.g., server end stations).

Network elements are commonly separated into a control plane and a data plane
(sometimes referred to as a forwarding plane or a media plane). In the case that the
network element is a router (or is implementing routing functionality), the control plane
typically determines how data (e.g., packets) is to be routed (e.g., the next hop for the
data and the outgoing port for that data), and the data plane is in charge of forwarding
that data. For example, the control plane typically includes one or more routing
protocols (e.g., Border Gateway Protocol (BGP), Interior Gateway Protocol(s) (IGP)
(e.g., Open Shortest Path First (OSPF), Routing Information Protocol (RIP),
Intermediate System to Intermediate System (IS-IS)), Label Distribution Protocol
(LDP), Resource Reservation Protocol (RSVP)) that communicate with other network
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elements to exchange routes and select those routes based on one or more routing
metrics.

Routes and nexthops are stored in one or more routing structures (e.g., Routing
Information Base (RIB), Multicast Routing Information Base (MRIB), Label
Information Base (LIB), one or more nexthop databases) on the control plane. The
control plane programs the data plane with information (e.g., nexthop and route
information) based on the routing structure(s). For example, the control plane
programs the nexthop and route information into one or more forwarding structures
(e.g., Forwarding Information Base (FIB), Multicast Forwarding Information Base
(MFIB), Label Forwarding Information Base (LFIB), and one or more nexthop
databases) on the data plane. The data plane uses these forwarding and nexthop
structures when forwarding traffic.

Each of the routing protocols downloads route entries to a main RIB, MRIB or
LIB based on certain route metrics (the metrics can be different for different routing
protocols). Each of the routing protocols can store the route entries, including the route
entries which are not downloaded to the main RIB, in a local RIB (e.g., an OSPF local
RIB). A RIB module that manages the main RIB selects routes from the routes
downloaded by the routing protocols (based on a set of metrics) and downloads those
selected routes (sometimes referred to as active route entries) to the data plane. The
RIB module can also cause routes to be redistributed between routing protocols.

For layer 2 forwarding, the network element can store one or more bridging
tables that are used to forward data based on the layer 2 information in this data.

Typically, a network element includes a set of one or more line cards, a set of
one or more control cards, and optionally a set of one or more service cards (sometimes
referred to as resource cards). These cards are coupled together through one or more
mechanisms (e.g., a first full mesh coupling the line cards and a second full mesh
coupling all of the cards). The set of line cards make up the data plane, while the set of
control cards provide the control plane and exchange packets with external network
clement through the line cards. The set of service cards can provide specialized
processing (e.g., Layer 4 to Layer 7 services (e.g., firewall, IPsec, IDS, P2P), VolP
Session Border Controller, Mobile Wireless Gateways (GGSN, Evolved Packet System
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(EPS) Gateway)). By way of example, a service card may be used to terminate [Psec
tunnels and execute the attendant authentication and encryption algorithms.

Certain network elements (e.g., certain edge network elements) internally
represent subscriber end stations (or sometimes customer premise equipment (CPE)
such as a residential gateway (e.g., a router, modem)) using subscriber circuits. A
subscriber circuit uniquely identifies within the network element a subscriber session
and typically exists for the lifetime of the session. Thus, a network element typically
allocates a subscriber circuit when the subscriber connects to that network element, and
correspondingly de-allocates that subscriber circuit when that subscriber disconnects.
Each subscriber session represents a distinguishable flow of packets communicated
between the network element and a subscriber end station (or sometimes CPE such as a
residential gateway or modem) using a protocol, such as the point-to-point protocol
over another protocol (PPPoX) (e.g., where X is Ethernet or Asynchronous Transfer
Mode (ATM)), Ethernet, 802.1Q Virtual LAN (VLAN), Internet Protocol, or ATM). A
subscriber session can be initiated using a variety of mechanisms (e.g., manual
provisioning a dynamic host configuration protocol (DHCP), DHCP/client-less internet
protocol service (CLIPS) or Media Access Control (MAC) address tracking). For
example, the point-to-point protocol (PPP) is commonly used for DSL services and
requires installation of a PPP client that enables the subscriber to enter a username and
a password, which in turn may be used to select a subscriber record. When DHCP is
used (e.g., for cable modem services), a username typically is not provided; but in such
situations the MAC address of the hardware in the subscriber end station (or CPE) is
provided. The use of DHCP and CLIPS on the network element captures the MAC
addresses and uses these addresses to distinguish subscribers and access their
subscriber records.

Within certain network elements, multiple “interfaces” may be configured. As
used herein, each interface is a logical entity, typically configured as part of a context,
which provides higher-layer protocol and service information (e.g., Layer 3 addressing)
and is independent of physical ports and circuits (e.g., ATM PVC (permanent virtual
circuits), 802.1Q VLAN circuits, QinQ circuits, DLCI circuits). Subscriber records in a
authentication, authorization, and accounting (AAA) server identify, in addition to the

other subscriber configuration requirements, to which context (e.g., which of the virtual
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routers) the corresponding subscribers should be bound within the network element.
As used herein, a binding forms an association between a physical entity (e.g., port,
channel) or a logical entity (e.g., circuit such as a subscriber circuit or logical circuit (a
set of one or more subscriber circuits)) and a context’s interface over which network
protocols (e.g., routing protocols, bridging protocols) are configured for that context.
Subscriber data flows on the physical entity when some higher-layer protocol interface
is configured and associated with that physical entity. Furthermore, interfaces may be
configured as a multibind interface, meaning that multiple circuits can be bound to that
IF, or non-multibind interface, meaning that a single circuit is bound to the IF.

Internet Engineering Task Force (IETF) standards track Request for Comments
(RFC) 3376, Internet Group Management Protocol (IGMP), Version 3, by B. Cain et
al. (October 2002), describes that some routers are further configured as multicast
routers. In such routers, the control plane may be responsible for managing IGMP
group memberships while the data plane is responsible for forwarding data and control
packets to other routers and hosts.

On an IGMP enabled interface (IF),an IGMP control process sends out a
periodic general query (GQ) on that IF to determine which hosts are members of which
groups. For an IF which is bound only to a single circuit the GQ is sent out
periodically on that circuit using internet protocol (IP) raw sockets. However, if the IF
is a multibind IF then the GQ is sent out on all circuits bound to the interface using IPC
communication.

For example, an IGMP control process in the control plane creates an IGMP
GQ packet and then sends an IPC message to each line card (LC) in the data plane that
has a circuit of that I[F. The IPC message will include the GQ packet and a list of
circuit handles that reside on that LC to which the GQ packet need be sent. Each LC
takes the list of circuits handles and replicates the IGMP GQ packet on each of the
circuits in the list. The LC does this by unicasting the GQ one at a time to a multicast
nexthop of each circuit handle in the list. This process is repeated periodically, every
time the GQ on an IGMP enabled IF needs to be sent out.

There are a number of downsides with this scenario. First, a multicast router
can include many multibind IFs, and each such interface can have a few thousand

circuits bound to it. The IGMP control process cannot pack all the circuits of an
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interface in a single IPC message; therefore, multiple IPC messages have to be sent
from the control plane to the data plane in order to send out the GQ on all the circuits of
a multibind IF. Second, the IGMP control process must identify which circuit handles
of a multibind interface belong to which line cards in order to pack a list of those
circuits into IPC messages particular to each LC. This is computationally intensive and
becomes expensive as the number of circuit handles or multibind IFs increases. Third,
during the processing of each IPC message, replication is done in software without any
hardware assistance thereby blocking IPC receive threads while software is processing
the circuit handle list and sending GQs one by one on each circuit. Finally, since
replication is done in software on each LC, there is an unnecessary use of processor
bandwidth on the LC and code maintenance becomes more complex since the same
IGMP GQ message is sent from the control plane to data plane on different paths for
multibind IFs versus non-multibind IFs.

Figure 1 is a diagram of a network element according to one embodiment of the
invention. A network element 100 illustrated in Figure 1 includes a control card 105
coupled with line cards 106A - 106D. The line cards 106A, 106B, 106C, and 106D are
respectively coupled with ports 107A, 107B, 107C, and 107D. Each of the ports 107A-
107D carries traffic. The traffic can be voice, data, etc. Each of the line cards 106A -
106D receives traffic and transmits traffic over the fibers 107A- 107D. The line cards
106A - 106D are coupled with a control card 101. The network element 100 is coupled
with an access network 185 on port 107B which couples the network element 100 with
a plurality of subscriber end stations (SESs) 190A — 190D.

While an exemplary architecture of a network element is illustrated, an
alternative embodiment may use other architectures. For example, Figure 1 shows a
single bus interconnecting the line cards and the control card. Alternative embodiments
may use an alternative technique (e.g., a full mesh, multiple point to point links,
combinations of the above, etc.).

Figure 2 illustrates an exemplary network element that replicates control
packets in the forwarding plane according to one embodiment. In Figure 2, network
element 200 is coupled with an access network 285 which is further coupled with a
plurality of other network elements. In Figure 2 the plurality of other network elements

are illustrated as a plurality of subscriber end stations (SES) 290A — 290D. In Figure 2,
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cach of the plurality of SESs is on a circuit bound to a multibind IF within a forwarding
plane 235 of network element 200. The forwarding plane 235 is coupled with a control
plane 205 via a communications channel 220 such as an IPC channel. The control
plane 205 includes a packet generation module 207 that is coupled with a
communication module 206. The packet generation module 207 may be any module
responsible for communicating packets with a plurality of SESs that are on circuits
bound to a multibind interface. For example, the packet generation module 207 may be
an IGMP control process that is responsible for managing IGMP group member and
IGMP packet distribution. Furthermore, the communication module 206 may be any
appropriate module for communicating data packets from the control plane 205 to the
data plane 235. For example, the communication module 206 may be an IPC process
designed to pass messages to a corresponding IPC process within the forwarding plane
235.

Figure 2 illustrates a series of stages in the transmission of a packet 210 that is
generated by the packet generation module 207 and communicated on to the plurality
of SESs 290A -290D. In Figure 2, various points are denoted with a number within a
circle. Within the packet generation module 207 a packet 210 is generated at point 1.
This packet may be any packet that needs to be replicated and sent to a plurality of
SESs that are bound to circuits on a multibind interface. For example, the packet 210
may be a GQ packet as part of [IGMP management. At point 2, this packet 210 is sent
to the communication module 206 to be queued for transmission to the plurality of
SESs 290A — 290D. Within the communication module 206, a replication module 208
is responsible for identifying that the packet 210 requires processing for replication at
the forwarding plane 235 and so marks the packet 210 for replication at point 3. A
packet 210 may be marked for replication in a number of ways. For example, the
replication module 208 may gencrate a packet 211, based on the packet 210, that is
addressed to a designated group that marks the packet for replication with connection to
a specific multibind IF. Furthermore, the packet 211 may include a special flag that
indicates the packet should be replicated within the forwarding plane 235. Another
strategy for indicating that the packet 211 should be replicated in the forwarding plane
235 is to generate packet metadata to send to the forwarding plane 235 in association

with the packet 211 that includes information used by a replication module 238 in the
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forwarding plane 235. For example, the packet metadata may include a replication flag
and a multibind IF identifier. In another embodiment, the metadata includes a
replication flag and a group address wherein the group address is associated with the
multibind IF. At point 4, the communication module 206 distributes the packet 211,
and metadata in those cases utilizing it, to the forwarding plane 235. The forwarding
plane 235, detects a marker which indicates that replication is needed for the packet
211 at point 5 and hands the packet and any associated metadata off to the replication
module 238. The replication module 238 uses the packet 211, and the optional
metadata to determine how the packet 211 should be replicated.

In the case that the original packet 210 was a GQ for IGMP, each replicated
packet 210A — 210D will be largely, if not wholly, identically and merely be sent out
on different circuits associated with a common multibind IF. Therefore at point 6, the
replication module 238 identifies the appropriate multibind IF and replicates the packet
for each circuit bound to the multibind IF. At point 7, the forwarding plane 235
distributes the plurality of replicated packets 210A — 210D out to the plurality of SESs.

In one embodiment, as later depicted in Figure 2, the forwarding plane 235 is
comprised of a plurality of line cards (LCs). In such embodiment, it may be that each
LC is responsible for replicating the packet 211 for each circuit of the multibind IF
handled by that LC; in other words a single multibind IF may comprise multiple
circuits on multiple LCs. Therefore, each LC will identify those circuits on the LC that
are bound to the multibind IF for that packet 211 and replicate the packet 211 to
generate a plurality of packets 210A — 210D to later distribute to the plurality of SESs
290A - 290D.

In one embodiment, the forwarding plane 235 includes a control message route
(CMR) database 240 while in another embodiment the CMR database 240 exists within
the control plane 205 and only portions of the CMR database exists within the
forwarding plane 235 as described later. The CMR database 240 is used to maintain a
list of circuits that are outgoing IFs for a given group address. In such an embodiment,
when an application, e.g. an application running in the packet generation module 207,
is enabled on a multibind IF, the application creates a CMR corresponding to that
multibind IF. The CMR comprises a source address, which is the IP address of the

multibind IF, and a group address. The source address and group address can be used
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as CMR identification information to allow embodiments to distinguish lists of circuits
for different CMRs. The group address may generally be any IP address chosen by the
application according to its requirements, though generally the address should not
overlap with other multicast data group addresses. When a circuit is bound to that
multibind IF, the application detects the additional circuit and adds a circuit identifier,
ie. circuit handle, as an outgoing IF on the corresponding CMR within the CMR
database 240. Similarly, when a circuit is unbound from that multibind IF, the circuit
identifier is removed from the CMR database 240. In the case that multiple LC
services the same multibind IF, each LC may download a list of CMRs that correspond
to the circuits handled by that LC, for example the LC may load a subset of the CMR
database 240 into one or more packet forwarding engines (PFE) on that LC. As the
CMR database 240 is updated then the corresponding information is updated with each
LC. In such an embodiment, whenever the application wants to send a packet that
needs to be replicated to all circuits on the corresponding multibind IF, e.g. when
periodic timer expires indicating the need to send a control packet, then the application
sends the packet out to the multibind IF. Along with the control packet, the application
provides the IF’s source address and the application’s chosen group address, for
example as associated metadata, and optionally sets a replication flag to indicate the
control packet needs to be replicated in the forwarding plane 235. On receiving the
control packet at the forwarding plane 235, the replication module 235 will detect a
replication marker, either by group address or by the replication flag, and uses the
source address and group address to lookup the CMR from the CMR database 240, or if
in the LC from the CMR list maintained in that LC which is a portion of the CMR
database 240. The forwarding plane 235 is then able to replicate the packet as needed
for each circuit and distribute the packet on to the corresponding SESs. In one
embodiment, the replication module 238 is able to take advantage of a multicast
forwarding information base (MFIB) to replicate the packets and hence inherits the
benefits of two stage replication and hardware assist. In further embodiments, the
forwarding plane 235 is able to skip a reverse path forwarding (RPF) check for each
replicated packet thereby decreasing processing needed for each replicated packet.

In one example, an application running in the packet generation module 207 of

the control plane 205 is an IGMP management application that is responsible for a
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multibind IF comprising a plurality of circuits to the SESs 290A — 290D. The IGMP
management application creates a CMR database corresponding to the multibind IF.
When a circuit is bound to the multibind IF, the IGMP management application adds a
CMR entry corresponding to that circuit which includes the source IP address of the
multibind IF and a group address corresponding to the IGMP management application.
Furthermore the added entry includes a circuit identifier, i.e. circuit handler, as an
outgoing IF (OIFs) for that multibind IF. The IGMP management application sends the
CMR database, or a portion thereof, to a multicast infrastructure daemon in the
forwarding plane 235 such that each portion of the forwarding plane 235, e.g. each line
card, has at least the portion of the CMR database corresponding to circuits being
handled by that LC. The IGMP management application uses a timer to track when a
GQ message should be sent out to members of the multibind IF managed by the
application. When the GQ timer on the multibind IF expires, the IGMP management
application creates a GQ packet and sends it to the forwarding plane with information
marking the GQ packet as requiring replication on the multibind IF. At the forwarding
plane 235, each portion of the forwarding plane 235, e.g. at each LC, the GQ packet is
received. If the GQ packet is not marked for replication then the packet is sent out to
the corresponding circuit handle. If the GQ packet is marked for replication then the
corresponding source IP address and group address are used to determine for which
OIFs the packet should be replicated and sent by performing a lookup in the CMR
database, or portion thereof. The GQ packet can then be replicated and sent on the
corresponding circuits, without doing an RPF check, via a hardware path that takes
advantage of hardware based replication. In one embodiment, the relevant portion of
the CMR database can be included in a multicast forwarding information base (MFIB)
and existing replication hardware can be advantageously used to replicate the packet for
each circuit handle.

Such embodiment have numerous advantages. First, once the CMR is included
in the forwarding plane 235, or portion thereof, future control messages can be sent out
simply by sending the control message to the correct LC with the correct source 1P
address and group address as metadata to identify the CMR. The packet generation
module 207 need not include information identifying each individual circuit handle as

such information will exist in the CMR database. Second, the portions of the
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forwarding plane 235 may implement hardware based replication that is significantly
faster and scalable for a large number of circuits on a multibind IF. Third, the packet
generation module 205 need not keep track of which circuits reside on a particular
portion of the forwarding plane 235. Fourth, control messages from the packet
generation module 205 to the forwarding plane 235 are sent using a common code path
whether sent to a non-multibind IF or a multibind IF.

Figure 3 is a flow diagram that illustrates exemplary operations for managing
control messages in a control plane according to embodiments of the invention. In
Figure 3, optional steps are shown in dashed markings.

The flow diagram starts with adding entries to a control message route (CMR)
database in the option steps of 300 and 310. At step 300, the control plane receives an
indication that a first subscriber end station (SES) is joining a CMR. In one
embodiment, this is a notification that a circuit associated with the SES is being bound
to a multibind IF associated with a CMR. At step 310, the control plane sends a
message to the forwarding plane to add an identifier for the first SES to a list of
outgoing interfaces (OIFs) for the CMR. In one embodiment this is a message to add a
circuit identifier, e.g. circuit handle, to a list of circuit handles for that CMR and the
CMR may be identified by the source 1P address of a multibind IF and a group address
corresponding to an application using the CMR.

At step 320, a module in the control plane generates a control packet that is to
be sent to each SES in the list of OIFs for the CMR associated with that module. The
control packet is then marked with an indication that the control packet should be
replicated for each SES in the list of OIFs for the CMR in 330. In one embodiment,
that includes marking the control packet with metadata including a group address for
the CMR and a replication flag which can later be detected in a forwarding plane.
Another embodiment may mark the control packet by addressing the control packet to a
special group address that is detected at the forwarding plane. At step 340, the control
packet is distributed to the forwarding plane along with any generated metadata for the
control packet.

At optional step 350, the control plane receives an indication that the first SES
is leaving the CMR. For example, the control plane may receive a message that the

circuit is being unbound from, or is no longer bound to, the multibind IF. In response,
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the control plane sends a message to remove the identifier for the first SES from the list
of OIFs for the CMR in step 360.

Figure 4 is a flow diagram that illustrates exemplary operations for replicating
control messages in a forwarding plane according to embodiments of the invention. In
Figure 4, optional steps are shown in dashed markings.

Figure 4 begins at 400 with receiving a message from a control plane with
information telling the forwarding plane to add an identifier for a first subscriber end
station (SES) to a list of outgoing interfaces (OIF) for a control message route (CMR).
In one embodiment, the identifier is a circuit identifier for a circuit on which the SES is
bound to a multibind IF and the list of OIFs is included in a multicast forwarding
information base (MFIB) in association with the multibind IF. In response to receiving
the message, the forwarding plane adds the identifier for the first SES to the list of OIFs
for that CMR in step 410. At step 420, the forwarding plane receives a control packet.
At step 430, the forwarding plane detects whether the control packet is associated with
a replication indictor. In one embodiment the replication indicator may be that control
packet is addressed to a special group addressed associated with the need to replicate
the packet while another embodiment utilizes metadata associated with the control
packet. The metadata may include a replication flag and a special group address
associated with a particular CMR which are detected by the forwarding plane.

In the case that the replication indicator is detected, the flow continues at step
440 and determines which SESs are associated with the control packet. In one
embodiment, this is performed by extracting a source IP address and group address
from the control packet and corresponding metadata. Using this information the
forwarding plane can identify a list of OIFs associated with a CMR for that source 1P
address and group address; as previously described this list of OIFs may be a list of
circuit handles bound to a particular multibind IF and the group address may be
associated with a specific packet generation module in the control plane. For example,
an IGMP control application may be running in the control plane that utilizes a
mutlibind IF to communicate with a plurality of SESs. In the case of an IGMP control
application, the list of OIFs can be stored in a multicast forwarding information base
(MFIB). Since the forwarding plane is confident of the source of the control packet

based on the replication flag, the forwarding plane can bypass a reverse path
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forwarding (RPF) check for each SES at step 450. Using the list of SESs for that CMR,
the forwarding plane replicates the control packet for each associated SES in step 460.
At step 470, the forwarding plane distributes the replicated packets to the associated
SESs. In the case that the replication indicator is not detected, the forwarding plane
continues by distributing the control packet to the associated SES at step 480.

Different embodiments of the invention may be implemented using different
combinations of software, firmware, and/or hardware. Thus, the techniques shown in
the figures can be implemented using code and data stored and executed on one or
more electronic devices (e.g., an end station, a network element). Such electronic
devices store and communicate (internally and/or with other electronic devices over a
network) code and data using computer-readable media, such as non-transitory
computer-readable storage media (e.g., magnetic disks; optical disks; random access
memory; read only memory; flash memory devices; phase-change memory) and
transitory computer-readable transmission media (e.g., electrical, optical, acoustical or
other form of propagated signals — such as carrier waves, infrared signals, digital
signals). In addition, such electronic devices typically include a set of one or more
processors coupled to one or more other components, such as one or more storage
devices (non-transitory machine-readable storage media), user input/output devices
(e.g., a keyboard, a touchscreen, and/or a display), and network connections. The
coupling of the set of processors and other components is typically through one or more
busses and bridges (also termed as bus controllers). Thus, the storage device of a given
electronic device typically stores code and/or data for execution on the set of one or

more processors of that electronic device.
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CLAIMS

What is claimed is:

1. A method for replicating a control packet in a forwarding plane of a network
element, the control packet being destined for a plurality of subscriber end stations,
5 wherein the method comprises the steps of:
receiving the control packet from a control plane, wherein the control plane
generated the control packet;
detecting a replication indicator associated with the control packet;
determining the plurality of subscriber end stations, each of the plurality of
10 subscriber end stations being associated with the control packet;
replicating the control packet for each of the plurality of subscriber end stations;
and
distributing the replicated control packets to the plurality of subscriber end

stations.

15 2. The method of claim 1 further comprising the step of bypassing a reverse path
forwarding check for each replicated control packet based on the presence of the

replication indicator in association with the control packet.

3. The method of claim 1 wherein the control packet is addressed to a designated
group address that indicates replication is required based on the designated group

20 address.

4. The method of claim 1 further comprising the step of receiving a set of packet
metadata in association with the control packet and wherein the packet metadata

includes a replication flag as the replication indicator.

5. The method of claim 1 wherein the control packet is a general query for an internet

25 group management protocol group.

6. The method of claim 1 further comprising the steps of:
receiving a message from the control plane that indicates the forwarding plane
should add an identifier for one of the plurality of subscriber end

stations to a list of outgoing interfaces for a multibind interface; and



WO 2013/160785 PCT/IB2013/052861

17

adding, in response to receiving the message, the identifier for the one of the
plurality of subscribed end stations to the list of outgoing interfaces for
the multibind interface;
wherein the step of determining the plurality of subscriber end stations is
5 performed by looking up the list of outgoing interfaces for the multibind

interface.

7. A network clement, to be coupled with a plurality of subscriber end stations
through an access network, configured to replicate a control packet meant for the
plurality of subscriber end stations, wherein the plurality of subscriber end stations

10 are to be bound to a multibind interface of the network clement, the network

element comprising;:
a control plane comprising:
a packet generation module configured to:
generate the control packet, wherein the control packet is to be
15 replicated and distributed at the forwarding plane, and
generate a set of metadata in association with the control packet
that includes a replication indicator and a control
message route identification information, and
a communication module configured to distribute the control packet and
20 set of metadata to the forwarding plane; and
a forwarding plane, coupled with the control plane, comprising a replication
module, wherein the replication module is configured to:
receive the control packet and set of metadata from the control plane,
detect the replication indicator,

25 in response to detecting the replication indicator, determine a list of
plurality of subscriber end stations identifiers based on the
control message route identification information,

replicate the control packet for each of the plurality of subscriber end
stations identifiers, and

30 distribute the replicated control packets to the plurality of subscriber end
stations using the list of plurality of subscriber end stations

identifiers.
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The network element of claim 7 wherein the forwarding plane is further configured
to bypass a reverse path forwarding check for each replicated control packet based

on the presence of the replication indicator in association with the control packet.

The network element of claim 7 wherein the control message route identification
information includes a source address associated with the multibind interface and a
group address associated with an application running in the packet generation

module.

The network element of claim 7 wherein the packet generation module is further
configured to run an internet group management protocol group management

application.

The network element of claim 7 wherein the forwarding plane comprises a plurality
of line cards that each service one or more circuits bound to the multibind interface
wherein each line card is configured to include a list of circuit identifiers in
association with the control message route identification information, wherein the
list of circuit identifiers includes at least identifiers the for circuits it handles that

are bound to the multibind interface.

A tangible non-transitory machine-readable storage medium comprising
mstructions for at least one microprocessor of a forwarding plane, which, when
executed by the microprocessor, cause the microprocessor to perform operations
comprising:
receiving a control packet from a control plane, wherein the control plane
generated the control packet;
detecting a replication indicator associated with the control packet;
determining a plurality of subscriber end stations, each of the plurality of
subscriber end stations being associated with the control packet;
replicating the control packet for each of the plurality of subscriber end stations;
and
distributing the replicated control packets to the plurality of subscriber end

stations.
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The tangible non-transitory machine-readable storage medium of claim 12 further
comprising instructions to cause the microprocessor to perform operations
comprising bypassing a reverse path forwarding check for each replicated control
packet based on the presence of the replication indicator in association with the

control packet.

The tangible non-transitory machine-readable storage medium of claim 12 wherein
the control packet is addressed to a designated group address that indicates

replication is required based on the designated group address.

The tangible non-transitory machine-readable storage medium of claim 12 further
comprising instructions to cause the microprocessor to perform operations
comprising receiving a set of packet metadata in association with the control packet
and wherein the packet metadata includes a replication flag as the replication

indicator.

The tangible non-transitory machine-readable storage medium of claim 12 wherein

the control packet is a general query for an internet group management protocol

group.

The tangible non-transitory machine-readable storage medium of claim 12 further
comprising instructions to cause the microprocessor to perform operations
comprising:
receiving a message from the control plane that indicates the forwarding plane
should add an identifier for one of the plurality of subscriber end
stations to a list of outgoing interfaces for a multibind interface; and
adding, in response to receiving the message, the identifier for the one of the
plurality of subscribed end stations to the list of outgoing interface for

the multibind interface.



PCT/IB2013/052861

WO 2013/160785

1/4

aoslt
S3s

0061
S3S

d061
S3S

dsol ddvOd 3ANIT

000} AYvO 3NIT

g8l
MHJOMIAN
SS300V

d901 v 3ININ

V06l
S3S

V901 ayvO 3ANIT

0l dyvO TOH1INQOD

001 ININWFTT MJOMLAN

| "B14

0.0l

V.01



PCT/IB2013/052861

WO 2013/160785

2/4

aoec
S3s

)

dolc
13X0vd

I~

20l¢
13X0vd

- -

S8¢
MHOMLAN
$$300V

d01¢
13IMoVd [T~

v0lc
13X0vd

—~—— .

———

S3S) SNO|LVLS
o IRIE

_ 0¥Z (ss3yaavy

| dNOYO d3ZIVIOAds

I HLIM d31VIOOSSY d1dN
“ '9'3) 3ISvdv.lvd ALNOY
_

Goiz | L 39VSSINI0MINOD_ |
13M0Vd
—— \
2012 \
Iiovd |\
® N
// \
N AN 130Vd HO4 43
. N NOILVYDITd3Y 107
N\
AN
“<J T lvivavian
) anNv] 1330vd
N3 ¥39140sans .7
Ovd 31N9{1SIa 7
— \\Q\mx EEINOREENIO)]
d0tc |47 J/ o o
13MOVd Y,
\\
voiz ¥
13M0OVd

8¢¢ 3 TNAOIN NOILVYIITd3d

Sy

4

HYN
H1Hd @

S

-
-~
-]

ANVId
OlL 19X0¥%

GEC ANVTd ONIdHVYAMHOA

SN
d 3l

T2 [vlvav1an
aNV] L3Movd

80Z 3TNAON NOILYOI1d3d v,
/ NOILYOI1d3d
'

\

|

| ____-7" yod 1vovd savin ©)
THVMEOA — )
A

 nardLsia
1iovd |

\
90z [3naow /
Odl "93] ATINAON NOILYDINNNINOD,

ZO_ww__\/_wz<w_._. N_On_@ __
13IMOVd IN3IND ]

[5]%4
1340Vd FLVHINTIO @ 13M0Vd

Z0Z [3T1NAO TOHLNOD dWDI
93] ITNAOW NOILYHIANTID 13MOVd

0 ANV1d T1041NOD

0< INJNTTI HHOMLIN




WO 2013/160785

Fig. 3

3/4

[~ "RECEIVE INDICATION THAT AFIRST
| SUBSCRIBER END STATION (SES) IS JOINING |
| ACONTROL MESSAGE ROUTE (CMR) |

| 300 |

I SEND MESSAGE TO FORWARDING PLANE TO |

ADD AN IDENTIFIER FOR THE FIRST SES TO I
| A LIST OF OUTGOING INTERFACES FOR CMR | |
' 310 |

GENERATE CONTROL PACKET TO BE SENT
TO EACH SES IN THE LIST OF OUTGOING
INTERFACES FOR THE CMR 320

l

MARK PACKET WITH INDICATION THAT THE
CONTROL PACKET SHOULD BE REPLICATED
FOR EACH SES IN THE LIST OF OUTGOING
INTERFACES FOR THE CMR 330

l

DISTRIBUTE CONTROL PACKET TO
FORWARDING PLANE 340

|
: RECEIVE INDICATION THAT THE FIRST SES :
: IS LEAVING THE CMR 350 |

I

| SEND MESSAGE TO FORWARDING PLANE TO |
| REMOVE THE IDENTIFIER FOR THE FIRST |
| SESFROMTHE LIST OF OUTGOING |
! INTERFACES FOR THE CMR 360 }

PCT/IB2013/052861



WO 2013/160785 PCT/IB2013/052861
4/4

| RECEIVE MESSAGE FROM |
| CONTROL PLANE TO ADD AN

| IDENTIFIER FOR A FIRST SES TO
, A LIST OF OUTGOING

|

|
|
|
|
INTERFACES FORA CMR 400 |

ADD IDENTIFIER FOR THE FIRST
SES TO THE LIST OF OUTGOING
INTERFACES FOR THE CMR 410

RECEIVE CONTROL PACKET AT
FORWARDING PLANE

420
REPLICATION T ETER T REPLICATION
INDICATOR INDICATOR
NOT DETECTED CONTROL PACKET IS DETECTED
ASSOCIATED WITH A
REPLICATION INDICATOR
430

DETERMINE SUBSCRIBER END
STATIONS (SES) ASSOCIATED
WITH THE CONTROL PACKET
[E.G. BASED ON CONTROL
MESSAGE ROUTE] 440

b

1
DISTRIBUTE THE CONTROL BYPASS A REVERSE PATH |
PACKET TO ASSOCIATED SES FORWARDING CHECK FOR EACH :
480 REPLICATED PACKET 450 |

REPLICATE THE CONTROL
PACKET FOR EACH ASSOCIATED
SES 460

l

DISTRIBUTE THE REFPLICATED
PACKETS TO ASSOCIATED SES
470

Fig. 4



INTERNATIONAL SEARCH REPORT

International application No

PCT/IB2013/052861

A. CLASSIFICATION OF SUBJECT MATTER

INV. HO4L12/761
ADD. HOA4L12/773

According to International Patent Classification (IPC) or to both national classification and IPG

B. FIELDS SEARCHED

HOAL

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, WPI Data

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

10 December 2008 (2008-12-10)
paragraph [0013]

paragraph [0028] - paragraph [0036]
paragraph [0057] - paragraph [0081]

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2008/259784 Al (ALLAN DAVID [CA] ET AL) 1-17
23 October 2008 (2008-10-23)
abstract
paragraphs [0009] - [0013], [0028] -
[0029], [0037] - [0039], [0054] - [6070]
A EP 1 107 507 A2 (NORTEL NETWORKS LTD [CA]) 1-17
13 June 2001 (2001-06-13)
paragraph [0012] - paragraph [0021]
A EP 2 001 172 A2 (HUAWEI TECH CO LTD [CN]) 1-17

D Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"Q" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

6 August 2013

Date of mailing of the international search report

13/08/2013

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswik

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Itani, Maged

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/1B2013/052861
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2008259784 Al 23-10-2008 US 2008259784 Al 23-10-2008
US 2012257514 Al 11-10-2012
EP 1107507 A2 13-06-2001 CA 2310946 Al 10-06-2001
DE 60025692 T2 24-08-2006
EP 1107507 A2 13-06-2001
us 6606325 Bl 12-08-2003
EP 2001172 A2 10-12-2008 AT 523003 T 15-09-2011
CN 101060449 A 24-10-2007
EP 2001172 A2 10-12-2008
EP 2383944 Al 02-11-2011
ES 2371285 T3 29-12-2011
PL 2001172 T3 29-02-2012
PT 2001172 E 23-11-2011
US 2009122801 Al 14-05-2009
WO 2007147340 Al 27-12-2007

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - claims
	Page 18 - claims
	Page 19 - claims
	Page 20 - claims
	Page 21 - drawings
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - wo-search-report
	Page 26 - wo-search-report

