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comparison of the dynamics of sample (31 or 32) and reference data (21
or 22) by implementation of correlation function analysis. Reference
dynamic data concerning scriber (11) movement during data formation
is recorded and converted to digital form (13). Prior to evaluation
to-be-verified data, both the reference and to-be-verified data dynamic
digital signals are pre-processed to eliminate time distortions. A "sliding
window” mechanism is used to establish the mapping between phase
coincident regions of the reference and of the to-be-verified signals.
Then multi-dimensional cross-correlation function analysis is applied
to the pair of indivisible stationary signals. The resulting measures of
similarity are then compared with thresholds that have been selected
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method and the apparatus can be applied to data authentication in a
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Title: HIGH PRECISION ON-LINE DYNAMIC SIGNATURE
VERIFICATION SYSTEM

a.) Technical Field

This invention relates to an automated on-line hand written data verification system, for
example for high accuracy signature verification, based on scriber movement and data analysis using
digital data comparison. More particularly, it relates to an verification system using hand written data,
and which takes into account evaluation of the maximum value of cross-correlation function between
to-be-verified and reference signature signals, as well as analysis of phase histograms related to such

signals.

b.) Background Art

The dictionary defines a signature as the name of a person written with his own hand. It is
the oldest means used by people to signify authenticity, and still remains the primary means of
authorization approval and authentication. The current electronic environment of computer networks,
facsimile machines, and on-line data bases, coupled with the movement towards a moneyless, paperless,
faceless society requires new and innovative ways to guarantee the authenticity and validity of money
and document transactions. One way to protect information is encryption which provides a certain
amount of security. Modern encryption systems use a pair of encryption keys, a public encryption key
and private secret decryption key. However, should the private decryption key of an individual be
learned by an unauthorized person, the system loses its security.

In the art, two basic approaches to signature verification process are known, the "method of
templets” and the "correlation analysis method.”

The method of templets uses a set of chosen features values represented together with their
tolerance levels and with corresponding weight coefficients. The features that represent the signature
of a person usually exploit such characteristics as the average number of peaks, the position of the
highest peak, the number of cross-overs at the zero reference, and the like, that is an image of the
average signature dynamics as it is used in the pattern recognition approach. Since the signature of a
person is a highly variable, it is very hard to find its invariant. This fact results in a reliability problem
when using the method of templets for verification.

The correlation analysis method is more appropriate to the nature of the problem of
comparison of signature dynamic signals. However, the correlation analysis method runs into difficulties
because of the short length of the signals and the non-stationary character of the signals. Application

of the correlation analysis method for signature verification is the substance of Herbst, et al. U.S.

Patents 3,983,535 and 4,128, 829; and Gundersen U.S. Patent 4,736,445, all of IBM. Each of these

patents uses the regional correlation approach, in order to eliminate "distortions of signals in the time
axis", for example, see Gundersen U.S. Patent 4,736,445, at Col. 1, lines 52-54. The method of the

signal segmentation for cross-correlation analysis was first introduced by Herbst, et al. U.S. Patent
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3,983.535, and was modified and supplemented by elements of spectrum analysis by Gundersen U.S.
Patent 4,736,445. In the latter references, the evaluation of cross-correlation functions are done between
small segments of corresponding to-be-verified and reference signature signals.

The segmentation in its last modification by Gundersen 1s implemented by dividing the time
signal segments between scriber hifts into short subsegments, each subsegment being at most 0.7 second in
length, with the cross-correlation function being evaluated between preassigned pairs of subsegments of a
to-be-verified and of a reference signature signals. Similarity of the signals is measured by integral
charactenistics evaluated by using maximum correlation coefficients for all of the subsegments pairs, with
special weight fuactions being used for penalizing any abnormal correlations within the very small
overlapped areas.

Such a segmentation analysis method has serious shortcomings. Splitting signals into segments
of very short length results in the considerable loss of useful authentic information. Computation of
correlation functions on such short overlapping pieces of these subsegments can not result in reliable
evaluation and makes this measure statistically unstable. Furthermore, the subdivision of segments into
very short subsegments does not eliminate time distortions as it does not necessarily result in generation of

phase-coincidental pairs of sub-segments from the reference signature and from the to-be-verified

signature signals.

DISCLOSURE OF THE INVENTION

The present invention discloses a method and apparatus for use in on-line hand written data
verification. such as a signature, based on the comparison of the dynamics of a to-be-verified (sample)
signature and of a reference signature by use of a new method for the implementation of correlation
function analysis. In the practice of the present invention, the dynamic data conceming forces,
accelerations, velocities and the like, of a scriber, such as a pen. during the process of reference signature
making 1s first recorded and then converted to digital form. This dynamic data can then be used as
random signal vectors during the verification process, as taught herein below. Prior to the correlation
function analysis for evaluating signal matching, both the reference dynamic data and the to-be-
verified dynamic data signals are pre-processed to eliminate different kinds of time distortions, so that the
signals can be compared as though both sets of data were stationary signals. More particularly, the
compared signals are reduced to the same time scale or to the same average velocity and by this to adjust a
trequency coincidence between the signals. In order to eliminate phase shifts, a special "sliding window",
method, has been developed, as detailed below, which can be used to  establish the mapping between
phase coincident points of the reference and of the to-be-verified signals.

Additionally, the sliding window method allows to determine a portion of first order differences
of window shifts for each axis and differences of such shifts for any compared pair of axes which values
are in the zero neighborhood which determination is appeared to be two powerful criteria to distinguish

authentic and forged signatures.
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1 Then cross-correlation function analysis i1s applied to the pair of indivisible apparently
2 stationary, frequency and phase comncident signals. Such analysis may be implemented either for each
3 vector component of written data signal separately, or for multidimensional signal. In the former
4 implementation, the maximum of cross-correlation function evaluated for each vector component is used
5 to determine and measure similarity. In the latter, using multidimensional vectors, a norm or a trace
6 of the cross-correlation matrix is used to determine and measure similarity.
7 The resulting measure of similarity as determined by either such method of cross-correlation
8 analysis, 1s then compared with a threshold that has been selected to determine acceptance or rejection
9 of the signature; this criterion will be referred to as Cr;.  As more precisely set forth below,
10 verification criteria are calculated by evaluating complex criteria with regard for phase shift histograms
11 and estimation of maximum value of cross-correlation function between to-be-verified and reference
12 signals which both have been pre-processed to a corresponding pair of effectively stationary signals with
13 frequency and phase adjustment. Phase shift analysis and correlation function analysis can be
14 implemented either sequentially or in parallel.
15 The method and the apparatus of the present invention can be applied for signature
16 authentication in a wide variety of applications, such as security for physical access, computer network
17 access, facsimile legalization, smart card industry, and many others.
18 These and other objects of the present invention will become apparent to those skilled in the
19 art from the following detailed description, showing the contemplated invention as herein described,
20 and more particularly defined by the appended claims, it being understood that changes in the precise
21 embodiments of the herein disclosed invention are meant to be included as coming within the scope
22 of the claims, except insofar as they may be precluded by the prior art.
23
24 BRIEF DESCRIPTION OF DRAWINGS
25 The accompanying drawings illustrate complete preferred embodiments of the present invention
26 according to the best modes presently devised for the practical application of the principles thereof, and
27 in which:
28 FIG. 1 1s a schematic diagram showing the elements of the signature verification system of the
29 present invention;
30 FIG. 2 shows a pictorial representation of two samples of an authentic signature, 22 and 23
31 which have been written by the same person at two different times;
32 FIG. 3 shows a pictorial representation of an authentic signature, 31 as in FIG. 2, and of free
33 hand forgery 32 of that signature which has been written by another person;
34 FIG. 4 shows the magnitude of acceleration during the process of scriber movement 41 and
35 42 for the two authentic signatures in FIG. 2;
36 FIG. S shows magnitude of acceleration during the process of scriber movement, 51 and 52
37 respectively, for the authentic signature 31 and for the forged signature 32, shown in FIG. 3;
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FIGS. 6a and 6b show graphs of the sliding window shift for the magnitude of acceleration with
respect to the window number given for the pair of authentic signature signals in FIG.4, and for the pair

of a true and forged signature signals in FIG. 5, respectively;
FIG. 6¢ shows the sliding window shift for both cases in the same scale along the shift axis;

FIGS. 7a and 7b show histograms of the first order difference, Arm for the pair of

authentic signatures shown in FIG. 4, and for the pa_ir;Q;f the true signature and the free hand forgery
in FIG. §, respectively;

FIGS. 8a and 8b show window shift difference between components X and Y of acceleration
with respect to the window number for the pair of authentic signatures in FIG. 2, and for the pair of
the authentic and forged signatures in FIG. 3, respectively;

FIG. 8c shows shift difference for both cases in the same scale along the shift axis;

FIGS. 9a and 9b show histograms of the shift difference [A t’)’]m between window shifts

determined for X and Y components of scriber acceleration for the pair of authentic signatures shown
in FIG. 2, and for the pair of the authentic and the ‘forged signatures in FIG. 3, respectively;

FIG. 10 shows behavioral matching of the phase shifts 61 given in FIG. 6a, and maximum
values of window cross-correlation function 91 with respect to the window number for the authentic

signatures in FIG. 2.

BEST MODE FOR CARRYING OUT THE INVENTION AND INDUSTRIAL APPLICABILITY

The present invention proposes a method by which a digitized code of the signal picked up in
the process of signature making can be considered as a personnel key which is both unique and cannot
be lost or forgotten. As used herein, a "signature” shall mean any specific hand written text, or
hieroglyph, or the like.

As it is shown in FIG. 1, in the process of signature making, or writing other data, a scriber 11 with
enclosed sensors, not shown, produces analog signals, which are amplified by amplifier 12 and converted
to digital signals by converter 13. The digital signals then go to processor 15 where, if they are original
reference signals they are pre-processed and stored in the reference file 17. If the digital signals are
from a to-be-verified sample signature they are compared with reference signature signals stored in
reference file 17 by use of a verification code 14, as set forth in detail below. The result of the
verification comparison is displayed on a verification display 16, and informs the writer or the person
administering the test that either access is granted (in the case of positive verification), or request the
writer to provide another signature (in the case of negative verification). In the practice of the present
invention, no pictorial representation is needed, thereby avoiding even the basis for a forgery attempt

of the signature.
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The signal that represents the information of the signature making 1s a time multivariable
function of the force ransmitted from the hand to the scriber and, in practice, is provided by sensors of
pressure and acceleration or velocity along coordinate axes. It has been noted that the signals of the
signatures of the same person appear to vary in time and suffer from time distortions. It 1s a premise of
the present invention that the time distortions of signals must be eliminated prior to correlation function
analysis to establish signal matching. This is accomplished by using a number of steps.

First of all, the to-be-compared and reference signatures, or other written data signals, are
reduced to the same time scale to achieve the same average velocity of signing. In this case, the
compared signals are considered on the same time scale for the scriber-media contact period.

Secondly, the time distortions related to the phase shifts are eliminated by using the "sliding
window" method. As detailed herein, so called "sliding window” is used to localize time distortions. In

order to understand the “sliding window” method, and without loss of generality, suppose we take a
window of A¢,, size on the reference signal, and move that window along the to-be-verified signal for

an approprate interval, usually + 15% of the window size, computing the cross-correlation function
between the window and the corresponding part of the to-be-verified signal called "shadow" until the
position of the maximum value of cross-correlation function is found. In the experiments detailed
herein, a window of 0.5 sec. equal to 100 points of signal length was used, with a step of 0.05 sec. (10

points) length.

The cross-correlation function W ;( 7 ) 1s defined as follows:

where:
Dy, and D are dispersions of a window and of its shadow , correspondingly:
Vip (1) - value of the reference signal at the moment "t" taken on the current
window W;
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v (t+t) - value of the to-be-verified signal at the moment "t+1T
5

taken on the shadow;

jw=j+Atw_1 , where At is the window size;

j=1,2,...,n , is the window number.

This unique method of sliding window makes it possible to establish the mapping between
coincidental regions of the reference signal and of the to-be-verified signal in order to climinate relative
phase shifts between parts of the considered pair of signals.

Thus mapping is used as a procedure to establish correspondence between set of points of a
reference signal and its counterpart on the to-be-verified signal with respect to phase distortions.

The mapping is done, for example, as follows. Each difference between shifts of two sequential
windows is compensated by cutting out the number of points equal to this difference of the
corresponding window or shadow. In the case of increasing shift, the corresponding piece of the signal
is ignored on the to-be-verified signal, and in the case of decreasing shift, the corresponding piece of
the reference signal is ignored. It is noted that sharp changes in the shift value indicate regions of time

distortion.
Now, after compensation of both frequency and phase distortions, the correlation function

analysis can be applied to the pair of stationary signals.

The cross-correlation function @ (1:) is evaluated as follows:
L
O(1)=1//(D,*D)*Y v, (t+t) *v (t+1),
0

where:

D and Ds are dispersions of reference and to-be-verified signals,
,

correspondingly;

v (t+t ,) and v (t+t) are centered reference and to-be-verified

signals, correspondingly;
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L, and te are the parameters of reference signal vector.

L=t -t, 1s length of pre-processed reference signal.

Shown in FIG. 2 are two signatures 22 and 23 of the same person. The corresponding signals
of these two signatures are shown in FIG. 4. The signals represent magnitudes of the scriber

acceleration:

v0)=/la,OP+a,OP,

where

ax(t) and ay(t) are accelerations along axis X and Y, respectively.

Elimination of time distortions results in an essential increase of maximum value of cross-
correlation function. For the signatures in FIG.4 it increases from 0.69 before elimination up to 0.92
after that. It is one of the premises of the present invention that the elimination of such time
distortions provides an essential improvement in the level of verification reliability.

The shding window technique of the present invention provides a powerful method for
signature verification, as well as for forgery detection and rejection. FIGS. 6a and 6b show the shift
of sliding window relatively to its shadow as a functions of the window number for the pair of authentic
signatures and for the pair of authentic and a corresponding free hand forgery.

The oscillating character of the graph in FIG. 6b compared to the flat graph in 6a shows that
the signals from the signatures of the authentic person and the forger have absolutely different
dynamics. FIG. 6¢, where the both graphs 6a, and 6b are plotted in the same shift scale exposes clearly
this difference.

This visual perception can be easily formalized by computing a histogram of the first order
differences normalized to the window step, which characterizes quantitatively differences of shifts for

each pair of adjoined windows as follows:

AT o =at o ¥ [T, G+ 1) -t (D],

where:

T max(i) - shift of window j at which its shadow is found:
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Atwsmp - window step.

For the pair of authentic signatures of the same signer, the histogram, in FIG. 7a shows that

about 90% of all A< concentrate in the vcry_*parfow interval, around zero or neighborhood:

3 < At < +3

For the case of the forgery, the histogram shown in FIG. 7b has a relatively spread

character with less than 20% of all Atmax concentrated in the zero neighborhood. It is thus

shown that the portion of A< values in the zero neighborhood is a criterion referred to as

Cr,, and can be used as a measure for establishing authenticity of a signature or other written

material by comparing it with a predetermined threshold value.

Another powerful criterion for forgery detection which is provided by the sliding window
technique of the present invention is a measure of conformity between the window phase shifts for
the different vector components of the signal pair. That is, the relative window phase shifts should
conform with each other for two different vector components of signature signals, say for
acceleration along axis X and acceleration along axis Y.

As it is known in the art, the true signature and the forgery, being very similar in pictorial
representation, differ significantly in thickness of the signed lines which reflects considerably
different dynamics with respect to differences in horizontal and vertical movements in the case of
true signature making and forgery making. This information is partially used by experts for visual
examination of signature authenticity. The present invention utilizes this dynamic information in full
and guarantees by then the reliable examination of signature authenticity. These difterences become
easily apparent by using the conformity measure between the window phase shifts for different
components of the signal vector. In the case of the comparison of two authentic signatures, given for
instance accelerations along axes X and Y, the graphs of phase shift differences along axes X and Y

mostly coincide, see FIG. 8a while for the pair of authentic and forged signatures, the graph

 demonstrates essential and chaotic differences, see, FIG. 8b.  FIG. 8c shows both graphs in the

same scale.

The histogram which is used as a part of verification algorithm represents the distribution

of differences of the window shift along axes X and Y:
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[At®] =[]~ [T) s

1 where:

2 [t*] is a shift of a window at which its shadow is found for X
max

3 component of vector;

4 [t”] is a shift of a window at which its shadow is found for Y
max

S component of vector.

6

7 Here, the present invention exploits the fact that time distortions identified by the sliding

8 window method should coincide with each other along all the axes the signature signals of the same

9 person a represented, and would be expected to differ significantly in the case of forgery. There is

10 a high rate coincidence, the typical histogram is shown in FIG. 9a, which is again characterized by

11 high density of [A r")’]m in the zero neighborhood . In this region, there are about 95% of

12 all the shifts for the pair of authentic signatures. By comparison, for a forgery, there is less than
13 4% of shift coincidence for the pair of authentic and forged signatures, as shown in FIG.9b.

14 The histogram for shift differences provides another criterion that referred to as Cr;, which
15 measures the portion of shift differences between any pair of axes in the zero neighborhood, Cr, is
16 used as another measure for establishing signature authenticity by comparing it with the

17 corresponding threshold value.

18 Criteria Cr, and Crj, which are based on two kinds of shift histograms, and the

19 cross-correlation function criterion applied to the pair of indivisible reference and to-be-verified

20 signature signals pre-processed to a stationary pair with the frequency and the phase coincidence

21 represent two faces of signature verification algorithm.

22 Analysis of the histograms for A‘cm and for [A ‘c“y]m and the

23 cross-correlation function analysis can be implemented sequentially as a system of implications, or in
24 parallel as a conjunction of the conditions, for different applications.

25 In both cases, whether a parallel or sequential approach is used, signature verification is

26 positive when an assigned combination of the criteria is satisfied. Otherwise verification is negative

27 and authenticity of the signer is rejected.
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In addition to use of correlation analysis for single signal components we exploit
correlation function determination applied for multidimensional random signals as well.
In this case, cross-correlation function for two random signals with components x(1), y(t),
z (t) for reference signature signals, and x(t), y;(t), z(t) components for the to-be-verified signature

signals is represented by square cross-correlation matrix K

L3

Kn ny .K.:'i
K. = K,K_ K,
K_ sz K,

where K y is a cross-correlation function evaluated for "i" component
of the reference vector and "j" component of the to-be-verified vector, and 1 = xy,z ; ] = XY,z

This functional matrix is reduced to the numerical one by substituting each function by its
maximum value. A choice of a norm of the matrix or a trace of the matrix is allowed as a
similarity measure to establish authenticity of the signature. The to-be-verified signature is accepted
or rejected depending on the similarity measure is over or under the appropriate threshold.

While the invention has been particularly shown, described and illustrated in detail with
reference to preferred embodiments and modifications thereof, it should be understood by those
skilled in art that the foregoing and other modifications are exemplary only, and that equivalent
changes in form and detail may be made therein without departing from the true spirit and scope of

the invention as claimed, except as precluded by the prior art.
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CLAIMS:

1. Apparatus for use in on-line handwritten data verification using movement
dynamics of a scriber in a hand of a writer while recording reference and a to-be-verified
data si gnals 1n accordance with one or more selected threshold values, the apparatus
comprising:

a. a scriber;

b. means for gathering a set of reference and to-be-verified analog dynamic
signals related to movement of the scriber during a process of reference data making and
during a process of to-be-verified data making, such signals being selected from the group
consisting of forces transmitted from the hand of the writer to the scriber, including a
longitudinal force applied along the scriber to a writing surface, scriber acceleration,
scriber velocity, and mixtures thereof, all said signals being measured or calculated as a
function of time;

c. means for converting the reference and to-be-verified analog dynamic signals
trom analog to digital form:;

d. means for storing the resulting reference digital signals in a file of reference
digital signals;

¢. means for providing a data pair composed of the digital data of the to-be-
verified signal and the digital data of one of the reference file signals;

f. means for processing the data pair of digital signals to eliminate phase shifts
which are time distortions between them, utilizing the steps of:

1. using a sliding window to find the phase shifts, and thereby
establishing a mapping between phase coincident areas of the reference digital signal and
of the to-be-verified digital signal, wherein each phase shift represents a difference in
positioning of the sliding window and a shadow of the sliding window in a time scale, and
wherein the sliding window is a piece of one of the reference digital signal and the to-be-
verified digital signal which is moved along the one of the reference digital signal and the

to-be-verified digital signal with a predetermined step of a size which is less than a size of
the window, and which is used to find for each window the shadow, the shadow being a

corresponding piece of the other of the reference digital signal and the to-be-verified
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digital signal having a maximum value of a cross-correlation function with the window;

11.  eliminating the phase shifts between the reference digital signal and
the to-be-verified digital signal by the use of the mapping procedure of step f.i.;

1i.  differentiating differences in positioning of windows and their
shadows along one axis with respect to the counterpart differences along another axis;

g. means for determining a statistical similarity of the pair of reference and to-
be-verified data using a criterion Cr.1 only, or combined with a criterion Cr.2 or a criterion
Cr.3, or with both, wherein Cr, 1s determined by:

1.  evaluating a cross-correlation matrix K based on data from step
f.i1., with each element representing a maximum value of the corresponding cross-
correlation function for each pair of X, Y and Z components of digital signal vectors

Ko Ky K
K. = K, K,, K,,
Ky Ky K, o

11.  producing a measure from the matrix, said measure being produced
using a method selected from a method of calculating a norm of the matrix and a method
of calculating a trace of the matrix;

111. comparing the measure as determined in previous step g.1i., with an
appropriate threshold in order to produce a non-rejection or rejection signal of an
authenticity of the to-be-verified data, as the criterion Cr,; wherein Cr, is determined by:

iv. determining distribution of phase shifts for windows by constructing
a histogram of the first order shift differences between positions of windows and their
shadows obtained from the application of the sliding window method in step fi.;

v. utihzing said first order shift differences histogram to produce a
measure which characterizes the portion of the first order shift differences in a zero
neighbourhood, which is determined as a narrow time interval including a few data
samples;

vi. comparing the measure determined in previous step v. with an
appropriate threshold in order to produce a signal of non-rejection or rejection of
authenticity of the to-be-verified data as the criterion Cr,; wherein Cr; is determined by:

vil. determining coincidence of phase shifts for two different
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components of the data signal vectors pairs chosen from X, Y and Z by constructing a
histogram of the shift differences obtained from the application of sliding window means
in step f.111;

viii. utilizing said shift differences histogram to produce a measure which
characterizes the portion of the shift differences for the two considered vector components
of the data signal which values are in the zero neighbourhood, which is determined as a
narrow time interval including a few data samples;

1X. comparmg the measure determined in previous step viil. with an
appropriate threshold in order to produce a signal of non-rejection or rejection of
authenticity of the to-be-verified data as the criterion Cr;; and

h. means for using the determination of statistical similarity of signals from g.,

to produce a signal of approval or rejection of the authenticity of the to-be-verified data.

2. A machine method of on-line handwritten data verification using movement
dynamics of a scriber in a hand of a writer while recording a reference data and a to-be-
verified data in accordance with one or more selected threshold values, including the steps
of:

a. gatherning a set of analog dynamic reference signals related to movement of
the scriber for producing handwritten reference data during a process of reference data
making, such signals being selected from the group consisting of forces transmitted from
the hand of the writer to the scriber, including a longitudinal force applied along the
scriber to a writing surface, scriber acceleration, scriber velocity, and mixtures thereof, all
said signals being measured or calculated as functions of time;

b. converting the reference analog dynamic signals from analog to digital form,
and storing the resulting reference digital signals in a file of reference digital signals for
retrieval therefrom;

c. gathering a set of to-be-verified analog dynamic data signals related to
movement of said scriber during the process of to-be-verified data making, such signals to
be selected from the group consisting of forces transmitted from the hand of the writer to
the scriber, 1including a force applied along the scriber body to the writing surface, scriber

acceleration, scriber velocity, and mixtures thereof, all said signals being measured or
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calculated as functions of time;

d. converting the to-be-verified analog dynamic data signals to digital form;

e. providing a pair of digital signals, said digital signal pair being composed of
the to-be-verified digital signal and one of the reference digital signals taken from the
reference signal file;

t. processing the pair of digital signals to eliminate time distortions between
them, utilizing the steps of:

1.  using a sliding window to find the phase shifts, and thereby
establishing a mapping between phase coincident areas of the reference digital signal and
of the to-be-verified digital signal, wherein the phase shifts represent a difference in
positioning of the sliding window and a shadow of the sliding window in a time scale, and
wherein the sliding window 1s a piece of one of the reference digital signal and the to-be-
verified digital signal which 1s moved along the one of the reference digital signal and the
to-be-verified digital signal with a predetermined step of a size which 1s less than a size of
the window, and which 1s used to find for each window the shadow, the shadow being a
corresponding piece of the other of the reference digital signal and the to-be-verified
digital signal having a maximum value of a cross-correlation function with the window;

11. eliminating the phase shifts between the reference digital signal and
the to-be-verified digital signal by the use of the mapping procedure of step f.i.;

i11.  differentiating differences in positioning of said windows and their
shadows along one axis with respect to the counterpart differences along another axis;

g. determining a statistical similarity of the pair of reference and to-be-verified
data using a criterion Cr.1 only, or combined with a criterion Cr.2 or a criterion Cr.3, or
with both, wherein Cr, is determined by:

1.  evaluating a cross-correlation matrix K, based on data from step
f.11., with each element representing a maximum value of the corresponding cross-
correlation function for each pair of X, Y and Z components of digital signal vectors:

Ko Ky K
K. = K, K, K,

11.  producing a measure from the matrix, said measure being produced
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using a method selected from a method of calculating a norm of the matrix and a method
of calculating a trace of the matrix;

111. comparing the measure as determined by previous step g.ii. with an
appropriate threshold in order to produce a signal of non-rejection or rejection of an
authenticity of the to-be-verified data, as the criterion Cr,; wherein Cr, 1s determined by:

1v. determining distribution of phase shifts for windows by constructing
a histogram of the first order shift differences between positions of windows and their
shadows obtained from the application of the sliding window method in step f.i.;

v. utilizing said first order shift differences histogram to produce a
measure which characterizes the portion of the first order shift differences in a predefined
zero neighbourhood, which 1s determined as a narrow time interval including a few data
sample;

vi. using the measure determined in previous step v. and comparing it
with an appropriate threshold in order to produce a signal of non-rejection or rejection of
authenticity of the to-be-verified data, as the criterion Cr,; wherein Cr; is determined by:

vil. determining coincidence of phase shifts for pairs of the different
components of the data signal vectors: X, Y and Z by constructing a histogram of the shift
differences obtained from the application of the sliding window method in step f.iii.;

vil. utihizing said shift differences histogram to produce a measure which
characterizes the portion of the shift differences in the predefined zero neighbourhood,
which 1s determined as a narrow time interval including a few data samples;

1X. comparing the measure determined in previous step viii. with an
appropriate threshold in order to produce a signal of non-rejection or rejection of
authenticity of the to-be-verified data as the criterion Cr,; and then

h. using the determination of statistical similarity of signals from g. to produce

a signal of approval or rejection of the authenticity of the to-be-verified data.

3. The method of claim 2 wherein the correlation analysis utilizes a sub-matrix in

step g.1. of criterion Cr,.
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4. The method of claim 2 wherein the information in said matrix is utilized in step

g.11. of criterion Cr, to determine a trace of the matnx.

5. The method of claim 2 wherein the information in said matnx 1s utihized 1n step

g.11. of criterion Cr, to determine a norm of the matnx.

6. The method of claim 2 wherein determination of the statistical similarity of

signal data is based on evaluation of cross-correlation function for a selected component of

the data signals.

7. The method of claim 2 wherein correlation analysis 1s utilized by evaluating

cross-correlation function for a magnitude of selected components of the data signals.

8. The method of claim 2 wherein the verification result of step g. 1s computed by

determining a conjunction of measures Cr,;, Cr, and Cr;.
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