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(57) Abstract: A method and apparatus are
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operating frequency and/or operating voltage for
each of the one or more circuits. A threshold fre-
quency and/or threshold voltage is ascertained for
each of the one or more data-dependent circuit
paths. An identifier may then be generated based
on a plurality of the threshold frequencies and/or
threshold voltages ascertained for the one or more
data-dependent circuit paths.
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UNIQUE AND UNCLONABLE PLATFORM IDENTIFIERS USING DATA-
DEPENDENT CIRCUIT PATH RESPONSES

Claim of Priority under 35 U.S.C. §119

[0001] The present application claims priority to U.S. Provisional Application No.
61/740,333 entitled “Unique and Unclonable Platform Identifiers Using Data-
Dependent Circuit Path Responses™, filed December 20, 2012, which is hereby

expressly incorporated by reference herein.

Field
[0002] Various features relate to generating unique and unclonable identifiers, and
more specifically, to an identifier that is based on the intrinsic characteristics of a

physical circuit or component.
Background

[0003] Software protection is a family of computer security techniques that are used to
prevent the unauthorized copying of software. In other words, software must be able to
determine whether the user is properly licensed to use it, and run only if this is the case.
[0004] Another problem related to software protection is how to identify whether the
chip (e.g., semiconductor device) or platform, on which the software is running, is a
counterfeit chip. Counterfeit chips have proliferated and are a risk to the electronics
supply chain. The product fallout from counterfeit semiconductors can range from small
problems like dropped calls to much larger issues. Consequently, identifying and
restricting the usage of counterfeit chips in the electronics supply chain is vital.

[0005] One of the biggest challenges for software intellectual property and content
protection is to make the protected software be able to identify the hardware platform on
which it is running. There is a need to design a zero-cost solution which does not need
to add extra logic to the existing chip designs and could even be applied to the already
manufactured chips.

[0006] Therefore, a solution is needed that allows software to uniquely identify a
hardware platform in which it is running without the need for extra logic and/or

identification specific circuit components.
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SUMMARY
[0007] A method operational in a processing circuit is provided for generating a
unique identifier. One or more tests may be performed over one or more data-
dependent circuit paths for one or more circuits. In various examples, the one or more
circuits may be: (a) general purpose computational components, (b) non-identifier
specific computational components, and/or (¢) non-storage and/or non-memory circuits.
In other examples, the one or more circuits may include at least one of: (a) one or more
internal computational components; (b) one or more external computational
components; and/or (c) a combination of internal and external computational
components.
[0008] The one or more tests may be repeated over the one or more data-dependent
circuit paths for the one or more circuits while adjusting an operating frequency and/or
operating voltage for each of the one or more circuits. The operating frequency and/or
operating voltage are adjusted by at least one of: (a) increasing the operating frequency
on each iteration of the test; (b) decreasing the operating voltage on each iteration of the
test; and/or (c) adjusting a combination of the operating frequency and operating voltage
on each iteration of the test.
[0009] A threshold frequency and/or threshold voltage may be ascertained for each
of the one or more data-dependent circuit paths. In one example, the threshold
frequency may be the frequency at which a test over a given data-dependent circuit path
provides an incorrect response to the test. In another example, the threshold frequency
may be the frequency at which an expected response to a test over a given data-
dependent circuit path changes to an unexpected response.
[0010] An identifier may then be generated based on a plurality of the threshold
frequencies and/or threshold voltages ascertained for the one or more data-dependent
circuit paths. In one example, the identifier may be associated with a platform which
includes the processing circuit. In another example, the method may further (a)
associate a software application installation to the identifier; and/or (b) bind execution
of the software application on the processing circuit to successful verification of the
identifier. Successful verification of the identifier may compare an original instance of
the identifier to a subsequent generated instance of the identifier to ascertain that they
are the same. In some examples, the identifier may be based on: (a) two or more

threshold frequencies and/or threshold voltages for two or more different circuit paths
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for one circuit, or (b) two or more threshold frequencies and/or threshold voltages for
two or more different circuit paths for two or more different circuits. The identifier may
be stored for subsequent verification. During a verification process, a previously stored
identifier may be retrieved. The generated identifier may then be compared to the
previously stored identifier to ascertain whether they are the same.

[0011] An apparatus comprising one or more circuits coupled to a processing circuit
may be provided for generating a unique identifier. The processing circuit may be
adapted to: (a) perform one or more tests over one or more data-dependent circuit paths
of one or more circuits; (b) repeat the one or more tests over the one or more data-
dependent circuit paths for the one or more circuits while adjusting an operating
frequency and/or operating voltage for each of the one or more circuits; (c) ascertain a
threshold frequency and/or threshold voltage for each of the one or more data-dependent
circuit paths; and/or (d) generate an identifier based on a plurality of the threshold
frequencies and/or threshold voltages ascertained for the one or more data-dependent
circuit paths.

[0012] In one example, the identifier may be associated with a platform which
includes the processing circuit. In another example, a software application installation
may be associated to the identifier, and execution of the software application on the
processing circuit is bound to successful verification of the identifier. Successful
verification of the identifier may compare an original instance of the identifier to a
subsequent generated instance of the identifier to ascertain that they are the same.

[0013] In various examples, the one or more circuits may be: (a) general purpose
computational components, (b) non-identifier specific computational components,
and/or non-storage and/or non-memory circuits.

[0014] The operating frequency and/or operating voltage may be adjusted by at least
one of: (a) increasing the operating frequency on each iteration of the test; (b)
decreasing the operating voltage on each iteration of the test; and/or (c) adjusting a
combination of the operating frequency and operating voltage on each iteration of the
test.

[0015] The one or more circuits may include at least one of: (a) one or more internal
computational components, (b) one or more external computational components; and/or

(c) a combination of internal and external computational components.
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[0016] The threshold frequency may be the frequency at which: (a) a test over a
given data-dependent circuit path provides an incorrect response to the test, and/or (b)
an expected response to a test over a given data-dependent circuit path changes to an
unexpected response.

[0017] The identifier may be based on: (a) two or more threshold frequencies and/or
threshold voltages for two or more different circuit paths for one circuit, and/or (b) two
or more threshold frequencies and/or threshold voltages for two or more different circuit

paths for two or more different circuits.

DRAWINGS
[0018] Various features, nature and advantages may become apparent from the
detailed description set forth below when taken in conjunction with the drawings in
which like reference characters identify correspondingly throughout.
[0019] FIG. 1 illustrates a way of extracting an identifier (ID) by utilizing data-
dependent circuit path response information for an on-board or off-board component or
circuit.
[0020] FIG. 2 illustrates a way of extracting a platform identification (ID) by
utilizing data-dependent circuit path response information from multiple on-board or
off-board components or circuits.
[0021] FIG. 3 is a table illustrating exemplary results for a set of input vectors at
different operating frequencies.
[0022] FIG. 4 is a table illustrating exemplary results for a set of input vectors at
different operating voltages.
[0023] FIG. 5 illustrates a table showing exemplary results for a set of input vectors
at different operating frequency-voltage pairs.
[0024] FIG. 6 illustrates an exemplary processing circuit which may be adapted to
compute a unique and unclonable identifier based on data-dependent circuit paths.
[0025] FIG. 7 illustrates a method for computing a unique and unclonable platform
identifier (ID) by utilizing data-dependent circuit path response information for one or

more on-board and/or off-board components, circuits, and/or semiconductors.
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DETAILED DESCRIPTION

[0026] In the following description, specific details are given to provide a thorough
understanding of the various aspects of the disclosure. However, it will be understood
by one of ordinary skill in the art that the aspects may be practiced without these
specific details. For example, circuits may be shown in block diagrams in order to avoid
obscuring the aspects in unnecessary detail. In other instances, well-known circuits,
structures and techniques may not be shown in detail in order not to obscure the aspects
of the disclosure.

[0027] The word “exemplary” is used herein to mean “serving as an example,
instance, or illustration.” Any implementation or aspect described herein as
“exemplary” is not necessarily to be construed as preferred or advantageous over other
aspects of the disclosure. Likewise, the term “aspects” does not require that all aspects

of the disclosure include the discussed feature, advantage or mode of operation.

Overview

[0028] A first aspect provides for using the unique characteristics inherent in each
semiconductor circuit to generate a unique and unclonable platform identifier which can
be extracted by the software at runtime and can be used to judge whether the software is
running on the expected or intended semiconductor circuit or whether it is instead
running on a simulator environment or a counterfeit platform. Due to the variations in
semiconductor manufacturing, the same circuit path in two instances of the same
semiconductor circuit may have a different response (e.g., path delay, frequency
response, voltage response, etc.). For example, the threshold frequency for stable
operation for each data-dependent path of the same design (but in different
semiconductor circuits) may vary. These variations among semiconductor circuits with
the same design may be exploited/used to characterize each semiconductor circuit and
generate a unique and unclonable identifier.

[0029] A second aspect provides for generating and applying different input vectors to
simulate different data-dependent circuit paths and then extracting the frequency
characteristics for each data-dependent circuit path. In one example, a set of
instructions may use a given input to perform various operations (e.g., different
mathematical operations, etc.). Depending on the input used, the operations performed

may use different circuit paths (i.e., data-dependent paths). Thus, the input vectors may
5



WO 2014/100647 PCT/US2013/077049

serve to introduce a plurality of data-dependent paths that can be characterized to
generate the unique and unclonable platform identifier. By using a plurality of input
vectors, each data-dependent circuit path tested repeatedly until the results for each
circuit path become unstable (e.g., the test results change from previous tests or are
incorrect). The last known stable voltage/frequency for each pre-defined test is used to
generate the unique identifier.

[0030] A third aspect provides for characterizing data-dependent circuit paths among a
plurality of different semiconductor circuits, and/or over multiple internal and/or
external sub-circuits or components. The characterization of two or more data-
dependent circuit paths in different semiconductor circuits, sub-circuits, and/or

components is then used to generate the unique and unclonable identifier.

Exemplary Generation of Unique and Unclonable Identifier

[0031] A mechanism is provided for generating a unique and unclonable identifier for
a hardware device based on intrinsic variations of physical components (e.g.,
semiconductor devices, electrical paths, electrical components, etc.) and the use of data-
dependent circuit paths. For instance, when multiple semiconductor devices are
manufactured, the complex semiconductor process introduces slight variations that are
beyond the control of the manufacturer or designer. Even if two semiconductor devices
are manufactured from the same silicon wafer, electrical wires/paths designed to be the
same will probably differ in width by a few nanometers. Microscopic differences in the
surface of the silicon may also induce almost trivial variations in the curvature of
electrical paths. Additionally, soldering of the semiconductor devices on a printed
circuit board may cause differences in capacitances/impedance, etc. As these unique
characteristics are uncontrollable and inherent to a physical component (e.g.,
semiconductor device), quantifying them can produce an intrinsic, unique and
unclonable identifier. Additionally, one or more data-dependent circuit paths (e.g.,
through one or more semiconductor devices) are used to further improve the uniqueness
of the identifier.

[0032] The present approach may provide a zero-cost solution which does not need to
add extra logic (e.g., circuit components, transistors, etc.) to a semiconductor design and

may even be applicable to the already manufactured semiconductor devices.
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[0033] FIG. 1 illustrates a way of extracting an identifier (ID) by utilizing data-
dependent circuit path response information for an on-board or off-board component or
circuit. In this example, the component or circuit 104 is being tested by an identifier
generating module comprising input vectors 102 and an identifier generator 106.
According to a few examples, the component or circuit may include: (a) a printed circuit
board with electrically passive and active components, (b) a semiconductor device,
and/or (c) a processing device. The component or circuit 104 may be dynamically
configurable by adjusting its operating frequency 118 and/or its operating voltage 120.
[0034] As illustrated here, the component or circuit 104 may include multiple data-
dependent circuit-paths A 114, B 116, C 118, and D 120. For example, the component
or circuit 104 may be a signal processor, an arithmetic module, etc., that performs
operations differently depending on the input data provided. For instance, additions and
multiplication operations may take different paths in an arithmetic module.
Additionally, an addition operation of larger numbers may take a different path than an
addition operation of smaller numbers. Such “path” may refer to, for example, the
transistor(s) and/or electrical traces through with a particular operation is performed in
the component or circuit 104.

[0035] The input vectors 102 may include one or more instructions and/or data input
that cause certain operations and/or computations to be performed by the component or
circuit 104. Various examples of an input vector may include performing the
operations; D1+D2, D1xD2, D1/D2, log(D1), bitwise D1 AND D2, D1 XOR D2,
among other more complex operations on D1 and/or D2, where D1 and D2 are data
inputs (e.g., numbers, bit strings, etc.). The input vectors may be any control signals or
configurations that make a component run in different modes of operations.

[0036] A single input vector may be performed several times as an operating
frequency 110 and/or voltage 112 for the component or circuit 104 is adjusted (e.g.,
increase frequency or decrease voltage, etc.) in each iteration. After each iteration, a
check is performed to make sure the component/circuit 104 is still stable (e.g., providing
the expected or correct response/result to the input vector). This process is repeated
until a threshold operating frequency (or threshold operating voltage) is identified at
which a data-dependent circuit path response/result changes. Once a threshold
frequency and/or threshold voltage are identified, execution of that particular input

vector on the data-dependent circuit path is ceased or terminated. Such threshold

7



WO 2014/100647 PCT/US2013/077049

frequency for that particular input vector may then be used (e.g., in combination with
the threshold frequencies for one or more other input vectors) to generate an identifier
for the component or circuit.

[0037] The threshold frequency and/or threshold voltage may be ascertained in a
number of ways. In a first example, the operating frequency 110 is incrementally
increased while the operating voltage 112 is kept fixed. The threshold voltage and/or
threshold frequency are those at which the response/result to the input vector changes or
is incorrect.

[0038] In a second example, the operating voltage 112 is incrementally decreased,
causing a corresponding decrease of the operating frequency 110. For instance, the
operating voltage 112 may be incrementally reduced (decreased) each iteration of an
input vector until the results/response changes. Note that as the operating voltage 112 is
reduced, this may also reduce the operating frequency. The last minimum voltage (or
resulting operating frequency) which provides the correct result/response for a particular
input vector is used (e.g., in combination with the minimum voltage for one or more
other input vectors) to generate an identifier for the component or circuit.

[0039] In a third example, the operating voltage 112 is incrementally decreased, while
the operating frequency 110 is incrementally increased. For instance, a combination of
both frequency and voltage may be adjusted (e.g., according to a predefined
frequency/voltage pairing) until a threshold frequency/voltage is identified (e.g.,
frequency/voltage pair at which a particular data path becomes unstable).

[0040] The identifier generator 106 may keep track of the maximum stable operating
frequency (or lowest stable operating voltage) for each test vector and then uses these to
compute the unique and unclonable identifier for the component, circuit, or
semiconductor.

[0041] In one example, the maximum operating frequency of a component, circuit, or
semiconductor may be determined by the longest (critical) circuit path delay (e.g., a
series of different gates or logic devices connected in a chain with a maximum latency).
This also means that the component, circuit, or semiconductor has shorter paths with
different path delays which are dependent on the data values it computes in a particular
test vector. Due to the influence of semiconductor process variations to the circuit path
delay, the maximum frequency/minimum voltage of each data-dependent critical path of

the same design but in different components, circuits, or semiconductors will have
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random variations. This also implies that the characterization of these maximum
frequency (or lowest voltage) information of each data-dependent circuit path is good
source of identification information for a particular component, circuit, and/or
semiconductor.

[0042] In some implementations, the data-dependent circuit paths may be dynamic
circuit paths that receive an input and provide an output. So, they are non-storage

and/or non-memory circuit paths.

[0043] FIG. 2 illustrates a way of extracting a platform identification (ID) by utilizing
data-dependent circuit path response information from multiple on-board or off-board
components or circuits. This aspect operates similar to the approach describe in FIG. 1
but with a plurality components or circuits 204, 206, and 208 being used to run one or
more input vectors 202. For each component or circuit 204, 206, and 208, an input
vector may be run while iteratively adjusting the corresponding operating voltage and/or

operating frequency for each component or circuit 204, 206, and 208.

[0044] In one implementation, the operating frequency of a first component or circuit
204 may be increased to ascertain the maximum stable frequency for one or more data-
dependent paths in the first component or circuit 204. Meanwhile, the operating voltage
of a second component or circuit 206 may be decreased to ascertain the minimum stable
voltage for one or more data-dependent paths in the second component or circuit 206.
Similarly, the operating frequency/voltage pair of a third component or circuit 208 may
be adjusted to ascertain a threshold stable frequency/voltage pair for one or more data-
dependent paths in the third component or circuit 208. The identifier generator may
then use this response information for the plurality of components or circuits 204, 206,
and 208 to compute a unique and unclonable intrinsic identifier for the platform (e.g.,

combination of components or circuits).

[0045] FIG. 3 is a table illustrating exemplary results for a set of input vectors at
different operating frequencies. These input vectors may have been performed on one
or more components, circuits, and/or semiconductor devices. Each of the input vectors
(e.g., test-a, test-b, test-c, test-d) may be iteratively executed as the operating frequency
is incrementally adjusted (e.g., increased) across one or more frequencies Freq-A, Freg-
B, Freq-C, Freq-D, Freq-E, and/or Freq-F. As can be appreciated, depending on the

data-dependent circuit path for each input vector, the input vector may Pass or Fail up to
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a maximum/threshold operating frequency. A Pass means that the data-dependent
circuit path provided the expected or correct response to the input vector at a particular
operating frequency. A Fail means that the data-dependent circuit path provided an
incorrect, unexpected, or changed response to the input vector at a particular operating
frequency. For example, in test-c, the transition from Pass to Fail occurs between Freq-
C and Freg-D. Thus, the threshold frequency may be selected as either Freq-C or Freq-
D. This threshold frequency at which an input vector transitions from Pass to Fail may
be recorded and used to generate a unique and unclonable identifier associated with a

platform.

[0046] FIG. 4 is a table illustrating exemplary results for a set of input vectors at
different operating voltages. These input vectors may have been performed on one or
more components, circuits, and/or semiconductor devices. Each of the input vectors
(e.g., test-a, test-b, test-c, test-d) may be iteratively executed as the operating voltage is
incrementally adjusted (e.g., decreased) across one or more voltages Volt-A, Volt-B,
Volt-C, Volt-D, Volt-E, and/or Volt-F. As can be appreciated, depending on the data-
dependent circuit path for each input vector, the input vector may Pass or Fail down to a
minimum/threshold operating voltage. A Pass means that the data-dependent circuit
path provided the expected or correct response to the input vector at a particular
operating voltage. A Fail means that the data-dependent circuit path provided an
incorrect, unexpected, or changed response to the input vector at a particular operating
voltage. For example, in test-a, the transition from Pass to Fail occurs between Volt-D
and Volt-E. Thus, the threshold voltage may be selected as either Volt-D or Volt-E.
This threshold voltage at which an input vector transitions from Pass to Fail may be
recorded and used to generate a unique and unclonable identifier associated with a

platform.

[0047] FIG. 5 illustrates a table showing exemplary results for a set of input vectors at
different operating frequency-voltage pairs. These input vectors may have been
performed on one or more components, circuits, and/or semiconductor devices. Each of
the input vectors (e.g., test-a, test-b, test-c, test-d) may be iteratively executed as the
operating frequency/voltage pair is incrementally adjusted (e.g., increased or decreased)
across one or more frequency/voltage pairs Freq/Volt-A, Freq/Volt-B, Freq/Volt-C,
Freq/Volt-D, Freq/Volt-E, and/or Freq/Volt-F. As can be appreciated, depending on the

10
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data-dependent circuit path for each input vector, the input vector may Pass or Fail up to
a threshold operating frequency-voltage pair. A Pass means that the data-dependent
circuit path provided the expected or correct response to the input vector at a particular
operating frequency/voltage pair. A Fail means that the data-dependent circuit path
provided an incorrect, unexpected, or changed response to the input vector at a
particular operating frequency/voltage pair. For example, in test-d, the transition from
Pass to Fail occurs between Freg/Volt-B and Freq/Volt-C. Thus, the threshold
frequency/voltage pair may be selected as either Volt-B or Volt-C. This threshold
frequency/voltage pair at which an input vector transitions from Pass to Fail may be
recorded and used to generate a unique and unclonable identifier associated with a

platform.

[0048] FIG. 6 illustrates an exemplary processing circuit which may be adapted to
compute a unique and unclonable identifier based on data-dependent circuit paths. In
one example, the processing circuit 602 may be coupled to an external storage device
604 containing instructions to effectuate generation of a unique identifier based on
characteristics for one or more data-dependent circuit paths. In another example, the
storage device 604 may be integrated with the processing circuit 602 to effectuate
generation of the unique identifier based on characteristics for one or more data-
dependent circuit paths. The processing circuit 602 may also include a programmable
frequency module 622 (e.g., clock generator, etc.) that permits adjusting an operating
frequency for one or more internal sub-circuits 610, 612, and/or 614 and/or one or more
external components 616, 618, and 620. Additionally, the processing circuit 602 may
also include a programmable voltage module 624 that permits adjusting an operating
voltage for the one or more internal sub-circuits 610, 612, and/or 614 and/or the one or

more external components 616, 618, and 620.

[0049] The processing circuit 602 may include or obtain one or more instructions
from the storage device 604 to ascertain data-dependent path response information for
the one or more internal sub-circuits 610, 612, and/or 614 and/or the one or more
external components 616, 618, and 620. One or more input vectors 606 may be used by
the processing circuit to execute or perform one or more operations on the sub-circuits
610, 612, 614, and/or components 616, 618, 620. These input vectors may be run

multiple times while incrementally adjusting the operating frequency and/or operating
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voltage of each of the sub-circuits 610, 612, 614 or components 616, 618, and 620 being
tested until a threshold frequency and/or threshold voltage is ascertained for each data-
dependent circuit path. An identifier generator 608 then uses the resulting threshold
frequencies and/or threshold voltages for a plurality of the data-dependent paths tested

to generate a unique identifier 622.

[0050] In one example, the unique identifier is associated with a platform which
includes the processing circuit 602, the internal/external circuits 610, 612, 614 and/or
the components 616, 618, and 620.

[0051] In another example, the unique identifier is associated with a software
application installation or execution on the processing circuit.

[0052] In yet another example, execution of a software application on the
processing circuit 602 may be bound to successful verification of the unique identifier.
For instance, every time the software application is executed, a verification is performed
to ascertain that it is still being executed on the same platform as when it was installed
based on the unique identifier. Successful verification of the unique identifier may
compare an original instance of the unique identifier to a subsequent generated instance

of the unique identifier to ascertain that they are the same.

[0053] FIG. 7 illustrates a method for computing a unique and unclonable platform
identifier (ID) by utilizing data-dependent circuit path response information for one or
more on-board and/or off-board components, circuits, and/or semiconductors. One or
more tests (e.g., input vectors, computational operations, etc.) may be performed on one
or more data-dependent circuit paths for one or more circuits 702. Note that the one or
more circuits may not be identifier-specific circuits, but rather general purpose circuits.

In some instances, the one or more circuits are non-storage and/or non-memory circuits.

[0054] The one or more tests may be repeated over the one or more data-dependent
circuit paths for the one or more circuits while adjusting an operating frequency and/or
voltage for each of the one or more circuits 704. For instance, the operating frequency
for each of the one or more circuits may be increased and/or the operating voltage for
the one or more circuits may be decreased. A threshold frequency and/or voltage may
be ascertained for each of the one or more data-dependent circuit paths 706. Tor

example, such threshold frequency or voltage may be the maximum frequency or
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minimum voltage at which a particular test starts to fail (e.g., the result/response

changes).

[0055] An identifier may then be generated based on a plurality of the threshold
frequencies and/or voltages ascertained for the one or more data-dependent circuit paths
708. In one example, the identifier may be based (e.g., generated) on two or more
threshold frequencies and/or threshold voltages for two or more different circuit paths
for one circuit. In another example, the identifier may be based on two or more
threshold frequencies and/or threshold voltages for two or more different circuit paths

for two or more different circuits.

[0056] In the case where the identifier is being initially generated, it may be stored
(e.g., in non-volatile memory) for subsequent verification 710. For instance, a software
application may obtain and store a first identifier when it is installed on a platform,
thereby binding the software installation to one or more specific circuits,

microprocessors, and/or semiconductor devices for a platform.

[0057] In the case where an identifier is being verified, a previously stored identifier
is retrieved 712. The newly generated identifier (from step 708) is then compared to the
previously stored identifier to ascertain whether they are the same 714. If they are the
same, then it may be concluded that the platform used to generate both the stored
identifier and newly generated identifier is the same and verification is successful.
Otherwise, if the newly generated identifier and stored identifier are different,
verification fails. For instance, on subsequent start-ups of a software application, it may
verify that it is still being executed on its original platform by verifying a newly
generated identifier to a previously stored identifier, thereby binding the software
installation to one or more specific circuits, microprocessors, and/or semiconductor

devices for the platform.

[0058] Two exemplary implementation scenarios may be defined on a system-on-chip
platform. In a first example, a processor with platform identifier extraction control
software, a programmable clock generator, and an on-chip computational component
coupled to an on-chip bus in communication with the processor. The on-chip
computational component may provide one or more data-dependent circuit paths that
can be used by the identifier extraction control software to generate an identifier. In a
second example, a processor with platform identifier extraction control software, a
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programmable clock generator, and an off-chip computational component in
communication with the processor. Here, the off-chip computational component may
provide one or more data-dependent circuit paths that can be used by the identifier

extraction control software to generate an identifier.

[0059] In both exemplary implementation scenarios, the processor may operate at a
designated frequency in a stable state and it will execute several steps. First, the control
software may be run/executed with a collection of the test (input) vectors which can
address different data-dependent circuit paths to test the on/off-chip computational
components at first operating frequency. Second, the control software may then be
run/executed with the test (while) vectors while at the same time the clock frequency
generator is adjusted to increase or decrease the clock frequency (e.g., operating
frequency) supplied to the computational component under test until a threshold
frequency (e.g., maximum frequency) for each data-dependent circuit path is ascertained
and/or recorded. A comparison and quantization procedure may then be used to
generate the unique identifier, which may also be a platform identifier. If the platform
has multiple on-chip and/or off-chip computational components, multiple extracted

identifiers can be combined into a single platform identifier.

[0060] This approach may be applicable to existing processors, semiconductors,
and/or chips, many of which already have flexible clock frequency control mechanism
enabled for low power consumption. Additionally, this approach for generating a unique
identifier is bound to the hardware does not need to use external expensive testing
setups and procedures. Moreover, there is no need to revise current chip design by
adding extra hardware logic and its function can be enabled by software requests, so it is

a zero-cost solution.

[0061] One or more of the components, steps, features, and/or functions illustrated in
the Figures may be rearranged and/or combined into a single component, step, feature or
function or embodied in several components, steps, or functions. Additional elements,
components, steps, and/or functions may also be added without departing from the
invention. The apparatus, devices, and/or components illustrated in the Figures may be

configured to perform one or more of the methods, features, or steps described in the
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Figures. The algorithms described herein may also be efficiently implemented in
software and/or embedded in hardware.

[0062] Moreover, in one aspect of the disclosure, the processing circuit(s) illustrated
in the Figures may be a specialized processor (e.g., an application specific integrated
circuit (e.g., ASIC)) that is specifically designed and/or hard-wired to perform the
algorithms, methods, and/or steps described in the Figures. Thus, such a specialized
processor (e.g., ASIC) may be one example of a means for executing the algorithms,
methods, and/or steps described in the Figures. The computer-readable storage medium
may also store processor readable instructions that when executed by a specialized
processor (e.g., ASIC) causes the specialized processor to perform the algorithms,
methods, and/or steps described in the Figures.

[0063] Also, it is noted that the aspects of the present disclosure may be described as
a process that is depicted as a flowchart, a flow diagram, a structure diagram, or a block
diagram. Although a flowchart may describe the operations as a sequential process,
many of the operations can be performed in parallel or concurrently. In addition, the
order of the operations may be re-arranged. A process is terminated when its operations
are completed. A process may correspond to a method, a function, a procedure, a
subroutine, a subprogram, etc. When a process corresponds to a function, its termination
corresponds to a return of the function to the calling function or the main function.
[0064] Moreover, a storage medium may represent one or more devices for storing
data, including read-only memory (ROM), random access memory (RAM), magnetic
disk storage mediums, optical storage mediums, flash memory devices and/or other
machine-readable mediums and, processor-readable mediums, and/or computer-
readable mediums for storing information. The terms “machine-readable medium”,
“computer-readable medium”, and/or “processor-readable medium”™ may include, but
are not limited to non-transitory mediums such as portable or fixed storage devices,
optical storage devices, and various other mediums capable of storing, containing or
carrying instruction(s) and/or data. Thus, the various methods described herein may be
fully or partially implemented by instructions and/or data that may be stored in a
“machine-readable medium”, “computer-readable medium”, and/or “processor-readable
medium” and executed by one or more processors, machines and/or devices.

[0065] Furthermore, aspects of the disclosure may be implemented by hardware,

software, firmware, middleware, microcode, or any combination thereof. When
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implemented in software, firmware, middleware or microcode, the program code or
code segments to perform the necessary tasks may be stored in a machine-readable
medium such as a storage medium or other storage(s). A processor may perform the
necessary tasks. A code segment may represent a procedure, a function, a subprogram, a
program, a routine, a subroutine, a module, a software package, a class, or any
combination of instructions, data structures, or program statements. A code segment
may be coupled to another code segment or a hardware circuit by passing and/or
receiving information, data, arguments, parameters, or memory contents. Information,
arguments, parameters, data, etc. may be passed, forwarded, or transmitted via any
suitable means including memory sharing, message passing, token passing, network
transmission, etc.

[0066] The various illustrative logical blocks, modules, circuits, elements, and/or
components described in connection with the examples disclosed herein may be
implemented or performed with a general purpose processor, a digital signal processor
(DSP), an application specific integrated circuit (ASIC), a field programmable gate
array (FPGA) or other programmable logic component, discrete gate or transistor logic,
discrete hardware components, or any combination thereof designed to perform the
functions described herein. A general purpose processor may be a microprocessor, but
in the alternative, the processor may be any conventional processor, controller,
microcontroller, or state machine. A processor may also be implemented as a
combination of computing components, e.g., a combination of a DSP and a
microprocessor, a number of microprocessors, one Or more mNMiCroprocessors in
conjunction with a DSP core, or any other such configuration.

[0067] The methods or algorithms described in connection with the examples
disclosed herein may be embodied directly in hardware, in a software module
executable by a processor, or in a combination of both, in the form of processing unit,
programming instructions, or other directions, and may be contained in a single device
or distributed across multiple devices. A software module may reside in RAM memory,
flash memory, ROM memory, EPROM memory, EEPROM memory, registers, hard
disk, a removable disk, a CD-ROM, or any other form of storage medium known in the
art. A storage medium may be coupled to the processor such that the processor can read
information from, and write information to, the storage medium. In the alternative, the

storage medium may be integral to the processor.
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[0068] Those of skill in the art would further appreciate that the various illustrative
logical blocks, modules, circuits, and algorithm steps described in connection with the
aspects disclosed herein may be implemented as electronic hardware, computer
software, or combinations of both. To clearly illustrate this interchangeability of
hardware and software, various illustrative components, blocks, modules, circuits, and
steps have been described above generally in terms of their functionality. Whether such
functionality is implemented as hardware or software depends upon the particular
application and design constraints imposed on the overall system.

[0069] The various features of the invention described herein can be implemented in
different systems without departing from the invention. It should be noted that the
foregoing aspects of the disclosure are merely examples and are not to be construed as
limiting the invention. The description of the aspects of the present disclosure is
intended to be illustrative, and not to limit the scope of the claims. As such, the present
teachings can be readily applied to other types of apparatuses and many alternatives,

modifications, and variations will be apparent to those skilled in the art.
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CLAIMS
WHAT IS CLAIMED IS:
1. A method operational in a processing circuit for generating a unique identifier,
comprising:

performing one or more tests over one or more data-dependent circuit paths for
one Or more circuits;

repeating the one or more tests over the one or more data-dependent circuit paths
for the one or more circuits while adjusting an operating frequency and/or operating
voltage for each of the one or more circuits;

ascertaining a threshold frequency and/or threshold voltage for each of the one
or more data-dependent circuit paths; and

generating an identifier based on a plurality of the threshold frequencies and/or

threshold voltages ascertained for the one or more data-dependent circuit paths.

2. The method of claim 1, wherein the identifier is associated with a platform

which includes the processing circuit.

3. The method of claim 1, further comprising:
associating a software application installation to the identifier; and
binding execution of the software application on the processing circuit to

succesfull verification of the identifier.
4, The method of claim 3, wherein successful verification of the identifier
compares an original instance of the identifier to a subsequent generated instance

of the identifier to ascertain that they are the same.

5. The method of claim 1, wherein the one or more circuits are general purpose

computational components.

6. The method of claim 1, wherein the one or more circuits are non-identifier

specific computational components.
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7. The method of claim 1, wherein the one or more circuits are non-storage

and/or non-memory circuits.

8. The method of claim 1, wherein the operating frequency and/or operating
voltage are adjusted by at least one of:

increasing the operating frequency on each iteration of the test;

decreasing the operating voltage on each iteration of the test; and/or

adjusting a combination of the operating frequency and operating voltage on

each iteration of the test.

9. The method of claim 1, wherein the one or more circuits include at least one of:
one or more internal computational components;
one or more external computational components; and/or

a combination of internal and external computational components.

10. The method of claim 1, wherein the threshold frequency is the frequency at
which a test over a given data-dependent circuit path provides an incorrect response to

the test.

11. The method of claim 1, wherein the threshold frequency is the frequency at
which an expected response to a test over a given data-dependent circuit path changes to

an unexpected response.

12. The method of claim 1, wherein the identifier is based on:
two or more threshold frequencies and/or threshold voltages for two or more

different circuit paths for one circuit.

13. The method of claim 1, wherein the identifier is based on:
two or more threshold frequencies and/or threshold voltages for two or more

different circuit paths for two or more different circuits.

14. The method of claim 1, further comprising:

storing the identifier for subsequent verification.
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15. The method of claim 1, further comprising:
retrieving a previously stored identifier; and
comparing the generated identifier to the previously stored identifier to ascertain

whether they are the same.

16. An apparatus, comprising:
one or more circuits;
a processing circuit coupled to the one or more circuits, the processing circuit
adapted to:
perform one or more tests over one or more data-dependent circuit paths of
one or More Circuits;
repeat the one or more tests over the one or more data-dependent circuit
paths for the one or more circuits while adjusting an operating frequency
and/or operating voltage for each of the one or more circuits;
ascertain a threshold frequency and/or threshold voltage for each of the one
or more data-dependent circuit paths; and
generate an identifier based on a plurality of the threshold frequencies and/or
threshold voltages ascertained for the one or more data-dependent circuit

paths.

17. The apparatus of claim 16, wherein the identifier is associated with a platform

which includes the processing circuit.

18. The apparatus of claim 16, wherein the processing circuit is further adapted to:
associate a software application installation to the identifier; and
bind execution of the software application on the processing circuit to successful

verification of the identifier.

19. The apparatus of claim 18, wherein successful verification of the identifier
compares an original instance of the identifier to a subsequent generated instance

of the identifier to ascertain that they are the same.

20



WO 2014/100647 PCT/US2013/077049

20. The apparatus of claim 16, wherein the one or more circuits are general purpose

computational components.

21. The apparatus of claim 16, wherein the one or more circuits are non-identifier

specific computational components.

22. The apparatus of claim 16, wherein the one or more circuits are non-storage

and/or non-memory circuits.

23. The apparatus of claim 16, wherein the operating frequency and/or operating
voltage are adjusted by at least one of:

increasing the operating frequency on each iteration of the test;

decreasing the operating voltage on each iteration of the test; and/or

adjusting a combination of the operating frequency and operating voltage on

each iteration of the test.

24, The apparatus of claim 16, wherein the one or more circuits include at least one
of:

one or more internal computational components;

one or more external computational components; and/or

a combination of internal and external computational components.
25. The apparatus of claim 16, wherein the threshold frequency is the frequency at
which a test over a given data-dependent circuit path provides an incorrect response to
the test.
26. The apparatus of claim 16, wherein the threshold frequency is the frequency at
which an expected response to a test over a given data-dependent circuit path changes to

an unexpected response.

27. The apparatus of claim 16, wherein the identifier is based on:
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two or more threshold frequencies and/or threshold voltages for two or more

different circuit paths for one circuit.

28. The apparatus of claim 16, wherein the identifier is based on:
two or more threshold frequencies and/or threshold voltages for two or more

different circuit paths for two or more different circuits.

29. An apparatus, comprising:

means for performing one or more tests over one or more data-dependent circuit
paths for one or more circuits;

means for repeating the one or more tests over the one or more data-dependent
circuit paths for the one or more circuits while adjusting an operating frequency and/or
operating voltage for each of the one or more circuits;

means for ascertaining a threshold frequency and/or threshold voltage for each
of the one or more data-dependent circuit paths; and

means for generating an identifier based on a plurality of the threshold
frequencies and/or threshold voltages ascertained for the one or more data-dependent
circuit paths.
30. The apparatus of claim 29, wherein the operating frequency and/or voltage are
adjusted by at least one of:

increasing the operating frequency on each iteration of the test;

decreasing the operating voltage on each iteration of the test; and/or

adjusting a combination of the operating frequency and operating voltage on

each iteration of the test.

31. The apparatus of claim 29, wherein the one or more circuits include one of:
one or more internal computational components;
one or more external computational components; or

a combination of internal and external computational components.

32. The apparatus of claim 29, wherein the threshold frequency and/or threshold
voltage is the frequency and/or voltage, respectively, at which an expected response to a

test over a given data-dependent circuit path changes to an unexpected response.
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33. The apparatus of claim 29, wherein the identifier is based on:
two or more threshold frequencies and/or voltages for two or more different

circuit paths for at least one circuit.

34. A machine-readable storage medium having instructions stored thereon, which
when executed by at least one processor causes the at least one processor to:

perform one or more tests over one or more data-dependent circuit paths for one
Or more circuits;

repeat the one or more tests over the one or more data-dependent circuit paths
for the one or more circuits while adjusting an operating frequency and/or operating
voltage for each of the one or more circuits;

ascertain a threshold frequency and/or threshold voltage for each of the one or
more data-dependent circuit paths; and

generate an identifier based on a plurality of the threshold frequencies and/or

threshold voltages ascertained for the one or more data-dependent circuit paths.

35. The machine-readable storage medium of claim 34, wherein the operating
frequency and/or voltage are adjusted by at least one of:

increasing the operating frequency on each iteration of the test;

decreasing the operating voltage on each iteration of the test; and/or

adjusting a combination of the operating frequency and operating voltage on

each iteration of the test.

36. The machine-readable storage medium of claim 34, wherein the one or more
circuits include one of:

one or more internal computational components;

one or more external computational components; or

a combination of internal and external computational components.
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Perform one or more tests over one or more data- =~ 702
dependent circuit paths for one or more circuits.
Repeating the one or more tests over the one or more |~ 704
data-dependent circuit paths for the one or more

circuits while adjusting an operating frequency and/or
voltage for each of the one or more circuits.

.

Ascertain a threshold frequency and/or voltage for each of | - 706
the one or more data-dependent circuit paths.

I

Generate an identifier based on a plurality of the
threshold frequencies and/or the threshold voltages =~ 708
ascertained for the one or more data-dependent circuit

paths.
Initial Identifier Identifier
Generation Verification
Store the identifier for subsequent
verification.

712
\ Retrieve a previously stored identifier.
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714\ Compare the newly generated identifier and
the previously stored identifier to ascertain
whether they are the same.

'

Verification Verification
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