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SYSTEMS AND METHODS FOR CONDUCTING CONTACTLESS PAYMENTS USING
A MOBILE DEVICE AND A MAGSTRIPE PAYMENT CARD

FIELD OF THE INVENTION
[0001]

The present invention relates generally to contactless payment card systems, and

more specifically to systems and methods for conducting contactless payments using a

mobile device and a magstripe payment card.
BACKGROUND OF THE INVENTION
[0002]

Conventional contactless payment systems have gained some acceptance by

retailers and are becoming increasingly popular among consumers. In contactless payment
systems, consumers can use a payment card or other mobile device (e.g., a cell phone) that

securely communicates consumer account information via a radio frequency communication

link to a merchant's payment terminal. The payment terminal then communicates with an

appropriate financial network or other back-end processing system to authorize the
transaction. Once authorized, the consumer and/or merchant completes the transaction.
[0003]

Next generation cell phones and other mobile devices are being equipped with

near field communication (NFC) technology to allow them to interface with contactless
payment cards, contactless payment terminals, and other NFC equipped cell phones.
However, significant security issues exist today for use of these mobile devices with the
contactless payment terminals and payment cards.
SUMMARY OF THE INVENTION
[0004]

Aspects of the invention relate to systems and methods for conducting contactless

payments using a mobile device and a magstripe payment card by storing one or more preauthenticated swipes of the magstripe card on a mobile device for use in subsequent NFC
transactions.

In one embodiment, the invention relates to a method for conducting

contactless payments using a mobile device, the method comprising receiving, at the mobile
device and prior to a requested financial transaction, a dynamic authentication token from a
server, the dynamic authentication token indicative of a predetermined authentication of a

magstripe payment card based on data obtained during a swipe of the magstripe payment
card; wirelessly transmitting, in response to a request to facilitate a financial transaction, the

dynamic authentication token from the mobile device to a contactless payment terminal; and
sending the dynamic authentication token and information related to the requested financial

transaction to the server for authorization of the requested financial transaction.
[0005]

In one embodiment, the wirelessly transmitting the dynamic authentication token

comprises use of a communication protocol selected from the group of protocols consisting
of CDMA. GSM, Bluetooth, WiFi, and combinations thereof.

In one embodiment, the

mobile device comprises a device selected from the group consisting of a cell phone, a
smartphone, a tablet PC PDA, portable media player, and combinations thereof. In one
embodiment, the dynamic authentication token does not comprise an account number
associated with the magstripe payment card.
[0006]

In one embodiment, the dynamic authentication token is configured to be

transferred from the mobile device to a computing device of another user using a
communication protocol selected from the group consisting of near field communication,
WiFi, email, text message, and combinations thereof. In one embodiment, the magstripe
payment card comprises a magnetic medium comprising recorded data and a magnetic
fingerprint comprising an intrinsic magnetic characteristic of the magnetic medium. In one

embodiment, the intrinsic magnetic characteristic of the magnetic medium comprises a
remnant noise characteristic. In one embodiment, the method further includes generating the
dynamic authentication token using a dynamic data of the magnetic fingerprint.

In one

embodiment, the magnetic fingerprint is stochastic.
[0007]

only once.

In one embodiment, the dynamic authentication token is configured to be used
In one embodiment, the method further includes reading information from a

magnetic medium of the magstripe payment card, the magstripe information comprising
recorded data comprising an account number and a magnetic fingerprint comprising an
intrinsic magnetic characteristic of the magnetic medium.

[0008]

In one embodiment, the receiving, at the mobile device and prior to the requested

financial transaction, the dynamic authentication token from the server comprises securely

uploading the magstripe information to the server; determining, at the server, an authenticity

of the magstripe card based on a comparison of the read magnetic fingerprint and a stored
magnetic fingerprint indexed by the account number; and if the magstripe card is

authenticated based on the comparison generating, at the server, the dynamic authentication
token comprising dynamic data using the magnetic fingerprint; and securely downloading the
dynamic authentication token to the mobile device.
[0009]

In some embodiments, the sending, at the contactless payment terminal, the

dynamic authentication token and the information related to the requested financial

transaction to the server for authorization of the requested financial transaction comprises
sending, from the server, the recorded data and the requested financial transaction

information to a payment processor for authorization of the requested financial transaction;
and receiving, at the contactless payment terminal, information indicative of whether the

requested transaction was authorized.
[0010]

In another embodiment, the invention relates to a system for conducting

contactless payments using a mobile device, the system comprising a server; a mobile device

configured to store a dynamic authentication token indicative of a predetermined
authentication of a magstripe payment card based on data obtained during a swipe of the
magstripe payment card, wherein the mobile device is configured to transmit the dynamic
authentication token if a financial transaction is requested; and a contactless payment
terminal configured to receive the dynamic authentication token; and send the dynamic

authentication token and information related to the requested financial transaction to the
server for authorization of the requested financial transaction.
[00

]

In one embodiment, the mobile device is configured to transmit the dynamic

authentication token using a communication protocol selected from the group of protocols
consisting of CDMA, GSM, Bluetooth,

iFi, and combinations thereof. In one embodiment,

the mobile device comprises a device selected from the group consisting of a cell phone, a

smartphone, a tablet PC, PDA, portable media player, and combinations thereof. In one

embodiment, the dynamic authentication token does not comprise an account number
associated with the magstripe payment card
[0012]

In one embodiment, the dynamic authentication token is configured to be

transferred from the mobile device to a computing device of another user using a
communication protocol selected from the group consisting of near field communication,
WiFi, email, text message, and combinations thereof.

n one embodiment, the magstripe

payment card comprises a magnetic medium comprising recorded data and a magnetic
fingerprint comprising an intrinsic magnetic characteristic of the magnetic medium. In one
embodiment, the intrinsic magnetic characteristic of the magnetic medium comprises a
remnant noise characteristic. In one embodiment, the server is configured to generate the
dynamic authentication token using a dynamic data of the magnetic fingerprint.

embodiment, the magnetic fingerprint is stochastic.

In one

In one embodiment, the dynamic

authentication token is configured to be used only once.
[0013]

In one embodiment, the system further comprises a card reader configured to read

information from a magnetic medium of the magstripe payment card, the magstripe
information comprising recorded data comprising an account number and a magnetic
fingerprint comprising an intrinsic magnetic characteristic of the magnetic medium. In one
such case, a computer coupled to the card reader is configured to securely upload the

magstripe information to the server; wherein the server is configured to determine an
authenticity of the magstripe card based on a comparison of the read magnetic fingerprint and
a stored magnetic fingerprint indexed by the account number; and wherein, if the magstripe
card is authenticated based on the comparison, the server is configured to generate the
dynamic authentication token comprising dynamic data using the magnetic fingerprint, and
securely download the dynamic authentication token to the mobile device.
[0014]

In one embodiment, the system further includes a payment processor; wherein the

server is configured to send the recorded data and the requested financial transaction
information to the payment processor for authorization of the requested financial transaction;

and wherein the contactless payment terminal is configured to receive information indicative

of whether the requested transaction was authorized from the payment processor
BRIEF DESCRIPTION OF THE DRAWINGS
[0015]

FIG

1 is a schematic block diagram of a system for loading dynamic

authentication tokens on to a cell phone, where the dynamic authentication tokens are
indicative of pre-authenticated swipes of a magstripe payment card to be used for subsequent
near field communication (NFC) transactions in accordance with one embodiment of the
present invention.
[0016]

FIG. 2 is a schematic block diagram of another system for loading the dynamic

authentication tokens on to a cell phone in accordance with another embodiment of the
present invention.
[0017]

FIG. 3 is a schematic block diagram of a system for conducting a financial

transaction including a cell phone configured for NFC transactions and storing one or more
dynamic authentication tokens in accordance with one embodiment of the present invention.
[0018[

FIG. 4 is a process for conducting contactless payments using a mobile device in

accordance with one embodiment of the present invention.
[0019]

FIG. 5 is another process for conducting contactless payments using a mobile

device in accordance with another embodiment of the present invention.
DETAILED DESCRIPTION OF THE INVENTION
[0020]

Referring now to the drawings, embodiments of systems and methods for

conducting contactless payments using a mobile device and a magstripe payment card are
illustrated. In several embodiments, one or more pre-authenticated swipes of the magstripe
card are stored on a tmsted authentication server or the mobile device for use in subsequent

NFC transactions. The one or more pre-authenticated swipes are generated by the trusted
authentication server and can be downloaded to the mobile device as dynamic authentication
tokens indicative of a confirmed validity of the magstripe card.

While the dynamic

authentication tokens may take the form of a conventional 6 digit payment account number

(PAN), they do not generally contain the actual account number associated stored on the
magstripe card.

In several embodiments, dynamic authentication tokens contain dynamic

data and are intended for one time use.

The dynamic authentication tokens also include

information that can indicate to a merchant that the trusted authentication server is to be
contacted for authorization of any transaction associated with use of the token.
[0021]

When a card holder wants to perform a financial transaction using his mobile

device, he can position his mobile device storing the one or more dynamic authentication
tokens near a contactless payment terminal for payment of the requested financial transaction.
The cell phone can communicate the token to the contactless payment terminal which sends
the token to the authentication server for authorization. The authentication server sends the
payment account number and any other appropriate data from the magstripe card, previously
read from the magstripe card and communicated to the server before issuance of the token,
along with details of the requested financial transaction to a payment processor for
authorization. If the transaction is authorized, the authentication server notifies the payment
terminal and may provide an authorization code.
[0022]

FIG. 1 is a schematic block diagram of a system 100 for loading dynamic

authentication tokens on to a cell phone 102, where the dynamic authentication tokens are
indicative of pre-authenticated swipes of a magstripe payment card 104 to be used for
subsequent near field communication (NFC) transactions in accordance with one embodiment
of the present invention. The system 100 includes a card reader 106 coupled to a laptop 108
coupled by a network 110 to a trusted card authentication server 112. The cell phone 102 is
vvirelessly coupled to the network 110. For example, the cell phone 102 may communicate,

directly or indirectly via intermediate communication devices such as cellular telephone
switching networks, with the server

2 or laptop

108 using WiFi, cellular phone

communication protocols such as CDMA, GSM, Bluetooth, or other communication
capabilities commonly provided for mobile devices.
[00231

In operation, a magstripe card holder may communicate a request to the server

12 that pre-authenticated swipes of the magstripe payment card

04 be stored on the server

112 and optionally downloaded to the cell phone 102 In several embodiments, this request is
communicated using laptop 108 via an application or website linked to the server 112. If the
request is granted, the card holder swipes the magstripe card 104 one or more times through
the card reader 106. In such case, the laptop 108 receives and securely sends the information
read from the magstripe card 104 to the server 112. The secure transmission to the server can
be accomplished using any number of encryption techniques that are known in the art for
securely transferring sensitive financial information.
[0024]

The magstripe card can be a financial payment card such as a credit card, debit

card, gift card or other card suitable for making financial payments. As such, the information

read from the magstripe card includes a payment account number (PAN), other information
commonly stored on track 1 or track 2 of a magstripe payment card, and a magnetic
fingerprint indicative of an intrinsic magnetic characteristic of the magnetic medium of the
magstripe card. Techniques for extracting and comparing magnetic fingerprints are described
in U.S. Patent Nos. 6,098,881, 7,478,751, 7,210,627, 7,377,433, 7,703,676, and 7,673,799,

the entire content of each document is hereby incorporated by reference.
[0025]

The server

2 can determine whether the magnetic fingerprint for each swipe

represents a valid magnetic fingerprint for the magstripe card by comparing each swiped
magnetic fingerprint with a stored magnetic fingerprint extracted during issuance of the
magstripe card and indexed by the assigned PAN. f the swiped magnetic fingerprint is valid,
then the server

2 can generate a dynamic authentication token in a 16 digit PAN format

that is both unique and intended for one time use.

In many embodiments, the dynamic

authentication token does not contain the PAN associated with the magstripe card for security
reasons. In this way, no sensitive information of the card holder can be obtained from the
token. In several embodiments, the dynamic authentication token is generated using dynamic
data from the swiped magnetic fingerprint which is stochastic in nature. Once the dynamic
authentication tokens are generated, the server

2 ca store the tokens or send them to the

cell phone 102 for use in subsequent near field communication (NFC) type financial

transactions.

[0026]

In some embodiments, the tokens are sent to the cell phone 102 via a cellular

network coupled to the network 110. In some embodiments, the tokens are sent to the cell
phone 302 via a WiFi network coupled to the network (e.g., via a wireless router coupled to
the network). In some embodiments, the tokens are sent to the cell phone 102 via a Bluetooth
network provided by the laptop 108 or another computer coupled to the network.
[0027]

In the embodiment illustrated in FIG. 1, a laptop computer is used.

In other

embodiments, other computers can be coupled to the card reader for communicating the
magstripe swipe information to the server. In the embodiment illustrated in FIG. 1, a single
server is shown.

In other embodiments, the server can include one or more servers

configured for processing financial information and information related to magstripe cards
[0028]

The network can be a public network such as the internet. In some embodiments,

the network is a hybrid network containing both public networks and private networks. In
other embodiments, the network is entirely a private network with connections to cellular
and/or WiFi networks.
[0029]

In several embodiments, a user of the cell phone can transfer the pre-authenticated

swipes or tokens to others. For example, in one embodiment, the token may be transferred to
another a cell phone of another user using NFC, WiFi, emails, text messages or other known
means of communication between mobile devices. In some embodiments, the tokens are
stored on the server (or a related website server) and accessible to the card holder from any
number of computers having access via the network like the laptop. In such case, a card
holder can transfer one or more tokens to another person via email, or any other suitable
means of communication between mobile devices between computers.

In several

embodiments, this communication can be secured using various forms encryption.
[0030]

FIG. 2 is a schematic block diagram of another system 200 for loading the

dynamic authentication tokens on to a cell phone 202 in accordance with another
embodiment of the present invention. The system 200 includes a card reader 206 coupled to
the cell phone 202 and configured to read magstripe card 204. Cell phone 202 is in wireless
communication with network 2 0 which is coupled to card authentication server 212. In

several embodiments, the system 200 can function similar to the system 00 described above
except that the cell phone 202 effectively replaces the laptop and thus performs the functions
that the laptop performed in system 00. In some embodiments, the cell phone 202 can also
be directly coupled to the network 210 by way of an ethernet connection or other suitable
network connection.
[0031]

FIG. 1 and FIG. 2 illustrate two systems or system topologies for pre-loading the

authentication tokens within a mobile device. In other embodiments, other suitable means or
system topologies for uploading the magstripe swipe information and for downloading the
tokens to a mobile device can be used.
[0032]

FIG. 3 is a schematic block diagram of a system 300 for conducting a financial

transaction including a cell phone 302 configured for NFC transactions and storing one or
more dynamic authentication tokens 304 in accordance with one embodiment of the present
invention. The system 300 also includes a contactless payment terminal 306 coupled to a
card authentication server 212 via a network 310. The system 300 further includes a payment
processor 314 coupled to the network 310. The contactless payment terminal 306 and cell
phone 302 are location within a merchant store 316. In other embodiments, the contactless
payment terminal 306 and cell phone 302 are not located within a store.
[0033]

In operation, the user of the cell phone 302 can enter the merchant store 316 and

position the cell phone 302 near the contactless payment terminal 306 to arrange for payment
of financial transaction for a good or service provided by the merchant.

The contactless

payment terminal 306 can receive a dynamic authentication token 304 from the cell phone
302. The payment terminal 306 can recognize what appears to be an issuing bank or card

provider, from the PAN data provided within the token 304, that is linked to the card
authentication server 312.

As such, the payment terminal 306 can send the dynamic

authentication token 304 to the card authentication server 312 along with the details of the
financial transaction (e.g., requested payment amount and time of transaction and/or similar
details).

[0034]

The authentication server 312 can verify that the dynamic authentication token

304 is valid If it is valid, the authentication server

2 can securely send the PAN associated

with the card holder's magstripe card along with the transaction details to the payment
processor 3 4 for authorization of the transaction. If the transaction is authorized by the
payment processor 314, the authentication server 3 2 can notify the contactless payment
terminal 306. If the requested transaction is authorized, the contactless payment terminal 306
can allow completion of the transaction. If it is not authorized, the contactless payment
terminal 306 can prevent completion of the transaction.
[0035]

FIG. 4 is a process 400 for conducting contactless payments using a mobile device

in accordance with one embodiment of the present invention. In particular embodiments, the

process 400 can be used with the systems described above in the discussions of FIGs. 1-3.
The process first swipes (402) a magstripe payment card through a card reader. In several
embodiments, the card holder swipes his magstripe payment card through a card reader
attached to a secure computer such as his home computer or a secure mobile device such as a
cell phone. The process then loads (404). prior to any requested financial transaction, a

dynamic authentication token on to a mobile device from a server, the dynamic authentication
token indicative of a predetermined validity of the magstripe payment card based on data
obtained during the swiping of the magstripe payment card. In several embodiments, the
swiped magstripe information is sent to and validated at a trusted authentication server. In
such case, the server then generates the dynamic authentication token and sends it to the
mobile device.
[0036]

The process then wirelessly transmits (406) the dynamic authentication token

from the mobile device to a contactless payment terminal to facilitate a requested financial
transaction. In many embodiments, the card holder's mobile device is brought in the vicinity
of a contactless payment terminal which transmits the token in response to an instruction

provided by the card holder.

In some embodiments, the transaction however may be

requested by a person other than the card holder who is authorized to conduct the transaction.
The process then sends (408) the dynamic authentication token and information on the

requested financial transaction to the server for authorization of the requested financial
transaction. In several embodiments, the dynamic authentication token and information on
the requested financial transaction are sent to the server by the contactless payment terminal
n many embodiments, the server then sends appropriate magstripe information and
transaction information to a authorization server associated with the issuer of the magstripe
card for authorization of the particular requested financial transaction. If it is authorized, the
authentication server notifies the payment terminal (e.g., the merchant).
[0037]

In one embodiment, the process can perform the sequence of actions in any order.

In another embodiment, the process can skip one or more of the actions.

In other

embodiments, one of more of the actions are performed simultaneously.

In some

embodiments, additional actions can be performed.
[0038]

FIG. 5 is another process 500 for conducting contactless payments using a mobile

device in accordance with another embodiment of the present invention.

In particular

embodiments, the process 500 can be used with the systems described above in the
discussions of FIGs. 1-3. The process first reads (502) information from a magnetic medium
of a magstripe card, the magstripe information comprising recorded data comprising an
account number and a magnetic fingerprint comprising an intrinsic magnetic characteristic of
the magnetic medium. In several embodiments, the magstripe information is read using a
card reader configured to extract the magnetic fingerprint. Embodiments of such card readers
are described in the patents and patent applications referenced above and incorporated herein

by reference. The process then securely uploads (504) the magstripe information to a server.
The process then determines (506), at the server, an authenticity of the magstripe card based

on a comparison of the read magnetic fingerprint and a stored magnetic fingerprint indexed
by the account number. In several embodiments, the server determines whether there is an

acceptable degree of correlation between the read magnetic fingerprint and the stored
magnetic fingerprint.

Techniques for determining an acceptable degree of correlation

between magnetic fingerprints are described in the patents and patent applications referenced
above.

[0039]

If the magstripe card is authenticated based on the comparison, the process

generates (510), at the server, an authentication token comprising dynamic data using the
magnetic fingerprint. In many embodiments, each magnetic fingerprint is stochastic in nature
and therefore capable of providing dynamic data for each authentication token to make it

unique or effectively unique. In several embodiments, the token is generated in a 16 digit
PAN format and encrypted. In one embodiment, for example, format preservation encryption
is used to encrypt the token.

The process then securely downloads (512) the dynamic

authentication token to a mobile device. The process then transmits (514), from the mobile
device, the dynamic authentication token wirelessly to a contactless payment terminal for
payment in a requested financial transaction.

The process then sends (516), from the

payment terminal to the server, the dynamic authentication token and information on the
requested financial transaction. The process then sends (5 18), from the server, the recorded
data from the magstripe card and the requested financial transaction information to a payment
processor for authorization of the requested financial transaction. The process then receives
(520), at the payment terminal, information indicative of whether the requested transaction

was authorized.
[0040]

If the magstripe card is not authenticated based on the comparison, the process

sends (522) a notification from the server to the card holder that the magstripe was not

authenticated.
[0041]

In one embodiment, the process can perform the sequence of actions in any order.

In another embodiment, the process can skip one or more of the actions.

In other

embodiments, one of more of the actions are performed simultaneously.

In some

embodiments, additional actions can be performed.
[0042]

While the above description contains many specific embodiments of the

invention, these should not be construed as limitations on the scope of the invention, but
rather as examples of specific embodiments thereof. Accordingly, the scope of the invention
should be determined not by the embodiments illustrated, but by the appended claims and

their equivalents.

[0043]

In one embodiment, the dynamic authentication token does not take the form of a

PAN. Instead, the dynamic token is a bar code that can be scanned at a merchant terminal.
In several embodiments, the dynamic tokens cannot be used more than once and effectively

have no value outside of use in conjunction with the trusted authentication server. In several
embodiments, the magstripe card can be thought of as a token initiator that precipitates token
generation by the trusted authentication server. In such case, once these tokens are generated
and no longer have a relationship to the original PAN data outside of the trusted

authentication server the tokens can be passed safely through just about any communication
channel.
[0044]

In some embodiments, the dynamic authentication tokens are stored on a website

server liked to the trusted authentication server. In such case, the tokens can be accessed
from any number of computing devices having access to the network.

In several

embodiments, the network is the internet. In several embodiments, the computing device is a
mobile device (e.g., cell phone) that obtains one or more tokens from the website server via
the internet.

WHAT IS CLAIMED IS:

.
A method for conducting contactless payments using a mobile device,
the method comprising:
receiving, at the mobile device and prior to a requested financial transaction, a
dynamic authentication token from a server, the dynamic authentication token indicative of a

predetermined authentication of a magstripe payment card based on data obtained during a
swipe of the magstripe payment card;

wirelessly transmitting, in response to a request to facilitate a financial
transaction, the dynamic authentication token from the mobile device to a contactless
payment terminal; and
sending the dynamic authentication token and information related to the
requested financial transaction to the server for authorization of the requested financial

transaction.

2.

The method of claim , wherein the wirelessly transmitting the

dynamic authentication token comprises use of a communication protocol selected from the
group of protocols consisting of CDMA, GSM, Bluetooth, WiFi, and combinations thereof

3.

The method of claim , wherein the mobile device comprises a device

selected from the group consisting of a cell phone, a smartphone, a tablet PC, PDA, portable
media player, and combinations thereof

4.

The method of claim , wherein the dynamic authentication token does

not comprise an account number associated with the magstripe payment card.

5.

The method of claim 1, wherein the dynamic authentication token is

configured to be transferred from the mobile device to a computing device of another user
using a communication protocol selected from the group consisting of near field

communication, WiFi, email, text message, and combinations thereof.

6.

The method of claim 1, wherein the magstripe payment card comprises

a magnetic medium comprising recorded data and a magnetic fingerprint comprising an
intrinsic magnetic characteristic of the magnetic medium.

7.

The method of claim 6, wherein the intrinsic magnetic characteristic of

the magnetic medium comprises a remnant noise characteri stic

8.

The method of claim 6, further comprising generating the dynamic

authentication token using a dynamic data of the magnetic fingerprint.

9.

The method of claim 8, wherein the magnetic fingerprint is stochastic.

10.

The method of claim 1, wherein the dynamic authentication token is

configured to be used only once.

11.

The method of claim 1, further comprising:

reading information from a magnetic medium of the magstripe payment card,
the magstripe information comprising recorded data comprising an account number and a

magnetic fingerprint comprising an intrinsic magnetic characteristic of the magnetic medium.

12.

The method of claim 1, wherein the receiving, at the mobile device

and prior to the requested financial transaction, the dynamic authentication token from the

server comprises:
securely uploading the magstripe information to the server;

determining, at the server, an authenticity of the magstripe card based on a

comparison of the read magnetic fingerprint and a stored magnetic fingerprint indexed by the
account number; and
if the magstripe card is authenticated based on the comparison:
generating, at the server, the dynamic authentication token comprising
dynamic data using the magnetic fingerprint; and

securely downloading the dynamic authentication token to the mobile
device.

13.

The method of claim 12, wherein the sending, at the contactless

payment terminal, the dynamic authentication token and the information related to the

requested financial transaction to the server for authorization of the requested financial
transaction comprises:
sending, from the server, the recorded data and the requested financial

transaction information to a payment processor for authorization of the requested financial
transaction; and
receiving, at the contactless payment terminal, information indicative
of whether the requested transaction was authorized.

14.

A system for conducting contactless payments using a mobile device,

the system comprising:
a server;
a mobile device configured to store a dynamic authentication token indicative
of a predetermined authentication of a magstripe payment card based on data obtained during
a swipe of the magstripe payment card, wherein the mobile device is configured to transmit
the dynamic authentication token if a financial transaction is requested; and

a contactless payment terminal configured to:
receive the dynamic authentication token; and
send the dynamic authentication token and information related to the
requested financial transaction to the server for authorization of the requested financial
transaction.

15.

The system of claim 14, wherein the mobile device is configured to

transmit the dynamic authentication token using a communication protocol selected from the
group of protocols consisting of CDMA, GSM, Bluetooth, WiFi, and combinations thereof.

6.

The system of claim 14, wherein the mobile device comprises a device

selected from the group consisting of a cell phone, a smartphone, a tablet PC, PDA, portable

media player, and combinations thereof.

7.

The system of claim 14, wherein the dynamic authentication token

does not comprise an account number associated with the magstripe payment card.

18 .

The system of claim 14, wherein the dynamic authentication token is

configured to be transferred from the mobile device to a computing device of another user
using a communication protocol selected from the group consisting of near field
communication, WiFL email, text message, and combinations thereof.

19.

The system of claim 14, wherein the magstripe payment card

comprises a magnetic medium comprising recorded data and a magnetic fingerprint
comprising an intrinsic magnetic characteristic of the magnetic medium.

20.

The system of claim 19, wherein the intrinsic magnetic characteristic

of the magnetic medium comprises a remnant noise characteristic.

.

The system of claim 1 , wherein the server is configured to generate

the dynamic authentication token using a dynamic data of the magnetic fingerprint.

22.

The system of claim

, wherein the magnetic fingerprint is stochastic.

23.

The system of claim 14, wherein the dynamic authentication token is

configured to be used only once.

24.

The system of claim 14, further comprising:

a card reader configured to read information from a magnetic medium of the
magstripe payment card, the magstripe information comprising recorded data comprising an
account number and a magnetic fingerprint comprising an intrinsic magnetic characteristic of
the magnetic medium.

25.

The system of claim 14:

wherein a computer coupled to the card reader is configured to securely
upload the magstripe information to the server;
wherein the server is configured to determine an authenticity of the magstripe
card based on a comparison of the read magnetic fingerprint and a stored magnetic fingerprint

indexed by the account number; and

wherein, if the magstripe card is authenticated based on the comparison, the
server is configured to:
generate the dynamic authentication token comprising dynamic data

using the magnetic fingerprint, and

securely download the dynamic authentication token to the mobile
device.

26.

The system of claim 25, further comprising:

a payment processor;
wherein the server is configured to send the recorded data and the requested
financial transaction information to the payment processor for authorization of the requested
financial transaction; and

wherein the contaetless payment terminal is configured to receive information
indicative of whether the requested transaction was authorized from the payment processor.
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