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(54) NETWORK-ENABLED ELETRONIC DEVICE, SYSTEM AND METHOD

(57) The present invention provides a network-ena-
bled electronic device (6), such as a smart television, a
smart phone, a domestic appliance or a home automation
system. The network-enabled electronic device (6) has
a unique identifier, such as a media access control (MAC)
address, and at least comprises a microcontroller (2) hav-
ing an analogue-to-digital input, a temperature sensor
(3) arranged to measure an internal temperature of the
network-enabled electronic device (6) and connected to
the analogue-to-digital input of the microcontroller, and
a network communications module (4). The microcon-
troller (2) is configured to send a message via the network
communications module (4) to a remotely located control
centre (9) if a temperature of the device (6) measured by
the temperature sensor (3) is greater than or equal to a
pre-defined threshold value. This has the advantages
that any fault in the operation of the device associated
with an overheating event can be reported immediately,
allowing for a catastrophic failure of the device to be pre-
vented, for example by switching the device off, and for
analysis and repair of the fault to be carried out more
quickly and cheaply, and possibly even remotely. The
present invention also provides a system (100) compris-
ing such a network-enabled electronic device (6), the re-
motely located control centre (9) and a communication
means (14), such as a telephone, which is associated
with the network-enabled electronic device (6) via its
unique identifier. The invention further provides a method
of monitoring such a network-enabled electronic device
(6) by measuring the temperature of the device, compar-
ing the measured temperature with a pre-defined thresh-
old value, and sending a message from the network-en-
abled electronic device (6) to the remotely located control

centre (9) if the measured temperature of the device (6)
is greater than or equal to the pre-defined threshold val-
ue. The remotely located control centre (9) then sends
an alert to the communication means (14) which is as-
sociated with the network-enabled electronic device (6)
via the unique identifier of the device.
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Description

[0001] The present invention relates to a network-enabled electronic device according to claim 1, a system according
to claim 5 and a method according to claim 9.

Background of the Invention

[0002] It is known that many faults in the operation of electronic devices are associated with device overheating.
Several techniques have therefore been proposed in the prior art for monitoring electronic devices for the occurrence
of overheating events, and taking remedial action to correct such faults. Examples of some prior art techniques for
addressing device overheating are described in US 6,020,820, US 2010/148702 and US 2104/0924899.
[0003] With the ubiquity of the internet, many electronic devices are now network-enabled; in other words, they are
able to be connected to the internet or to another similar type of data network. Such network-enabled electronic devices
are often referred to as "smart" devices. Examples of such devices include smart televisions, smart phones, domestic
appliances like refrigerators, washing machines and dishwashers, and home automation systems.
[0004] Even with such smart devices, however, there remains a risk of the device developing a fault which are associated
with an overheating event. If anything, the risk of such overheating events is increased because of the greater complexity
of such devices. It would therefore be desirable to provide a technique of monitoring such devices which would provide
greater coverage and accuracy in detecting and identifying such faults, greater speed in reporting them, and which would
also allow for easier and more rapid repair of such faults.

Object of the Invention

[0005] It is therefore an object of the invention to provide a network-enabled electronic device, a system comprising
such a device, and a method of monitoring such a device.

Description of the Invention

[0006] The object of the invention is solved by a network-enabled electronic device according to claim 1. The network-
enabled electronic device has a unique identifier and at least comprises a microcontroller having an analogue-to-digital
input, a temperature sensor arranged to measure an internal temperature of the network-enabled electronic device and
connected to the analogue-to-digital input of the microcontroller, and a network communications module. The microcon-
troller is configured to send a message via the network communications module to a remotely located control centre if
a temperature of the device measured by the temperature sensor is greater than or equal to a pre-defined threshold value.
[0007] This solution has several advantages, as follows. Firstly, notifying a remotely located control centre ensures
that undesirably high temperatures of the network-enabled electronic device can be monitored more closely and that
remedial action can be taken more quickly than if the temperature were being monitored locally, allowing for the possibility
of expert automated or human intervention, instead of an unqualified user of the device attempting to take remedial
action locally in an unplanned or otherwise inappropriate way. Secondly, remedial action can be tailored to the device
according to the unique identifier. Thirdly, it allows device manufacturers to monitor device failures in real time, rather
than having to wait for them to be reported by users or by repair operatives. Fourthly, it also allows device manufacturers
to compile statistical data on device lifetimes and fault types with improved accuracy and coverage. The accuracy is
improved because the fault reporting is automated and the coverage is improved because all devices of a given type
can be monitored according to their respective unique identifiers.
[0008] The unique identifier may, for example, be a media access control (MAC) address of the network communications
module.
[0009] Advantageous embodiments of the invention may be configured according to any claim and/or part of the
following description.
[0010] In one possible preferred embodiment, the device further comprises a power supply unit under control of the
microcontroller, and the microcontroller is configured to cause the power supply unit to place the device into a standby
mode of operation or to switch the device off, if the temperature of the device measured by the temperature sensor is
greater than or equal to the pre-defined threshold value. This solution is beneficial because a catastrophic failure of the
network-enabled electronic device can thereby be prevented even before the cause of the fault has been analysed and
any repair has been carried out.
[0011] If so, the device preferably further comprises a display screen, and the microcontroller is configured to display
a warning on the display screen if the temperature of the device measured by the temperature sensor is greater than
or equal to the pre-defined threshold value, before placing the device into the standby mode of operation or switching
the device off. This solution is beneficial because it allows a user of the device firstly to be notified that there is something
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wrong with the device, but secondly, it also helps the user to understand why the device has been placed into a standby
mode of operation or switched off.
[0012] The network-enabled electronic device may, without limitation, be any one of a television, a mobile phone, a
domestic appliance and a home automation system, and the unique identifier is preferably a media access control (MAC)
address of the network communications module of the device.
[0013] The present invention also relates to a system at least comprising a network-enabled electronic device as
described herein, a control centre remotely located from the network-enabled electronic device and connected thereto
via a communications network, and communication means associated with the network-enabled electronic device via
the unique identifier of the network-enabled electronic device, wherein the communication means is contactable by the
remotely located control centre.
[0014] This solution is beneficial because it allows a user of the device to be contacted by the remotely located control
centre, using the communication means associated with the network-enabled electronic device, and for the user either
to be instructed from the control centre on what remedial action to take in order to repair the device, or for an appointment
to be made with the user when a repair operative can visit the user to repair or replace the device in the field.
[0015] Preferably, the communications network is the internet, although in another possible embodiment, the com-
munications network may, for example, be a private communications network of a company or other organization.
[0016] In one possible embodiment, the network-enabled electronic device may comprise the communication means,
for example if the device is a mobile phone. In such an instance, contact with the user of the network-enabled electronic
device can therefore be via the device itself.
[0017] In an alternative possible embodiment, however, the communication means may be separate from the network-
enabled electronic device, for example if the network-enabled electronic device is a smart television and the communi-
cation means is a fixed, landline telephone.
[0018] Preferably, the communication means comprises a telephone. However, the communication means could, for
example, instead be a pager or an email or social media account of a user of the network-enabled electronic device.
[0019] The present invention also relates to a method of monitoring a network-enabled electronic device, wherein the
device has a unique identifier. The method at least comprises measuring the temperature of the device and comparing
the measured temperature with a pre-defined threshold value. If the measured temperature is less than the pre-defined
threshold value, the method comprises repeating the measurement and comparison of the temperature of the device
with the pre-defined threshold value. If, however, the measured temperature is greater than or equal to the pre-defined
threshold value, the method instead comprises sending a message from the network-enabled electronic device to a
control centre remotely located from the device, which is connected thereto via a communications network, and sending
an alert from the remotely located control centre to a communication means which is associated with the network-enabled
electronic device via the unique identifier of the device.
[0020] This solution is beneficial because it can reduce the cost to device manufacturers of undertaking device service
and repair, since no time is lost in reporting device faults, and repairs can, in some cases, be carried out immediately,
possibly even remotely. If not, repairs can still be arranged by appointment with a device user more quickly than if the
device fault were not reported immediately.
[0021] If the measured temperature of the network-enabled electronic device is greater than or equal to the pre-defined
threshold value, the method preferably further comprises analysing and repairing the device to bring the measured
temperature of the device below the pre-defined threshold value. This solution is beneficial because it extends the
method of monitoring a network-enabled electronic device into a method of eliminating whatever fault may have been
found with the device and returning the device to its correct operation.
[0022] If so, at least one of the analysis and repair of the network-enabled electronic device may be carried out from
the remotely located control centre via the communications network. This solution is beneficial because it allows the
analysis and/or repair of the device to be carried out more quickly and cheaply than would otherwise be the case if an
on-site visit were required instead.
[0023] In any event, if the measured temperature of the network-enabled electronic device is greater than or equal to
the pre-defined threshold value, the method preferably further comprises displaying a warning on a display screen of
the device. This has the advantage of notifying a user of the device that there is a fault with the operation of the device.
[0024] Furthermore, if the measured temperature of the device is greater than or equal to the pre-defined threshold
value, the method may further comprise comparing the measured temperature with a second, higher pre-defined threshold
value, and if the measured temperature is found to be greater than or equal to the second, higher pre-defined threshold
value, placing the device into a standby mode of operation or switching the device off. This solution is beneficial because
it can be used to prevent a catastrophic failure of the network-enabled electronic device even before the cause of the
fault has been analysed and any repair has been carried out.
[0025] If the measured temperature of the device is found to be greater than or equal to the second, higher pre-defined
threshold value, the method preferably further comprises displaying a warning on a display screen of the device before
placing the device into the standby mode of operation or switching the device off. This solution is beneficial because it
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allows a user of the device firstly to be notified that there is something wrong with the device, but secondly, it also helps
the user to understand why the device has been placed into a standby mode of operation or switched off.
[0026] The present invention further relates to a computer program product or a program code or system for executing
one or more than one of the herein described methods.
[0027] Further features, goals and advantages of the present invention will now be described in association with the
accompanying drawings, in which exemplary components of the invention are illustrated. Components of the devices
and methods according to the invention which are at least essentially equivalent to each other with respect to their
function can be marked by the same reference numerals, wherein such components do not have to be marked or
described in all of the drawings.
[0028] In the following description, the invention is described by way of example only with respect to the accompanying
drawings.

Brief Description of the Drawings

[0029]

Fig. 1 is a schematic block diagram of an embodiment of a system according to the invention; and

Fig. 2 is a schematic flow diagram of an embodiment of a method according to the invention.

Detailed Description of the Drawings

[0030] Fig. 1 schematically shows an embodiment of a system 100 according to the invention. The system 100 com-
prises a network-enabled electronic device, which in this example is a smart television 6, in other words, a television
which can be connected to the internet. The smart television 6 comprises a microcontroller 2 having an analogue-to-
digital input, a temperature sensor 3 connected to the analogue-to-digital input of the microcontroller 2, a power supply
unit 1 under control of the microcontroller 2, a network communications module 4 and a display screen 5. The temperature
sensor 3 is located within the cabinet of the television 6, in order to measure an internal temperature of the television.
The smart television 6 has a unique identifier, which is a media access control (MAC) address of the network commu-
nications module 4.
[0031] The system 100 also comprises a control centre 9 remotely located from the smart television 6 and connected
thereto via a communications network 8, which in this example is the internet. The microcontroller 2 is configured to
send a message via the network communications module 4 to the control centre 9 if a temperature of the television 6
measured by the temperature sensor 3 is greater than or equal to a pre-defined threshold value.
[0032] The system 100 further comprises communication means, which in this example is a landline telephone 14.
The telephone 14, which is separate from the smart television 6, is associated with the television 6 via the MAC address
of the network communications module 4. The association of this landline telephone 14 with the smart television 6 is
achieved, for example, by a user 7 of the television 6 giving the number of their telephone 14 to the control centre 9 at
the time of product registration of the television 6. Thereafter, the telephone is contactable by the control centre 9 via a
telephone line 12.
[0033] The microcontroller 2 of the television 6 is configured to cause the power supply unit 1 to place the television
6 in a standby mode of operation or to switch the television 6 off, if the temperature of the television 6 measured by the
temperature sensor 3 is greater than or equal to the pre-defined threshold value. The display screen 5 is the screen of
the television 6 which is normally used to display still and/or moving images thereon. However, in addition to this, the
microcontroller 2 is configured to display a warning on the display screen 5 if the temperature of the television 6 measured
by the temperature sensor 3 is greater than or equal to the pre-defined threshold value, before placing the television 6
in the standby mode of operation or switching the television off. This warning helps the user 7 to understand why the
television 6 has been placed in a standby mode of operation or switched off.
[0034] In other possible alternative embodiments to that represented in Fig. 1, instead of being a television, the network-
enabled electronic device could, for example, be a mobile phone, a domestic appliance or a home automation system.
Equally, instead of being a landline telephone, the communication means which is contactable by the control centre 9
could, for example, be an email or social media account of the user 7. In the case where the network-enabled electronic
device was a mobile phone, instead of the communication means being separate from the network-enabled electronic
device, the network-enabled electronic device could comprise the communication means. For example, the communi-
cation means could be a social media account of the user 7 accessible via the mobile phone itself.
[0035] Fig. 2 schematically represents an embodiment of a method 200 of monitoring a network-enabled electronic
device which has a unique identifier. The method 200 starts at box 16 of Fig. 2. Thereafter, the method 200 comprises
measuring 17 the temperature of the device and comparing 18 the measured temperature with a first, pre-defined
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threshold value. If the measured temperature is found to be less than this first pre-defined threshold value, the meas-
urement 17 and comparison 18 of the measured temperature with the first pre-defined threshold value are both repeated
at regular intervals. However, if the measured temperature is found to be greater than or equal to the first pre-defined
threshold value, the measured temperature is then also compared 19 with a second pre-defined threshold value, which
is higher than the first pre-defined threshold value. Regardless of whether the measured temperature is found to be less
than the second, higher pre-defined threshold value or not, in either case, the method further comprises sending a
message 20, 23 from the network-enabled electronic device 6 to a control centre 9, which is remotely located from the
device 6 and which is connected thereto via a communications network 8. In response thereto, the remotely located
control centre 9 sends 21, 26 an alert to a communication means, such as a landline telephone, which is associated
with the network-enabled electronic device 6 via the unique identifier of the device. The alert may be an automated alert
or may comprise a human operator making a telephone call to a user of the network-enabled electronic device, for
example.
[0036] However, if the measured temperature is found to be greater than or equal to the second, higher pre-defined
threshold value, the method further comprises displaying 24 a warning on a display screen 5 of the device 6 and then
placing 25 the device 6 into a standby mode of operation or switching the device off. For example, the warning may
firstly comprise an explanation as to why the device 6 is about to be placed into a standby mode of operation or switched
off, and secondly, may also comprise an indication to a user of the device 6 that they should expect a call from the
control centre 9 about the device 6. These two steps 24, 25 are generally carried out immediately, before sending 26
an alert to the communication means which is associated with the network-enabled electronic device 6, in order to
minimize the risk of a catastrophic failure of the device 6.
[0037] In this embodiment of the method 200, after sending 21, 26 the alert to the communication means which is
associated with the network-enabled electronic device 6, the method 200 further comprises analysing and repairing 22
the network-enabled electronic device 6 to bring the measured temperature of the device below the pre-defined threshold
value. The analysis may comprise analysing 22 the network-enabled electronic device 6 from the remotely located
control centre 9 via the communications network 8, for example using one or more computerised testing and diagnostic
tools. In a simple case, the repair 22 of the network-enabled electronic device 6 may comprise the user of device 6
undertaking the repair themselves, for example by increasing ventilation to the device 6, relocating the device 6 further
away from an external source of heat or turning down a brightness of the device 6. However, in other cases, the repair
22 of the network-enabled electronic device 6 may also comprise a remote repair of the device 6 via the communications
network 8, for example, by sending an update to firmware of the device 6 via the communications network 8. Typically,
however, the repair 22 will comprise an on-site visit to the location of the device 6, and possibly even a complete
replacement of the device 6. In any event, once the device 6 has been repaired, the method 200 returns to the meas-
urement 17 and comparison 18 of the measured temperature with the first pre-defined threshold value as before to check
for any recurrence of the fault and/or the occurrence of a new fault in the device 6.
[0038] In another possible alternative embodiment of the method to that shown in Fig. 2, the method may comprise
placing the device 6 into a standby mode of operation or switching the device off without firstly displaying a warning on
a display screen of the device 6, for example, if immediate action is required to prevent a catastrophic failure of the
device 6, or if displaying a warning on the display screen of the device 6 would cause or contribute to the catastrophic
failure of the device 6. On the other hand, in other possible alternative embodiments of the method to that shown in Fig.
2, the method may further comprise displaying a warning on a display screen of the device 6, even if the measured
temperature is not found to be greater than or equal to the second, higher pre-defined threshold value. The content of
such a warning displayed on the display screen of the device 6 may differ from that of a warning which is displayed on
the display screen if the measured temperature is found to be greater than or equal to the second, higher pre-defined
threshold value, for example by having a less urgent status.
[0039] In summary, therefore, the present invention provides a network-enabled electronic device, such as a smart
television, a smart phone, a domestic appliance or a home automation system. The network-enabled electronic device
has a unique identifier, such as a media access control (MAC) address, and at least comprises a microcontroller having
an analogue-to-digital input, a temperature sensor arranged to measure an internal temperature of the network-enabled
electronic device and connected to the analogue-to-digital input of the microcontroller, and a network communications
module. The microcontroller is configured to send a message via the network communications module to a remotely
located control centre if a temperature of the device measured by the temperature sensor is greater than or equal to a
pre-defined threshold value. This has the advantages that any fault in the operation of the device associated with an
overheating event can be reported immediately, allowing for a catastrophic failure of the device to be prevented, for
example by switching the device off, and for analysis and repair of the fault to be carried out more quickly and cheaply,
and possibly even remotely. The present invention also provides a system comprising such a network-enabled electronic
device, the remotely located control centre and a communication means, such as a telephone, which is associated with
the network-enabled electronic device via its unique identifier. The invention further provides a method of monitoring
such a network-enabled electronic device by measuring the temperature of the device, comparing the measured tem-



EP 3 389 024 A1

6

5

10

15

20

25

30

35

40

45

50

55

perature with a pre-defined threshold value, and sending a message from the network-enabled electronic device to the
remotely located control centre if the measured temperature of the device is greater than or equal to the pre-defined
threshold value. The remotely located control centre then sends an alert to the communication means which is associated
with the network-enabled electronic device via the unique identifier of the device.

Claims

1. A network-enabled electronic device (6), at least comprising:

a microcontroller (2) having an analogue-to-digital input;
a temperature sensor (3) arranged to measure an internal temperature of the network-enabled electronic device
(6) and connected to the analogue-to-digital input of the microcontroller (2); and
a network communications module (4);

wherein:

the network-enabled electronic device (6) has a unique identifier; and
the microcontroller (2) is configured to send a message via the network communications module (4) to a remotely
located control centre (9) if a temperature of the device measured by the temperature sensor (3) is greater than
or equal to a pre-defined threshold value.

2. A device according to claim 1, further comprising a power supply unit (1) under control of the microcontroller (2),
and wherein the microcontroller (2) is configured to cause the power supply unit (1) to place the device (6) in a
standby mode of operation or to switch the device off, if the temperature of the device measured by the temperature
sensor (3) is greater than or equal to the pre-defined threshold value.

3. A device according to claim 2, further comprising a display screen (5), and wherein the microcontroller (2) is configured
to display a warning on the display screen (5) if the temperature of the device measured by the temperature sensor
(3) is greater than or equal to the pre-defined threshold value, before placing the device (6) in the standby mode of

Reference Numerals:
1 Power supply unit 16 Start
2 TV microcontroller with analogue-to-digital 

converter
17 Measure temperature

3 Temperature sensor 18 Compare measured temperature with first pre-
defined threshold value

4 Network communications module with media 
access control address

19 Compare measured temperature with second, 
higher pre-defined threshold value

5 On-screen display generator
6 Smart television 20 TV status reported to TV control centre

7 TV user
8 Internet 21 Telephone call from TV control centre 

communication to user
9 TV control centre 22 Analysis of fault and repair by device manufacturer
10 Message sent from TV microcontroller to on-

screen

display 23 TV status reported to TV control centre
11 TV control centre communication with smart 

television
24 Message displayed on on-screen display

12 Telephone connection 25 TV placed in standby mode
13 Temperature sensor output

14 TV user’s telephone 26 Telephone call from TV control centre 
communication to user

15 Telephone call to user 100 System
200 Method
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operation or switching the device off.

4. A device according to any one of claims 1 to 3, wherein the network-enabled electronic device (6) is any one of a
television, a mobile phone, a domestic appliance and a home automation system, and the unique identifier is a
media access control address of the network communications module (4).

5. A system (100) at least comprising:

a network-enabled electronic device (6) according to any one of claims 1 to 4;
a control centre (9) remotely located from the network-enabled electronic device (6) and connected thereto via
a communications network (8); and
communication means (14) associated with the network-enabled electronic device (6) via the unique identifier
of the network-enabled electronic device (6), wherein the communication means (14) is contactable by the
remotely located control centre (9).

6. A system according to claim 5, wherein the network-enabled electronic device (6) comprises the communication
means (14).

7. A system according to claim 5, wherein the communication means (14) is separate from the network-enabled
electronic device (6).

8. A system according to any one of claims 5 to 7, wherein the communication means (14) comprises a telephone.

9. A method (200) of monitoring a network-enabled electronic device (6) having a unique identifier, the method at least
comprising:

measuring (17) the temperature of the device;
comparing (18) the measured temperature with a pre-defined threshold value; and
if the measured temperature is less than the pre-defined threshold value, repeating the measurement (17) and
comparison (18) of the temperature of the device with the pre-defined threshold value; whereas
if the measured temperature is greater than or equal to the pre-defined threshold value:

sending (20, 23) a message from the network-enabled electronic device (6) to a control centre (9) remotely
located from the device (6) and connected thereto via a communications network (8); and
sending (21, 26) an alert from the remotely located control centre (9) to a communication means (14) which
is associated with the network-enabled electronic device (6) via the unique identifier of the device.

10. A method according to claim 9, further comprising, if the measured temperature is greater than or equal to the pre-
defined threshold value, analysing and repairing (22) the network-enabled electronic device (6) to bring the measured
temperature of the device below the pre-defined threshold value.

11. A method according to claim 10, wherein at least one of the analysis and repair (22) of the network-enabled electronic
device (6) is carried out from the remotely located control centre (9) via the communications network (8).

12. A method according to any one of claims 9 to 11, further comprising, if the measured temperature is greater than
or equal to the pre-defined threshold value, displaying (24) a warning on a display screen (5) of the device (6).

13. A method according to any one of claims 9 to 12, further comprising, if the measured temperature is greater than
or equal to the pre-defined threshold value:

comparing (19) the measured temperature with a second, higher pre-defined threshold value; and
if the measured temperature is greater than or equal to the second, higher pre-defined threshold value, placing
(25) the device (6) into a standby mode of operation or switching the device off.

14. A method according to claim 13, further comprising, if the measured temperature is greater than or equal to the
second, higher pre-defined threshold value, displaying (24) a warning on a display screen (5) of the device (6) before
placing (25) the device (6) into the standby mode of operation or switching the device off.
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15. A computer program product or a program code or system for executing one or more than one of the methods of
claims 9 to 14.
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