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(57) Abstract: Disclosed is a technology relating to a mobile communication network failure
monitoring system and method. A mobile communication network failure monitoring system
according to an embodiment of the present invention comprises: a section-specitic index value
collecting unit for collecting a quantified index value about a predetermined index which indi-
cates a communication situation of each corresponding communication section between nodes
included in a mobile communication network; an index value pattern detecting unit for detecting
an index value pattern of the mobile communication network by using the index values collect-
ed according to each of the communication sections; an index value pattern learning unit for
storing an index value pattern of the mobile communication network detected when a failure of
the mobile communication network occurs, and a corresponding failure cause, and then learning
an index value pattern of each failure cause of the mobile communication network; and a failure
information providing unit which compares an index value pattern of the mobile communication
network detected during a predetermined failure monitoring time and the learned index value
pattern, and then provides information on whether a failure occurs in the mobile communica-
tion network and information on the failure cause. Accordingly, the system can accurately and
reliably detect, in a knowledge-based approach, failures caused by various causes in various
sections of a mobile communication network, and not only can notify of the occurrence of a
failure but can also provide failure cause information in real time.
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5 s1 AuC A& Diameter Request 25 a5/=24
6 s1 AuC A EY Diameter Result Code =! Zxx 25 =5
7 S1 AuC Delay Diameter Request ~ Answer Delay 25 Sec g5
8 s1 HSS A= Diameter Request 25 A= 2=/2Y
9 S1 HSS Al Diameter Result Code =! 2xx 2% =28
10 s1 HSS Delay Diameter Request ~ Answer Delay 35 Sec 35
11 s1 ER A& Diameter Request 25 A% a5/ad
12 S1 EIR ATy Diameter Result Code =! 200 &5 g8
13 S1 EIR Delay Diameter Request ~ Answer Delay 35 Sec 25
» i1 | SGW Timeout S11 Request & Rip:nseﬂ e Folx 3=
Ho
15 st SGW Fail 511 GTP Cause 640}t gh2 ZH= A 0|~ =
Cause i
16 S11 SGW DBR S11 Delete Bearer Request 25 g5/ad
17 511 SGW DSR $11 Delete Session Request 25 s&/aS#
18 S5 PGW Timeout | S5 Request ¥ ResponseZ} 8l #HO|A 25 A 25
PGW Fail
19 55 55 GTP Cause 640|& {12 4= Ho|a 25 25
Cause
20 S5 PGW DBR S5 Delete Bearer Request 25 a85/ad
21 S5 PGW DSR S5 Delete Segsion Request g5 a5/
22 Gx PCRF A& Diameter Request 5 2EF8
23 Gx PCRF 4o Diameter Result Code =! 2xxx 2 25
24 Gx PCRF Delay Diameter Request ~ Answer Delay 25 Sec =&
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1| atempt | da | amay |9 A O 1%
HTTP: GET/POST oj &
TCP: TCP Setup0] =g

2 Fail O RO X] g HEE F Hegw | 23 |-

HTTP: HTTP Response Code = 4xx, 5xx¢

FH Y= OfH] 1%
3 | Traffic - Tx | Tx(Upload) Byte B4HEF MB as OIf‘; = CfH]
(=]
MM A2 OjH] 1%
4 | Traffic - Rx | Rx(Download) Byte e MB as ;-Ii‘lf {is Ot
<
RTT - | UE to Server Delay
3 Sec 25 -

Server | {TCP SYN ~ SYN/ACK®| A|ZF B
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