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1. 

ANTIVIRUS SCANNING IN A HARD-LINKED 
ENVIRONMENT 

TECHNICAL FIELD 

This invention pertains to the field of detecting malicious 
computer code in a computer file, particularly a file having 
multiple hard links (file names). 

BACKGROUND ART 

The invention will be illustrated in conjunction with 
NTFS (New Technology File System). NTFS is present in 
every NT and higher operating system manufactured by 
Microsoft Corporation. In NTFS, the attributes of a file 2 
within a computer 10 (see FIG. 1) are stored in alternate data 
streams. A file 2 is a composition of many streams. In NTFS, 
any data stream can have multiple alternate data streams 
associated therewith. 
NTFS 5.0 (and above) supports multiple hard links 1. A 

“hard link 1 is a pointer to the file 2 that comprises, at a 
minimum, the file name. The hard link may comprise the full 
path name including the file name. Since there can be 
multiple hard links 1, any file 2 can have multiple file names, 
even though there is but one physical version of the file 2. 
Two or more of the file names can point to the same file 2 
data, but be located in the same or different directories. FIG. 
1 shows an example in which there are three hard links 1 to 
file 2. Modifying file via any one of the hard links 1 changes 
the underlying data pointed to by all of the hard links 1. 
NTFS considers all file names to be hard links 1 to the file 

in question, but most files 2 have just one hard link 1 
associated with that file 2. An NTFS file 2 is deleted when 
all hard links 1 to it are removed, i.e., when the last hard link 
1 is removed. This means that a first hard link 1 (1) could be 
created for file 2 in a first directory, a second hard link 1 (2) 
could be created for the file 2 in another directory, the first 
hard link 1 (1) could be deleted, and the second hard link 1 
(2) would still exist. 

Other operating systems also Support hard links, e.g., 
UNIX (in which they are called hard links) and OS2 (in 
which they are called shadows). 

Antivirus Scanners often make optimization decisions 
based upon the path or extension of a file 2. For example, if 
an ostensibly temporary file having the extension .tmp is 
opened, the antivirus scanner may decline to scan the 
contents of the file 2, because a timp file is not deemed by 
the antivirus scanner to be executable. However, if that tmp 
file name is actually a hard link 1 (2) to an existing.exe file 
2, modifying the timp file actually modifies the .exe file as 
well. In this scenario, the antivirus scanner could be lulled 
into not scanning a file 2 for the presence of malicious code 
when it should be scanning the file 2. This can result in 
computer 10 being harmed by the malicious code. As used 
herein, “malicious code” means any computer code that 
enters the computer 10 without an authorized user's knowl 
edge and/or without an authorized user's consent. Thus, 
“malicious code can include viruses, worms, and Trojan 
horses. As used herein, the term “antivirus scanner' is used 
in the broad sense, so that such scanner can detect all types 
of malicious code, including worms and Trojan horses as 
well as viruses. 
An NTFS file 2 contains the number of hard links 1 to the 

file 2, but it does not identify the hard links 1 any further. 
Thus, when a user accesses file 2 via the second hard link 1 
(2), this user knows that there are two other hard links 1 (1) 
and 1 (3), but is not told what they are. The only way for the 
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2 
user to find the other hard links 1 (1) and 1 (3) is to note the 
serial number that is included in each NTFS file 2, and then 
to do a search for all of the files 2 in the computer 10 
matching that serial number. That is an extremely time 
consuming and cumbersome operation, and is the problem 
addressed by the present invention. 

Bolosky et al., “Single Instance Storage in Windows 
2000’, downloaded from the Internet on Oct. 11, 2002 at 
http://research.Microsoft.com/sn/Farsite/WSS2000.pdf, dis 
closes the creation of backpointer tables in cases where a 
single file has multiple hard or symbolic links pointing to the 
file. Unlike the present invention, where the contents of file 
2 do not change, an attempt to modify the contents of the 
target file in the reference results in a new version of the 
target file being created. 

DISCLOSURE OF INVENTION 

Computer-implemented methods, apparati, and computer 
readable media for detecting malicious computer code in a 
file (2) associated with a computer (10). A method of the 
present invention comprises the steps of determining 
whether there is more than one hard link (1) to the file (2): 
and when there is more than one hard link (1), ascertaining 
the identities of all the hard links (1), and performing an 
antivirus scan on the file (2) based upon the hard link(s) (1) 
having the most restrictive scanning criteria of all the hard 
links (1), or upon the union of Scanning criteria amongst all 
the hard links (1). 

BRIEF DESCRIPTION OF THE DRAWINGS 

These and other more detailed and specific objects and 
features of the present invention are more fully disclosed in 
the following specification, reference being had to the 
accompanying drawings, in which: 

FIG. 1 is part of the prior art, inasmuch as it illustrates a 
conventional NTFS file system. 

FIG. 2 is a block diagram illustrating an embodiment of 
the present invention. 

FIG. 3 is a flow diagram illustrating the initialization of 
backpointer table 3 of the present invention. 

FIG. 4 is a flow diagram illustrating operation of an 
embodiment of the present invention. 

FIG. 5 is a flow diagram illustrating an integrity check 
feature of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

FIG. 2 illustrates apparatus that can be used to implement 
the present invention. Hard link backpointer table 3 is 
associated with each file 2 having more than one hard link 
1. In NTFS, backpointer table 3 is an alternate date stream. 
In other operating systems, table 3 can be any table, cata 
logue, or file. An antivirus Scanner module 4 has access to 
each file 2 on the computer 10, and serves the function of 
performing scans of file 2 to detect the presence of malicious 
code contained within the file 2. A file system filter driver 5 
has access to each file 2 and is coupled to antivirus Scanner 
module 4. As used throughout this specification including 
claims, "coupled' is used in the broad sense, and means 
“directly coupled”, “indirectly coupled, “in communication 
with', 'connected to”, “physically coupled”, “logically 
coupled”, etc. Driver 5 is typically a computer program that 
is always running on the computer 10 and hooks to the 
operating system functionality, e.g., via APIs (Application 
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Programming Interfaces). An example of a suitable file 
system driver 5 is Symevent manufactured by Symantec 
Corporation of Cupertino, Calif. 
A backpointer table construction module 6 has access to 

each file 2 and to the file’s accompanying backpointer table 
3. Modules 3, 4, 5, and 6 can be implemented in hardware, 
firmware, and/or software, or any combination thereof, and 
are normally implemented in Software. 

FIG. 3 illustrates the initialization of the backpointer table 
3. The method of FIG. 3 can be performed every time the 
computer 10 is initialized, i.e., when the user of computer 10 
first implements the present invention thereon. Alternatively, 
the method of FIG. 3 can be performed any time the user 
desires, or when there is reason to believe that backpointer 
table 3 may have become inconsistent with the file system. 
For example, this can occur when driver 5 determines that 
the file system was modified when driver 5 was disabled for 
a period of time. 
The initialization of table 3 begins at step 31. At step 32, 

construction module 6 asks whether there are any more files 
2 to be subjected to the initialization routine. If not, the 
method ends at step 33. If there are more files 2 to be 
processed, the method proceeds to step 34, where construc 
tion module 6 selects the next file 2 to be processed. At step 
35, construction module 6 asks whether there is more than 
one hard link 1 to file 2. This determination is made by 
construction module 6 examining the section of the file 2 
that contains the number of hard links 1. If this section 
divulges that there is just one hard link 1, the method reverts 
to step 32. If, on the other hand, there is more than one hard 
link 1, the method proceeds to step 36, where construction 
module 6 creates a backpointer table 3, and links table 3 to 
file 2. Construction module 6 can create table 3 by means of 
determining the serial number of file 2 and searching 
through all the files 2 on the computer for entries having the 
same serial number. Each entry of table 3 should preferably 
contain the full path name for each hard link 1. This is 
useful, because decisions made by antivirus Scanner 4 might 
require knowledge of the directory path and/or extension. 
The method then reverts to step 32. 

Table 3 should be updated by construction module 6 each 
time a hard link 1 to file 2 is added, deleted, or renamed. File 
system filter driver 5 (or a client of driver 5) can be 
programmed to monitor when a hard link 1 is added, deleted, 
or renamed; and inform construction module 6 accordingly. 

FIG. 4 illustrates how the present invention is able to 
perform a more complete antivirus scan than methods of the 
prior art. At Step 41, a file 2 is opened. At Step 42, file system 
filter driver 5 notices that file 2 is opened. This may happen, 
e.g., because driver 5 has been programmed to activate 
whenever any file 2 on computer 10 is opened. At step 43. 
driver 5 determines whether there is more than one hard link 
1 to file 2. This determination can be made by means of 
driver 5 examining the section of file 2 that indicates the 
number of hard links 1 to file 2. If there is just one hard link 
1, step 46 is entered, where driver 5 instructs antivirus 
scanner module 4 to Scan file 2 in a normal fashion based 
upon criteria contained in the hard link 1. The criteria may 
be ascertained from just hard link 1, or from hard link 1 in 
combination with other information. For example, the scan 
ning criteria may be based simply upon the file name, or 
upon the file name extension (..tmp or .exe). Alternatively, 
the scanning criteria may be based upon the extension in 
combination with information contained in the header of the 
file 2. 

If step 43 discloses that there is more than one hard link 
1 to the file 2, driver 5 examines (at step 44) table 3 to 
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4 
determine the identity of the hard link 1 or hard links 1 
having the most (in relation to all the hard links 1 associated 
with that file 2) restrictive scanning criteria associated 
therewith. This determination is made on the basis of a set 
of preselected rules. For example, one such rule may be that 
a file 2 having an extension of .tmp does not have to be 
scanned by antivirus scanner 4, whereas a file 2 having an 
extension .exe does have to be scanned. In an alternative 
embodiment, antivirus scanner 4, rather than driver 5, per 
forms step 44. 

Finally, at step 45, antivirus scanner 4 performs the scan 
based upon said most restrictive criteria, based upon instruc 
tions issued by driver 5. 

In an alternative embodiment, instead of performing steps 
44 and 45, when the answer to the question posed in step 43 
is “yes”, antivirus module 4 scans file 2 based upon the 
union of scanning criteria amongst all the hard linkS 1. The 
union of scanning criteria can be determined by antivirus 
scanner 4 or by driver 5. 

FIG. 5 illustrates a method by which the computer 10 user 
can perform an integrity check upon the contents of table 3. 
This integrity check can be performed periodically, e.g., 
weekly, or whenever the user desires, e.g., when the user 
suspects that table 3 may have been corrupted. 
The method begins at step 51. At step 52, construction 

module 6 asks whether there are any more files 2 to be 
checked. If there arent any, the method ends at step 53. If 
there are files 2 still to be checked, the method proceeds to 
step 54, where construction module 6 selects the next file 2. 
At step 55, module 6 determines whether the stated (in the 
section of file 2 that gives the number of hard links 1) 
number of hard links 1 is equal to the number of entries in 
table 3 associated with that particular file 2. If these numbers 
are the same, the method reverts to step 52. If, on the other 
hand, these numbers are different, the method proceeds to 
step 56, where module 6 updates table 3. This updating can 
be performed in the same way that module 6 performs step 
36 of FIG. 3. Then the method again reverts to step 52. 

In an alternative embodiment of the present invention, 
any search module associated with the computer 10 that 
searches for files 2 by file name or portion of file name can 
be modified to look for not just the normal items that the 
search module has been programmed to look for, but also the 
information contained in backpointer table 3. This can 
enhance the usability of the search module. An example of 
Such a search module is the search module known as 
Explorer, which is present on Windows operating systems. 
Say, for example, that the user asks Explorer to look for all 
files having extension .exe. If Explorer has been enhanced as 
described herein, Explorer will give the user citations to not 
just links from .exe but from other hard links 1 to the file 2 
that don’t have an extension of .exe. 

The above description is included to illustrate the opera 
tion of the preferred embodiments and is not meant to limit 
the scope of the invention. The scope of the invention is to 
be limited only by the following claims. From the above 
discussion, many variations will be apparent to one skilled 
in the art that would yet be encompassed by the spirit and 
Scope of the present invention. 
The invention claimed is: 
1. A computer-implemented method for detecting mali 

cious computer code in a file associated with a computer, 
said method comprising the steps of: 

determining whether there is more than one hard link to 
the file; and 
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when there is more than one hard link: 
ascertaining the identities of all the hard links; and 
performing an antivirus scan on the file based upon the 

hard link(s) having the most restrictive scanning 
criteria of all the hard links to detect malicious 
computer code. 

2. The method of claim 1 wherein each hard link com 
prises a file name. 

3. The method of claim 1 wherein each hard link com 
prises a full path name including a file name. 

4. The method of claim 1 wherein the scanning criteria are 
based upon a file name in combination with other informa 
tion. 

5. The method of claim 4 wherein said other information 
comprises information contained in a header of the file. 

6. The method of claim 1 wherein the ascertaining com 
prises accessing a backpointer table associated with the file. 

7. The method of claim 6 wherein the backpointer table 
comprises full path names for all hard links to the file. 

8. The method of claim 6 wherein the backpointer table is 
stored as an alternate data stream associated with the file. 

9. The method of claim 6 wherein the backpointer table 
has been constructed by a backpointer table construction 
module. 

10. The method of claim 6 wherein the backpointer table 
is updated every time a file is Subjected to an operation from 
the group of operations comprising addition of a file, dele 
tion of a file, and renaming of a file. 

11. The method of claim 6 wherein a search module 
associated with the computer is modified to access the 
backpointer table. 

12. The method of claim 6 wherein the backpointer table 
is created when the computer is initialized. 

13. The method of claim 6 wherein the backpointer table 
is re-initialized when there is reason to believe that the 
backpointer table may have become inconsistent. 

14. The method of claim 6 further comprising the step of: 
performing an integrity check on the backpointer table. 
15. The method of claim 14 wherein the step of perform 

ing the integrity check comprises the Substeps of 
for each file on the computer, determining whether a first 

value stored within the file representative of a number 
of hard links associated with the file is equal to a second 
value representative of the number of entries in the 
backpointer table associated with the file; and 

when the first value is unequal to the second value, 
updating the backpointer table. 

16. The method of claim 1 wherein the determining step 
is performed every time the file is opened. 

17. The method of claim 1 wherein the ascertaining is 
performed by a file system filter driver that is always running 
on the computer. 

18. A computer-readable medium containing computer 
program instructions for detecting malicious computer code 
in a file associated with a computer, comprising: 

a backpointer table construction module coupled to the 
file, said module adapted to construct a backpointer 
table for the file when the file has more than one hard 
link; 

an antivirus Scanner coupled to the file and adapted to 
Scan the file for the presence of malicious computer 
code; and 

a file system filter driver coupled to the file and to the 
antivirus Scanner, said driver instructing the antivirus 
scanner to examine the backpointer table when the file 
has more than one hard link. 
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6 
19. A computer-readable medium containing computer 

program instructions for detecting malicious computer code 
in a file associated with a computer, said instructions per 
forming the steps of 

determining whether there is more than one hard link to 
the file; and when there is more than one hard link: 
ascertaining the identities of all the hard links; and 
performing an antivirus scan on the file based upon the 

hard link(s) having the most restrictive scanning 
criteria of all the hard links to detect malicious 
computer code. 

20. The computer-readable medium of claim 19 wherein 
each hard link comprises a file name. 

21. The computer-readable medium of claim 19 wherein 
each hard link comprises a full path name including a file 
aC. 

22. The computer-readable medium of claim 19 wherein 
the scanning criteria are based upon a file name in combi 
nation with other information. 

23. The computer-readable medium of claim 22 wherein 
said other information comprises information contained in a 
header of the file. 

24. The computer-readable medium of claim 19 wherein 
the ascertaining comprises accessing a backpointer table 
associated with the file. 

25. The computer-readable medium of claim 24 wherein 
the backpointer table comprises full path names for all hard 
links to the file. 

26. The computer-readable medium of claim 24 wherein 
the backpointer table is stored as an alternate data stream 
associated with the file. 

27. The computer-readable medium of claim 24 wherein 
the backpointer table has been constructed by a backpointer 
table construction module. 

28. The computer-readable medium of claim 24 wherein 
the backpointer table is updated every time a file is subjected 
to an operation from the group of operations comprising 
addition of a file, deletion of a file, and renaming of a file. 

29. The computer-readable medium of claim 24 wherein 
a search module associated with the computer is modified to 
access the backpointer table. 

30. The computer-readable medium of claim 24 wherein 
the backpointer table is created when the computer is 
initialized. 

31. The computer-readable medium of claim 24 wherein 
said instructions further comprise the step of 

performing an integrity check on the backpointer table. 
32. The computer-readable medium of claim 31 wherein 

the step of performing the integrity check comprises the 
substeps of: 

for each file on the computer, determining whether a first 
value stored within the file representative of a number 
of hard links associated with the file is equal to a second 
value representative of the number of entries in the 
backpointer table associated with the file; and 

when the first value is unequal to the second value, 
updating the backpointer table. 

33. The computer-readable medium of claim 19 wherein 
the determining step is performed every time the file is 
opened. 

34. The computer-readable medium of claim 19 wherein 
the ascertaining is performed by a file system filter driver 
that is always running on the computer. 
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35. A computer-implemented method for detecting mali 
cious computer code in a computer, the method comprising: 

identifying a file on a storage device associated with the 
computer, the file having a plurality of hard links, each 
hard link associated with a file name; 

determining a plurality of file names associated with the 
plurality of hard links; 

ascertaining a set of Scanning criteria responsive at least 
in part to the plurality of file names, where ascertaining 
the set of Scanning criteria comprises: 
ascertaining scanning criteria for each of the plurality 

of file names, and 

5 

8 
forming the set of Scanning criteria from the most 

restrictive scanning criteria of the scanning criteria 
for each of the plurality of file names; and 

scanning the file responsive to the set of scanning criteria 
to detect the presence of malicious computer code in 
the file. 

36. The method of claim 35, wherein a file name of the 
plurality of file names comprises a file name extension, and 
wherein ascertaining scanning criteria for each of the plu 

10 rality of file names ascertains the criteria responsive to the 
file name extension. 
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