
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization

International Bureau
(10) International Publication Number

(43) International Publication Date WO 2015/038040 Al
19 March 2015 (19.03.2015) P O P C T

(51) International Patent Classification: AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
G08B 23/00 (2006.01) G08B 13/196 (2006.01) BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
G08B 19/00 (2006.01) H04N 7/18 (2006.01) DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,

HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KN, KP, KR,
(21) International Application Number: KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,

PCT/SE20 13/05 105 1 MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,

(22) International Filing Date: OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,

10 September 2013 (10.09.201 3) SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,

(25) Filing Language: English ZW.

(26) Publication Language: English (84) Designated States (unless otherwise indicated, for every

(71) Applicant: TELEFONAKTIEBOLAGET L M ERIC¬ kind of regional protection available): ARIPO (BW, GH,

SSON (PUBL) [SE/SE]; SE-164 83 Stockholm (SE). GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,

(72) Inventors: FORMO, Joakim; Knipvagen 157, S-184 62 TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
Akersberga (SE). TSIATSIS, Vlasios; Wiboms vag 10, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
4tr, S-171 60 Solna (SE). VIGGEDAL, Anna; Erik Dahl- MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
bergsgatan 24, S-l 1532 Stockholm (SE). NYBERG, Mar¬ TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
cus; Huvudfabriksgatan 2, S-l 26 37 Hagersten (SE). KM, ML, MR, NE, SN, TD, TG).

(74) Agent: EGRELIUS, Fredrik; Ericsson AB, Patent Unit Published:
Kista DSM, SE- 16480 Stockholm (SE). — with international search report (Art. 21(3))

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,

©
o
00

(54) Title: METHOD AND MONITORING CENTRE FOR SUPPORTING SUPERVISION OF EVENTS
©

(57) Abstract: A method and monitoring centre(304) for supporting supervision of events in a monitored area (300) based on sensor
data(D) reported by sensors over a communication network (302). When the monitoring centre(304) detects an abnormal event (E),

o it identifies a set of sensors (S1-S3) which are potentially impacted by the event, and also identifies network nodes (Nl -N3, BS) that
are able to communicate sensor data reported by the identified sensors(Sl-S3). The monitoring centre(304) then instructs (In) the
identified network nodes to promote the communication of sensor data reported by the identified sensors. Thereby, transport of the

o sensor data will be enhanced and it will arrive promptly and properly at the monitoring centre, to enable any watching staff to take
notice and evaluate the abnormal event as soon as possible.



METHOD AND MONITORING CENTRE FOR SUPPORTING SUPERVISION OF

EVENTS

Technical field

[0001 ] The present disclosure relates generally to a method and a monitoring

centre for supporting supervision of events in a monitored area based on sensor

data reported by sensors over a communication network.

Background

[0002] Equipment and procedures have been developed for monitoring various

premises and areas that need to be supervised, where a plurality of sensors are

installed at different locations within a monitored area. These sensors are

configured to measure or observe some metric or parameter of interest, such as

temperature, pressure, voltage, light, motion, sound, presence of objects,

presence of smoke, and so forth. Some common examples of monitored "areas"

that might need to be supervised include public areas such as city streets, public

buildings, stadiums, public transportation, and also more proprietary areas such as

private residences, land, vehicles, industrial premises, communication networks,

etc. It should be noted that a monitored area may be comprised of an

infrastructure such as the above-mentioned examples of public transportation and

communication networks. The sensors are connected through a communication

network to a monitoring centre or the like and report sensor data comprising

information about measurements and observations to the monitoring centre, either

at regular intervals or triggered by occurrence of an event, e.g. detection of

motion, sound, light, temperature rise, etc.

[0003] In this disclosure, information delivered from sensors will be referred to

as "sensor data" which could be, without limitation, any information related to

measurements and observations performed by the sensors, depending on their

functionality. Further, the term "monitoring centre" will be used to represent a

functional entity or node which receives sensor data from multiple sensors in a

monitored area. The monitoring centre may process and evaluate the sensor data



and display information thereof on a monitoring equipment such as a monitoring

screen or the like.

[0004] An example of how such an arrangement for supervision may be realized

in practice is illustrated in Fig. 1 where a plurality of sensors "S" are distributed to

different positions within a schematically shown monitored area 100, the sensors

being configured to perform various measurements and observations at their

positions and to report resulting sensor data "D" which is communicated over a

communication network 102 to a monitoring centre 104. The sensor data D is

communicated over various nodes and links in the network 102 to arrive at the

monitoring centre 104 for review and evaluation. Sensor data from the different

sensors travels over different paths and routes in the network depending on where

the sensors are located in the network.

[0005] Information that reflects the sensor data may be displayed on one or

more monitoring screens 106a, 106b... that can be watched by some staff present

on-site at the monitoring centre 104. Such displayed information may include

charts with measurement results, a map image, an infrastructure image, any

calculations, graphs or compilations made from received sensor data, and so forth.

In the field of telecommunication, a monitoring centre called Network Operation

Centre, NOC, is sometimes employed for supervision of a communication network

based on, among other things, sensor data reported by sensors located at

different nodes and links throughout the communication network. The NOC usually

also deals with alarms, complaints, etc., coming from users of services in the

network.

[0006] When an event is detected in the monitored area that in some sense is

"abnormal" by somehow deviating from what is considered to be normal

conditions, it is usually of interest to investigate the event and monitor how it

develops, e.g. to find out if it gets "worse", more serious or larger in magnitude,

and/or to determine whether some action is required to deal with the event and its

consequences. Some examples of events that may be considered "abnormal"

include fires, accidents, burglary, extreme weather conditions, and equipment

malfunction or failure. Before determining what actions need to be taken due to the



event, it may be needed to establish some vital facts such as the nature, location,

extent, and anticipated consequences of the event.

[0007] In this disclosure, the term "abnormal event" is used to represent any

event that potentially requires some action to be taken for dealing with the event,

such as monitoring or supervising the event and any consequences thereof with

increased attention. However, there are some problems associated with the

above-described conventional arrangement for supervision. Firstly, it may not be

possible to evaluate the event quick enough, e.g., to limit any resulting damages

or other negative consequences, and secondly, the information that can be

extracted from the reported sensor data may be insufficient or improper for making

an accurate evaluation of the event and its consequences and for deciding to take

proper actions.

Summary

[0008] It is an object of embodiments described herein to address at least some

of the problems and issues outlined above. It is possible to achieve this object and

others by using a method and a monitoring centre as defined in the attached

independent claims.

[0009] According to one aspect, a method is performed by a monitoring centre

for supporting supervision of events in a monitored area based on sensor data

reported by sensors over a communication network. It is assumed that the sensors

are distributed in different positions in the monitored area. In this method, the

monitoring centre detects an abnormal event in the monitored area based on

received sensor data, and identifies a set of sensors that are potentially impacted

by the detected abnormal event. The monitoring centre also identifies network

nodes in the communication network that are able to communicate sensor data

reported by the identified sensors, and instructs the identified network nodes to

promote the communication of sensor data reported by the identified sensors.

[0001 0] According to another aspect, a monitoring centre is arranged to support

supervision of events in a monitored area based on sensor data reported by

sensors over a communication network, the sensors being distributed in different



positions in the monitored area. The monitoring centre comprises a data collector

that is configured to collect sensor data reported by the sensors. The monitoring

centre further comprises a logic unit configured to detect an abnormal event in the

monitored area based on received sensor data. The logic unit is also configured to

identify a set of sensors impacted by the detected abnormal event, and to identify

network nodes in the communication network that are able to communicate sensor

data reported from the identified sensors. The monitoring centre further comprises

an instruction unit that is configured to instruct the identified network nodes to

promote the communication of sensor data from the identified sensors.

[0001 1] The above method and monitoring centre may be configured and

implemented according to different optional embodiments to accomplish further

features and benefits, to be described below.

Brief description of drawings

[00012] The solution will now be described in more detail by means of exemplary

embodiments and with reference to the accompanying drawings, in which:

[0001 3] Fig. 1 is a communication scenario illustrating that sensor data is

conveyed to a monitoring centre over a communication network, according to the

prior art.

[00014] Fig. 2 is a flow chart illustrating a procedure in a monitoring centre,

according to some possible embodiments.

[0001 5] Fig. 3 is another communication scenario illustrating how a monitoring

centre may be employed in practice, according to further possible embodiments.

[00016] Fig. 4 is a block diagram illustrating a monitoring centre in more detail,

according to further possible embodiments.

[0001 7] Fig. 5 is another communication scenario illustrating how a monitoring

centre may be employed when the communication network comprises a Software

Defined Network, SDN, according to further possible embodiments.



Detailed description

[0001 8] In this disclosure, a solution is presented where it has been recognized

that useful sensor data may often be unduly delayed or even lost in the

communication network due to deficient or poor transport when the sensor data is

communicated to the monitoring centre. A monitoring centre according to

embodiments described herein is arranged to operate such that when an abnormal

event occurs, a set of network nodes are instructed to promote communication of

sensor data reported by sensors that are potentially impacted by the abnormal

event, in order to ensure fast and safe arrival of the reported sensor data at the

monitoring centre. For example, the network nodes may be instructed to operate

such that sensor data from sensors impacted by the abnormal event will take

precedence over other data communicated over the network nodes.

[0001 9] The network nodes that are involved in the communication of such

sensor data may operate in several different ways to promote the communication,

e.g. depending on the type of node and communication technique, which will be

described in more detail below. The main purpose in this solution is to achieve

enhanced transport of the sensor data from the impacted sensors and ensure that

it arrives properly and without too much delay at the monitoring centre, to enable

any watching staff to take notice and evaluate the abnormal event as soon as

possible. For example, the identified network nodes may be instructed to promote

communication of sensor data to ensure a certain throughput of the data, to

reduce the latency of the data, and to ensure that not too much data is lost on the

way.

[00020] An example of how a monitoring centre may operate to support

supervision of events in a monitored area according to some possible

embodiments, will now be described with reference to the flow chart in Fig. 2 . It is

assumed that sensors distributed in different positions in the monitored area report

sensor data to the monitoring centre. A monitoring equipment may display

information that reflects the reported sensor data, e.g. on one or more monitoring

screens or panels that can be watched by any supervising personnel, which may

be a similar arrangement as illustrated in Fig. 1. The procedure in Fig. 2 may be



implemented by means of various functional units or entities in the monitoring

centre which will be outlined in more detail later below in some possible examples.

[00021 ] It is also assumed that the sensors across the monitored area, or at least

some of them, more or less continuously perform various measurements and

observations according to their functionalities, and report resulting sensor data to

the monitoring centre over a communication network, either regularly or depending

on their measurements and/or observations. A first action 200 illustrates that the

monitoring centre receives reported sensor data over the communication network,

which may go on constantly in the background throughout the described

procedure. The reported sensor data may be collected in a suitable data storage

or the like which then may be accessed in order to analyze the sensor data.

[00022] The sensors may thus report such sensor data to the monitoring centre

on a regular basis or when triggered by a measurement or observation, e.g. when

the sensor registers a certain condition such as a temperature rise, a motion, a

sound, etc., depending on functionality. It is further assumed that the monitoring

centre has a logic functionality that more or less continuously analyzes the

reported sensor data in order to detect abnormal events as indicated by the sensor

data.

[00023] In a next shown action 202, the monitoring centre detects an abnormal

event in the monitored area based on received sensor data. As indicated above,

an abnormal event is generally deemed to have occurred when one or more of the

sensors reports a measurement or observation that in some way deviates from its

normal and expected measurements or observations, and which may require

some action or at least further attention. To mention a few illustrative but non-

limiting examples, an abnormal event may be indicated by a temperature rise, a

detected motion, breakage of a window, or a sound out of the ordinary. For

example, when analyzing the reported sensor data, the monitoring centre may

compare it with various predefined "normality" thresholds and when a reported

measurements exceeds, or falls below, a corresponding threshold, an abnormal

event can be assumed to have occurred. Once detected, it is likely of interest to

monitor and further watch details about the abnormal event and how it develops



and the further monitoring is dependent on further sensor data being reported from

impacted sensors.

[00024] A logic function or the like in the monitoring centre may be operable to

analyze reported sensor data in order to detect when an abnormal event occurs. In

a possible embodiment, this analysis may be further based on knowledge of

previously occurred abnormal events which may have been stored in a knowledge

database or the like at the monitoring centre. In other words, the abnormal event

may be detected based on historical data that has been stored over time and

reflecting previous abnormal events.

[00025] Having detected an abnormal event, the monitoring centre then identifies

a set of sensors that are at least potentially impacted by the detected event, as

shown in a next action 204. This set of potentially impacted sensors may naturally

include a first sensor that has reported a measurement or observation deviating

from what is normal, e.g. by exceeding or falling below a normality threshold,

which has actually triggered detection of the abnormal event in the foregoing

action 202, although this set of sensors may also include further sensors which are

deemed to be potentially impacted, e.g., by being located nearby around the first

sensor.

[00026] For example, if a first sensor reports an abnormally high temperature or

presence of smoke suggesting a fire, further sensors located close to the first

sensor may be included in the set of potentially impacted sensors as they may

possibly start to report abnormally high temperatures as well in case intensity

and/or magnitude of the fire increases. A logic function in the monitoring centre

may operate to analyze reported sensor data and a topology showing how the

sensors are placed, for identifying which sensors are potentially impacted by the

abnormal event and should be included in the set. This analysis for sensor

identification may be further based on the above-mentioned historical data in the

knowledge database.

[00027] Having identified the impacted sensors, the monitoring centre is also able

to identify which network nodes in the communication network are able to



communicate sensor data reported by the impacted sensors, and the monitoring

centre identifies these network nodes in a further action 206. The monitoring

centre may be able to do this based on knowledge of a topology of the

communication network, including how the nodes therein are positioned and

connected to one another, and also at which points and positions the identified

sensors are connected to the communication network. Thereby, the

communication path from each one of the identified sensors to the monitoring

centre can be determined and all nodes in that path can thus be identified.

[00028] The communication network may be comprised of one or more types of

network, e.g. fixed, cellular, public and/or private networks, which typically

comprise various different types of network nodes that may be involved in the

communication of sensor data. To mention a few possible but non-limiting

examples, the identified network nodes may comprise any one or more of: a base

station of a cellular network, a core node of a cellular network, a packet router, a

switch, a relay node, and a node interconnecting a radio access network and a

core network. These are thus only examples of configurable network equipment

that forwards communication packets, e.g. an Ethernet switch, an Internet Protocol

(IP) router, a border Gateway, and so forth.

[00029] In a next action 208, the monitoring centre instructs the identified

network nodes to promote the communication of sensor data reported by the

identified sensors. The monitoring centre may do this by sending an instruction or

the like in a suitable message to each of the identified network nodes, effectively

triggering each respective node to start operating in a way that somehow

promotes, or "helps", the communication of sensor data.

[00030] The messages and protocols involved in dispatching such instructions to

network nodes depend on how the relevant end-to-end path is arranged. For

example, the communication network may comprise network nodes configured for

ZigBee or Bluetooth or Internet Engineering Task Force, IETF, Constrained

Application Protocol, CoAP. A cellular network may comprise 2G, 3G or LTE base

stations, while a core network with forwarding nodes may comprise SDN

OpenFlow switches. The Monitoring centre may need to employ CoAP for a CoAP



enabled sensor network, 3GPP protocols for configuring a bearer of a base station

and the OpenFlow protocol to configure the OpenFlow compliant routers and

switches. These are only examples of protocols for different types of network

nodes and the embodiments herein are not limited to these examples.

[00031 ] In some possible examples, the identified network nodes are instructed

to promote said communication of sensor data by operating to fulfil at least one of

the following conditions a-c:

a) The throughput of the sensor data is above a certain pre-set throughput

limit, which thus ensures that at least a certain minimum data rate is

achieved for the sensor data over the respective network node.

b) The latency of the sensor data in the respective nodes is below a certain

pre-set latency limit, which thus ensures that a certain maximum delay

time is not exceeded for the sensor data over the respective network

node.

c) The amount of lost sensor data in the respective nodes is below a certain

pre-set loss rate limit, which thus ensures that no more than a certain

maximum amount of sensor data is lost, e.g. dropped, discarded or not

found, over the respective network node.

[00032] One or more of the above conditions a-c may be fulfilled in several

different ways, and some possible examples of how the identified network nodes

may be instructed will be outlined below.

[00033] In one possible embodiment, the monitoring centre may instruct at least

one of the identified network nodes to promote the communication of sensor data

by increasing priority for the sensor data. In other words, whenever a data packet

with sensor data from an impacted sensor arrives at the network node, this data

packet is given a higher priority, if not the highest possible, relative other data

flows being communicated through the node. If for example the at least one

identified network node is a packet router or any similar node that basically routes

data packets from different data flows, the monitoring centre may instruct the



packet router to increase the priority for the sensor data in a buffer of the packet

router. Thereby, this data packet will be sent out from the node before other data

packets pending in the buffer and it can be ensured that the packet will not be

excessively delayed by waiting too long in the buffer before output, and/or that it is

not discarded from the buffer due to expiry of a timer or the like.

[00034] In another possible embodiment, the identified network nodes may

comprise a node that is currently "sleeping" by not being active in communication

of data, although it may still be able to communicate sensor data reported by one

or more of the identified sensors once the sleeping node becomes activated. In

that case, the monitoring centre may instruct at least one of the identified network

nodes to promote the communication of sensor data by waking up the sleeping

node to start communicate sensor data from at least one of the identified sensors.

This may be done such that the instructed network node sends a suitable wake-up

message to the sleeping node, effectively activating the sleeping node to start

communicate the sensor data accordingly. Thereby, the path for the sensor data

through the network will be somewhat changed.

[00035] In further possible embodiments, the identified sensors may comprise a

first wireless sensor and the identified network nodes may comprise a base station

in radio communication with the first wireless sensor. In that case, the monitoring

centre may instruct the base station to promote the communication of sensor data

by performing at least one of the following actions 1-6:

) The base station may be instructed to deny handovers of other wireless

communication devices to the base station, which means that congestion can

be avoided in an area, such as a cell, that the base station is currently serving.

Otherwise, if such handovers were allowed, congestion could arise involving

excessive data traffic with the base station, which in turn might result in

reduced data throughput, delayed traffic, high level of interference, dropped

data, retransmissions, and so forth, all of which could degrade the

communication of the sensor data.



If the first wireless sensor is capable of applying Discontinuous Reception,

DRX, by turning off its receiver in order to save power, the base station may

be instructed to reduce a DRX period for the first wireless sensor. As a result,

the first wireless sensor will have its receiver turned on more frequently so that

any messages from the base station, e.g., for granting uplink transmission, will

get across to the sensor with less delay.

The base station may be instructed to establish for the first wireless sensor a

radio access bearer with greater bandwidth and/or lower latency for

communicating the sensor data, which means that the sensor data can be

communicated with increased throughput.

The base station may be instructed to establish for the first wireless sensor a

multi-path radio link for communicating the sensor data, which likewise means

that the sensor data can be communicated with increased throughput, as

compared to a single-path radio link, since each added radio link will expand

the amount of data that can be communicated per time unit.

The base station may be instructed to reduce priority for data from other

devices than the first wireless sensor, which means that the data from other

devices will not take precedence over the sensor data coming from the first

wireless sensor which will effectively be given a higher priority relative to the

other devices. This will thus have a similar effect as increasing priority for the

sensor data, which was described above.

The base station may be instructed to trigger a neighbouring base station to

start communicate sensor data from a second wireless sensor of the identified

sensors. In this alternative, added sensor data can be reported from the

second wireless sensor which could enrich the information that arrives at the

monitoring centre. For example, the base station may send a suitable trigger

message to the neighbouring base station, either via a common control node

or directly over an X2 interface according to LTE or similar, which message

triggers the neighbouring base station to start requesting sensor data from the

second wireless sensor, or to increase the amount of reported sensor data.



[00036] In another possible embodiment, in case there is a second wireless

sensor involved such as in alternative 6) above, the monitoring centre may instruct

the base station to communicate a wakeup message from the first wireless sensor

to the second wireless sensor over the neighbouring base station without routing

the wakeup message over a core network. The wakeup message may be send

over an X2 interface or the equivalent.

[00037] Conventionally, a sleeping base station may be awaken, i.e. activated, by

a wireless device that intends to establish a connection with the base station, or it

may be awaken by another active base station if the latter base station detects a

wireless device that is moving towards the sleeping base station. The type of wake

up mechanism in the latter embodiment above is somewhat different from the

conventional case mentioned above. In this embodiment, a sensor node that could

be stationary intends to wake up one or more other stationary sensor nodes in its

geographical vicinity, and the communication path between the active sensor and

each sleeping sensor may include a neighboring base station that might be in a

sleeping state. It may therefore be necessary to awaken a neighboring base

station before any communication between an active sensor and a sleeping

sensor can take place.

[00038] In yet another possible embodiment, at least some of the identified

network nodes may be comprised in a fixed part of the communication network

that forms a so-called Software Defined Network, SDN, which comprises nodes

that are software controlled by an SDN controller. This embodiment will be

described further below with reference to Fig. 5 .

[00039] An example of how this solution may be used in practice is illustrated by

the scenario of Fig. 3 . In this example, various sensors S have been distributed in

different positions across a monitored area 300, although only a few of them are

shown here for simplicity while in reality there may be hundreds or even thousands

of sensors being used for monitoring the area 300. These sensors S send sensor

data D more or less continuously over a communication network 302 to the

monitoring centre, which is denoted 304 in this figure. The communication network



302 comprises in this case both fixed parts and wireless parts, the latter being

represented by a base station BS.

[00040] When the monitoring centre 304 detects an abnormal event E , e.g. as

described for action 202 above, a set of sensors S 1-S3 are identified as being

potentially impacted by the event E , e.g. in the manner described for action 204

above. The monitoring centre 304 then also identifies a set of network nodes, N 1-

N4 and BS, as being able to communicate sensor data reported by the identified

sensors S 1-S3, e.g. in the manner described for action 206 above. For example,

sensor data reported from sensor S 1 is communicated over a radio interface to the

base station BS and further over wired links through network nodes N 1 and N4,

before arriving at the monitoring centre 304. It should be noted that this example is

greatly simplified and in reality the total path for transporting sensor data from a

sensor may comprise more network nodes, e.g. tens of nodes. Also, there may be

a much greater number of sensors involved which are potentially impacted by the

abnormal event. Basically, this solution may be employed for any range or amount

of sensors and/or network nodes and the solution is not limited in this respect.

[00041 ] In Fig. 3 , the monitoring centre 304 instructs the identified set of network

nodes N 1-N4 and BS to promote the communication of sensor data D reported by

the identified sensors S 1-S3, e.g. in the manner described for action 208 above.

The monitoring centre 302 thus sends a suitable instruction denoted "In", which

effectively triggers the nodes N 1-N4 and BS to start promoting the communication.

Several examples of how the network nodes might be instructed to operate in

order to promote the communication, were described above.

[00042] A detailed but non-limiting example of how a monitoring centre may be

structured with some possible functional units to bring about the above-described

operation of the monitoring centre, is illustrated by the block diagram in Fig. 4 . In

this figure, the monitoring centre 400 is arranged to support supervision of events

in a monitored area based on sensor data reported by sensors over a

communication network 402, the sensors being distributed in different positions in

the monitored area, which is not explicitly shown here. The monitoring centre 400

may be configured to operate according to any of the examples and embodiments



described above and as follows. The monitoring centre 400 will now be described

in terms of some possible examples of employing the solution.

[00043] The monitoring centre 400 comprises a data collector 400a that is

configured to collect sensor data D reported by the sensors S . The collected

sensor data D may be stored in a data storage 400d. The monitoring centre 400

further comprises a logic unit 400b that is configured to detect an abnormal event

in the monitored area based on received sensor data D, e.g. as described for

action 202 above. The logic unit 400b is also configured to identify a set of sensors

S 1-S3 which are potentially impacted by the detected abnormal event, e.g. as

described for action 204 above. The logic unit 400b is also configured to identify

network nodes N 1-N3, BS in the communication network that are able to

communicate sensor data reported from the identified sensors S 1-S3.

[00044] The monitoring centre 400 also comprises an instructing unit 400c

configured to instruct, "In", the identified network nodes N 1-N3, BS to promote the

communication of sensor data from the identified sensors, e.g. as described for

action 208 above.

[00045] The above monitoring centre 400 and its functional units may be

configured or adapted to operate according to various optional embodiments. In a

possible embodiment, the instruction unit (400c) is configured to instruct the

identified network nodes to promote said communication of sensor data by

operating to fulfil at least one of:

- throughput of the sensor data is above a throughput limit,

- latency of the sensor data in the respective nodes is below a latency limit, and

- the amount of lost sensor data in the respective nodes is below a loss rate

limit.

[00046] In another possible embodiment, the instruction unit 400c may be

configured to instruct at least one of the identified network nodes to promote the

communication of sensor data by increasing priority for the sensor data. For



example, if the at least one identified network node is a packet router, the

instruction unit 400c may be configured to instruct the packet router to increase

the priority for the sensor data in a buffer of the packet router.

[00047] In another possible embodiment, the instruction unit 400c may be

configured to instruct at least one of the identified network nodes to promote the

communication of sensor data by waking up a sleeping node to start communicate

sensor data from at least one of the identified sensors.

[00048] In case the identified sensors comprise a first wireless sensor and the

identified network nodes comprise a base station in radio communication with the

first wireless sensor, the instruction unit 400c may be configured to instruct the

base station to promote the communication of sensor data by performing at least

one of:

- denying handovers to the base station,

- reducing a Discontinuous Reception, DRX, period for the first wireless sensor,

- establishing for the first wireless sensor a radio access bearer with greater

bandwidth and/or lower latency for communicating the sensor data,

- establishing for the first wireless sensor a multi-path radio link for

communicating the sensor data,

- reducing priority for data from other devices than the first wireless sensor, and

- triggering a neighbouring base station to start communicate sensor data from a

second wireless sensor of the identified sensors.

[00049] In another possible embodiment, the instruction unit 400c may be

configured to further instruct the base station to communicate a wakeup message

from the first wireless sensor to the second wireless sensor over the neighbouring

base station without routing the wakeup message over a core network. Another

possibility is that the logic unit 400b may be configured to detect the abnormal



event based on historical data that has been stored over time, e.g. in a suitable

storage 400e, and reflecting previous abnormal events.

[00050] It should be noted that Fig. 4 illustrates some possible functional units in

the monitoring centre 400 and the skilled person is able to implement these

functional units in practice using suitable software and hardware. Thus, the

solution is generally not limited to the shown structures of the monitoring centre

400, and the functional units 400a-c may be configured to operate according to

any of the features and embodiments described in this disclosure, where

appropriate.

[00051 ] The embodiments and features described herein may thus be

implemented in a computer program comprising computer readable code which,

when run on a monitoring centre, causes the monitoring centre to perform the

above actions and functionality described in Figs 2-4. Further, the above-

described embodiments may be implemented in a computer program product

comprising a computer readable medium on which a computer program is stored.

The computer program product may be a compact disc or other carrier suitable for

holding the computer program. The computer program comprises computer

readable code which, when run on a monitoring centre, causes the monitoring

centre to perform the above actions and functionality. Some examples of how the

computer program and computer program product can be realized in practice are

outlined below.

[00052] The functional units 400a-d described above may be implemented in the

monitoring centre 400 by means of program modules of a respective computer

program comprising code means which, when run by a processor "P" causes the

monitoring centre 400 to perform the above-described actions and procedures.

The processor P may comprise a single Central Processing Unit (CPU), or could

comprise two or more processing units. For example, the processor P may include

a general purpose microprocessor, an instruction set processor and/or related

chips sets and/or a special purpose microprocessor such as an Application

Specific Integrated Circuit (ASIC). The processor P may also comprise a storage

for caching purposes.



[00053] Each computer program may be carried by a computer program product

in the monitoring centre 400 in the form of a memory "M" having a computer

readable medium and being connected to the processor P. The computer program

product or memory M thus comprises a computer readable medium on which the

computer program is stored e.g. in the form of computer program modules "m".

For example, the memory M may be a flash memory, a Random-Access Memory

(RAM), a Read-Only Memory (ROM) or an Electrically Erasable Programmable

ROM (EEPROM), and the program modules m could in alternative embodiments

be distributed on different computer program products in the form of memories

within the monitoring centre 400.

[00054] It was mentioned above that this solution may be employed for a fixed

part of the communication network that forms a SDN which may comprise various

switches and routers, as illustrated in Fig. 5 . Thus, the network may include both

fixed network nodes N2-N5 as well as base stations BS, and nodes that

interconnect a Radio Access Network and a mobile core network. These switches,

routers and/or base stations N 1-N5 may thus be software controlled by an SDN

controller 502. In this example, the sensors potentially impacted by the abnormal

event include a first sensor S 1 being connected to the base station N 1 , a second

sensor S2 being connected to the network node N2, and a third sensor S3 being

connected to the network node N3.

[00055] These network nodes N1-N5 may be instructed to promote the

communication of sensor data, e.g. by achieving lower delay, high throughput

and/or lower loss rate. A monitoring centre 500, being operable as described

above, may issue instructions towards each respective network node N 1-N5 such

that the SDN controller 502 propagates the instructions to respective network

nodes N 1-N5, as shown by dashed arrows. If the nodes should receive the same

instruction, the monitoring centre 500 needs to send that instruction once to the

SDN controller 502 which then propagates it to all the network nodes N 1-N5.

Alternatively, different individual instructions may be more suitable to the

respective network nodes N1-N5 to trigger them to start promoting the

communication as described above.



[00056] While the solution has been described with reference to specific

exemplary embodiments, the description is generally only intended to illustrate the

inventive concept and should not be taken as limiting the scope of the solution. For

example, the terms "monitoring centre", "sensor", "abnormal event", "network

node", "wakeup message" and "Software Defined Network" have been used in this

description, although any other corresponding entities, functions, and/or

parameters could also be used having the features and characteristics described

here. The solution is defined by the appended claims.



CLAIMS

1. A method performed by a monitoring centre (304, 400) for supporting

supervision of events in a monitored area (300) based on sensor data (D) reported

by sensors over a communication network (302, 402), the sensors being

distributed in different positions in the monitored area, the method comprising:

- detecting (202) an abnormal event (E) in the monitored area based on received

(200) sensor data,

- identifying (204) a set of sensors (S1-S3) potentially impacted by the detected

abnormal event,

- identifying (206) network nodes (N1-N3, BS) in the communication network that

are able to communicate sensor data reported by the identified sensors, and

- instructing (208) the identified network nodes to promote the communication of

sensor data reported by the identified sensors.

2 . A method according to claim 1, wherein the identified network nodes

comprise at least one of: a base station of a cellular network, a core node of a

cellular network, a packet router, a switch, a relay node, and a node

interconnecting a radio access network and a core network.

3 . A method according to claim 1 or 2 , wherein the identified network nodes

are instructed to promote said communication of sensor data by operating to fulfil

at least one of:

throughput of the sensor data is above a throughput limit,

latency of the sensor data in the respective nodes is below a latency

limit, and

the amount of lost sensor data in the respective nodes is below a loss

rate limit.



4 . A method according to any of claims 1-3, wherein at least one of the

identified network nodes is instructed to promote the communication of sensor

data by increasing priority for the sensor data.

5 . A method according to claim 4 , wherein the at least one identified

network node is a packet router which is instructed to increase the priority for the

sensor data in a buffer of the packet router.

6 . A method according to any of claims 1-5, wherein at least one of the

identified network nodes is instructed to promote the communication of sensor

data by waking up a sleeping node to start communicate sensor data from at least

one of the identified sensors.

7 . A method according to any of claims 1-6, wherein the identified sensors

comprise a first wireless sensor and the identified network nodes comprise a base

station in radio communication with the first wireless sensor, and wherein the base

station is instructed to promote the communication of sensor data by performing at

least one of:

denying handovers to the base station,

reducing a Discontinuous Reception, DRX, period for the first wireless

sensor,

establishing for the first wireless sensor a radio access bearer with

greater bandwidth and/or lower latency for communicating the sensor data,

establishing for the first wireless sensor a multi-path radio link for

communicating the sensor data,

reducing priority for data from other devices than the first wireless

sensor, and

triggering a neighbouring base station to start communicate sensor data

from a second wireless sensor of the identified sensors.



8 . A method according to claim 7 , wherein the base station is further

instructed to communicate a wakeup message from the first wireless sensor to the

second wireless sensor over the neighbouring base station without routing the

wakeup message over a core network.

9 . A method according to any of claims 1-8, wherein at least some of the

identified sensors are comprised in a fixed part of the communication network

forming a Software Defined Network, SDN, being software controlled by an SDN

controller.

10 . A method according to any of claims 1-9, wherein the abnormal event is

detected based on historical data that has been stored (400e) over time and

reflecting previous abnormal events.

11. A monitoring centre (304, 400) arranged to support supervision of events

in a monitored area based on sensor data reported by sensors over a

communication network (302, 402), the sensors being distributed in different

positions in the monitored area, the monitoring centre comprising:

- a data collector (400a) configured to collect sensor data reported by the sensors,

- a logic unit (400b) configured to detect an abnormal event (E) in the monitored

area based on received sensor data, to identify a set of sensors (S1 -S3)

potentially impacted by the detected abnormal event, and to identify network

nodes (N1-N3, BS) in the communication network that are able to communicate

sensor data reported from the identified sensors (S1 -S3), and

- an instruction unit (400c) configured to instruct (In) the identified network nodes

to promote the communication of sensor data from the identified sensors.

12. A monitoring centre (304, 400) according to claim 11, wherein the

identified network nodes comprise at least one of: a base station of a cellular

network, a core node of a cellular network, a packet router, a switch, a relay node,

and a node interconnecting a radio access network and a core network.



13 . A monitoring centre (304, 400) according to claim 11 or 12, wherein the

instruction unit (400c) is configured to instruct the identified network nodes to

promote said communication of sensor data by operating to fulfil at least one of:

throughput of the sensor data is above a throughput limit,

latency of the sensor data in the respective nodes is below a latency

limit, and

the amount of lost sensor data in the respective nodes is below a loss

rate limit.

14. A monitoring centre (304, 400) according to any of claims 11- 13 , wherein

the instruction unit (400c) is configured to instruct at least one of the identified

network nodes to promote the communication of sensor data by increasing priority

for the sensor data.

15 . A monitoring centre (304, 400) according to claim 14, wherein the at least

one identified network node is a packet router and the instruction unit (400c) is

configured to instruct the packet router to increase the priority for the sensor data

in a buffer of the packet router.

16. A monitoring centre (304, 400) according to any of claims 11- 15 , wherein

the instruction unit (400c) is configured to instruct at least one of the identified

network nodes to promote the communication of sensor data by waking up a

sleeping node to start communicate sensor data from at least one of the identified

sensors.

17 . A monitoring centre (304, 400) according to any of claims 11-16, wherein

the identified sensors comprise a first wireless sensor and the identified network

nodes comprise a base station in radio communication with the first wireless

sensor, and wherein the instruction unit (400c) is configured to instruct the base

station to promote the communication of sensor data by performing at least one of:

denying handovers to the base station,



reducing a Discontinuous Reception, DRX, period for the first wireless

sensor,

establishing for the first wireless sensor a radio access bearer with

greater bandwidth and/or lower latency for communicating the sensor data,

establishing for the first wireless sensor a multi-path radio link for

communicating the sensor data,

reducing priority for data from other devices than the first wireless

sensor, and

triggering a neighbouring base station to start communicate sensor data

from a second wireless sensor of the identified sensors.

18 . A monitoring centre (304, 400) according to claim 17 , wherein the

instruction unit (400c) is configured to further instruct the base station to

communicate a wakeup message from the first wireless sensor to the second

wireless sensor over the neighbouring base station without routing the wakeup

message over a core network.

19 . A monitoring centre (304, 400) according to any of claims 11- 18 , wherein

at least some of the identified sensors are comprised in a fixed part of the

communication network forming a Software Defined Network, SDN, being software

controlled by an SDN controller.

20. A monitoring centre (304, 400) according to any of claims 11- 19 ,

wherein the logic unit (400b) is configured to detect the abnormal event based on

historical data that has been stored (400e) over time and reflecting previous

abnormal events.
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