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SYSTEM AND METHOD FOR SMART EVENT PAGING

TECHNICAL FIELD
[0001]  This disclosure relates generally to industrial process control and
automation systems. More specifically, this disclosure relates to a system and method for

smart event paging in industrial process control and automation systems.

BACKGROUND

[0002] Industrial process control and automation systems are often used to
automate large and complex industrial processes. These types of systems routinely
include sensors, actuators, and controllers. The controllers are often arranged
hierarchically in a control and automation system. For example, lower-level controllers
are often used to receive measurements from the sensors and perform process control
operations to generate control signals for the actuators. Higher-level controllers are often
used to perform higher-level functions, such as planning, scheduling, and optimization
operations. Human operators routinely interact with controllers and other devices in a
control and automation system, such as to review warnings, alarms, or other notifications
associated with various events and make adjustments to control or other operations.

[0002A] It is desired to address or ameliorate one or more disadvantages or

limitations associated with the prior art, or to at least provide a useful alternative.
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SUMMARY

[0003] According to the present invention there is provided a method comprising:

receiving a first event request message from a client device;

initiating an event request session responsive to the event request message;

retrieving one or more first events that have most recently occurred since a
previous event request and that have not already been provided to the client device, up to
a first event paging size and a first event history age limit;

determining that one or more second events are within the first event history age
limit and have not already been provided to the client device but are in excess of the first
event paging size, wherein the one or more second events comprise a plurality of second
events having event times distributed across at least (1) a first time segment that is before
the one or more first events and (ii) a second time segment that is after the one or more
first events, the first time segment and the second time segment being non-contiguous;

populating a page-state string with a current status of the event request session, an
indication of the one or more second events, and a list of identifiers identifying events
that were previously returned to the client device, wherein the page-state string is
populated to indicate both the first time segment and the second time segment;

generating a first response message including the one or more first events and the
page-state string; and

sending the first response message to the client device.
[0004] According to the present invention there is further provided an apparatus
comprising:

at least one interface configured to communicate with a client device; and

at least one processing device configured to:

receive a first event request message from the client device;

initiate an event request session responsive to the event request message;

retrieve one or more first events that have most recently occurred since a previous
event request and that have not already been provided to the client device, up to a first
event paging size and a first event history age limit;

determine that one or more second events are within the first event history age
limit and have not already been provided to the client device but are in excess of the first
event paging size, wherein the one or more second events comprise a plurality of second

events having event times distributed across at least (1) a first time segment that is before
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the one or more first events and (ii) a second time segment that is after the one or more
first events, the first time segment and the second time segment being non-contiguous;

populate a page-state string with a current status of the event request session and
returning the page-state string with a list of events to the client device to indicate the one
or more second events, wherein the page-state string includes a list of identifiers that
were previously returned with a timestamp;

generate a first response message including the one or more first events and the
page-state string; and

send the first response message to the client device.
[0005] According to the present invention there is further provided a non-transitory
computer readable medium containing instructions that, when executed by at least one
processing device, cause the at least one processing device to:

receive a first event request message from a client device;

initiate an event request session responsive to the event request message;

retrieve one or more first events that have most recently occurred since a previous
event request and that have not already been provided to the client device, up to a first
event paging size and a first event history age limit;

determine that one or more second events are within the first event history age
limit and have not already been provided to the client device but are in excess of the first
event paging size, wherein the one or more second events comprise a plurality of second
events having event times distributed across at least (1) a first time segment that is before
the one or more first events and (ii) a second time segment that is after the one or more
first events, the first time segment and the second time segment being non-contiguous;

populate a page-state string with a current status of the event request session and
returning the page-state string with a list of events to the client device to indicate the one
or more second events, wherein the page-state string includes a list of identifiers that
were previously returned with a timestamp;

generate a first response message including the one or more first events and the
page-state string; and

send the first response message to the client device.

[0006] [Blank]
[0007] [Blank]
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BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Someembodiments of the present invention are hereinafter described, by
way of non-limiting example only, with reference to the accompanying drawings, in
which:

[0009] FIGURE 1 illustrates an example industrial process control and
automation system according to this disclosure;

[0010] FIGURE 2 illustrates an example device supporting smart event paging in
an industrial process control and automation system according to this disclosure;

[0011] FIGURE 3 illustrates an example timeline of events in a scenario for
which smart event paging can be advantageously used to provide the events to a
requesting client device according to this disclosure;

[0012] FIGURE 4 illustrates example message flows between a client device and
an event server using smart event paging according to this disclosure; and

[0013] FIGURE 5 illustrates an example method for smart event paging

according to this disclosure.
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DETAILED DESCRIPTION

[0013A] This disclosure provides a system and method for smart event paging in
industrial process control and automation systems.

[0013B] In a first embodiment, a method includes receiving a first event request
message from a client device. The method also includes retrieving one or more first
events that have most recently occurred since a previous event request and that have not
already been provided to the client device, up to a first event paging size and a first event
history age limit. The method further includes determining that one or more second
events are within the first event history age limit and have not already been provided to
the client device but are in excess of the first event paging size. The method also includes
populating a page-state string to indicate the one or more second events. The method
further includes generating a first response message including the one or more first events
and the page-state string. In addition, the method includes sending the first response
message to the client device.

[0013C] In a second embodiment, an apparatus includes at least one processing
device and at least one interface configured to communicate with a client device. The at
least one processing device is configured to receive a first event request message from
the client device. The at least one processing device is also configured to retrieve one or
more first events that have most recently occurred since a previous event request and that
have not already been provided to the client device, up to a first event paging size and a
first event history age limit. The at least one processing device is further configured to
determine that one or more second events are within the first event history age limit and
have not already been provided to the client device but are in excess of the first event
paging size. The at least one processing device is also configured to populate a page-state
string to indicate the one or more second events. The at least one processing device is
further configured to generate a first response message including the one or more first
events and the page-state string. In addition, the at least one processing device is
configured to send the first response message to the client device.

[0013D] In a third embodiment, a non-transitory computer readable medium
contains instructions that, when executed by at least one processing device, cause the at
least one processing device to receive a first event request message from a client device.
The medium also contains instructions that, when executed by the at least one processing

device, cause the at least one processing device to retrieve one or more first events that
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have most recently occurred since a previous event request and that have not already
been provided to the client device, up to a first event paging size and a first event history
age limit. The medium further contains instructions that, when executed by the at least
one processing device, cause the at least one processing device to determine that one or
more second events are within the first event history age limit and have not already been
provided to the client device but are in excess of the first event paging size. The medium
also contains instructions that, when executed by the at least one processing device, cause
the at least one processing device to populate a page-state string to indicate the one or
more second events. The medium further contains instructions that, when executed by the
at least one processing device, cause the at least one processing device to generate a first
response message including the one or more first events and the page-state string. In
addition, the medium contains instructions that, when executed by the at least one
processing device, cause the at least one processing device to send the first response
message to the client device.

[0013E] Other technical features may be readily apparent to one skilled in the art
from the following figures, descriptions, and claims.

[0014] FIGURES 1 through 5, discussed below, and the various embodiments
used to describe the principles of the present disclosure are by way of illustration only
and should not be construed in any way to limit the scope of the invention. Those skilled
in the art will understand that the principles of the present disclosure may be
implemented in any type of suitably arranged device or system.

[0015] In industrial process control and automation systems, it is common
practice for an operator to request and receive an arbitrarily long list of events on a
mobile device, where new events are displayed at the top of the list as they occur. This
practice can be complicated by a number of factors. For example, the list may be too long
for a single server request and thus may require event “paging,” in which pages of events
are loaded in sequence. This allows the operator to view some events before all events
have been uploaded. Also, mobile or remote devices may have intermittent
communication outages, thereby causing interruptions in event paging. Further, certain
events may be higher priority or critical, such as when the events involve production
process failures, thereby making the order of event uploading critical. That is, newer

events should be uploaded before older events. In addition, some systems require
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scalability such that the system cannot depend on a single event server to keep track of
the state of each request for events.

[0016] These factors result in certain characteristics for an event notification
system. For example, the first factor above may require that a system transmit events in
smaller increments. The second factor above can create situations where large numbers of
new events disrupt the flow and generate new time segments for event paging, which can
lead to multiple time segments that have been partially uploaded to the requesting device
and making event tracking difficult. The third factor above may require that a system
page backward in time, and the fourth factor may require that each event server in the
system remains stateless with respect to event requests.

[0017]  To address these and other issues, this disclosure provides a smart event
paging system and method that utilize a robust algorithm for tracking the state of event
paging. As described in more detail below, the algorithm uses a “page-state” string that is
passed between an event source (such as an event server) and a destination (such as a
requesting client device) and allows for complete scalability. The page-state string allows
the server to know the current state of the request and respond accordingly when
preparing new event pages, and the server is not required to track this state otherwise.
The state is returned to the client device with each page and sent back to the server with
each new event request. The page-state string allows the system to accurately return
prioritized events over any amount of time and with any amount of communication
disruption.

[0018] FIGURE 1 illustrates an example industrial process control and
automation system 100 according to this disclosure. As shown in FIGURE 1, the system
100 includes various components that facilitate production or processing of at least one
product or other material. For instance, the system 100 is used here to facilitate control
over components in one or multiple plants 101a-101n. Each plant 101a-101n represents
one or more processing facilities (or one or more portions thereof), such as one or more
manufacturing facilities for producing at least one product or other material. In general,
each plant 101a-101n may implement one or more processes and can individually or
collectively be referred to as a process system. A process system generally represents any
system or portion thereof configured to process one or more products or other materials
in some manner.

[0019] In FIGURE 1, the system 100 is implemented using the Purdue model of



30 Aug 2021

2017223095

10

15

20

25

30

8

process control. In the Purdue model, “Level 0” may include one or more sensors 102a
and one or more actuators 102b. The sensors 102a and actuators 102b represent
components in a process system that may perform any of a wide variety of functions. For
example, the sensors 102a could measure a wide variety of characteristics in the process
system, such as temperature, pressure, or flow rate. Also, the actuators 102b could alter a
wide variety of characteristics in the process system. The sensors 102a and actuators
102b could represent any other or additional components in any suitable process system.
Each of the sensors 102a includes any suitable structure for measuring one or more
characteristics in a process system. Each of the actuators 102b includes any suitable
structure for operating on or affecting one or more conditions in a process system.

[0020] At least one network 104 is coupled to the sensors 102a and actuators
102b. The network 104 facilitates interaction with the sensors 102a and actuators 102b.
For example, the network 104 could transport measurement data from the sensors 102a
and provide control signals to the actuators 102b. The network 104 could represent any
suitable network or combination of networks. As particular examples, the network 104
could represent an Ethernet network, an electrical signal network (such as a HART or
FOUNDATION FIELDBUS network), a pneumatic control signal network, or any other
or additional type(s) of network(s).

[0021]  Inthe Purdue model, “Level 1” may include one or more controllers 106,
which are coupled to the network 104. Among other things, each controller 106 may use
the measurements from one or more sensors 102a to control the operation of one or more
actuators 102b. For example, a controller 106 could receive measurement data from one
or more sensors 102a and use the measurement data to generate control signals for one or
more actuators 102b. Multiple controllers 106 could also operate in redundant
configurations, such as when one controller 106 operates as a primary controller while
another controller 106 operates as a backup controller (which synchronizes with the
primary controller and can take over for the primary controller in the event of a fault with
the primary controller). Each controller 106 includes any suitable structure for interacting
with one or more sensors 102a and controlling one or more actuators 102b. Each
controller 106 could, for example, represent a multivariable controller, such as a Robust
Multivariable Predictive Control Technology (RMPCT) controller or other type of
controller implementing model predictive control (MPC) or other advanced predictive

control (APC). As a particular example, each controller 106 could represent a computing
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device running a real-time operating system.

[0022] Two networks 108 are coupled to the controllers 106. The networks 108
facilitate interaction with the controllers 106, such as by transporting data to and from the
controllers 106. The networks 108 could represent any suitable networks or combination
of networks. As particular examples, the networks 108 could represent a pair of Ethernet
networks or a redundant pair of Ethernet networks, such as a FAULT TOLERANT
ETHERNET (FTE) network from HONEYWELL INTERNATIONAL INC.

[0023]  Atleast one switch/firewall 110 couples the networks 108 to two networks
112. The switch/firewall 110 may transport traffic from one network to another. The
switch/firewall 110 may also block traffic on one network from reaching another
network. The switch/firewall 110 includes any suitable structure for providing
communication between networks, such as a HONEYWELL CONTROL FIREWALL
(CF9) device. The networks 112 could represent any suitable networks, such as a pair of
Ethernet networks or an FTE network.

[0024]  In the Purdue model, “Level 2” may include one or more machine-level
controllers 114 coupled to the networks 112. The machine-level controllers 114 perform
various functions to support the operation and control of the controllers 106, sensors
102a, and actuators 102b, which could be associated with a particular piece of industrial
equipment (such as a boiler or other machine). For example, the machine-level
controllers 114 could log information collected or generated by the controllers 106, such
as measurement data from the sensors 102a or control signals for the actuators 102b. The
machine-level controllers 114 could also execute applications that control the operation
of the controllers 106, thereby controlling the operation of the actuators 102b. In
addition, the machine-level controllers 114 could provide secure access to the controllers
106. Each of the machine-level controllers 114 includes any suitable structure for
providing access to, control of, or operations related to a machine or other individual
piece of equipment. Each of the machine-level controllers 114 could, for example,
represent a server computing device running a MICROSOFT WINDOWS operating
system. Additionally or alternatively, each controller 114 could represent a multivariable
controller embedded in a Distributed Control System (DCS), such as a RMPCT
controller or other type of controller implementing MPC or other APC. Although not
shown, different machine-level controllers 114 could be used to control different pieces

of equipment in a process system (where each piece of equipment is associated with one
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or more controllers 106, sensors 102a, and actuators 102b).

[0025]  One or more operator stations 116 are coupled to the networks 112, The
operator stations 116 represent computing or communication devices providing user
access to the machine-level controllers 114, which could then provide user access to the
controllers 106 (and possibly the sensors 102a and actuators 102b). As particular
examples, the operator stations 116 could allow users to review the operational history of
the sensors 102a and actuators 102b using information collected by the controllers 106
and/or the machine-level controllers 114. The operator stations 116 could also allow the
users to adjust the operation of the sensors 102a, actuators 102b, controllers 106, or
machine-level controllers 114. In addition, the operator stations 116 could receive and
display warnings, alerts, or other messages or displays generated by the controllers 106
or the machine-level controllers 114. Each of the operator stations 116 includes any
suitable structure for supporting user access and control of one or more components in
the system 100. Each of the operator stations 116 could, for example, represent a
computing device running a MICROSOFT WINDOWS operating system.

[0026]  Atleast one router/firewall 118 couples the networks 112 to two networks
120. The router/firewall 118 includes any suitable structure for providing communication
between networks, such as a secure router or combination router/firewall. The networks
120 could represent any suitable networks, such as a pair of Ethernet networks oran FTE
network.

[0027] In the Purdue model, “Level 3” may include one or more unit-level
controllers 122 coupled to the networks 120. Each unit-level controller 122 is typically
associated with a unit in a process system, which represents a collection of different
machines operating together to implement at least part of a process. The unit-level
controllers 122 perform various functions to support the operation and control of
components in the lower levels. For example, the unit-level controllers 122 could log
information collected or generated by the components in the lower levels, execute
applications that control the components in the lower levels, and provide secure access to
the components in the lower levels. Each of the unit-level controllers 122 includes any
suitable structure for providing access to, control of, or operations related to one or more
machines or other pieces of equipment in a process unit. Each of the unit-level controllers
122 could, for example, represent a server computing device running a MICROSOFT

WINDOWS operating system. Although not shown, different unit-level controllers 122
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could be used to control different units in a process system (where each unit is associated
with one or more machine-level controllers 114, controllers 106, sensors 102a, and
actuators 102b).

[0028]  Access to the unit-level controllers 122 may be provided by one or more
operator stations 124. Each of the operator stations 124 includes any suitable structure for
supporting user access and control of one or more components in the system 100. Each of
the operator stations 124 could, for example, represent a computing device running a
MICROSOFT WINDOWS operating system.

[0029]  Atleast one router/firewall 126 couples the networks 120 to two networks
128. The router/firewall 126 includes any suitable structure for providing communication
between networks, such as a secure router or combination router/firewall. The networks
128 could represent any suitable networks, such as a pair of Ethernet networks or an FTE
network.

[0030] In the Purdue model, “Level 4” may include one or more plant-level
controllers 130 coupled to the networks 128. Each plant-level controller 130 is typically
associated with one of the plants 101a-101n, which may include one or more process
units that implement the same, similar, or different processes. The plant-level controllers
130 perform various functions to support the operation and control of components in the
lower levels. As particular examples, the plant-level controller 130 could execute one or
more manufacturing execution system (MES) applications, scheduling applications, or
other or additional plant or process control applications. Each of the plant-level
controllers 130 includes any suitable structure for providing access to, control of, or
operations related to one or more process units in a process plant. Each of the plant-level
controllers 130 could, for example, represent a server computing device running a
MICROSOFT WINDOWS operating system.

[0031]  Access to the plant-level controllers 130 may be provided by one or more
operator stations 132. Each of the operator stations 132 includes any suitable structure for
supporting user access and control of one or more components in the system 100. Each of
the operator stations 132 could, for example, represent a computing device running a
MICROSOFT WINDOWS operating system.

[0032]  Atleast one router/firewall 134 couples the networks 128 to one or more
networks 136. The router/firewall 134 includes any suitable structure for providing

communication between networks, such as a secure router or combination router/firewall.
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The network 136 could represent any suitable network, such as an enterprise-wide
Ethernet or other network or all or a portion of a larger network (such as the Internet).

[0033]  Inthe Purdue model, “Level 5 may include one or more enterprise-level
controllers 138 coupled to the network 136. Each enterprise-level controller 138 is
typically able to perform planning operations for multiple plants 101a-101n and to
control various aspects of the plants 101a-101n. The enterprise-level controllers 138 can
also perform various functions to support the operation and control of components in the
plants 101a-101n. As particular examples, the enterprise-level controller 138 could
execute one or more order processing applications, enterprise resource planning (ERP)
applications, advanced planning and scheduling (APS) applications, or any other or
additional enterprise control applications. Each of the enterprise-level controllers 138
includes any suitable structure for providing access to, control of, or operations related to
the control of one or more plants. Each of the enterprise-level controllers 138 could, for
example, represent a server computing device running a MICROSOFT WINDOWS
operating system. In this document, the term “enterprise” refers to an organization having
one or more plants or other processing facilities to be managed. Note that if a single plant
101a is to be managed, the functionality of the enterprise-level controller 138 could be
incorporated into the plant-level controller 130.

[0034]  Various plant applications 139 could also be executed in the system 100.
In this example, the plant applications 139 are shown as residing on Level 5 of the
system 100, although plant applications 139 could reside on other or additional levels of
the system 100. The plant applications 139 could represent any suitable applications that
are executed by server computers or other computing devices.

[0035]  Access to the enterprise-level controllers 138 and plant applications 139
may be provided by one or more enterprise desktops (also referred to as operator stations)
140. Each of the enterprise desktops 140 includes any suitable structure for supporting
user access and control of one or more components in the system 100. Each of the
enterprise desktops 140 could, for example, represent a computing device running a
MICROSOFT WINDOWS operating system.

[0036]  Various levels of the Purdue model can include other components, such as
one or more databases. The database(s) associated with each level could store any
suitable information associated with that level or one or more other levels of the system

100. For example, a historian 142 can be coupled to the network 136. The historian 142
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could represent a component that stores various information about the system 100. The
historian 142 could, for instance, store information used during production scheduling
and optimization. The historian 142 represents any suitable structure for storing and
facilitating retrieval of information. Although shown as a single centralized component
coupled to the network 136, the historian 142 could be located elsewhere in the system
100, or multiple historians could be distributed in different locations in the system 100.

[0037]  Inparticular embodiments, the various controllers and operator stations in
FIGURE 1 may represent computing devices. For example, each of the controllers 106,
114,122, 130, 138 and each of the operator stations 116, 124, 132, 140 could include one
or more processing devices and one or more memories for storing instructions and data
used, generated, or collected by the processing device(s). Each of the controllers 106,
114, 122, 130, 138 and each of the operator stations 116, 124, 132, 140 could also
include at least one network interface, such as one or more Ethernet interfaces or wireless
transceivers, facilitating communication over one or more networks or communication
paths.

[0038] Engineers and other personnel in industrial facilities often need to
troubleshoot problems and investigate improvement opportunities. In the course of these
or other activities, the personnel routinely find and review significant amounts of
information regarding events that occur within the industrial facilities. As events with the
industrial facilities occur, records of the events may be stored in an event database 143.
Each event record stored in the event database 143 could include a reference to one or
more associated events, a time that the event occurred, and other related information. The
event database 143 includes any suitable structure for storing and facilitating retrieval of
events. In some embodiments, the event database 143 may represent a single common
database for multiple (possibly all) data items in the system 100, providing a centralized
storage for the events. In other embodiments, the event database 143 may represent
multiple databases or other data stores that are distributed or decentralized across the
system 100.

[0039] One example use of the event database 143 is in conjunction with
notifications provided to users’ mobile devices, where users can use the mobile devices
to review and respond to events or other data items. The widespread use of mobile
“smart” devices (such as APPLE IPHONESs and IPADs and ANDROID devices) allows

users to remain connected and to interact with remote computing devices from virtually
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anywhere each user travels. Among other things, this could allow personnel associated
with an industrial process control and automation system to receive warnings, alerts, or
other notifications associated with events and other information and trigger actions
associated with the control and automation system, regardless of whether the personnel
are physically located at an industrial site. For example, events that are generated in a
process control and automation system are often presented to operators currently on shift
in one or more control rooms. There may also typically be a need or desire to inform
users outside of control rooms, outside of an industrial plant, or while off network of
events that are happening in the control and automation system. These events can come
from a variety of applications, such as from a distributed control system (DCS) itself,
advanced process control applications, operations applications, or business applications.
Delivery of notifications describing these events to a user’s handheld mobile device
enables the user to receive notifications virtually anywhere and at any time.

[0040]  To support this functionality, the system 100 includes an event server 144,
which receives event information stored in the event database 143 (and associated with
other component(s) of the system 100) or from other source(s) and generates event
notifications for users. For example, the event server 144 could receive information
identifying different events that occur with the system 100. The events could be
associated with any suitable activities or conditions in the system 100, such as the
generation of warnings or alerts by other components in the system 100. The event server
144 uses this information to generate event notifications and other messages to be sent to
appropriate users. The event server 144 could also provide additional information to
appropriate users in response to user interactions with those notifications or other
messages.

[0041]  The event server 144 communicates over a third-party network 146 with a
third-party server 148. The third-party network 146 generally represents any suitable
communication network(s) outside the system 100 (and therefore out of the control of the
owners/operators of the system 100). The third-party network 146 could, for example,
represent the Internet, a cellular communication network, or other network or
combination of networks. The third-party server 148 represents a server used to provide
notifications to end-user devices 150. For example, the third-party server 148 could push
notifications to the end-user devices 150, allow retrieval of notifications by the end-user

devices 150 at specified intervals or when requested, or provide notifications in any other
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suitable manner. The end-user devices 150 can then connect to the event server 144 over
the network 146 to receive details about notifications and events or to query for any
notifications. As a particular example, the third-party server 148 could be used by
companies like APPLE, SAMSUNG, or GOOGLE to provide push notifications or other
notifications to mobile devices.

[0042]  The end-user devices 150 denote any suitable user devices that can receive
and present notifications to users. Examples of end-user devices 150 include
smartphones, tablet computers, or other communication/computing devices. Specific
examples could include APPLE IPHONEs, APPLE IPADs, and ANDROID devices.

[0043]  Inone aspect of operation, the event server 144 and one or more end-user
devices 150 communicate event-related information using event paging. In event paging,
each end-user device 150 requests a listing of events, and the event server 144 returns
information of relevant events to the end-user devices 150 in pages. The event data can
be generated by various sources (such as any of the components shown in FIGURE 1) at
any frequency, including a slow period followed by a burst period followed by another
slow period.

[0044]  The event server 144 detects new events and generates each new page
with the latest events and events within unprocessed or partially-processed time
segments. Each of the end-user devices 150 makes an initial call to start the event paging
process, followed by additional calls to collect new pages until all events are uploaded.
The end-user devices 150 may then continue making calls with suitable time delays to
seek newly-generated events.

[0045]  Asdescribed in more detail below, an event notification algorithm at the
event server 144 is configured to page through historical lists of events while returning
new events to the end-user devices 150 as they appear. The algorithm may have to
contend with interruptions caused by unreliable connectivity while giving priority to the
newest events. Due to these factors, the algorithm is configured to track a number of
partially processed time segments as described in greater detail below.

[0046]  Although FIGURE 1 illustrates one example of an industrial process
control and automation system 100, various changes may be made to FIGURE 1. For
example, a control system could include any number of sensors, actuators, controllers,
operator stations, networks, databases, servers, end-user devices, and other components.

Also, the makeup and arrangement of the system 100 in FIGURE 1 is for illustration
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only. Components could be added, omitted, combined, or placed in any other suitable
configuration according to particular needs. Further, particular functions have been
described as being performed by particular components of the system 100. This is for
illustration only. In general, process control systems are highly configurable and can be
configured in any suitable manner according to particular needs. In addition, while
FIGURE 1 illustrates one example environment in which smart event paging can be
executed, this functionality can be used in any other suitable device or system.

[0047] FIGURE 2 illustrates an example device 200 supporting smart event
paging in an industrial process control and automation system according to this
disclosure. The device 200 could, for example, represent the event database 143, event
server 144, or end-user device 150 in the system 100 of FIGURE 1. However, the event
database 143, event server 144, or end-user device 150 could be implemented using any
other suitable device or system, and the device 200 could be used in any other suitable
system.

[0048]  Asshown in FIGURE 2, the device 200 includes a bus system 202, which
supports communication between at least one processing device 204, at least one storage
device 206, at least one communications unit 208, and at least one input/output (I/O) unit
210. The processing device 204 executes instructions that may be loaded into a memory
212, The processing device 204 may include any suitable number(s) and type(s) of
processors or other devices in any suitable arrangement. Example types of processing
devices 204 include microprocessors, microcontrollers, digital signal processors, field
programmable gate arrays, application specific integrated circuits, and discrete circuitry.

[0049]  The memory 212 and a persistent storage 214 are examples of storage
devices 206, which represent any structure(s) capable of storing and facilitating retrieval
of information (such as data, program code, and/or other suitable information on a
temporary or permanent basis). The memory 212 may represent a random access memory
or any other suitable volatile or non-volatile storage device(s). The persistent storage 214
may contain one or more components or devices supporting longer-term storage of data,
such as a read only memory, hard drive, Flash memory, or optical disc.

[0050] The communications unit 208 supports communications with other
systems or devices. For example, the communications unit 208 could include a network
interface that facilitates communications over at least one Ethernet, HART,

FOUNDATION FIELDBUS, or other network. The communications unit 208 could also
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include a wireless transceiver facilitating communications over at least one wireless
network. The communications unit 208 may support communications through any
suitable physical or wireless communication link(s).

[0051]  The I/O unit 210 allows for input and output of data. For example, the /O
unit 210 may provide a connection for user input through a keyboard, mouse, keypad,
touchscreen, or other suitable input device. The I/O unit 210 may also send output to a
display, printer, or other suitable output device.

[0052] When implementing the event database 143, the device 200 could execute
instructions used to perform any of the functions associated with the event database 143.
For example, the device 200 could execute instructions that detect events associated with
an industrial control and automation system and that store event records in at least one
data storage device. The device 200 could also execute instructions that retrieve event
records and provide event records to one or more specified destinations.

[0053] When implementing the event server 144, the device 200 could execute
instructions used to perform any of the functions associated with the event server 144.
For example, the device 200 could execute instructions that generate and transmit
notifications to end-user devices. The device 200 could also execute instructions
supporting event paging and instructions that implement an algorithm that uses a “page-
state” string as described below.

[0054] When implementing the end-user device 150, the device 200 could
execute instructions used to perform any of the functions associated with the end-user
device 150. For example, the device 200 could execute instructions that request event
notifications and present information to users. The device 200 could also execute
instructions supporting event paging and instructions that use a “page-state” string as
described below.

[0055]  Although FIGURE 2 illustrates one example of a device 200 supporting
smart event paging in an industrial process control and automation system, various
changes may be made to FIGURE 2. For example, components could be added, omitted,
combined, further subdivided, or placed in any other suitable configuration according to
particular needs. Also, computing devices can come in a wide variety of configurations,
and FIGURE 2 does not limit this disclosure to any particular configuration of computing
device.

[0056] FIGURE 3 illustrates an example timeline 300 of events in a scenario for
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which smart event paging can be advantageously used to provide the events to a
requesting client device according to this disclosure. The timeline 300 is merely one
example to illustrate the types of service interruptions, unprocessed time segments, and
partially-processed time segments that may be encountered in a system that uses smart
event paging. Other systems may experience different event scenarios.

[0057]  Inthe timeline 300, an operator is monitoring one or more processes in an
industrial process control and automation system, such as the system 100. Events
associated with the processes are generated with some frequency. One example
requirement of a system may be that the operator should see the most recent event
information first and then see older events when there is time to receive them. This
requirement may be due to the need to see critical alarms as soon as possible after they
are generated.

[0058]  The operator may be located in an area with poor wireless reception, such
as within a plant 101a-101n. The operator has a mobile device (such as a mobile phone)
executing a mobile paging application with smart event paging. The mobile device may
represent one of the end-user devices 150. The mobile device requests and receives
events from an event server, which is executing an event notification algorithm and
accessing an event database. The event server may represent the event server 144, and the
event database may represent the event database 143.

[0059] For ease of explanation, it is assumed that the operations in the system
generate exactly one event per minute, the event paging size is set to one hundred events
per page, and the event history age limit is set to twenty-four hours. Those skilled in the
art will understand that these values are merely examples only. In general, the event
paging size and event history limit can be selected based on, for example, performance
requirements and capabilities of the system and devices. For example, an infinite paging
size might allow thousands of events to return at once, causing throughput congestion.
Other systems could include other event paging sizes, event history age limits, and
operations that generate events more or less frequently and with less regularity.

[0060]  Throughout the day, events are generated in the system at the rate of one
event per minute. For example, as indicated in FIGURE 3, one hundred events are
generated during time segment A (4:02am-5:41am), and ninety-nine events are generated
during time segment B (5:42am-7:20am). Other events are generated during time periods

C through I, as indicated in the timeline.
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[0061]  Onarriving at the facility at 10:00am, the operator refreshes the display of
the mobile device, causing the mobile paging application to initiate a request for events
of the last twenty-four hours. As indicated at block 301, the mobile device communicates
with the event server and receives the one hundred most recent events. The one hundred
received events correspond to the events of time period D, because the one hundred
events of time period D are the most recent as of 10:00am. Due to poor reception, the
mobile device then immediately loses its connection with the event server.

[0062] Because the mobile device has initiated a request for all events of the last
twenty-four hours, the event notification algorithm keeps track of the twenty-four hour
period for which the mobile device started the event paging session. The event server is
able to continue event paging for this period, although it cannot continue doing so until
the mobile device re-establishes its connection with the event server.

[0063] Two hours later at 12:00pm, the mobile device suddenly reconnects with
the event server. While the mobile device and the event server had no connection,
another one hundred twenty events occurred in the system (time periods E and F). At
block 302, the mobile device communicates with the event server, which returns the one
hundred most recent events as of 12:00pm, and these received events correspond to the
events of time period F. Because of the system requirement to provide the most recent
events, the event server does not return the twenty events from time period E (10:01-
10:20) at this time. The mobile device then losses connection again with the event server.

[0064]  Atthis point, the event notification algorithm keeps track of two partially
processed time fragments: (1) the original twenty-four hour period ending at 10:00am for
which it has already returned one hundred events and (ii) the two hour period from
10:00am to 12:00pm for which it has also returned one hundred events.

[0065] Two hours later at 2:00pm, the mobile device reconnects with the event
server and maintains good reception for the rest of the day. At this point (2:00pm), the
event notification algorithm starts a new time fragment to account for the events that
have occurred in the system from 12:00pm to 2:00pm (time periods G and H). At block
303, the event server returns the one hundred most recent of those events (the events
corresponding to time period H). The event notification algorithm is also still tracking the
partially processed period from 10:00am to 12:00pm and the partially processed period
ending at 10:00am. Because the system’s event history age limit is set to 24 hours, the

earlier period (ending at 10:00am) is shrinking and at this point (2:00pm) extends from
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2:00pm of the previous day to 10:00am of the current day.

[0066] Because the mobile device and the event server are still connected, once
the mobile device receives the events of time period H in block 303, the mobile device
can request the next page of events, such as immediately or in response to user input. The
event notification algorithm at the event server then determines that no new events have
occurred in the brief period since its previous response (which could be a few seconds or
less, depending on connection and processing latency). At block 304, the event server
then returns the twenty remaining unsent events from 12:00pm to 2:00pm (those
corresponding to time period G), the twenty remaining unsent events from 10:00am to
12:00pm (those corresponding to time period E), and sixty unsent events from the period
ending at 10:00am (those corresponding to time period C).

[0067]  Onreceiving these events, the mobile device can immediately request the
next page of events, such as immediately or in response to user input. At this point, the
event server has returned all events generated between 7:21am and 2:00pm, and the event
notification algorithm is only tracking the partially processed period prior to 10:00am. In
response to this latest request, the event notification algorithm first checks for any new
events. Assume that it is now 2:01pm and the event notification algorithm finds that there
is one new event. At block 305, the event server returns the one new event (time period I)
and the ninety-nine most recent unsent events from the period ending at 10:00am (time
period B).

[0068]  This paging sequence can continue with the event server first returning
any new events that may have arrived, along with unsent events from the period ending at
10:00am in pages not exceeding one hundred events. For example, at block 306, the
event server returns the one hundred most recent unsent events from the period ending at
10:00am (time period A). Event transmission continues in one hundred event pages until
all events in the twenty-four hour history period are returned with a final page that
typically contains fewer than one hundred events.

[0069] In order for the mobile device to know whether or not more events are
available (and thus whether to request more events from the event server), an indicator
flag (which could be referred to as MoreData) is included in each event return message
from the event server to the mobile device. During the event returns up to this point in
FIGURE 3 (the events in blocks 301-306 and any subsequent pages before the final

page), the event server returns the MoreData flag set to true, indicating that there is more
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event data immediately available to return. When the final page of events is returned and
no more events are immediately available, the event server returns the MoreData flag set
to false, indicating that no more event data is immediately available.

[0070]  On receiving the final event list with the MoreData flag set as false, the
mobile device can enter an “event sleep” period in which the mobile device stops
communicating with the event server. In some embodiments, the event sleep period can
be a user-configurable period and can be set to any suitable value, such as 10 seconds (of
course, shorter or longer periods are possible). At the end of each event sleep period, the
mobile device can communicate with the event server to request any new events that may
have occurred.

[0071]  As shown in the timeline 300, when interruptions in coverage prevent
reception, this can cause fragmenting of event reception, which can create challenges to
keep track of sent events and unsent events while fulfilling the requirement of seeing the
most recent events first. As a further complication, many systems require stateless
operation at the event server. That is, the event server does not store state information
regarding partially completed time segments of an event request from a client. Instead,
the event server merely maintains the list of events in the event database. The event
database also does not store state information of an event request from a client.

[0072] To address these issues, a page-state string can be used in event
communications between the event server and the requesting client device. The page-
state string can represent a single data structure that is passed back and forth between the
event server and the client. In some embodiments, the page-state string can be formatted
as a serialized JavaScript Object Notation (JSON) object. In other embodiments, XML or
any other suitable object to string serialization technique could be used for the page-state
string. In particular embodiments, the page-state string is referred to as NextSmartPage,
although the page-state string could be referred to by other names.

[0073] When the client initiates an event request session, the event server fulfills
the request up to the limit of the predefined event paging size. The event server populates
the page-state string with the current status of the event request session and returns the
page-state string with the list of events to the client. The page-state string is temporarily
loaded in the memory of the client, but the client may not actually process or query the
information in the page-state string. Instead, the client could hold the page-state string so

that it does not need to be stored at the event server. When the client later initiates its next
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event request, it passes the page-state string back to the event server. For the next event
request, the event server fulfills the request based on the state information contained in
the page-state string. To the client, the page-state string is a simple, opaque string that the
client simply receives and returns. To the server, the page-state string is a set of
instructions describing the state of the event request session. Here, the “state” may
include details about the time fragments for which events have been successfully
returned. For example, the page-state string can include of list of one or more Start Times
(i.e., the starting time of a time fragment for which events have been returned) and End
Times (i.e., the ending time of a time fragment for which events have been returned). In
some situations the page-state string can include an one or more Event ID lists (i.e., event
IDs at the end of the time fragment that might be returned in the next query due to event
clumping), as described in greater detail below.

[0074] The use of a page-state string can provide one, some, or all of the
following benefits depending on the implementation. The event server can be stopped
and restarted with no required memory retention except for its access to the event
database. Each client event request can be tracked and satisfied based on the content of
the request (including the page-state string) and need not be based on any persistent
knowledge of the client’s paging state at the event server. Also, in larger deployments
having multiple event servers acting in parallel, event requests from a client device may
go at random to any of the event servers without loss of performance or functionality. In
addition, a client may choose to abandon a paging session at any time without
consideration for session memory at the event server (because there may be no
requirement for session memory at the event server).

[0075]  Each event typically has an event time that is used to fundamentally order
the events and is the basis for prioritizing their return to the mobile device. In some
embodiments, the relevant event time is the time at which the last activity associated with
the event occurred. Initially, this could be the time that an event was generated (such as
when a sensor determines a boiler temperature exceeds a threshold at 10:14, and the
event activity time is 10:14). When further activity associated with event occurs (such as
users making comments or taking ownership of the event), the event time is updated. For
instance, if an operator inputs a status comment about the boiler temperature at 10:28, the
new event time is 10:28.

[0076]  Because the relevant time on the event can change, the event can actually
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move forward within an event schedule. Thus, an event returned during an earlier time
segment (such as in a time segment that includes the 10:14 boiler event activity) may be
returned again with a different event time for a later time segment (such as in a time
segment that includes the 10:28 boiler event activity). Also, an event that has not yet been
processed may “disappear” from one time segment and re-appear in a newer time
segment. Thus, an indication of “new events arriving” can include brand new events
appearing in the event list as well as existing events re-appearing from earlier in the list
because their times have been updated.

[0077]  Multiple events occur at substantially the same time and not all of these
events can be returned in one return message due to page size limitations (such as with
two hundred events that occur during the same one-second period and a one hundred
event page size). To ensure that the same one hundred events do not get selected during
each query, the page-state string can include a list of the event identifiers that were
previously returned with a timestamp so that those events can be excluded in the next
page request.

[0078] The event notification algorithm can also depend on reliable time
sequences. The timestamp used to implement paging could be based on the time that an
event was inserted into a list or the time that a last activity associated with the event
occurred based on the event server’s clock. In some embodiments, times are not based on
external systems providing the events or a client device’s notion of the time an activity
occurred.

[0079] Iftimes are not strictly sequenced from a single source, a mechanism can
be used to handle out-of-sequence times. For example, when processing event queries
close to a current time, the event server can be configured to track all of the events
processed over a “time-shift period.” When new events appear, they can be recognized as
new. In such a configuration, when the event server collects current events, the event
server records all of the events processed in the time shift period within the page-state
string and includes the time shift period again in its next current values query. Based on
this, the event server can exclude the events already processed when performing the next
current values query. In some embodiments, the time shift period can be configurable. In
general, the greater the allowed time-shift period, the greater the performance impact can
be to the system.

[0080]  Although FIGURE 3 illustrates one example of a timeline 300 of events in
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a scenario for which smart event paging can be advantageously used to provide the
events to a requesting client device, various changes may be made to FIGURE 3. For
example, the specific timeline shown here is an example only and is merely meant to help
illustrate how an event notification algorithm can operate. The event notification
algorithm could be configured to operate in any other suitable manner, and the event
notification algorithm could operate with any other timeline of events.

[0081] FIGURE 4 illustrates example message flows between a client device and
an event server using smart event paging according to this disclosure. The client device
may represent one of the end-user devices 150, and the event server may represent the
event server 144, The message flows illustrated in FIGURE 4 reflect one session 400 for
receiving an event history that includes multiple pages. The session 400 may represent all
or part of a session used in the timeline 300 of FIGURE 3. As shown in FIGURE 4, the
session 400 includes an initial event page 410, one or more next event pages 420, and a
final event page 430.

[0082]  The client device initiates the session 400 by sending an initial request
message 411 to the event server. The initial request message 411 can include
SmartPageSize, SmartPageAge, and NextSmartPage values. The SmartPageSize value
denotes the event paging size limit, which is set to one hundred in the timeline 300. The
SmartPageAge value denotes the event history age limit, which is set to twenty-four
hours in the timeline 300. The NextSmartPage value denotes the page-state string.
Because the initial request message 411 is a first request, there are no partially processed
event segments to keep track of yet, and NextSmartPage can be set to null in the initial
request message 411. In other embodiments, instead of a null NextSmartPage, the initial
request message 411 may simply not include the NextSmartPage value.

[0083]  The event server can recognize that the initial request message 411 is an
initial request, such as by a null NextSmartPage or the absence of NextSmartPage. The
event server retrieves the most recent events up to SmartPageSize and as far back as
SmartPageAge. The event server then populates NextSmartPage and the MoreData flag
based on whether or not there are unprocessed events that have not yet been returned for
the session 400. The information populated in NextSmartPage could include event status
information that can be used by the event server (or a parallel event server) in a
subsequent event page (such as in the next event page 420). The event server returns the

retrieved events, the populated NextSmartPage, and the MoreData flag to the client
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device in a response message 412.

[0084]  If the MoreData flag is set to true, the client device knows that there is
more event data to receive. The client device requests the next event page 420 in the
session 400 by sending a next request message 421 to the event server. The next request
message 421 includes SmartPageSize, SmartPageAge, and NextSmartPage. This time,
NextSmartPage is the populated NextSmartPage received by the client device in the
response message 412.

[0085]  The event server receives the next request message 421 and again retrieves
events, this time taking into consideration any unprocessed or partially processed blocks
of events based on the information in NextSmartPage. The event server then repopulates
NextSmartPage and sets the MoreData flag to true or false. The event server returns the
newly retrieved events, the repopulated NextSmartPage, and the MoreData flag to the
client device in a response message 422,

[0086]  The client device can continue to send request messages 421 and receive
response messages 422 as long as there are events remaining for the session. This is
typically a tight loop where events are queried at the event server and sent to the client
device and the next request is then immediately submitted. Eventually, a request message
421 will be received by the event server for a final event page 430. The event server
retrieves the remaining events and sets the MoreData flag to false. The event server
returns the remaining events, the repopulated NextSmartPage, and the MoreData flag to
the client device in a final response message 432.

[0087] At this point, the client device can perform a sleep of some user
configurable time. At the end of the sleep, the client device can repeat the initial event
page 410 or the next event page 420. The process can continue with next event pages 420
with no delays until the MoreData flag again transitions to false.

[0088]  Although FIGURE 4 illustrates one example of message flows between a
client device and an event server using smart event paging, various changes may be made
to FIGURE 4. For example, any other suitable messages having any suitable format
could be used as part of the smart event paging.

[0089] FIGURE 5 illustrates an example method 500 for smart event paging
according to this disclosure. For ease of explanation, the method 500 is described as
being performed using an event server, such as the event server 144 of FIGURE 1. Also,

the method 500 may include or represent various aspects of the timeline 300 of FIGURE
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3 and the session 400 of FIGURE 4. However, the method 500 could be used with any
suitable device or system.

[0090] At step 501, the event server receives an event request message from a
client device. This may include, for example, the event server 144 receiving an initial
request message 411 or a next request message 421 from an end-user device 150. The
event request message can include an event paging size and an event history age limit.
The event request message may also include a NextSmartPage string,

[0091]  Atstep 503, the event server retrieves one or more events that have most
recently occurred since a previous event request and that have not already been provided
to the client device, up to the event paging size and the event history age limit. This may
include, for example, the event server 144 retrieving events similar to the scenario
described in blocks 301-306.

[0092] At step 505, the event server determines that one or more second events
are within the event history age limit and have not already been provided to the client
device but are in excess of the event paging size. This may be analogous to the event
server determining that events in time periods A-C in FIGURE 3 exceed the event paging
size for the events sent in block 301.

[0093] At step 507, the event server populates a page-state string to indicate the
second events. Later, at step 509, the event server generates a response message
including the retrieved events, the page-state string, and a MoreData flag. At step 511,
the event server sends the response message to the client device. This may include, for
example, the event server sending a response message 412,422, 432 to the client device.

[0094]  Atstep 513, itis determined if more events are available to be sent. This
may include, for example, the client device reading the MoreData flag in the response
message. If it is determined that more events are available to be sent, the method returns
to step 501.

[0095]  Although FIGURE 5 illustrates one example of a method 500 for smart
event paging, various changes may be made to FIGURE 5. For example, while shown as
a series of steps, various steps shown in FIGURE 5 could overlap, occur in parallel, occur
in a different order, or occur multiple times. Moreover, some steps could be combined or
removed and additional steps could be added according to particular needs. Also, while
the method 500 and the event server are described with respect to events in an industrial

process control system, the method 500 and event server may be used in conjunction with
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other types of devices and systems.

[0096] Insomeembodiments, various functions described in this patent document
are implemented or supported by a computer program that is formed from computer
readable program code and that is embodied in a computer readable medium. The phrase
“computer readable program code” includes any type of computer code, including source
code, object code, and executable code. The phrase “computer readable medium”
includes any type of medium capable of being accessed by a computer, such as read only
memory (ROM), random access memory (RAM), a hard disk drive, a compact disc (CD),
a digital video disc (DVD), or any other type of memory. A “non-transitory” computer
readable medium excludes wired, wireless, optical, or other communication links that
transport transitory electrical or other signals. A non-transitory computer readable
medium includes media where data can be permanently stored and media where data can
be stored and later overwritten, such as a rewritable optical disc or an erasable memory
device.

[0097] It may be advantageous to set forth definitions of certain words and
phrases used throughout this patent document. The terms “application” and “program”
refer to one or more computer programs, software components, sets of instructions,
procedures, functions, objects, classes, instances, related data, or a portion thereof
adapted for implementation in a suitable computer code (including source code, object
code, or executable code). The term “communicate,” as well as derivatives thereof,
encompasses both direct and indirect communication. The terms “include” and
“comprise,” as well as derivatives thereof, mean inclusion without limitation. The term
“or” is inclusive, meaning and/or. The phrase “associated with,” as well as derivatives
thereof, may mean to include, be included within, interconnect with, contain, be
contained within, connect to or with, couple to or with, be communicable with, cooperate
with, interleave, juxtapose, be proximate to, be bound to or with, have, have a property
of, have a relationship to or with, or the like. The phrase “at least one of,” when used
with a list of items, means that different combinations of one or more of the listed items
may be used, and only one item in the list may be needed. For example, “at least one of:
A, B, and C” includes any of the following combinations: A, B, C, A and B, A and C, B
and C, and A and B and C.

[0098]  The description in the present application need not be read as implying

that any particular element, step, or function is an essential or critical element that must



30 Aug 2021

2017223095

10

15

20

28

be included in the claim scope. Use of terms such as (but not limited to) “mechanism,”

kA

“module,” “device,” ‘“unit,” “component,” ‘“element,” “member,” “apparatus,”

LAY LA TS

“machine,” “system,” “processor,” or “controller” within a claim is understood and
intended to refer to structures known to those skilled in the relevant art, as further
modified or enhanced by the features of the claims themselves.

[0099]  While this disclosure has described certain embodiments and generally
associated methods, alterations and permutations of these embodiments and methods may
be apparent to those skilled in the art. Accordingly, the above description of example
embodiments need not define or constrain this disclosure. Other changes, substitutions,
and alterations may also be possible without departing from the spirit and scope of this
disclosure, as defined by the following claims.

[0100] Throughout this specification and the claims which follow, unless the
context requires otherwise, the word "comprise", and variations such as "comprises" and
"comprising", will be understood to imply the inclusion of a stated integer or step or
group of integers or steps but not the exclusion of any other integer or step or group of
integers or steps.

[0101]  The reference in this specification to any prior publication (or information
derived from it), or to any matter which is known, is not, and should not be taken as an
acknowledgment or admission or any form of suggestion that that prior publication (or

information derived from it) or known matter forms part of the common general

knowledge in the field of endeavour to which this specification relates.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. A method comprising:

receiving a first event request message from a client device;

initiating an event request session responsive to the event request message;

retrieving one or more first events that have most recently occurred since a
previous event request and that have not already been provided to the client device, up to
a first event paging size and a first event history age limit;

determining that one or more second events are within the first event history age
limit and have not already been provided to the client device but are in excess of the first
event paging size, wherein the one or more second events comprise a plurality of second
events having event times distributed across at least (1) a first time segment that is before
the one or more first events and (ii) a second time segment that is after the one or more
first events, the first time segment and the second time segment being non-contiguous;

populating a page-state string with a current status of the event request session, an
indication of the one or more second events, and a list of identifiers identifying events
that were previously returned to the client device, wherein the page-state string is
populated to indicate both the first time segment and the second time segment;

generating a first response message including the one or more first events and the
page-state string; and

sending the first response message to the client device.

2. The method of Claim 1, further comprising:

receiving a second event request message from the client device, the second event
request message comprising the page-state string;

retrieving at least one of the one or more second events based on the page-state
string;

determining that one or more third events are within a second event history age
limit and have not already been provided to the client device but are in excess of a second
event paging size;

repopulating the page-state string to indicate the one or more third events;

generating a second response message including the at least one second event and

the page-state string; and
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sending the second response message to the client device.

3. The method of Claim 2, wherein:

the first event request message comprises the first event paging size and the first
event history age limit; and

the second event request message further comprises the second event paging size

and the second event history age limit.

4, The method of Claim 2, wherein:

the first response message includes a data indicator configured to indicate the
presence or absence of further events to send to the client device; and

the second event request message is sent from the client device only when the

data indicator is set to indicate the presence of further events to send to the client device.

5. The method of Claim 1, wherein the events are associated with one or

more processes in an industrial process and control system.

6. An apparatus comprising:
at least one interface configured to communicate with a client device; and
at least one processing device configured to:
receive a first event request message from the client device;
initiate an event request session responsive to the event request message;
retrieve one or more first events that have most recently occurred since a
previous event request and that have not already been provided to the client device, up to
a first event paging size and a first event history age limit;
determine that one or more second events are within the first event history
age limit and have not already been provided to the client device but are in excess of the
first event paging size, wherein the one or more second events comprise a plurality of
second events having event times distributed across at least (i) a first time segment that is
before the one or more first events and (ii) a second time segment that is after the one or
more first events, the first time segment and the second time segment being non-
contiguous;

populate a page-state string with a current status of the event request
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session and returning the page-state string with a list of events to the client device to
indicate the one or more second events, wherein the page-state string includes a list of
identifiers that were previously returned with a timestamp;

generate a first response message including the one or more first events
and the page-state string; and

send the first response message to the client device.

7. The apparatus of Claim 6, wherein the at least one processing device is
further configured to:

receive a second event request message from the client device, the second event
request message comprising the page-state string;

retrieve at least one of the one or more second events based on the page-state
string;

determine that one or more third events are within a second event history age
limit and have not already been provided to the client device but are in excess of a second
event paging size;

repopulate the page-state string to indicate the one or more third events;

generate a second response message including the at least one second event and
the page-state string; and

send the second response message to the client device.

8. The apparatus of Claim 7, wherein:

the first event request message comprises the first event paging size and the first
event history age limit; and

the second event request message further comprises the second event paging size

and the second event history age limit.

9. A non-transitory computer readable medium containing instructions that,
when executed by at least one processing device, cause the at least one processing device
to:

receive a first event request message from a client device;

initiate an event request session responsive to the event request message;

retrieve one or more first events that have most recently occurred since a previous
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event request and that have not already been provided to the client device, up to a first
event paging size and a first event history age limit;

determine that one or more second events are within the first event history age
limit and have not already been provided to the client device but are in excess of the first
event paging size, wherein the one or more second events comprise a plurality of second
events having event times distributed across at least (1) a first time segment that is before
the one or more first events and (ii) a second time segment that is after the one or more
first events, the first time segment and the second time segment being non-contiguous;

populate a page-state string with a current status of the event request session and
returning the page-state string with a list of events to the client device to indicate the one
or more second events, wherein the page-state string includes a list of identifiers that
were previously returned with a timestamp;

generate a first response message including the one or more first events and the
page-state string; and

send the first response message to the client device.
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