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(57) Abstract: Embodiments of the present invention provide a method for configuring a wireless device, where, the wireless device
is embedded with a Radio Frequency Identification (RFID) tag or connected with an RFID tag, the method includes: obtaining, by
the RFID tag, configuration data from a Radio Frequency (RF) signal; and, configuring, by the RFID tag, according to the obtained

o configuration data. The embodiments of the present invention also provide a corresponding wireless system and a wireless device.

W

By adopting the embodiments of the present invention, the wireless device can be effectively configured with low costs.
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A METHOD FOR CONFIGURING A WIRELESS DEVICE AND A
WIRELESS DEVICE AND SYSTEM

Field of the Invention

The present invention relates to Wireless Sensor Network (WSN) technologies, and
in particular, to a method for configuring a wireless device, and a wireless device and

system applied with this method.

Background of the Invention

A Wireless Sensor Network (WSN) consists of spatially distributed autonomous
sensors to cooperatively monitor physical or environmental conditions, such as
temperature, sound, vibration, pressure, motion or pollutants. Wireless sensor networks
are now used in many industrial and civilian application areas, including industrial
process monitoring and control, machine health monitoring, environment and habitat

monitoring, healthcare applications, home automation, and traffic control.

In addition to one or more sensors, each sensor node in a wireless sensor network is
typically equipped with a radio transceiver or other wireless communications device, a
small microcontroller, and an energy source, usually a battery, and a device acting as the
sensor node may be called a wireless sensor. In many cases, the wireless sensor network
works as an infrastructure, embedded into working field such as environment, buildings
or etc., with no need of maintenance, where, the wireless sensor needs to be
battery-power-supplied and work without user intervention, and usually, the wireless
sensor becomes un-touchable after it is installed in a working field. For example, when a
wireless sensor network is applied to a parking monitor system, battery-supplied wireless
sensors are mounted under the ground surface of a parking field to detect presence of
vehicles and report status to a management node through wireless. Usually, these wireless
sensors are covered by a shell of some material, e.g., epoxy or etc., to provide protection,
and its housing is usually permanently sealed and has not external interface to provide
enough protection. Thus, these wireless sensors become un-touchable once they are

mounted underground.
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Generally, it is needed to perform initial configuration on a wireless device at its
startup time, and further, it is also possible to perform re-configuration during its running
time. However, it is very difficult to realize either the initial configuration or the
re-configuration on the aforementioned un-touchable wireless device, and fixed
configuration is usually set for such un-touchable wireless device just when it is delivered
from factory. Meanwhile, when the wireless device is delivered from factory and applied
to a specific working field, the fixed configuration usually can not satisfy requirements of
practical working, and needs to be re-configured. At present, there is no solution provided

for the above problem in the prior art.

Summary of the Invention

Aspects of the present invention provide a method for configuring a wireless device,
where, the wireless device is embedded with a Radio Frequency Identification (RFID) tag
or connected with an RFID tag, the method includes: utilizing, by the wireless device, the
RFID tag to obtain configuration data from a Radio Frequency (RF) signal; and,
configuring, by the wireless device, according to the obtained configuration data.

In an aspect of the present invention, the RF signal is received by the RFID tag and
decoded to obtain the configuration data. In this aspect of present invention, the method
further includes: storing the configuration data obtained by the RFID tag; and, in this
aspect of present invention, the stored configuration data is read by the wireless device to
accomplish initial configuration upon power on; and/or, to accomplish re-configuration
during running time.

In an aspect of the present invention, when the RFID tag is a passive RFID tag, the
method further includes: obtaining, by the passive RFID tag, power from the RF signal.

In an aspect of the present invention, the wireless device includes a wireless sensor
in a wireless sensor network.

In an aspect of the present invention, the configuration data at least include:
configuration data related with wireless links, and/or configuration data related with
Sensors.

An aspect of the present invention also provides a wireless device which includes a
main circuit and a Radio Frequency Identification (RFID) tag; wherein: the RFID tag is
adapted to obtain configuration data from a Radio Frequency (RF) signal; and, the main

circuit is adapted to configure according to the configuration data obtained by the RFID
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tag.

In an aspect of the present invention, the wireless device further includes: a memory,
adapted to store the configuration data obtained by the RFID tag; wherein, the main
circuit is adapted to read the configuration data from the memory to accomplish initial
configuration upon power on, and/or, to read the configuration data from the memory to
accomplish re-configuration during running time.

In an aspect of the present invention, the RFID tag at least includes: an RF decoding
module, a controller and a power management module; wherein: the RF decoding module
is adapted to receive the RF signal and decode the RF signal to obtain the configuration
data; the controller is adapted to control the RF decoding module and the power
management module and output the configuration data obtained by the RF decoding
module to the memory; and, the power management module is adapted to provide power
for the RF decoding module and the controller.

In an aspect of the present invention, when the RFID tag is a passive RFID tag, the
power management module is further adapted to receive the RF signal and obtain power
from the RF signal.

In an aspect of the present invention, the main circuit at least includes a control unit
and at least one application function module; wherein: the control unit is adapted to read
the configuration data from the memory, and accomplish configuration for the at least one
application function module using the configuration data.

In an aspect of the present invention, the wireless device includes a wireless sensor
in a wireless sensor network; the at least one application function module at least includes:
a wireless communication module and a sensor module; the configuration data at least
include: configuration data related with wireless links and configuration data related with
sensors; and, the control unit is adapted to utilize the configuration related with wireless
links to accomplish configuration for the wireless communication module, and utilize the
configuration data related with sensors to accomplish configuration for the sensor
module.

An aspect of the present invention further provides a wireless system, including at
least one wireless device as aforementioned and a Radio Frequency Identification (RFID)
Reader, wherein: the RFID Reader is adapted to transmit a Radio Frequency (RF) signal
carrying configuration data; each wireless device is adapted to obtain the configuration

data from the RF signal carrying the configuration data, and configure according to the
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configuration data.

An aspect of the present invention also provides a wireless system, including at least
one wireless device and a Radio Frequency Identification (RFID) Reader, wherein: each
wireless device is connected to an RFID tag; the RFID Reader is adapted to transmit a
Radio Frequency (RF) signal carrying configuration data; each RFID tag is adapted to
obtain the configuration data from the RF signal transmitted by the RFID Reader; and,
each wireless device is adapted to configure according to the configuration data obtained

by the RFID tag connected thereto.

An aspect of the present invention further provides a machine-readable storage
medium, adapted to store instructions for enabling a machine to implement the method

for configuring a wireless device as aforementioned.

By adopting the embodiments of the present invention, the configuration of the

wireless device can be realized with low costs and better implementation results.

Brief Description of the Drawings

The exemplary embodiments of the present invention will be described in detail
hereinafter with accompany drawings to make those ordinarily skilled in this art
understand the aforementioned and other features and advantages of the present invention

more clearly; wherein:

Figure 1 is a flow chart of a method according to an embodiment of the present

invention;

Figure 2 is a flow chart of a method according to an embodiment of the present

invention;

Figure 3 is a diagram showing a structure of a system according to an embodiment

of the present invention;

Figure 4 is a diagram showing a structure of a wireless device according to an

embodiment of the present invention; and,

Figure 5 is a diagram showing a specific example of a wireless sensor network

applied with an embodiment of the present invention.
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Embodiments of the Invention

The present invention is further described in detail with the accompany drawings and
embodiments hereinafter. It should be understand that the specific embodiments described

herein are just for explaining, but not for limiting the present invention.

An embodiment of the present invention provides a method for configuring a
wireless device. Figure 1 is a flow chart of a method according to an embodiment of the
present invention. In the embodiment, the wireless device is connected with a Radio
Frequency Identification (RFID) tag. As shown in Figure 1, the flow chart of the method

includes the following steps:

Step 101: The wireless device obtains configuration data from a Radio Frequency

(RF) signal utilizing the RFID tag.

Herein, the wireless device may obtain the configuration data from the RF signal
transmitted by a RFID Reader utilizing the RFID tag, and thus, a user may input
configuration data using the RFID Reader to perform configuration for the wireless

device.

Step 102: The wireless device accomplishes its configuration according to the

obtained configuration data.

In the above embodiment, configurations are obtained from an independent RF
signal by using a RFID tag, and therefore, this configuration solution does not occupy
inherent communication resources of the wireless device, does not affect the inherent
information interaction, and can guarantee the communication safety of the wireless
device. In addition, the RFID tag adopted is very cheap and its power consumption is

very low, and thus, this configuration solution is of low cost and easy to implement.

Figure 2 is a flow chart of a method according to an embodiment of the present
invention. In this embodiment, the wireless device is connected with an RFID tag. As

shown in Figure 2, the flow chart of the method includes the following steps:

Step 201: The RFID tag receives an RF signal from an RFID Reader, decodes the RF

signal to obtain configuration data.
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Step 202: The configuration data obtained in Step 201 are stored.

Step 203: Upon starting to work, the wireless device reads the stored configuration
data to accomplish initial configuration; and/or, during the running time, the wireless

device reads the stored configuration data to accomplish re-configuration.

Specifically, the RFID tag and the wireless device may have their respective storing
function, and the aforementioned Step 202 may be implemented by the RFID tag or by
the wireless device. Alternatively, there may be a memory connected between the RFID
tag and the wireless device, and in Step 202, the memory is responsible for storing the
configuration data obtained by the RFID tag, and in Step 203, the wireless device will

read the configuration data from the memory.

In the above embodiments, the RFID tag may be an active RFID tag or a passive
RFID tag. Those skilled in this art can understand that the active RFID tag is equipped
with a power supply which is usually a battery, and in contrast, the passive RFID tag is
not equipped with any power supply.

When the passive RFID tag is adopted in the embodiment of the present invention,
the passive RFID tag may further obtain power from the received RF signal.

The aforementioned RFID tag may be embedded in the wireless device, or may be

externally connected with the wireless device.

The embodiments of the present invention may be applied to the wireless sensor
network to realize the configuration for the wireless sensor, and in this case, the wireless
device may be the wireless sensor. Specifically, the aforementioned configuration data
may include at least: configuration data related with wireless links and/or those related
with sensors. Wherein, the configuration data related with wireless links may include at
least one of channel frequency, data rate, modulation parameter(s) and synchronization
parameter(s), and the configuration data related with sensors may include at least one of
checking threshold(s), algorithm setting(s), sampling rate and reporting cycle. The
embodiments of the present invention do not limit specific contents of the configuration
data, any kinds of configuration data that are possible needed by the wireless device may

be regarded as the configuration data of the embodiments of the present invention.
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In the above embodiment of the present invention, the RFID tag is used to obtain
configuration data from an independent RF signal, so that before the wireless device starts
up, the configuration data can be obtained and stored, and they can be read by the
wireless device after its starting up, and thus, the power of the wireless device consumed
on configuration can be reduced as little as possible. Meanwhile, when the wireless link
of the wireless device is disconnected because of incorrect configuration, new
configuration data can be sent to the wireless device through an independent RF signal to
make the wireless device accomplish re-configuration automatically. To sum up, it is very
easy and convenient to apply the configuration solution provided by the embodiment of

the present invention, and this solution can guarantee the safety of the wireless device.

Based on the above method, an embodiment of the present invention provides a
wireless system, and the system includes at least one wireless device. Figure 3 is a
diagram showing a structure of the system according to an embodiment of the present
invention. As shown in Figure 3, the system includes N wireless devices (Device 1,

Device 2, and Device N) and an RFID Reader, where, each wireless device is

ceey

embedded with an RFID tag.

Wherein, the RFID Reader sends out an RF signal carrying configuration data, each
RFID tag obtains the configuration data from the RF signal sent out by the RFID Reader,
and each wireless device accomplishes its configuration according to the configuration

data obtained by its corresponding RFID tag.
Alternatively, each wireless device may externally connect with an RFID tag.

Specifically, the RFID tag may be an active RFID tag or a passive RFID tag, and
when it is the passive one, the passive RFID tag may further obtain power from the RF

signal sent out by the RFID Reader.

The embodiment of the present invention may be applied to the wireless sensor
network to accomplish the configuration for the wireless sensor, and in this case, the

above N wireless device(s) is(are) N wireless sensor(s).

Based on the aforementioned method, the embodiments of the present invention

further provide a wireless device. Figure 4 is a diagram showing a structure of a wireless
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device according to an embodiment of the present invention. As shown in Figure 4, the

wireless device at least includes a main circuit 401 and an RFID tag 402.

Wherein, the RFID tag 402 is adapted to obtain configuration data from an RF signal,

and the main circuit 401 is adapted to accomplish its configuration according to the

configuration data obtained by the RFID tag 402.

Optionally, the wireless device may further include a memory 403 connected
between the main circuit 401 and the RFID tag 402, the memory 403 is adapted to store
the configuration data obtained by the RFID tag 402. The main circuit 401 may read the
configuration data from the memory 403 upon its power on to accomplish the main circuit
401’s initial configuration, and/or, may read the configuration data from the memory 403
during its running time to accomplish the main circuit 401’°s re-configuration. Here, the
memory 403 may be a non-volatile memory, so that the configuration data can remain
without power supply, and this memory 403 may be a 2-port memory, or may be a
single-port memory that can be accessed by two masters (the main circuit 401 and the
RFID tag 402) separately. Further, when being accessed by the RFID tag 402, the
memory 403 may be powered by the RFID tag 402 or the battery of the wireless device.
The memory 403 has very low power consumption when being accessed by the RFID tag
402 and has zero power consumption at off mode, and the memory 403 will be in off
mode in most of time during the whole lifetime of the wireless device (e.g., the wireless
sensor), and therefore, even when powered by the battery of the wireless device, the

additional power consumption of the memory 403 is ultra low.

Specifically, the RFID tag 402 may include: an RF decoding module 4021, a
controller 4022 and a power management module 4023. Wherein, the RF decoding
module 4021 is adapted to receive an RF signal and decode the RF signal to obtain
configuration data; the controller 4022 is adapted to control the RF decoding module
4021 and the power management module 4023, and output to the memory 403 the
configuration data obtained by the RF decoding module 4021; and, the power
management module 4023 is adapted to provide power for the RF decoding module 4021
and the controller 4022. Here, the power management module 4023 may further receive
the RF signal and obtain power from the RF signal when the RFID tag 402 is a passive

one, in order to provide power for the RF decoding module 4021 and the controller 4022;
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and otherwise when the RFID tag 402 is an active one, the power management module
4023 may obtain power from the power supply of the RFID tag 402 to provide power for
the RF decoding module 4021 and the controller 4022.

Specifically, the main circuit 401 may include a control unit 4011 and at least one
application function module 4012. Wherein, the control unit 4011 is adapted to control
the at least one application function module 4012, read the configuration data from the
memory 403, and accomplish configuration for the at least one application function
module 4012 according to the configuration data. Here, the control unit 4011 may be any
electronic component that can realize controlling functions, such as a Micro Control Unit
(MCU), a Central Processing Unit (CPU) or etc. And the present invention does not limit
which specific application function module(s) 4012 should be included in the main circuit
401, and this is related to the specific application of the wireless device according to the

embodiment of the present invention.

The embodiments of the present invention further provide a wireless system which
includes at least one wireless device provided by the above embodiments of the present
invention and an RFID reader, where, the RFID reader transmits an RF signal carrying
configuration data, the wireless device obtains the configuration data from the RF signal
carrying the configuration data and accomplishes configuration according to the
configuration data. Here, the structure and operation principle of the wireless device has
been described above and will not be discussed again herein. When the embodiment of
the present invention is applied to the wireless sensor network, the wireless device may
be the wireless sensor in the wireless sensor network, and in this case, the application
function modules 4012 included in the main circuit 401 at least include: a wireless
communication module and a sensor module, and the aforementioned configuration data
include at least: configuration data related with wireless links and those related with
sensors. The control unit 4011 accomplishes the configuration for the wireless
communication module using the configuration data related with wireless links and uses
the configuration data related with sensors to accomplish the configuration for the sensor
module. Wherein, the sensor module is adapted to accomplish detection to the working
field and the wireless communication data is adapted to communication with the
management node in the wireless sensor network to report the data detected by the sensor

module to the management node. Here, the specific working principle of the sensor
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module and the wireless communication module belongs to the contents of the prior art

which will not be discussed herein in detail.

Figure 5 is a diagram showing a specific example of a wireless sensor network
applied with an embodiment of the present invention. As shown in Figure 5, the wireless
sensor is equipped with an RFID tag which receives a configuration command sent from
an RFID Reader via an RF signal and obtains configuration data from the configuration
command; the wireless sensor may read the configuration data obtained by the RFID tag
upon its power on to accomplish its initial configuration according to the configuration
data, including: configuration related with wireless links, that related with sensors and
etc., so that the wireless sensor is able to establish a wireless link with the management
node in the wireless sensor network, detect sensing data from the working field, and
report the detected sensing data to the management node via the established wireless link;
and during the running time, if it is necessary to perform re-configuration, the RFID
Reader may send out a re-configuration command via an RFID signal from which the
RFID tag may obtain new configuration data, and then the wireless sensor may

accomplish its re-configuration according to the new configuration data.

The embodiments of the present invention can be implemented in various
applications of the wireless sensor network. For example, when the wireless sensor
network is deployed in a parking field to realize a parking monitoring system,
battery-supplied wireless sensors are mounted under the ground surface of the parking
field to detect presence of vehicles, these wireless sensors can utilize the RFID tags to
receive configuration data sent through the RF signals to accomplish initial configuration
and/or re-configuration, so that the user can realize configuration for these wireless
sensors without picking them out from the subsurface of the ground, thereby the
operation is very convenient. Moreover, the configuration data occupy resources of
independent RF signals while does not consume wireless communication resources
between the wireless sensor and the management node, so that this configuration solution
bring no effects on the inherent information transmission in the wireless sensor network.
Meanwhile, after adopting this configuration solution, the configuration data can be
obtained by the RFID tag before the wireless sensor starts up, they can be read by the
wireless sensor upon its power on to accomplish the initial configuration related to

wireless links, sensors and etc., and thus, the user’s operations in equipping the wireless

10
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sensors and performing configuration on the wireless sensors are more convenient, and
the configuration nearly consume no power of the wireless sensor.

The present invention further provides a machine-readable storage medium for
storing instructions which can make a machine implement the method for configuring a
wireless device as discussed in this paper. Specifically, a system or apparatus equipped
with a storage medium can be provided, where, software program codes for implementing
functions of any of the aforementioned embodiments are stored in this storage medium,
and it can make a computer (or CPU or MPU) of the system or apparatus read out and
perform the program codes stored in the storage medium.

In this case, the program codes read from the storage medium itself can implement
the functions of any of the aforementioned embodiments, and therefore, the program
codes and the storage medium storing the program codes form a part of the present
invention.

Embodiments of the storage medium providing the program codes include a floppy
disk, a hard disk, a magnetic disk, compact disk (e.g., CD-ROM, CD-R, CD-RW,
DVD-ROM, DVD-RAM, DVD-RW and DVD+RW), a tape, a nonvolatile memory card
and ROM). Optionally, it is possible to download the program codes from a server
computer via a communication network.

In addition, it should be clear that, an operating system running on a computer can
be enabled to accomplish a part of or all of actual operations by performing not only the
program codes read out by the computer but also instructions based on the program codes,
so as to realize functions of any of the aforementioned embodiments.

Moreover, it can be understood that, the program codes read out by the storage
medium can be written into a memory adapted on an extended board inside a computer or
be written into a memory adapted in an extended unit connected with a computer, and
then the instructions based on the program codes enable a CPU equipped on the extended
board or the extended unit is enabled to implement a part of or all of the actual operations,

so as to realize functions of any of the aforementioned embodiments.

The embodiments of the present invention provide a method for configuring a
wireless device, the wireless device is embedded with an RFID tag or connected with an
RFID tag, and the method includes: the wireless device utilizes the RFID tag to obtain

configuration data from a RF signal, and accomplish configuration according to the

11
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obtained configuration data. The embodiments of the present invention also provide a
wireless system and a wireless device. By adopting the embodiments of the present
invention, the configuration of the wireless device can be effectively realized with low
costs. The foregoing is only preferred embodiments of the present invention,
however, is not used to limit the present invention. Any modification, change or
substitution, without departing from the spirit and principle of the present invention,

should be covered by the protection scope of the present invention.

12
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Claims

1. A method for configuring a wireless device, wherein, the wireless device is
embedded with a Radio Frequency Identification (RFID) tag or connected with an RFID
tag, and the method comprises:

obtaining, by the wireless device, configuration data from a Radio Frequency (RF)
signal through the RFID Tag; and

configuring, by the wireless device, according to the obtained configuration data.

2. The method according to claim 1, wherein, the step of obtaining configuration
data from a Radio Frequency (RF) signal through the RFID Tag comprises: receiving, by
the RFID tag, the RF signal, and decoding the RF signal to obtain the configuration data;

the method further comprises: storing the configuration data obtained by the RFID
tag;

and,
the step of configuring according to the obtained configuration data comprises:

reading, by the wireless device, the stored configuration data to accomplish
initial configuration upon power on; and/or,

reading, by the wireless device, the stored configuration data to accomplish

re-configuration during running time.

3. The method according to claim 1, wherein, when the RFID tag is a passive RFID
tag, the method further comprises: obtaining, by the passive RFID tag, power from the RF

signal.

4. The method according to any of claims 1 to 3, wherein, the wireless device

comprises a wireless sensor in a wireless sensor network.
5. The method according to claim 4, wherein, the configuration data at least

comprise: configuration data related with wireless links, and/or configuration data related

with sensors.

13
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6. A wireless device, comprising a main circuit, and a Radio Frequency
Identification (RFID) tag; wherein:

the RFID tag is adapted to obtain configuration data from a Radio Frequency (RF)
signal; and,

the main circuit is adapted to configure according to the configuration data obtained

by the RFID tag.

7. The device according to claim 6, further comprising: a memory, adapted to store
the configuration data obtained by the RFID tag; wherein,

the main circuit is adapted to read the configuration data from the memory to
accomplish initial configuration upon power on, and/or, to read the configuration data

from the memory to accomplish re-configuration during running time.

8. The device according claim 7, wherein, the RFID tag at least comprises: an RF
decoding module, a controller and a power management module; wherein:

the RF decoding module is adapted to receive the RF signal and decode the RF
signal to obtain the configuration data;

the controller is adapted to control the RF decoding module and the power
management module and output the configuration data obtained by the RF decoding
module to the memory; and,

the power management module is adapted to provide power for the RF decoding

module and the controller.

9. The device according to claim 8, wherein, when the RFID tag is a passive RFID
tag, the power management module is further adapted to receive the RF signal and obtain

power from the RF signal.

10. The device according to any of claims 7 to 9, wherein, the main circuit at least
comprises a control unit and at least one application function module; wherein:

the control unit is adapted to read the configuration data from the memory, and
accomplish configuration for the at least one application function module using the

configuration data.

14
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11. The device according to claim 10, wherein, the wireless device comprises a
wireless sensor in a wireless sensor network;

the at least one application function module at least comprises: a wireless
communication module and a sensor module;

the configuration data at least comprise: configuration data related with wireless
links and configuration data related with sensors; and,

the control unit is adapted to utilize the configuration related with wireless links to
accomplish configuration for the wireless communication module, and utilize the
configuration data related with sensors to accomplish configuration for the sensor

module.

12. A wireless system , comprising at least one wireless device according to any of
claims 6 to 10 and a Radio Frequency Identification (RFID) Reader, wherein:

the RFID Reader is adapted to transmit a Radio Frequency (RF) signal carrying
configuration data;

each wireless device is adapted to obtain the configuration data from the RF signal
carrying the configuration data, and configure according to the configuration data.

13. A wireless system , comprising at least one wireless device and a Radio

Frequency Identification (RFID) Reader, wherein:

each wireless device is connected to an RFID tag;

the RFID Reader is adapted to transmit a Radio Frequency (RF) signal carrying
configuration data;

each RFID tag is adapted to obtain the configuration data from the RF signal
transmitted by the RFID Reader; and,

each wireless device is adapted to configure according to the configuration data

obtained by the RFID tag connected thereto.
14. A machine-readable storage medium, adapted to store instructions for enabling a

machine to implement the method for configuring a wireless device according to any of

claims 1 to 5.
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