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& (57) Abstract: The present invention is a method to prevent complete data loss by means of a time based hierarchical storage that

allows any new or modified data to be incubated or staged on any differentiated drive(s), data storage area(s), device(s), etc. for a

& predefined period of time. The invention is a method to effect or commit changes made in the incubated drive(s) / device(s) etc. after
& expiration of a pre-definable quiescent period of pre-emptive quarantine of incubated data on being attested as free from the effect
p p q p p p q g

of malicious software(s), accidental defects, etc. The invention is a method to prevent accidental data loss by recovering changed
data from the incubated drive(s), etc. Further, the invention is a method to seamlessly furnish requested data and related information
regardless of the respective underlying drive(s) etc. The method also limits the data loss in case of known or unknown malicious
software attack to the data in the incubation drive(s), device(s), only.
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System and Method of time based

hierarchical storage management

BACKGROUND OF THE INVENTION

1. Field of the Invention

The invention relates generally fo computer cdata, systems and
networks. In particular, the present invention is a method to prevent
complete data loss in case of malicious software attacks or intentional
or accidental modifications or deletions or cbrrupﬁon, by means of a
time based hierarchical storage that allows any new or modified data to
be incubated or staged on any logically or }physically differentiated
drive(s), data storage area(s), device(s), etc. for predefined périod(s) of

fime.

2. Description of the Prior Art

As the use of computers and their interconnection becomes
widespread, computer “malware” or "malicious software” like viruses,
worms, trojan horses, spyware ard adware are becoming dominant
causes that plague and compromise the security and / or privacy of
users. Malware is a term used to define a “malicious software” or a
combination of these, that infiltrate a system, computer or otherwise,
without the consent of the owner, usually with the intent of causing

damage to the host system.
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Obviously, because of the destructive / interfering nature of such
maliclous software, there is a need for eliminating them from computer

systems and networks.

The need is reiterated by the findings of a recent survey (Source:;
America Online & Natlonal Cyber Security Alliance, 2006) that states

that 88% of the users keep sensitive information on their computer.

Malicious software could enter any user's PC through any medium like
internet  download(s), email(s), CD-ROM, removable disk(s), etc.
Another related survey suégasts that a substantial percentage of data
loss is ;:aused due to viruseaé (18% of the emails, were infected by
viruses in the year 2004 and upto about 7% of all data loss was due to
virus). The prior art uses various malicious software detection programs
to end the proliferation of malware. Malware checking application
programs or Anti-virus software are currently available for checking
malicious software on individual computers. The user needs to update
anti-virus software on a regular basis to obtain new virus definitions.
Again a recent survey (Source: America Online & National Cyber
Security Alliance, 2008) suggested that 56% of the computer 'users;
either don't have or don't update their anti-virus definitions on a regular

basis.

As the size of storage on computers is growing fast, the said activity of

virus scan is increasingly taking a large amount of time. Another related
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survey suggests that during normal usage most. (over 98%) data
remains unchanged between two successive sessions. Any data that
has not changed is also typically not affected by malware and scanning

only the changed data can be firiilshed In a relatively smaller time.

Most of the computers today are protected from malware attack using
Anti-virus solutions. Anti-virus software programs typically use of one of
two techniques, described hereln, for detecting malware. One
comprises of examining the file for known viruses, employing methods
to match virus “definitions” or “signatures” from a virus “dictionary” or
“database”, while the other comprises of detecting suspicious behavior
(similar to what a virus typically exhibits) from any program. Anti-virus
écﬂution providers update the signature databases regularly for new
malicious software found since the last update and provide means to
download updates to user systems. Computers are still open for such
attack If the virus. database does not contain the virus signature
(unknown virus) or user has not downloaded the most appropriate

update.

Another approach for precaution against virus attacks or intentional /
e'lc';c:ide'ntal data loss is based on simultaneous or periodic data back up.
This is pivoted on either real-time mirroring or synchronous back up, or
at chosen / regular time intervals with fixed / uncertain periodicity for
back up. Non-automatic processes requiring humén intervention for

initiating back up often suffer from the lack of diéc:ipline needed to
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sugtain /- maintain the oyclical repetitiveness  of backing up data.
Pg»riod'lc data duhp to a designated back up data storage area in
physically or logically contiguous drives or devices or network nodes /
areas is handicapped by the volume of data to be regularly backed up
and the intervening changes in the main data. Any malWare_z can
propagate into the back up arepa and users need to be cautious about
the cleanliness of the data being backed up. The issue of volume of

data is tackled by versioning control or incremental back up wherein

~ only the changed computer data is backed up. Incremental back up can

also be further narrowed down to back up of smaller data segment(s) or
elements of data with, or without, corresponding log of change(s). Data

chronicles or logs facilitate checl-point restart or rollback but there are

~ slgnificant deficiencles. Micro level management at a physical hardware

level increases complexity tremendously. In tackling bits and bytes

microscopically, choice of data priaritization, classification, differential

_oriticality etc. for various data types is minimal. Choices do not expand

significantly in solutions that operate at an-aggregate level of device(s).
Thus én malware attack induced by a single computer file may cause
oﬂwer data to be also rolled back to any previous snapshot of. the back
up store, af an earlier point in time. A multiplicity of back up threads may
be handling different distinct logical aggregations of data but outbound
multi-thread back up, streaming data out of a user's computer system or
drive(s), may not result in prioritized or synchronized data recovery.

Further, the vulnerability of malware propagation always remains.
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Also, most of the Anti-virus solutions offered today suffer from the

| drawback that any malware has to be recognized first: only thereafter

can a user be protected against the associated threat. In the meantime,
the (unknown) malicious software continues to inflict damage to many
computer systems till its antidote is found and updated in the virus
database(s) on u_ser’s sysiem(és). ~ Therefore, what is required is a
éystenﬁ and method that works transparently and leverages the existing

anti-virus solutions offered by different cornpanies.

Therefore, it is an object of the invention to provide a system and

method that overcomes deficiericies in the prior art.

SUMMARY

An object of the present invention is to a develop a method to pfevent
complete data loss in case of an'y malware attack or intentional or
accidental modifications or deletions or corruption of data, by means of
a time based hierarchical storage that allows any new or modified data
to be incubated or staged on any logically or physically differentiated

drive(s), data storage area(s), device(s), etg.

Another object of the present invention is to treat any new or modified
data as uncertified from a rnalwarellinkage or safety perspective and in
default caution to cause pre-emptive: quarantine of such new / modified
data to incubated  drive(s), data storage area(s), device(s), etc.

generically called Quarantine Drive(s) or Q-drive(s). Q-drives may have

different safety index zones through which data may bypass / flow
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through in sequential stages, akin to multiple security check points,

based upon user defined parameters.

Another object of the present invention is to allow the user to specify a
quiescent period during which Incubated data remains relatively isolated

from user drive(s), in the incubated drive(s), data storage area(s),

'dévice(:s), etc. Changes made in the incubated drive(s) / device(s) etc.

are committed to the user drive(s) after expiration of the quiescent
period of pre-emptive quarantihe of incubated data on being attested as
free from the effect of malware, accidental defects, etc. The quiescent
period phase l'ag may be for a s;ing;(e stage or more stages or different

levels of safety index zones through which data may traverse.

Another object of the present invention is to permit different quiescent
times to be defined for various types of data besides other parameters
specified by users pertaining to relative prioritization or criticality of data,
maintéined on incubated drive(s), data storage area(s), device(s), etc.
as a collection of transient Qomp'utear files or file segments together with
a chronicle log associated with each. Such transient files may be kept
fqr archive purposes even after relevant data has traveled to and

updated the user drive(s)l after crossing ‘multiple security gates’.

Another object of the present invention is to prevent accidental data loss
by recovering changed data from incubated drive(s), data storage

area(s), device(s), etc. - which is held for quiescent period(s) in
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sequential / leap-forward quarantine stages for various different types of
data as defined by users and may travel from one stage to another
physically, or logically, or through modification of inclexes or pointers or

directories, etc. within the Quarantine-drive(s) or Q-drive(s).

Another object of the present invention is a method to seamlessly
furnish requested data and related information regardless of the
respective underlying drive(s) eto. while allowing the user to access or
I‘je presénted with a view of any new or old or modified data,
irrespective ofiwhether the relevant data resides partly or fully on the
user drive(s), or Q-drives(s), or any possible permutation or

combination.

Another object of the present invention is to minimize or limit the data
loss in case of known or unknown malicious software attack to the data
in the Q-drive(s) only: Further, the detec:‘tion of updates to malicious
software cleaning programs and associated databases along with
fraquent execution of Anti-virus software programs helps in maintaining
purity of data. Based Llpon user choice the data on C)-drjive(s) can be
scanned through multiple Anti-virus software programs also. In order to
preserve / retain sterility of data, Q-drive(s) may exist on heterogeneous
computer systems in a network or any other connectivity of

heterogeneous computer(s) or processor(s) in tandem.
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- DEFINITIONS AND PRESUMPTIONS

File / Computer File:

A oomi::uter file is one of the most basic, logical forms of storage within
a computer system. A computer file is typically identified, though not
limited to, by unique names called the full path names or file names.
O‘ther attributes are also associated with the computer file based on the
type of computer system it resides upon. The meta-data / attributes
typically contain size information, time of modification, time of creation,
permissions to access the computer flle, etc. Computer files provide
Ways to‘ store temporarily or permanently, user as well as program

information.

File Operation:
Computer files residing in a computer system are used by users of the

computer system through computer programs, which are activated

_either automatically or on user requests. These programs then perform

various activities on the computer file. A file operation typically consists
of a file create operation where the file is created, a file modify operation
which involves addition or deletion of information within the file, fil'é
delete operation where the files are removed from the computer system'
when they are no longer required, file attribute change operations where
the attributes of a file may be changed to acquire the respective result

this may cause, etc.

User Drive(s):
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Various computer storage types, like hard disks, floppy disks, flash
memory, optical discs, magheto-oplical discs, etc. are represented by
some oomputer.systems and computer programs as drives. These
logical drives provide a logical distinction, apart frorn simplicity of usage
of computer files residing on the computer system. The user drive is a
logical entity which can be said to represent the logical drive or a
section of a logical drive or a collection of these sections within and / or

across logical drives, which contains the user related or user specified

‘computer files.

COmpU‘tél‘ Network:

A computer network is the system / technology which enables one or
more computers to communicate with each other. These networks could
span across distances from a few centimeter to thousands of
kilometers. Computer networks are widely used for sharing information

between computer systems.

Malicious Softwaré / Malware:

Malicious softwaré, also referred to as malware or computer
contaminants, are undesired computer programs which are intentionally
or unintentionally brought into a computer system and may cause
extensive damage or undesirable changes to computer files and user
information residing within. These include computer viruses, worms,
'tfojan horses, spyware, adware, ete. These contaminants usually enter

into the computer system through user actions such as executing
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contaminated programs, downloading infected e-mail, etc. The
computer system may also be contaminated by other users with
malicious intentions who may have gained access to the computer

system. '

Anti-virus Systems / Spyware Detection Systems:

Used synonymously within this document, Anti-virus systems, spyware
Detection and removal systems etc, are computer programs which can
repair a contaminated computer system and / or file by removing the
contaminant or preventing access to the particular file in the case or a
non repairable contaminant. The process of limiting the spread of an

infection by preventing access to the contaminated resource(s) is also

typically referred to as a quarantine procedure.

Such  Anti-virus 'computer programs typically use two different
techniques to accomplish this:

1: Examining computer files to look for known signatures of
contaminants

2: ldentifying suspicious behavior of a computer program, which.could
be any operation that the program has performed which is neither

authorized by the user nor a part of the normal program behavior.

Most of such programs use both of these approaches, with some

programs emphasizing on the dictionary approach.

10
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Hierarchical / Incremental Storage:

A backup program is a computer program designed to store computer
filkes at a different location from the original computer file, for the
purpose of recovering from an Intentional or unintentional damage to a
computer file. Backup programs generally support full / incremental /

hierarchical backups. Often, only computer file contents that are newer

or changed, compared to the previously stored information, are stored,

thereby dramatically increasing the speed of the backup process.
Backup programs may also store information about every operation
performed on the computer file. This procedure enhances the recovery
of a computer file to a state prior to the time when a particular operation

was performed on the computer file.

Q-drive / Quarantine Drive:

Q-drive or the Quarantine Drive, used synonymously in this document,
re'f(afs to a logical storage area. This logical storage area may reside on
any of the storage types like hard disks, floppy disks, flash memory,
optical discs, magneto-optical discs, etc or even a location on a
computer network or a computer or processor in tandem. The purpose
of the Q-drive is té provide a mechanism to isolate file operations being
performed on a computer file residing on the user drive and related
meta-data for a period of time. Once the file operations and the
information associated with the operation, are confirmed by the anti-
virus / rnalware detection and removal programs as safe, these changes

are still stored on the Q-drive for a specified time period, referred to as

11
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Q-time. The purposev of Q-time is to accommodate for new virus /
malware information updates. Typically there is a time. difference
between the birth of a virus or malware and the release of the removal
inf'ormzntion and updates to the anti-virus / malware removal programs
by the respective vendors of these programs. Once the file operations
are Q-time old and are certified to be contaminant free, these file
operations and the information associated with the operatibn, are
applied onto the computer file oﬁ the user drive. During the Q-time for a
computer file, any file operation pertaining to the user file is processed
to and from the Q-drive. At a simplistic level a Q-drive may be a
physically or logically distinct singular drive. Alternately, it may be very
widely distributed in compartmentalized multiplicity across various
heterogeneous systems in tandem or in a network. Besides a time
sequence hierarchy, it envelopes hierarchy ranging from a single stage
to more stages or different levels of safety index zones through which
data may physically or logically tfavers;e while in incubation mode on the

Q-drive(s).
Phrases & Words

The singular includes the plural and vice-versa, unless repugnant to the

context. Phrases are gender neutral

12
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Bki‘ef Description of the Drawings

The preferred embodiments of the invention will hereinafter be
described in conjuhction with the appended drawings provided to
illustrate and not to limit the inventi(ﬁn, wherein like designations denote

like elements, and in which:

Figure 1 is a diagram that illustrates an overview of the system in

accordance with one embodiment of the present invention.

Figure 2 is a flow chart that illustrates an overview of the system in

accordance with one embodiment of the present invention.

Figgure. 3 is a flow chart that illustrates the procedure for furnishing data
on every read request in accordance with an embodiment of the present

invention.

Figure 4 is a flow chart that illustrates the procedure for executing every
data modification request in accordance with an embodiment of the

present invention.
Figure 5 is a flow chart that illustrates the procedure for executing every

file delete request in accordance with an embodiment of the present

invention.

13
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Figure 6 is a flow chart that illustrates the procedure for executing every
data or file restore request in abocnrdance with an embodiment of the

present-invention.

Figure 7 is a flow chart that illustrates the procedure for executing

‘manual or automated Malware scan request in accordance with an

embodiment of the present invention.

Figure 8 is a flow chart that illustrates the procedure for presenting data
for user's view in accordance with an embodiment of the present

invention.

Figure 9 is a flow chart that illusirates the procedure for executing every
merge request in accordance with an embodiment of the present

invention.

Figure 10 is a flow chart that illustrates the procedure for executing
every anti-malware software update request in accordance with an

embodiment of the present invention.

While the invention is amenabrle to various modifications and alternative
forms, specific embodimerits of the invention are provided as examples
in the drawings and detailed description. It should be understood that
the drawings and detailed description are not intended to limit the

invention to the particular form disclosed. Instead, the intention is to

14
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cover all modifications, equivalents and alternatives failing within the

spirit and scope of the invention as defined by the appended claims.
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DETAILED DESCRIPTION

Figure 1 represents the interaction between the operating system or
computer program(s), Q-drive Program, Q-drive and the User Drive on /
across computer system(s). |

Typically all requesting applications referencing / modifying any file data
on the user device(s) / drive(s) route the request(s) through the
operating system, which retrieves / writes the required file data from / to
the user disk. Q-drive Program Intercepts all such requests for tﬁe file
data on either User Drive / Q-drive, and the respective operation
Manager furnishes the request either from the User drive or Q-drive or
both, depending on the nature of the request and the location of the

requested file data. The file data stored on the Q-drive may be placed

-on any of the safety index zones depending on a set of defined criterla,

ancd may traverse within these zones depending on same or another set

of defined criteria.

The diagram illustrates the interaction for three such requests -

Read request: The request is intercepted by the Read Manager
component of the Q-drive Program. The Read Manager retrieves the
requested file data from the appropriate drive(s) and services the

requesting computer program.

Modify / Write request: The request is intercepted by the Modify

Manager component of the Q-drive Program. The Modify Manager

16
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creates / appends to the modify Log depending on number of times the
file has been accessed for any such modification. The Log can be used

in restore or merge operations on the said computer file.

Merge request: The request is intercepted by the Merge Manager

‘component of the Q-drive Program. The Merge Manager retrieves the

requested file data from the appropriate drive(s) and after attesting the
data using appropriate Aﬁti—virl;ls program(s), merges (and copies /

trzznnsférs) to the User Drive(s).

Figure 2 is a flow chart that illustrates an overview of the system in

accordance with one embodiment of the present invention.

File operations performed either by the computer user or a computer
program are analyzed by the Q-drive computer program. The file
operations are serviced based on the type of the file operation using the
logic described in the following flow charts. The invention currently
services commonly used file operations, but may be extended for other
file operations. The Q-drive uses the Hierarchical / Incremental Storagé
procedure to save information about the file operations on the Q-drive.
All file operations pertaining to a particular computer file are saved as
logs oﬁ the Q-drive. These Iogs contain the information about the file
operation like the operation type, time at which the operation was

performed, file property changed affected by the operation, the actual

17
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information within the computer file that was changed or added or

deleted, etc.

Figure 3 is a flow chart that illustrates the procedure for furnishing data
on every read request in accordance with an embodiment of the present
invention. Typically read file operations, represent operations where a
user or a computer program intends to retrieve information from a
stored file on the computer system. The Q-drive computer program
analyzes the read operation where it is presented by the name of the
computer file to be read, alohg with the data offset of the information
required and the length of the information required. The Q-drive
computer program then checks for the existence of the file on the Q-
drive. In case of the file being present only on the user drive the request
is serviced from the user drive, else it is serviced from the Q-drive. The
required information is read from the appropriate drive and serviced
back to the requesting 'user or computer program. However, there may
bese‘cases where the read operation has been requested on a data offset
and length that is spread between the Q-drive and the user drive. In this
kind of a fragmented file operation, the Q-drive computer program reads
the appropriate information from both the Q-drive and the user drive to

service the file operation requested.

Figure 4 is a flow chart that illustrates the procedure for executing every
data modification request in accordance with an embodiment of the

present invention.

18
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-Typically modify file operations, represent operations where a user or a
computer program intends to modify information present in a computer
file, by adding new information to the computer file, or updating any
existing information within the file or removing any unnecessary
information within the computer file. The Q-drive computer program
analyzes this request where it 18 presented with the name of the
computer file to be read, alohg with the data offset of the information
requiréd and thé Iength'of the information required. The Q-drive
computer -program then checks if this is the first operation on the
computer file. This case may arise in any of the following cases:

— The computer file éxisted on the user drive before the Q-
drive program was Initially activated on the computer
system

— A new computer file Is being created on the computer
system.

In either case the Q-drive program logs the first entry on the Q-drive and
saves the information pertaining.to the file operation on the Q-drive. In
the case of the computer file infof’m&:tkm already residing on the Q-
drive, the Q-drive computer program adds the information pertaining to
the file operation to the previously saved information about the
computer file already present on the Q-drive. Any changes made by
user, computer programs and malware are saved on the Q-drfve as
modify log information. Hence the file residing on the user drive is free

from any malware contamination. Upon detection of malware initiated

19
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modify operations these operations can be un-done to restore a

contaminant free version of the computer file.

Figure 5 is a flow chart that illustrates the procedure for executing every
file delete request in accordance with an embodiment of the present
invention.

Typiaally delete file operations, reptesent operations where a user or a
computer program intends to remove all information present in a
computer file and often the computer file itself from the computer
system The Q-drive computer program analyzes this request where it Is
presented with the name of the computer file to be deleted. The Q-drive
program updates the information previously present on the Q-drive to
mark the file as deleted. In case of a new file, the Q-drive program first
follows the procedure to log information about the new file as described
in the modify operation. All information pertaining to the computer file
present on the user drive is moved to the Q-drive. The computer file is
then deleted from the user drive. It is important to note that the
information about oombuter file though deleted from the user drive, still
resides on the Q-drive. In the case of an accidental deletion by the user
or malware initiated deletion, this information could be at a later point in
time, used for restoring the file in"its entirety or to any previous version
of the file as described further in the description of the restore file

operation.

20
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Figure 6 is a flow chart that illustrates the procedure for executing every
data or file restore request in accordance with one embodiment of the
present invention.

Typically restore file operations, represent operations where a user or a
computer program intends to un do any one or more file operations
performed on the computer file. The Q-drive computer program
analyzes this requestéd where it is presented with the name of the
computer file to be vrestored and the previous time or file operation that
the computer file has to be restored to. The Q-drive then checks if the
file exists on the Q-drive in which case it has already logged information
about any file operations that have been performed on the computer file
since the first log on the Q-drive. The Q-drive computer program ocan
then present the user or the computer program with the log information
retained on the Q-drive. The computer file can then be restored to a
|3r<avi0Lxs version by un doing one or more of the file operations
|aes:r1’6rwned on it. The Q-drive computer program can not perform the
restore operation on computer files, for which it does. not have any file

operation logs.

Figure 7 is a 'roW chart that illustrates the procedure for executing
manual or automated Malware scan request in accordance with one
embodiment of the present invéntion.

The Q-drive computer program perlodically performs malware checking
on all the log entries of all files residing on the Q-drive. This malware

check is performed using the commonly available Anti-virus Systems /
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spyware Detectioh Systems. The ukndateas to these computer programs
are performed by the procedure that thé vendors for these computer
programs recommend. Depending on the type of malware and the type
of the . detection and removal computer programs some malware
contamination may be irreparable, in which case the Q-drive computer
program deletes the particular log entry or entries that this infection is

present in, to recover an un-contaminated version of the computer file.

“In case of a successful repair of the computer file, the log entries are

cleaned and saved back on to the Q-drive. A check is also made for a
Q-time age for the file operation log entries. File operation log entries
which are not Q-time old are retained on the Q-drive. The logic behind
the Q-time bases itself on the premise that there may be computer
c:ontéminants which are presently unknown and the updates to combat
the contaminant may be provided by fh«a Anti-virus Systems / spyware
Detection Systems vendors with a certain delay after detection of the
particular contaminant. The Q-time hence accommodates for the time
taken by the Anti-virué Systems / spyware Detection Systems vendors
to provide for an appropriate update to their computer programs to
combat the contaminant. File operation log entries which are more than
Qntime'old and certified contaminant free by the Anti-virus Systeme; /
spyware Detection Systems are merged to the Q-drive to the user drive
by the Q-drive computer program. These log entries are then removed

from the Q-drive to accommodate for newer file operations which may

. be performed on the computer file. .
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Figure 8 is a flow chart that illustrates the procedure for presenting data
for user's view in accordance with one embodiment of the present
inventicon.

Users and computer programs typically find a requirement to check the

. properties of a computer file, like the size of the computer file and eto.

Since the information about the computer file may reside both on the
user drive and the Q-drive, the Q-drive computer program services
these requests by processing all the information available about the
corﬁputer file on the user drive and the Q-drive and presenting the‘lateest
information pertaining to the computer file as though it were residing on

the user drive itself.

Figure 9 is a flow chart that illustrates the procedure for executing every
merge' request in accordance‘ with one embodiment of the preéent
invention. |

File merge refers to a merge request wherein the data on the Q-drive is
merged (and transferred) to the User Drive(s). This can either be
manual (or user triggered) or automated. In either case, an anti-virus
check is invoked, post which if the data Is slated clean from any kind of
malware, it is moved / merged on to the User Drive(s) and the
respective data is. removed frorﬁ the Q-drive, or alternately, the data is

cleaned if found reparable or deleted, if not reparable.
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Figure 10 is a flow chart that illustrates the procedure for executing
every anti-malware software update request in accordance with one

embodiment of the present invenfion.

The Q-drive computer program periodically checks for updates to Anti-
virus S?{ystems '/ spyware Detection Systems as recommended and
suggested by the vendors. Upon detection of a new update the Q-drive
program either applies the update by itself or requests the Anti-virus

Systems ./ spyware . Detection .Systems to update their contaminant

‘definitions and removal procedures. Computer users often are either

ignorant of or neglect the update procedures recommended by the
vendors of the malware detection and removal programs, hence the Q-
drive computef program tries to keep the computer system up-to-date
by performing periodic updates as raquired.

While | the illustrative embodiments ti)',f‘ the invention have been
described, it will be clear that the invention is not limited to the aforesaid
only. Numerous modifications, changes, vériations, substitutions and
equivalents will be apparent to those skilled in the art Without departing

from the spirit and scope of the invention as described in the claims.
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We claim:
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1. A method to contain data loss to pre-defined pre-emptive

isolation / incubatjon time period(s) in the event of a malware

attack or intentional or accidental modifications or deletions or

corruption, said method utilizing management of the existing

logically or physically differentiated multi-staged  storage

device(s) and Anti-virus cleaning program(s), said method

comprising the steps of:

directing and storing of file(s) that is / are created or
modified by the user to the appropriate stage on a multi-
staged Q-drive;

recording relevant cetails of the said file data and
operations perfqrmgad in the form of a log on the Q-drive;
running a periodic or manual Anti-virus scan over the said
file data in the mu.lti-staged Q-drive and in case of
malware preseﬁce confirmation, cleaning the data if
repairable of alternately restoring the said data to a prior
known safe state: and

moving and merging the file data onto the User Drive or an
appropriate stage on the Q-drive after the same has
become older than 'defined time period' (Q-time) as per
available log(s) and subject to Anti-virus checks and any

other pre-defined criteria;
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whereby in a worst case scanario only file data that is Q-time old
is lost and the User Drive(s) remain(s) relatively immune from
attack(s) by any known or unknown malicious software, or

intentional or acocidental modifications or deletions or corruption.

A method as recited in claim 1, wherein the malware cleaning
programs are instructed to scan only the changed file data in a
given period of time, as per the log in the Q-drive, said method
further comprising steps of:
detecting updates to malware cleaning program or database:
processing the log of changes and identifying files for
cleaning malware; and
invoking the Anti-virus program to detect and clean malware

on only the changed data.

A method as recited in claim 2 to detect and apply updates to

various anti-virus programs and associated databases.

A method as recited In claim 1, wherein moving and merging the

file data onto the next logical stage on the multi-staged Q-drive is

carried out optionally instead of merging to the User drive, based

on the fulfillment of a predefined set of criteria.
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A method as récited in claim 1, wherein the user is seamlessly
furnished requested file data and related information regardless

of the respective underlying drive(s).

A method as recited in claim 1 to prevent complete data loss by

means of ‘a time based hierarchical storage, wherein any .

modified data is incubated onto an appropriate indexed safety

zone or stage or logical compartment on the Q-drive.

A method as recited in claim 6, wherein the safety zone within

the Q-drive is based on defined criteria.

A method as recited in claim 7, wherein the next logical safety
zone within the Q-drive is based on the fulfilment of defined

criteria.

A method as recited in claim 1, further comprising transferring
and copying the data to the User’s drive or an appropriate stage
on the Q-drive after expiration of the quiescent period of pre-
emptive quarantine, on being attested as ‘clean’ by various Anti-

virus program(s) and any other criteria.

10. A method as recited in claim 9, to define different quiescent times

as criteria for copying / transferring data.
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11.A method as recited in claim 1, wherein the said Q-drive exist on
heterogeneous computer systems in the network or any other
ronnectivity of heterogensous computer(s) or processoi(s) in

tandem.

- 12 A system té coﬁtain data logs to pre-defined pre-emptive isolation
/ incubé‘tion time period(s) in the event of a malware attack or
intentional or accidental modifications or deletions or corruption,
said metﬁod. utilizing management of the existing logically or
10~ - physically differentiated mulli-staged storage device(s) and Anti-
virus cleaning program(s), said system comprising of:
a multi-staged Q-drive to store file(s) that is / are created
- or modified by the user, wherein the relevant details of the
said file data and operations are recorded and with a
15 periodic or manual Anti-virus check(s); and
a User Drive to move onto the said file data from the multi-
staged Q-drive, after the same has become older than
'defined time period' (Q-time) as per available log(s) and
subject to Anti-yirus checks and any other pre-defined
20 criteria;
whereby in a worst case scenario only file data that is Q-time old
is lost and the User Drive(s) remain(s) relatively immune from
attack(s) by any known or unknown malicious software, or

intentional or accidental modifications or deletions or corruption.

25
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13.A system as recited in claim 12, wherein the multi-staged Q_-drivé
further comprises of an appropriate indexed safety zone or stage
or logical compartment to prevent complete data loss by means

of a time based hierarchical storage.

14.A system as recited in claim 13, wherein multi-staged Q-drive
moves and merges the file data onto the next logical stage,

based on the fulfiliment of a predefined set of criteria.

10 15. A system as recited in (Jlaivrn 12, wherein the said Q-drive exist on
heterogeneous computer systems in the network or any other:
connectivity of heterogeneous computer(s) or processor(s) in

tandem.

15 16.A carrier medium comprising program instructions which are:
executable to:

direct and store file(s) that is / are created or modified by
the user to the appropriate stage on a multi-staged Q-
drive;

20 record relevant details of the said file data and operations
performed In the form of a log on the Q-drive;
run a periodic or manual Anti-virus scan over the said file
data in the multi-staged Q-drive and in case of malware

presence confirmation, cleaning the data if repairable or
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alternately restoring the said data to a prior known safe
state; and

move and merge the file data onto the User Drive or an
appropriate stage on the Q-drive after the same has
become older th‘an 'defined time period' (Q-time) as per

available log(s) and subject to Anti-virus checks and any

- other pre-defined oriteria,
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