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DIGITAL EVIDENCE MANAGEMENT

TECHNICAL FIELD

[0001] This disclosure relates to the technical field of data management and retention.

BACKGROUND

[0002] Law enforcement collects a large quantity of digital assets that may or may not be
subsequently used as evidence during legal case proceedings. Examples of digital assets may
include video/audio from body-worn cameras and automobile dash cameras, as well as other
types of digital content, such as suspect/victim/witness interviews, telephone call recordings,
radio recordings, dispatch data, license plate reader information, crime scene photos and videos,
vehicle location data, gunshot detection system information, information maintained in cloud
storage, Global Positioning System (GPS) information, vehicle computer system information,
third party surveillance video, social network and microblog information, data obtained from
computers and mobile devices, and so forth.

[0003] Storage of these digital assets for certain mandated retention periods requires very
large amounts of digital storage capacity. In addition, a basic requirement of evidence
management is that the evidence related to an event is securely maintained so that the evidence
can be used to prove the circumstances of the event. Accordingly, the digital assets must be
stored securely with a clear chain of custody to prevent tampering or other changes to the digital
assets. Further, some types of digital assets may need to be stored for different lengths of time
from others. For example, digital assets that are used as evidence may need to be archived

indefinitely, while other digital assets may only need to be stored for shorter lengths of time.

SUMMARY
[0004] Some implementations include techniques and arrangements for managing digital
assets and generating metadata based on analysis of content of the digital assets. As one
example, a service computing device may receive and store a digital asset and first metadata.
The service computing device may determine a content category of content of the digital asset,
and may analyze the content of the digital asset based at least in part on the content category to
obtain at least one analysis result as additional metadata for the digital asset. The service
computing device may storing the analysis result in association with the digital asset and may

store analysis metadata for the analysis result in association with the first metadata.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0005] The detailed description is set forth with reference to the accompanying figures. In
the figures, the left-most digit(s) of a reference number identifies the figure in which the
reference number first appears. The use of the same reference numbers in different figures
indicates similar or identical items or features.
[0006] FIG. 1 illustrates an example architecture of a system enabling digital evidence
management according to some implementations.
[0007] FIG. 2 illustrates an example process that may be executed for sending a digital asset
and associated metadata to the service computing device according to some implementations.
[0008] FIG. 3 illustrates an example GUI enabling entry of metadata for a digital asset
according to some implementations.
[0009] FIG. 4 is a flow diagram illustrating an example process for generating analysis
metadata from a digital asset according to some implementations.
[0010] FIG. 5 is a flow diagram illustrating an example process for creating a case folder
and for adding digital assets to the case folder according to some implementations.
[0011] FIG. 6 is a flow diagram illustrating an example process for presenting digital
evidence according to some implementations.
[0012] FIG. 7 illustrates example configurations of the service computing device and storage

according to some implementations.

DESCRIPTION OF THE EMBODIMENTS
[0013] Some implementations herein are directed to techniques and arrangements for
receiving digital assets and enabling metadata to be generated for and/or appended to the digital
assets. In examples herein, metadata may be data that describes or give information about other
data, such as a digital asset. For instance, at a data ingestion stage, authenticated users may
append metadata to individual digital assets and associate the individual assets with other digital
assets and/or with case folders. The management system herein may maintain the integrity of the
digital assets and may transfer the digital assets to a secure storage location. At the storage
location, the management system may enable programmatic digital data analysis for extracting
or otherwise generating additional metadata. For instance, through analysis of a digital asset,
various types of analysis metadata may be automatically determined from a digital asset and
associated with the original unaltered digital asset. Further, the management system may handle

the flow and routing of digital assets from an ingestion point to storage, archiving, consolidating,
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and delivery to an endpoint (e.g., to a courtroom, prosecuting attorney, defense attorney, court
clerk, or the like) in an automatic and secure manner.

[0014] As one example, the management system may enable identification and storage of
digital assets as the digital assets enter the management system. Further, the management system
may control movement of and access to the digital assets within the system in accordance with
chain of custody rules. In addition, the management system may enable digital asset metadata
tagging and secure transfer and routing of digital assets between various data ingest points,
storage locations, archive locations, and delivery endpoints that are part of the evidentiary
ecosystem. Thus, implementations herein provide the ability to consolidate and add metadata to
digital assets as the digital assets enter the evidentiary system, and further manage access to the
digital assets within the system in accordance with chain of custody rules.

[0015] Some examples include an uploader application that enables a law enforcement
officer or other authorized personnel to add metadata that is associated with an ingested digital
asset. The added metadata may be associated with the digital asset without changing the digital
asset itself. Additionally, the uploader application may provide a feature for auto-sending
ingested digital data to a digital evidence management application. In addition, a web
application may enable additional metadata to be associated with a selected digital asset and/or
may enable a digital asset to be added to a case folder. Further, a viewer application may be
employed in some cases to enable read-only viewing of case folders or other information
included in an evidence package.

[0016] Some examples may be applied to digital evidence management, such as may be
employed by law enforcement agencies. For instance, with the addition of body cameras to
many police departments, police department are being force to manage an ever-increasing
amount of digital data. Accordingly, the management system herein may handle digital asset
ingestion, sharing the digital assets in a secure manner with multiple resources or entities,
associating metadata with the digital assets, creating new metadata for the digital assets through
various types of analysis of the digital assets, and may provide the ability to search a large
number of stored digital assets, such as based on metadata associated with the respective digital
assets.

[0017] In addition, implementations herein may enable automated management of retention
periods for the digital assets. For example, if a digital asset does not become classified as digital
evidence within a first threshold time period, the digital asset may be moved to an archived
location, and may be deleted entirely after a second period of time. On the other hand, if the

digital asset is classified as evidence, e.g., by being added to at least one case folder, the digital
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asset may be retained for a third time threshold, after which the digital asset may be moved to an
evidence archive and retained for a fourth time threshold.

[0018] For discussion purposes, some example implementations are described in the
environment of one or more computing devices in communication with one or more storage
locations and one or more client devices for performing digital evidence management. However,
implementations herein are not limited to the particular examples provided, and may be
extended to other types of computing systems, other types of storage environments, other system
architectures, other types of data management, and so forth, as will be apparent to those of skill
in the art in light of the disclosure herein.

[0019] FIG. 1 illustrates an example architecture of a system 100 configured for digital
evidence management according to some implementations. The system 100 includes a least one
service computing device 102 that is able to communicate with, or is otherwise coupled to, a
storage 104, through a connection 106, such as a direct connection or through one or more
networks. Further, the service computing device 102 may be able to communicate over one or
more networks 108 with one or more client computing devices 110, 112, and 114, such as user
devices or other computing devices that may access or otherwise communicate with the service
computing device 102.

[0020] In some examples, the service computing device 102 may include one or more
servers or other types of computing devices that may be embodied in any number of ways. For
instance, in the case of a server, the modules, applications, other functional components, and at
least a portion of data storage may be implemented on at least one server, such as in a cluster of
servers, a server farm or data center, a cloud-hosted computing service, and so forth, although
other computer architectures may additionally or alternatively be used. In the illustrated
example, the service computing device 102 includes, or may have associated therewith, one or
more processors 116, one or more communication interfaces 118, and one or more computer-
readable media 120.

[0021] Each processor 116 may be a single processing unit or a number of processing units,
and may include single or multiple computing units, or multiple processing cores. The
processor(s) 116 may be implemented as one or more central processing units, microprocessors,
microcomputers, microcontrollers, digital signal processors, state machines, logic circuitries,
and/or any devices that manipulate signals based on operational instructions. For instance, the
processor(s) 116 may be one or more hardware processors and/or logic circuits of any suitable
type specifically programmed or configured to execute the algorithms, applications, and

processes described herein. The processor(s) 116 may be configured to fetch and execute
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computer-readable instructions stored in the computer-readable media 120, which can program
the processor(s) 116 to perform the functions described herein.

[0022] The computer-readable media 120 may include volatile and nonvolatile memory
and/or removable and non-removable media implemented in any type of technology for storage
of information such as computer-readable instructions, data structures, program modules, or
other data. For example, the computer-readable media 120 may include, but is not limited to,
RAM, ROM, EEPROM, flash memory or other memory technology, optical storage, solid state
storage, magnetic tape, magnetic disk storage, RAID storage systems, storage arrays, network
attached storage, storage area networks, cloud storage, or any other medium that can be used to
store the desired information and that can be accessed by a computing device. Depending on the
configuration of the service computing device 102, the computer-readable media 120 may be a
tangible non-transitory medium to the extent that, when mentioned, non-transitory computer-
readable media exclude media such as energy, carrier signals, electromagnetic waves, and/or
signals per se. In some cases, the computer-readable media 120 may be at the same location as
the service computing device 102, while in other examples, the computer-readable media 120
may be partially remote from the service computing device 102.

[0023] The computer-readable media 120 may be used to store any number of functional
components that are executable by the processor(s) 116. In many implementations, these
functional components comprise instructions or programs that are executable by the
processor(s) 116 and that, when executed, specifically program the processor(s) 116 to perform
the actions attributed herein to the service computing device 102. Functional components stored
in the computer-readable media 120 may include a management application 122, one or more
analysis applications 124, and an operating system (OS) 126. The management application 122
may include a number of functional components for performing various digital asset storage and
processing tasks, each of which may include one or more computer programs, applications,
executable code, computer-readable instructions, or portions thereof. For example, the
management application 122 may be executable to securely receive and store one or more digital
assets 128, provide access to the digital assets 128, maintain a chain of custody log of the digital
assets 128, associate metadata with the digital assets 128, determine a storage protocol for each
digital asset 128, and provide requested digital assets 128 to an endpoint.

[0024] The analysis application(s) 124 may perform analysis on received digital assets 128
to generate additional analysis metadata for the respective digital assets 128. For example, in the
case of a video digital asset, one or more analysis applications 124 may perform various

recognition processes such as facial recognition, object recognition, license plate recognition,
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and so forth. The generated analysis result information may be maintained and associated with
the particular digital asset as analysis metadata for the particular digital asset. Numerous other
types of analytics may be performed by the analysis application(s) 124, as discussed additionally
below.

[0025] Furthermore, the operating system 126 may control and manage various functions of
the service computing device 102. Depending on the operating system used, additional
components or modules may be employed for running the software herein. As one example, a
plurality of virtual machines may be employed for running the various modules, applications,
and other functional components described herein. As still another example, multiple physical
service computing devices 102 may run some or all of the various modules and functional
components described herein. In some cases, the functional components may be stored in a
storage portion of the computer-readable media 120, loaded into a local memory portion of the
computer-readable media 120, and executed by the one or more processors 116. Numerous other
software and/or hardware configurations will be apparent to those of skill in the art having the
benefit of the disclosure herein.

[0026] In addition, the computer-readable media 120 may store data and data structures used
for performing the functions and services described herein. For example, the computer-readable
media 120 may store a metadata database 134 maintaining metadata associated with individual
ones of the digital assets 128 stored in the storage 104. For example, the service computing
device 102 may receive user-provided metadata from law enforcement personnel or other
authorized personnel and may associate the received metadata with a digital asset 128 that is a
target of the received metadata in the metadata database 130. In addition, the analysis
applications 124 may also generate analysis results as metadata associated with particular digital
assets 128 and metadata for the analysis results may also be maintained in the metadata database
130 in association with the other metadata for the particular digital asset. The service computing
device 102 may also include or maintain other functional components and data, which may
include programs, drivers, etc., and other data used or generated by the functional components.
Further, the service computing device 102 may include many other logical, programmatic, and
physical components, of which those described above are merely examples that are related to the
discussion herein.

[0027] The communication interface(s) 118 may include one or more interfaces and
hardware components for enabling communication with various other devices, such as over the
connection/networks 106 and the network(s) 108. Thus, the communication interfaces 118 may

include, or may couple to, one or more ports that provide connection to the connection 106 for
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communicating with the storage system 104, and one or more ports that provide connection to
the network(s) 108 for communication with the client devices 110-114. For example, the
communication interface(s) 118 may enable communication through one or more of a LAN
(local area network), WAN (wide area network), the Internet, cable networks, cellular networks,
wireless networks (e.g., Wi-Fi) and wired networks (e.g., Fibre Channel, fiber optic, Ethernet),
direct connections, as well as close-range communications such as BLUETOOTH®, and the
like, as additionally enumerated elsewhere herein. In addition, for increased fault tolerance, the
communication interfaces 118 of each service computing device 102 may include redundant
network connections to each of the networks to which the service computing device 102 is
coupled.

[0028] The storage 104 may provide storage capacity for the system 100 for storage of data,
such as file data or other object data, and which may include the digital assets 128. The
storage 104 may include storage arrays such as network attached storage (NAS) systems, storage
area network (SAN) systems, or storage virtualization systems. Further, the storage 104 may be
co-located with one or more of the service computing devices 102, and/or may be remotely
located or otherwise external to the service computing devices 102.

[0029] In the illustrated example, the storage 104 includes one or more storage computing
devices referred to as storage controller(s) 132, which may include one or more servers or any
other suitable computing devices, such as any of the examples discussed above with respect to
the service computing device 102. The storage controller(s) 132 may each include one or more
processors 134, one or more computer-readable media 136, and one or more communication
interfaces 138. For example, the processor(s) 134 may correspond to any of the examples
discussed above with respect to the processors 116, the computer-readable media 136 may
correspond to any of the examples discussed above with respect to the computer-readable
media 120, and the communication interfaces 138 may correspond to any of the examples
discussed above with respect to the communication interfaces 118.

[0030] Further, the computer-readable media 136 of the storage controller 132 may be used
to store any number of functional components that are executable by the processor(s) 136. In
many implementations, these functional components comprise instructions, modules, or
programs that are executable by the processor(s) 134 and that, when executed, specifically
program the processor(s) 134 to perform the actions attributed herein to the storage controller
132. Functional components stored in the computer-readable media 136 may include a storage
management program 140 and an OS 142, each of which may include one or more computer

programs, applications, executable code, computer-readable instructions, or portions thereof. For
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example, the storage management program 140 may control or otherwise manage the storage of
the digital assets in a plurality of storage devices 144 coupled to the storage controller 132. The
OS 142 may control and manage various functions of the storage controller 132.

[0031] The storage devices 144 may be any type of storage device, such as hard disk drives,
solid state devices, optical devices, magnetic tape, and so forth, or combinations thereof. In
addition, the storage devices 144 may, in some cases, include one or more arrays of physical
storage devices, or the like. For instance, the storage controller 132 may control one or more
arrays, such as for configuring the arrays in a RAID (redundant array of independent disks)
configuration or other desired storage configuration. The storage controller 132 may present
logical units based on the physical devices to the service computing device(s) 102, and may
manage the data stored on the storage devices 144. Additionally, in some examples, the
storage 104 may include thin-provisioning capability configured to provide on-demand storage
capacity, may include failover protection, automated replication, backup, archiving, and the like.
[0032] In the illustrated example, the storage controller(s) 132 and the storage devices 144
are configured to act as an object data storage system for the service computing device 102. In
addition, the service computing device 102 may maintain a local storage as part of the computer-
readable media 120 for maintaining the metadata database 130 to enable fast searching and
access to the metadata database 130. The management application 122 on the service computing
device 102 may be executed to receive and store digital assets 128 and/or user metadata 146
from the client devices 110-114 and/or subsequently retrieve and provide the digital assets and
associated metadata to the client devices 110-114. Further, the service computing devices 102
and the client devices 110-114 may include any number of distinct computer systems, and
implementations disclosed herein are not limited to a particular number of computer systems or
a particular hardware configuration.

[0033] Each client computing device 110-114 may be any suitable type of computing device
such as a desktop, workstation, server, laptop, tablet computing device, mobile device, smart
phone, wearable device, or any other type of computing device able to send data over a network.
In some cases, the client computing devices 110-114 may include hardware configurations
similar to that described for the service computing device 102, but with different data and
functional components to enable them to perform the various functions discussed herein. In
some cases, a user may be associated with a respective client device 110-114, such as through a
user account, user login credentials, badge number, a particular asset providing device identifier
(ID), or the like. In some examples, the client devices 110-114 may access the service

computing device 102 through an application, such as a browser-based application, or other
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application executed on the respective client device 110-114. Examples of the applications for
performing various functions according to some implementations herein are discussed
additionally below. Furthermore, the client devices 110-114 may be able to communicate with
the service computing device 102 through the one or more networks 108 or through any other
suitable type of communication connection. Additionally, while one example of a client-server
configuration is described herein, numerous other possible variations and applications for the
computing system 100 herein will be apparent to those of skill in the art having the benefit of the
disclosure herein.

[0034] The one or more networks 108 (and the connection 106 in the case that the
connection 106 includes a network) may include any suitable network, including a wide area
network, such as the Internet; a local area network, such as an intranet; a wireless network, such
as a cellular network, a local wireless network, such as Wi-Fi, and/or short-range wireless
communications, such as BLUETOOTH®; a wired network including Fibre Channel, fiber
optics, Ethernet, or any other such network, a direct wired connection, or any combination
thereof. Accordingly, the one or more networks 108 may include both wired and/or wireless
communication technologies. Components used for such communications can depend at least in
part upon the type of network, the environment selected, or both. Protocols for communicating
over such networks are well known and will not be discussed herein in detail; however, typically
a secure and/or encrypted protocol may be employed, such as secure FTP (file transfer protocol),
or the like. Accordingly, the service computing device 102 and client device 110 are able to
communicate over the one or more networks 108 using wired or wireless connections, and
combinations thereof.

[0035] The example of FIG. 1 illustrates several possible sites that may access or otherwise
communicate with the service computing device 102, including a first law enforcement site 148,
a second law enforcement site 150, and a courthouse site 152, although implementations herein
are not limited to the particular sites illustrated. For instance, suppose that the first client
computing device 110 is located at the first law enforcement site 148, the second client
computing device 112 is located at the second law enforcement site 150, and third client
computing device 114 is located at the courthouse site 152. Further, suppose that the first client
computing device 110 includes an asset uploader application 154, the second client computing
device includes a web application 156, and the third client computing device 114 includes a
viewer application 158. In some examples, the applications 154-158 may each be different
modules of the same application, may be separate applications that are unrelated to each other,

or any combination thereof. Furthermore, while the respective applications 154-158 are shown
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on particular client computing devices 110-114, some or all of these and/or other applications
may also be included on the other respective client computing devices 110-114.

[0036] The asset uploader application 154 may be configured to receive a digital asset and
upload or otherwise send the digital asset to the service computing device 102. As one example,
an asset dock 160 may be connected to the client computing device 110 to enable a law
enforcement officer or other user 162 to offload digital assets 128 to the client computing device
110 to be subsequently sent to the storage computing device 102 for storage and archiving. For
instance, in the case of a body-worn camera (not shown in FIG. 1), the user 162 may be a law
enforcement officer who has finished a shift and who is transferring data from the body-worn
camera to the client computing device 110. The asset uploader application 154 may detect or
may receive an ID associated with the user 162 (e.g., a badge ID) and/or an ID associated with
the camera (e.g., a camera ID), and may automatically associate the ID with the digital asset 128
that is uploaded as user metadata 146 for the digital asset 128. In some examples, the law
enforcement site 148 may be at a police station, in a patrol car, or at another suitable location for
the user 162 to upload the digital asset 128 to the service computing device 102.

[0037] Based on the associated ID or based on other metadata information entered by the
user 162, as discussed below, the management application 122 may receive the digital asset 128,
may place the digital asset 128 into the storage 104, and may generate system metadata 163 for
the digital asset 128. The system metadata may include system-managed properties describing
the data, such as the storage size of the digital asset 128, a timestamp at which the digital asset
was received by the service computing device 102, policy settings, such as a retention policy and
data protection level, which may affect how internal processes interact with the digital asset 128,
the storage location or other storage information, the ID or other owner information associated
with the digital asset 128, and other information such as the mime type (e.g., file type) of the
digital asset 128, and so forth.

[0038] The management application 122 may store the system metadata 163 in the metadata
database 130, such as in association with the storage location of the particular digital asset 128,
and, in some examples, may assign a particular file name to the digital asset 128. Furthermore,
the system metadata 163 and the user metadata 146 may also be stored in the storage 104 in
association with the respective digital asset 128, as discussed additionally below, e.g., with
respect to FIG. 7. In some instances, the management application 122 may automatically
generate a file name for the digital asset having a first portion that is unique or otherwise
individually distinguishable within the system with respect to file names of other digital assets

stored within the system 100. As one example, the file name may be partially based on the ID
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associated with the digital asset 128, or may be generated according to any other suitable file
naming scheme. As second portion of the file name may be a file extension, such as a mime type
of the digital asset. Furthermore, in some cases, a checksum may be generated for each received
digital asset and may be stored with the system metadata 163 in the metadata database 130. The
checksum may be used to help ensure that the digital asset 128 is not changed or otherwise
tampered with after the digital asset 128 has been received by the service computing device 102
and stored in the storage 104.

[0039] In some examples, the user 162 may further use a graphic user interface (GUI) 164
presented by the asset uploader application 154 to provide user metadata 146 related to the
digital asset 128 being uploaded. Examples of such user metadata 146 may include a case
number or other case information that may correspond to at least a portion of the digital
asset 128. Upon receiving the user metadata 146, the management application 122 may store the
user metadata 146 in the metadata database 130 and in the storage 104 in association with the
particular digital asset 128. Each user 162 may upload more than one digital asset 128,
depending upon the types of digital assets 128 collected by the user 162, or other users.
Examples of digital assets 128 may include video/audio from body-worn cameras; video/audio
from automobile dash cameras; recordings of telephone calls and call logs; radio recordings;
computer-aided dispatch data; suspect/victim/witness interview recordings and videos; license
plate reader information; crime scene photos and videos; vehicle location data; gunshot
detection system information; third party surveillance video; information maintained in cloud
storage; Global Positioning System (GPS) information; vehicle computer system information;
social network and microblog data; data obtained from computing devices, such as social media
applications, browser search caches, email messages, calendars, contact lists, Internet service
provider connectivity data, and VoIP calling information; and data obtained from mobile
devices, such as SIM chip information, calling logs, GPS maps, photo geotagging data,
application data and metadata, email messages, calendars and contact lists. Further, while some
examples of digital assets are provided above implementations herein are not limited to these
particular examples.

[0040] The second client computing device 112 at the law enforcement site 150, such as at a
police station, prosecuting attorney’s office, or the like, may include a web application 156 that
a user 166 may use for providing user-provided metadata 146. In some examples, the user 166
may be the same user as the user 162 who uploaded the digital asset. In other examples, the
user 166 may be a different user such as other law enforcement personnel, a prosecuting

attorney, or the like. As one example, the user 166 may access the web application 156 to view a
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GUI 168. For instance, the GUI 168 may present a search and/or browsing screen to enable the
user 166 to locate and view or otherwise access a particular digital asset 128, such as by sending
a search query 170 to the management application 122. In response to the search query 170, the
management application 122 may provide information to at least partially cause the GUI 168 to
present information to enable the user 166 to enter user metadata 146 about the particular digital
asset 128. For example, the user 166 may provide police report information or other additional
information not previously provided that is related to the particular digital asset 128.
Additionally, in some cases, the web application 156 may include the same or similar
functionality as the asset uploader application 154, and may also enable a user to send additional
digital assets to the service computing device 102 in addition to adding user metadata 146 for
digital assets that have already been uploaded to the service computing device 102.

[0041] Furthermore, the third client computing device 114 in this example may be located at
the courthouse site 152 and may include the viewer application 158, which may be accessed by a
user 172. In some examples, the user 172 may be a prosecuting attorney, law enforcement
personnel, court clerk, defense attorney, or other authorized user permitted to access the
information stored by the service computing device 102. For instance, the user 172 may desire to
obtain an evidence package including one or more of the digital assets 128. The viewer
application 158 may present a GUI 174 that the user 172 may use to view an evidence package
178 that may be pushed or otherwise sent to the viewer application 158 by the management
application 122. For example, the management application 122 may assemble an evidence
package 178 for a particular case. The management application 122 may send the evidence
package 178 to the client computing device 114 to at least partially cause the viewer application
158 to present the evidence package 178 via the GUI 174. For instance, the evidence package
178 may include at least one case folder 179 having one or more digital assets associated
therewith, and at least a portion of metadata associated with the digital assets in the case folder
179, such as chain of custody information, and any analysis results, as discussed additionally
below.

[0042] In some examples, the viewer application 158 may limit user access to read-only
access. For instance, the network at the courthouse site 152 may be less secure than the network
at the law enforcement sites 148 and 150. Additionally, or alternatively, the user 172 may not be
authorized to make changes to the evidence package 179 and/or may only be authorized to view
certain digital assets. Accordingly, the viewer application 158 may provide built-in security by

limiting access to the digital evidence to read-only access.
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[0043] Not all digital assets 128 may become evidence. For instance, a large number of
digital assets 128, or portions thereof, may never become evidence. Accordingly, the service
computing device and/or the storage 104 may enforce a retention policy with respect to the
stored digital assets. For example, after expiration of a first threshold period of time, the digital
assets 128 that have not become associated with a legal case, or otherwise have not become
evidence, may be archived as archived digital assets 180. For instance, the archived digital
assets 180 may be maintained for a second threshold period of time before being discarded. The
second threshold period of time may be a period of time mandated by local law enforcement
policy, state law enforcement rules, state evidence rules, federal rules, or the like, depending on
the source and type of the digital assets.

[0044] On the other hand, certain ones of the digital assets 128 may be associated with a
respective legal case and may be included in a case folder 179 corresponding to the legal case.
For instance, the user 162, 166, or 172 may create a legal case and may select a particular digital
asset as evidence for that case. Thus, the selected digital asset 128 may be moved into or
otherwise associated with a digital case folder 179 for that legal case. In some examples, the
selected digital asset may be moved from a first location in storage 104 designated for digital
assets that have not been classified as evidence, to as second location in storage 104 designated
for storage of digital assets that have be classified as digital evidence. Thus, by movement of the
selected digital asset to the case folder 179, the retention policy for the selected digital asset may
be automatically changed to the retention policy applicable to digital evidence.

[0045] As another example, the digital asset 128 might not be physically moved in the
storage 104, but rather, the metadata for the particular digital asset 128 in the metadata
database 130 may be updated to indicate that the particular digital asset 128 is associated with a
particular case folder 179. After a particular digital asset 128 becomes associated with at least
one case folder 179, the digital asset becomes digital evidence, and the retention period for that
digital asset may be changed to correspond to the retention policy for digital evidence.

[0046] In either example, the case folder 179 and any associated digital assets 128 may be
retained in storage for a third threshold period of time, such as for a threshold period of time
after the corresponding legal case has reached a final conclusion or other final resolution.
Subsequently, after the third threshold period of time has expired, the case folder 179 and the
digital evidence associated therewith may be moved to archived evidence 182. For instance, the
archived evidence 182 may be maintained for a fourth threshold period of time before being

deleted. The fourth threshold period of time may be a period of time mandated by court evidence
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rules, state evidence rules, state law enforcement rules, federal rules, or the like, depending on
the source and type of the archived evidence 182.

[0047] Further, as discussed additionally below, some or all of the digital assets 128 that are
ingested into the storage 104 may be subject to analysis by the analysis application(s) 124. For
instance, depending on the content category of the digital asset, the analysis application(s) 124
may generate analysis metadata 184 for certain ones of the digital assets 128. For example, the
management application 122 may detect a mime type of a particular digital asset 128, or may
otherwise determine a content category of the particular digital asset 128, and may cause
execution of one or more analysis applications 124 based on the detected content category. As
an example, if the content category is a video file, the analysis applications that are executed
may include facial recognition, object recognition, license plate recognition, event detection,
video tracking, motion detection, or the like. If the mime type is an audio file, the analysis
applications that are executed may include sound recognition, voice-to-text translation, voice
print recognition, and so forth. The generation of the analysis metadata 184 is discussed
additionally below. In some situations, the analysis applications 124 may perform analysis on
some or all of the ingested digital assets. In other situations, the analysis applications 124 may
perform analysis on selected digital assets, such as based on instructions received from a user
through one of the GUIs 164, 168, or 174, or such as based on a particular digital asset being
associated with case folder 179, or based on other criteria. In some examples, analysis
metadata 184 that is in file form may be stored in the storage 104 with the corresponding digital
asset 128, while metadata for the analysis metadata files may be stored in the metadata
database 130.

[0048] Furthermore, as digital assets 128 are moved to the archived assets 180, and/or as
particular case folders 179 are moved to archived evidence 182, the corresponding metadata
from the metadata database 130 may also be archived. For example, the archived metadata may
be moved from the metadata database 130 on the computer-readable media 120 on the service
computing device 102, to an archived metadata database 186 in the storage 104. Subsequently,
as the archived assets 180 and/or the archived evidence 182 are timed out of the storage 144 and
deleted, such as through expiration of the second threshold period of time for the archived
assets 180 or expiration of the fourth threshold period of time for the archived evidence 182, the
corresponding archived metadata may be deleted from the archived metadata database 186.
[0049] FIGS. 2 and 4-7 are flow diagrams illustrating example processes according to some
implementations. The processes are illustrated as collections of blocks in logical flow diagrams,

which represent a sequence of operations, some or all of which may be implemented in
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hardware, software or a combination thereof. In the context of software, the blocks may
represent computer-executable instructions stored on one or more computer-readable media that,
when executed by one or more processors, program the processors to perform the recited
operations. Generally, computer-executable instructions include routines, programs, objects,
components, data structures and the like that perform particular functions or implement
particular data types. The order in which the blocks are described should not be construed as a
limitation. Any number of the described blocks can be combined in any order and/or in parallel
to implement the process, or alternative processes, and not all of the blocks need be executed.
For discussion purposes, the processes are described with reference to the environments,
frameworks, and systems described in the examples herein, although the processes may be
implemented in a wide variety of other environments, frameworks, and systems.

[0050] FIG. 2 illustrates an example process 200 that may be executed for sending a digital
asset and associated metadata to the service computing device according to some
implementations. In some examples, the process 200 may be executed by a client computing
device or other suitable computing device.

[0051] At 202, the computing device may receive data of a digital asset. For example, the
uploader application on a client computing device may receive a digital asset through offloading
from another device, either through a direct connection, an asset dock, a removable medium, a
network connection, or the like. As one example, such as in the case of a body-worn camera, a
user may dock the camera to the client computing device, and software on the camera may push
the data corresponding to the digital asset to the client computing device.

[0052] At 204, the computing device may associate an ID with the received data. For
example, the digital asset may be received as a file or may, in some cases, be assembled into a
file, such as a common file type, depending on the mime type of the digital asset. Further, the
computing device may receive an ID to associate with the digital asset. For instance, the user
may enter an ID, such as a badge ID, or other ID via a GUL Alternatively, the computing device
or an intermediary docking device may detect an ID associated with the user or with the source
of the digital asset, such as a camera ID, log ID, or the like.

[0053] At 206, the computing device may present a GUI to enable selection of the data for
the digital asset. For example, the user may use the GUI to select at least a portion of data of a
particular digital asset that has been provided to the asset uploader application.

[0054] At 208, the computing device may receive, via the GUI, selection of data of a digital
asset. For instance, if the user has provided several different portions of data or several different

digital assets to the uploader application, the user may select a particular portion of data or
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multiple portions of data for entry of metadata for creation of a digital asset and associated
metadata.

[0055] At 210, the computing device may present a GUI for receiving metadata related to
the selected digital asset. As one example, the GUI may include a form for the user to enter
metadata for the selected digital asset as discussed additionally below with respect to FIG. 3.
[0056] At 212, the computing device may receive, via the GUI, metadata information related
to the digital asset. For instance, the user may use the GUI to enter metadata, such as for
assigning a case number, for adding metadata tags to the digital asset, for adding case notes,
time information, or the like.

[0057] At 214, the computing device may receive, via the GUI, a user input for sending the
metadata and the digital asset to the service computing device. For example, when the user has
finished entering the desired metadata, the user may click on a submit button or other virtual
control for submitting the metadata and the digital asset to the service computing device.

[0058] At 216, in some examples, the computing device may bundle the entered metadata
and the digital asset data and move the bundle to an outbox. As one example, the computing
device may combine the metadata and the digital asset data into a zip file and places it file into
an outbox or other buffer for sending to the service computing device. In other examples, the
metadata may be sent separately form the digital asset data.

[0059] At 218, the computing device may send the bundled digital asset and metadata to the
service computing device. As one example, the asset uploader application 154 may employ an
application programming interface (API) for communicating with the management
application 122 on the service computing device 102. As one example, the APl may be a
representational state transfer (REST) API that enables users to interact with the system via the
one or more applications on the client computing devices. Accordingly, the asset uploader
application may use the API to send the bundled metadata and digital asset data to the
management application 122 on the service computing device 102. In response to receiving the
metadata and the digital asset data, the management application 122 may generate its own
system metadata for the received digital asset. The management application 122 may store the
digital asset in the storage 104 and may store the received metadata and its own system metadata
in the metadata database.

[0060] At 220, in some examples, the computing device may retain the digital asset data for
a threshold period in association with the ID. For example, the user may offload the data for the
digital asset to the asset uploader application on the client computing device, but may not

immediately enter associated metadata for the digital asset. Accordingly, if blocks 206-218 are
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not completed, blocks 220-224 may be performed. In this situation, the asset uploader
application may retain the digital asset for a threshold period of time and following expiration of
the threshold period of time may be configured to send automatically the digital asset to the
service computing device so that the digital asset is not misplaced. The user may then
subsequently enter metadata for the digital asset, such as via the web application.

[0061] At 222, the computing device may determine whether the digital asset data has been
retained at the computing device for a time exceeding the threshold. If the threshold has been
exceeded, the computing device may proceed with sending the digital asset data, the ID
information, and any entered metadata to the service computing device at block 218. Otherwise,
if the threshold has not been exceeded, the computing device may wait.

[0062] At 224, if the threshold time has been exceeded, the computing device may
automatically send the digital asset to the service computing device. For example, the user may
have loaded the digital asset onto the computing device, but may have not had time to associate
any user metadata with the digital asset. Accordingly, the computing device may send the digital
asset to the service computing device to ensure that the digital asset is preserved. As one
example, the digital asset may be assigned a filename that corresponds to the ID associated with
the digital asset, such as the user’s badge number, a device serial number, or the like. Based on
this filename, the user or another user is able to locate the digital asset after the digital asset has
been forwarded to, and stored by, the service computing device.

[0063] FIG. 3 illustrates an example GUI 300 enabling entry of metadata for a digital asset
according to some implementations. For example, the GUI 300 may be presented to a user, such
as a law enforcement officer, during providing of digital asset data to the asset uploader
application 154, to enable the user to provide user metadata 146 to be associated with the digital
asset. Alternatively, the GUI 300, or a similar GUI, may be presented to the user by the web
application 156 to enable the user to provide user metadata 146 to be associated with a selected
digital asset after the digital asset has been uploaded to the service computing device 102.

[0064] In the illustrated example, suppose that the user has added a plurality of inventory
items 302, such as a first inventory item 302(1), a second inventory item 302(2), and a third
inventory item 302(3), each of which may be a video file, such as an mp4 file, or other video or
multimedia file type, and which may also include audio in some examples. Further, suppose that
the user has also provided a fourth inventory item 302(4), such as an image file, and a fifth
inventory item 302(5), such as a document file. Each of these inventory items 302 may
correspond to a separate digital asset 128 that may be uploaded or otherwise sent to the service

computing device 102. As one example, suppose that the user has offloaded a plurality of video

17



10

15

20

25

30

WO 2017/200529 PCT/US2016/032813

clips from a body-worn camera, dash camera, or the like, and would like to associate user
metadata with one or more of the video clips. The user may select a particular inventory
item 302 from the list of inventory items, such as item 302(1) in this example, and may be
presented with a metadata input form 304 in the GUI 300 that includes a plurality of entry boxes
to enable the user to enter metadata to be associated with the selected inventory item 302(1).
[0065] In this example, the metadata form 304 includes an entry box 306 for entering a case
number; an entry box 308 for entering a warrant number, if any; an entry box 310 for entering a
start date; an entry box 312 for entering an end date; an entry box 314 for entering a start time;
an entry box 316 for entering an end time; an entry box 318 for entering metadata tags to be
associated with the digital asset, such as metadata tags 320 in this example; and an entry
box 322 for entering case notes for the particular case.

[0066] In some examples, the time information 314 and 316 may be used during analysis of
a respective digital asset, such as when the digital asset is evidence in more than one legal case.
As an example, suppose that the digital asset 302(1) is a three-hour video segment, and that the
digital asset is relevant to two different legal cases. The user may enter the approximate start
times 314 and end times 316 that are relevant to each of the legal cases. When analysis is
performed on the video content of the digital asset 302(1), the analysis results of a portion of the
digital asset that is relevant to the first legal case may be associated with a first case folder
corresponding to the first legal case, and the analysis results of a portion of the digital asset that
is relevant to the second legal case may be associated with a second case folder corresponding to
the second legal case. Furthermore, depending on the nature of the legal cases, different types of
analysis may be performed on the different portions of the digital asset. For example, if the first
legal case is an assault case, the analysis may include facial recognition and audio analysis,
while if the second legal case is a stolen vehicle case, the analysis may include object
recognition, license plate recognition, and the like.

[0067] When the user has finished filling in the entry boxes in the metadata form 304, the
user may click on or otherwise select a “submit” button 324 or other virtual control to send the
user metadata with the selected inventory item 302(1) as a digital asset to the service computing
device. If the user decides to wait to finish entering the metadata, the user may select a “logout”
button 326. Accordingly, the user may review the inventory items 302 and may enter user
metadata as desired for each inventory item 302 that has been provided to the client computing
device. In some examples, the user may not believe it is necessary to enter any metadata for
particular inventory items 302 and, in such cases, the user may merely submit the inventory

items 302 without entering metadata and/or may wait until the asset uploader application
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automatically sends the inventory items 302 to the service computing device as discussed above
with respect to FIG. 2.

[0068] FIG. 4 is a flow diagram illustrating an example process 400 for generating analysis
metadata from a digital asset according to some implementations. The example process 400 of
FIG. 4 may be executed by the service computing device 102 or other suitable computing
device.

[0069] At 402, the computing device may receive a digital asset and user metadata from the
asset uploader application. For example, the service computing device may receive the digital
asset from a client computing device through an API or the like.

[0070] At 404, the computing device may determine a content category of the content of the
digital asset, such as based on a mime type (e.g., file type), by examining the content, or the like.
Examples of content categories may include video content, audio content, image content, text
content, and so forth. For instance, the content category of the digital asset may be used at least
partially to determine whether to perform analysis on the digital asset for extracting analysis
metadata, and may further be used for determining the type of analysis to perform.

[0071] At 406, the computing device may store the digital asset in storage. For example, the
computing device may store the digital asset in the storage in a secure manner, such as in
accordance with a storage and retention policy to prevent any changes to the digital asset. In
some cases, the computing device may retain a copy of the digital asset in a temporary local
storage.

[0072] At 408, the computing device may create system metadata for the digital asset. For
instance, the system metadata may include various information about the stored digital asset, as
enumerated above, and may further indicate the storage location of the digital asset in the
storage.

[0073] At 410, the computing device may store the system metadata and the user metadata
in the metadata database. In some examples, the metadata database may be maintained in a local
storage of the service computing device to enable the service computing device to more quickly
access and update the metadata database. In other examples, the metadata database may be
maintained in the storage 104.

[0074] At 412, the computing device may determine whether to perform analysis on the
digital asset for generating analysis metadata for the digital asset. In some cases, the analysis
might not be performed on every digital asset that is uploaded to the service computing device,
while in other cases each digital asset may be analyzed, depending at least partially on available

computing capacity. As one example, analysis may be limited to being performed on digital
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assets that have had user metadata entered for them, such as to indicate that the digital asset will
be used as evidence in a legal case. As another example, a user that uploads the digital asset may
indicate whether analysis is to be performed on the digital asset. As still another example, the
decision whether to perform analysis on the digital asset may be based on the content category
of the digital asset or other considerations. If the computing device determines not to perform
analysis, the process may return to block 402 to process the next digital asset. On the other hand,
if the computing device determines to perform analysis, the process may proceed to block 414.
Further, to secure the digital asset, the analysis is performed on a copy of the original digital
asset, and not on the digital asset itself. In particular, after the digital asset has been stored in the
storage, writing to the digital asset or otherwise changing or deleting the digital asset is not
permitted during the retention period for the digital asset.

[0075] At 414, the computing device determines whether the digital asset includes video
data, e.g., by checking the content category of the digital asset. If not, the process goes to
block 420; if so, the process goes to block 416.

[0076] At 416, the computing device may perform video analysis of the video content of the
digital asset. For example, the computing device may perform facial recognition of people in the
video, object recognition of objects visible in the video, license plate recognition of vehicles
visible in the video, event detection, video tracking, motion detection, and so forth. Numerous
such video content analysis programs are commercially available and will not be described
herein in detail. In some examples, the video analysis performed may be based on one or more
metadata tags or other case information associated with the digital asset. As one example, as
mentioned above, if the legal case is an assault case, the analysis may include facial recognition
and audio analysis, while if the legal case is a stolen vehicle case, the analysis may include
object recognition, license plate recognition, and the like.

[0077] At 418, the computing device prepares video analysis metadata that may have been
extracted or otherwise determined from the digital asset. For example, if the facial recognition
resulted in recognition of one or more faces, the metadata may indicate the location in the video
at which the faces are present, e.g., at what frames or time-based location in the video the faces
were detected. Recognized objects, license plates, or the like may similarly be identified. In
some examples a text document listing faces, objects, etc., recognized may be prepared. Further,
in some cases to additional processing may be performed to attempt to identify recognized faces,

objects, license plates, and the like.
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[0078] At 420, the computing device determines whether the digital asset includes audio
data, e.g., based on the content category of the digital asset. If not, the process goes to
block 426; if so, the process goes to block 422.

[0079] At block 422, the computing device may perform audio analysis of the audio portion
of the digital asset. For example, the audio analysis may include audio sound recognition,
recognition of key words, voiceprint recognition, and/or voice-to-text translation of the audio
data.

[0080] At 424, the computing device may prepare audio analysis metadata. As one example,
the voice-to-text information extracted from the audio data may be indexed to provide a
searchable index of words extracted from the audio data. Additionally a transcript of the audio
may be prepared as a text document.

[0081] At 426, the computing device may determine whether the digital asset includes image
data, such as based on the content category of the digital asset. If not, the process goes to block
432; if so, the process goes to block 428.

[0082] At 428, the computing device may perform image analysis on one or more images in
the digital asset. For example, the image analysis may be performed on single images, such as
accident images, crimes scene images, and so forth. Image analysis may include facial
recognition, object recognition, license plate recognition, and so forth, as discussed above.
Further, in the case that the digital asset is a video that has already had video analysis, the image
analysis may be performed on one or more selected images from the video, and may include
types of processing that are different from the video analysis, such as image enhancement, or the
like. Further, the image may be compared to a database of mugshots, or the like, to attempt to
identify any recognized faces.

[0083] At 430, the computing device may prepare image analysis metadata. For example, if
facial recognition resulted in recognition of one or more individuals, the metadata may indicate
the identity. Similarly, recognized objects may be identified, recognized license plates, and so
forth.

[0084] At 432, the computing device may perform other analysis on the digital asset. For
example, if the digital asset includes textual data, a text document, or other types of data or
documents, the computing device may perform analysis on the text, such as optical character
recognition, context recognition, keyword recognition, or indexing of the recognized text. As
one example, the computing device may extract the words in the document and generate an

index of the text, identify particular keywords, or the like. Additionally, or alternatively, the
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computing device may include artificial intelligence capable of recognizing a context of the text
in the digital asset, location information associated with the digital asset, or the like.

[0085] At 434, the computing device may prepare the other analysis metadata. For example,
depending on the type of metadata extracted from the digital asset, the computing device may
index the text, identify the location of keywords, or otherwise place the analysis metadata into a
form that is accessible or otherwise useful to a user accessing the metadata such as in an
evidence package.

[0086] At 436, the computing device may store the analysis metadata files in the storage in
association with the digital asset and may store metadata for the analysis metadata in the
metadata database in association with the metadata for the digital asset. For example, the
analysis results may be text files or other files that may be stored in the storage 104 with the
digital asset. For example, if the digital asset has been added to a case folder, the analysis results
may be stored in the case folder as metadata for the digital asset. Further metadata for the
analysis results may be stored in the metadata database with the other metadata for the digital
asset, such as to indicate the type of analysis performed, the storage location of the results, and
so forth. Accordingly, implementations herein may automatically generate analysis metadata for
individual digital assets that are stored by the digital evidence management system, may
associate this analysis metadata with the particular digital asset, and may provide the analysis
metadata to a user as part of an evidence data package when requested by the user.

[0087] At 438, in some examples, the computing device may use the results of the analysis
during subsequent analysis of other digital assets, such as digital assets in the same case folder
or other case folders. For instance, the results of the analysis of a digital asset may be correlated
and crosschecked with other analysis results of digital assets, such as in the same case or in other
cases to locate matches, such as the same faces being recognized, the same objects being
recognized, the same license plates being recognized, the same people being identified, and so
forth.

[0088] At 440, in some examples, the computing device may compare the results of the
analysis with one or more external databases or other sources of identifying information. For
instance, additional analysis may be performed on the analysis metadata, such as by comparison
with external databases, information for unsolved crimes, and other sources of information that
may be used to identify the recognized faces, objects, sounds, and the like. As one example, the
analysis processing may recognize a license plate of a vehicle and the service computing device
may subsequently compare the recognized license plate with a database of stolen vehicle license

plates, vehicles registered to suspects in the current case or other cases in the system, and so
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forth. As another example, if the analysis recognizes a face in a video or image, the service
computing device may perform comparison of the recognized face with a mugshot database to
attempt to match the recognized face to a known individual. As another example, when the same
face is recognized in multiple surveillance videos in an area and proximate in time, movement of
the individual may be tracked based on timestamps associated with each video, and as one
example, if the individual can be recognized, the movement may be correlated to cellphone
location information, or the like, associated with the recognized individual. Numerous other
examples will be apparent to those of skill in the art having the benefit of the disclosure herein.
[0089] FIG. 5 is a flow diagram illustrating an example process for creating a case folder
and for adding digital assets to the case folder according to some implementations. The process
may be executed in part by a client computing device and in part by the service computing
device or other suitable computing devices.

[0090] At 502, the client computing device may receive a user login to the digital evidence
management system. For example, only authorized users may be able to access the digital
evidence management system and each user may be required to login before access is granted.
As one example, the user may login to the web application discussed above for creating or
updating a case folder.

[0091] At 504, the client computing device may present a GUI for enabling digital evidence
management. For instance, the web application executing on the client computing device may
present a GUI including a screen for enabling the user to create case folder, access existing case
folders, or the like. In this example, suppose that the user desires to create a new case folder for
a new legal case.

[0092] At 506, the client computing device may receive via the GUI a user input to create a
case folder. For example, the user may interact with the GUI provided via the web application to
select one or more virtual controls for creating the case folder.

[0093] At 508, the client computing device may send, to the service computing device, an
indication to create a new case folder. For example, the client computing device may
communicate with the service computing device via an API, and may send to the service
computing device information about the user input for creating a case folder.

[0094] At 510, the client computing device may present a GUI provided via the web
application for searching and or browsing for relevant digital assets to add to the case folder. For
example, the user may be able to search for a digital asset according to a date and time
associated with the digital asset, a badge ID or other ID associated with the digital asset,

keywords, and/or metadata tags associated with the digital asset.
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[0095] At 512, the client computing device may receive selection of one or more digital
assets to assign to, or otherwise associate with, the case folder. For example, the user may use
the GUI provided by the web application to select one or more digital assets, such as from a list
of digital assets located by searching or browsing for the digital assets.

[0096] At 514, the client computing device may send, to the service computing device,
information indicating the selection of one or more digital assets to assign to the new case
folder.

[0097] At 516, the service computing device 102 may configure metadata for a new case
folder 517 in the metadata database. In some example, may configure an actual storage area as a
case folder 517 for receiving digital assets, such as in an area of the storage 104 designated for
storing digital evidence according to an evidence retention policy. In other examples, rather than
creating an actual folder in the storage system, the service computing device may create
metadata for a virtual case folder and the case folder 517 may be a virtual folder.

[0098] At 518, the service computing device 102 may associate selected digital assets with
the case folder 517. As one example, the service computing device 102 may instruct the storage
104 to move the selected digital asset(s) from a current storage location to the storage location
associated with the evidence storage area for the case folder 517. Thus, by movement to the
evidence storage area, the digital assets may become classified as digital evidence 519. As
another example, in the case that the case folder 517 is a virtual folder, the service computing
device 102 may configure the metadata associated with the selected digital assets to indicate that
the selected digital assets are now classified as digital evidence 519 and included in the case
folder 517, and may further indicate that the retention policy for the selected digital assets has
changed from the digital asset retention policy to the digital evidence retention policy.

[0099] At 520, the service computing device 102 may send retention instructions to the
storage 104 for the selected digital assets and may further send confirmation to the client
computing device that the selected digital assets have been added to the case folder 517. For
example, the service computing device 102 may instruct the storage 104 to apply the evidence
retention policy to the selected digital asset(s).

[00100] At 522, the storage 104 (e.g., the storage controller discussed above) may move one
or more digital assets to the archived assets storage 180 if the one or more assets have not been
indicated to be evidence after expiration of a first threshold time period. For example, when a
digital asset is included in a case folder, the digital asset is classified as digital evidence and the
retention policy associated with the particular digital asset changes to the retention policy for

digital evidence. The storage 104 may maintain retention policy information for each object
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stored in the storage 104, including all digital assets. Consequently, the storage 104 may
automatically move digital assets 128 to the archived assets storage 180 after the digital assets
have been stored in the storage 104 for a period of time equal to or greater than the first
threshold time without being classified as digital evidence. Further, in some examples, as
discussed above, the archived digital assets may be permanently deleted from the archived assets
storage 180 after expiration of a second threshold time.

[00101] At 524, on the other hand, if a digital asset become classified as digital evidence, the
retention policy for the digital asset is changed, and the storage 104 may keep the digital asset in
storage until after expiration of a third threshold time. As mentioned above, the third threshold
time may be related to the resolution of the underlying legal case, such as a period of time after
the legal case has been resolved. Following the expiration of the third threshold time, the digital
asset may be moved to an archived evidence storage (shown in FIG. 1) and may be retained
there for a fourth threshold time.

[00102] At 526, the client computing device may receive, from the service computing
device 102, a confirmation of the assignment of the selected digital asset(s) to the new case
folder. The user may continue to add digital assets to the case folder, may access a different
folder, or may logout.

[00103] FIG. 6 is a flow diagram illustrating an example process for presenting digital
evidence according to some implementations. The process may be executed in part by a client
computing device and in part by the service computing device or other suitable computing
devices.

[00104] At 602, the client computing device may receive a user login and may present a GUI
for accessing case information. For example, the user may be authorized to access case
information for a particular case or for multiple cases. In some examples, the user may use the
viewer application 158 discussed above to access an evidence package associated with a legal
case. For instance, the evidence package may include a case folder and some metadata
associated with the digital assets in the case folder, such as a chain of custody log.

[00105] At 604, the client computing device may receive a case ID entered via the GUIL For
example, the user may select, enter, or otherwise indicate a case ID corresponding to an
evidence package that the user would like to view.

[00106] At 606, the client computing device may send, to the service computing device, a
request for case information corresponding to the entered case ID.

[00107] At 608, the service computing device determines the location of the case information

in storage from the case metadata and sends the case information to the requesting client
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computing device. In some examples, the service computing device may assemble an evidence
package that includes the case folder, i.e., a copy of all the digital assets that have been added to
the case folder as digital evidence, and the analysis metadata associated with each digital asset in
the case folder.

[00108] At 610, the client computing device receives the case information from the service
computing device. In some examples, the case information may merely be metadata about the
information in the evidence package, while in other examples, the case information may be
some or all of the evidence package.

[00109] At 612, the client computing device presents the case information in a GUI to enable
viewing and/or access to the digital assets in the case folder and corresponding metadata
information. In some examples, the case information may be presented as read-only information.
Furthermore, in the situation that the evidence package is not downloaded to the client
computing device, but instead information about the evidence package is presented on the client
computing device, the user may select particular parts of the evidence package for downloading
and viewing or otherwise accessing.

[00110] FIG. 7 illustrates an example configuration of the service computing device 102 and
the storage 104 according to some implementations. In this example, the service computing
device 102 may include the management application 122, the analysis application(s) 124, the
operating system 126, and the metadata database 130. In addition, the service computing
device 102 may include a search application 702 including one or more search indexes 704. For
example, the search application 702 may generate the one or more search indexes 704 to enable
searching of the digital assets, case folders, and the metadata corresponding to these data
objects. The search application 702 may also serve as a search server for responding to
searching queries from the client computing devices.

[00111] In some examples, the metadata database 130 may be a document-oriented database;
however, implementations herein are not limited to such. The metadata database 130 may
include, for each digital asset, at least some of the user metadata 146, the system metadata 163,
and/or the analysis metadata 184. As mentioned above, the user metadata may include a user ID
706, a case ID 708, a warrant number 710, date and time information 712, case notes 714, and
metadata tags 716. In addition, the system metadata may include file information 718, a
checksum 720, a chain of custody log 722, and asset-to-case relationship information 724, and
retention policy information 725.

[00112] For example, the file information 718 may include storage size of the corresponding

asset, file type, time at which the file was received by the service computing device 102,
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ownership information, and so forth. Furthermore, the checksum 720 may be generated when
the digital asset is received and may be used to verify that the digital asset is not changed while
stored in the storage 104.

[00113] A chain of custody log 722 may be maintained for each digital asset. The chain of
custody log 722 may be automatically generated as a record of the chain of custody for the
respective digital asset. The chain of custody log 722 may include a record of every action taken
with respect to a digital asset, and may indicate who performed the action, when the action was
performed, and what the action was, e.g., file access, addition, deletion, etc. For example, every
action taken in the system with respect to a digital asset may pass through a central portal, which
enables the action be logged in the chain of custody log 722. Thus, the chain of custody log 722
may indicate who has viewed a file, changed a file, etc., as well as when the event occurred,
what the changes were, and so forth. In some examples, the chain of custody log 722 may be
maintained with the system metadata 163, while in other examples, the chain of custody log 722
may be stored in the storage 104 in association with the respective digital asset.

[00114] Furthermore, the asset-to-case relationship information 724 may indicate which
digital assets have been associated with which case folders. For example, a particular digital
asset 128 may be associated with more than one legal case and therefore may be associated with
more than one case folder in the storage 104. Accordingly, by maintaining the relationships
between assets and any associated case folders, the service computing device 102 is able to
determine the appropriate retention period for individual assets and associated metadata. Further,
the retention policy information 725 may indicate whether the digital asset retention policy
applies or the digital evidence retention policy applies. Furthermore, the service computing
device 102 may provide the asset-to-case relationship information 724 and/or the retention
policy information 725 to the storage 104 to enable the storage 104 to independently control the
retention periods for the digital assets and corresponding analysis metadata that may be stored in
association with the digital assets.

[00115] The analysis metadata 184 may include facial recognition metadata 726, object
recognition metadata 728, license plate recognition metadata 730, audio analysis metadata 732,
text analysis metadata 734, and other analysis information 736. For example, other types of
analysis information may include analysis of computer or cell phone data, GPS or other location
information data, social network and microblog data, telephone call data, vehicle computer
system data, and various other types of data as enumerated above.

[00116] When the analysis of a digital asset results in a file, such as a text file, or the like, that

provides the results of the analysis, the analysis metadata file may be stored in the storage 104 in
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association with the respective digital assets, and the respective metadata 726-736 stored in the
metadata database 130 may be metadata about the analysis metadata file. As mentioned above,
in some examples each digital asset may be given a file name including a first portion that is
unique or otherwise individually distinguishable within the evidence management system.
Furthermore, for the results of the analysis, each analysis result file may be given the same file
name as the digital asset, but with a different file name extension that may correspond to the
type of analysis that produced the file.

[00117] In the illustrated example, suppose that a digital asset 740 is a video file and has been
assigned the file name 123456.mp4. For example, suppose that the first portion of the file name
123456 is unique within the evidence management system and the second portion, mp4 is an
extension indicative of the mime type of the digital asset. Subsequently, when analysis is
performed on the digital asset, one or more analysis metadata files 742 may use the same first
portion of the file name as the digital asset with a different second portion file name extension.
For example, a result of the facial recognition analysis may be named 123456.face; a result of
the object recognition analysis may be named 123456.0bjr; a result of the license plate
recognition analysis may be named 123456.Ipr; a result of the audio analysis may be named
123456.audo; a result of a text analysis may be named 123456.txta; and so forth.

[00118] In addition, the system metadata 163 and the user metadata 146 may also be stored in
the storage 104 in association with the corresponding digital asset. For example, the system
metadata files and user metadata files may be stored with a file name having a first portion that
is the same as the first portion of the file name of the digital asset, but with a different file name
extension that may correspond to the type of metadata, or the like. Thus, the system metadata
743 may be stored as, e.g., 123456.sysmetal,..., or the like, and the user metadata 744 may be
stored as, e.g., 123456.usermetal, ..., or the like. Similarly, another digital asset 745 that is an
image file may be named 123457.jpg, and the analysis result files 746 for this digital asset may
include a facial recognition analysis result 123457 face and an object recognition analysis result
123457 .0bjr.

[00119] In addition, the analysis results files for a particular digital asset may be added to a
case folder when the digital asset itself is added to a case folder. For instance, suppose that a
user adds the digital asset 740 to a case folder A 748, such as discussed above with respect to
FIG. 5. In response, in addition to moving the selected digital asset 740 to the case for 748, the
system may also automatically move any analysis metadata files 742 to the same case
folder 748, and may also move the system metadata files 743 and the user metadata files 744 to

the same case folder 748.

28



10

15

20

25

30

WO 2017/200529 PCT/US2016/032813

[00120] Additionally, as mentioned above, a digital asset may be relevant to more than one
case and, therefore, may be included in more than one case folder. In some instances, when
provided, the date and time metadata 712 may be used during analysis of a respective digital
asset when the digital asset is relevant to more than one legal case. The user may enter the
approximate start times and end times that are relevant to each of the cases. When analysis is
performed on the content of the digital asset, the analysis results of a portion of the digital asset
that is relevant to the first legal case may be associated with a first case folder corresponding to
the first legal case, and the analysis results of a portion of the digital asset that is relevant to the
second legal case may be associated with a second case folder corresponding to the second legal
case. Furthermore, different types of analysis may be performed on the same digital asset for
different cases and therefore the analysis results relevant to a first case might not be included
with the analysis results included in a case folder for a different case. Accordingly, in some
examples, the analysis metadata files may be partitioned according to the different cases to
which the analysis metadata files are relevant.

[00121] In addition, the service computing device 102 may include a temporary digital asset
storage 750 that may be part of the computer readable media discussed above, and which may be
local to the service computing device 102. For example, the service computing device 102 may
use the temporary digital asset storage 750 to temporarily store copies of digital assets 752 to
use for analysis of the digital assets as discussed above with respect to FIG. 4. Furthermore,
while FIG. 7 illustrates one example configuration of the service computing device 102 and the
storage 104, numerous other possible configurations will be apparent to those of skill in the art
having the benefit of the disclosure herein.

[00122] Various instructions, processes, and techniques described herein may be considered
in the general context of computer-executable instructions, such as program modules and
applications stored on computer-readable media, and executed by the processor(s) herein.
Generally, program modules and applications include routines, programs, objects, components,
data structures, executable code, etc., for performing particular tasks or implementing particular
abstract data types. These program modules, applications, and the like, may be executed as
native code or may be downloaded and executed, such as in a virtual machine or other just-in-
time compilation execution environment. Typically, the functionality of the program modules
and applications may be combined or distributed as desired in various implementations. An
implementation of these programs and techniques may be stored on computer storage media or

transmitted across some form of communication media.
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[00123] Although the subject matter has been described in language specific to structural
features and/or methodological acts, it is to be understood that the subject matter defined in the
appended claims is not necessarily limited to the specific features or acts described. Rather, the

specific features and acts are disclosed as example forms of implementing the claims.
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CLAIMS

1. A system comprising:
one or more processors; and
one or more non-transitory computer-readable media maintaining executable
instructions, which, when executed by the one or more processors, program the one or more
processors to perform operations comprising:
receiving a digital asset and first metadata;
storing the digital asset and the first metadata;
determining a content category of content of the digital asset;
analyzing content of the digital asset based at least in part on the content category
to obtain at least one analysis result as second metadata for the digital asset; and

storing the analysis result in association with the digital asset.

2. The system as recited in claim 1, the operations further comprising storing metadata for

the analysis result in association with the first metadata.

3 The system as recited in claim 2, further comprising a metadata database and a storage
system, wherein:

the first metadata and the metadata for the analysis result are stored in the metadata
database; and

the digital asset and the analysis result are stored in the storage system over a network.

4. The system as recited in claim 1, the operations further comprising:

determining the content category of the content of the digital asset by determining
whether the digital asset includes at least one of video content, audio content, image content, or
text content; and

performing at least one of video analysis on the video content, audio analysis on the

audio content, image analysis on the image content, or text analysis on the text content.
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5. The system as recited in claim 4, further comprising at least one of:

the video analysis includes at least one of facial recognition, object recognition, license
plate recognition, event detection, motion detection, or video tracking;

the audio analysis includes at least one of voice-to-text translation, sound recognition,
voice pattern recognition, or recognition of key words;

the image analysis includes at least one of facial recognition, object recognition, or
license plate recognition; or

the text analysis includes at least one of optical character recognition, context

recognition, keyword recognition, or indexing of the recognized text.

6. The system as recited in claim 1, the operations further comprising:

receiving, from a client device, an indication to associate the digital asset with a case
folder;

associating the digital asset and the analysis result with the case folder; and

classifying the digital asset as digital evidence.

7. The system as recited in claim 6, the operations further comprising:
in response to associating the digital asset and the analysis result with the case folder,

changing a retention policy associated with the digital asset.

8. The system as recited in claim 7, wherein:

prior to associating the digital asset with the case folder, the retention policy for the
digital asset includes a first threshold time before the digital asset is moved to archived assets
and a second threshold time before the digital asset is deleted; and

following associating the digital asset with the case folder, the retention policy for the
digital asset includes a third threshold time before the digital asset is moved to archived
evidence, the third threshold time being base at least partially on a resolution of a legal case

corresponding to the case folder, and a fourth threshold time before the digital asset is deleted.
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9. The system as recited in claim 6, the operations further comprising:

receiving from a client device, a request for the case folder; and

sending to the client device, information related to the digital asset, the analysis result,
and a chain of custody log including a record of one or more accesses from one or more client

computers to the digital asset.

10. The system as recited in claim 1, the operations further comprising maintaining a chain
of custody log for the digital asset, the chain of custody log including:
a record of one or more accesses from one or more client computers to the digital asset;
an indication of a respective time when the one or more accesses took place; and

a respective user identifier associated with the one or more accesses.

11. The system as recited in claim 1, the operations further comprising receiving user data as
the first metadata, the user data indicating at least one of:

a start time and/or an end time in the content of the digital asset for performing analysis
on the digital asset; or

at least one indicator of a type of analysis to perform on the content of the digital asset.

12. The system as recited in claim 1, the operations further comprising:

assigning a file name to the digital asset including a first file name portion that is
individually distinguishable within the system, the file name including a second file name
portion corresponding to a mime type of the digital asset; and

assigning a file name to the analysis result including the same first file name portion, and
including a second file name portion that is different from the second file name portion assigned

to the digital asset.

13. A method comprising:

receiving, by one or more processors, a digital asset and first metadata;

storing the digital asset and the first metadata;

determining a content category of content of the digital asset;

analyzing content of the digital asset based at least in part on the content category to
obtain at least one analysis result as second metadata for the digital asset; and

storing the analysis result in association with the digital asset and storing metadata for

the analysis result in association with the first metadata.
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14. The method as recited in claim 13, further comprising:
storing the first metadata and the metadata for the analysis result in a metadata database;
and

storing the digital asset and the analysis result in a storage system over a network.

15. One or more non-transitory computer-readable media storing instructions that, when
executed by one or more processors, program the one or more processors to:

receive a digital asset and first metadata;

store the digital asset and the first metadata;

determine a content category of content of the digital asset;

analyze content of the digital asset based at least in part on the content category to obtain
at least one analysis result as second metadata for the digital asset; and

store the analysis result in association with the digital asset.
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