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1
PAYMENT SYSTEM AND METHOD OF OPERATION

FIELD OF THE INVENTION

The present invention relates to a payment system and method for electronic transactions.

BACKGROUND TO THE INVENTION

It is now common plaée for consumers to pay for their goods and services via electronic
transactions. Typically, a merchant will have a point-of-sale (POS) terminal that is connected fo a
payment. system via a netwotk, such as a telephony network. When a customer wishes to purchase
goods ot setvices, a debit, credit or payment card is inserted or swiped through the terminal and the
cost for the goods or services is enteted into the POS terminal by the retailer. The customer then
authorises the payment either through entering a pin number or by signing an authorisation shp.
Once authotisation is complete, the POS terminal sends a transaction message to the payment
system, which facilitates the transfer of funds from the customets account to the tretailers account.

Due to changes in technology, the tetailer POS terminals can become obsolete. This means
that, in time, the POS terminals might not be able to function cotrectly with an upgraded payment
system. Alternatively, the POS terminals might not be able to provide additional features and

functionality as they become available.

SUMMARY OF THE INVENTION

It is an object of the present invention to provide an improved method or system or
computer or apparatus for facilitating the electronic transfer of funds in response to a purchase.

An improved system of the invention can do one or more of: increasing security through
mutual authentication and/ot message enctyption, increasing the flexibility of POS terminals and
their ability to be updated.

The payment system might relate to the computer systems that communicate with the
terminals and financial institutions to facilitate electronic transactions. The payment system might
also be considered to also comptrise the terminals when connected to such a computer system, and
any other features (such as networks) that might from such a paym.ent system.

In one aspect the present invention may be said to consist in a method of reconfiguring a
POS terminal compzising:

teceiving at a computer system configuration data indicating operating configuration of a
POS terminal,

verifying at the computer system that the operating configuration matches the required

operating configuration of the POS terminal, and if not,



10

15

20

25

30

WO 2009/070041 PCT/NZ2008/000322

-2
providing from the computet system different configuration data to the POS terminal to
reconfigure the POS terminal with the required operating configuration.

Preferably the POS terminal comptises EMV tags that can be activated and de-activated to
configure the POS terminal’s configuration, wherein the configuration data provided from the
computet system triggers activation/de-activation of the required EMV tags to reconfigure the POS
terminal with the requited operating configuration.

In another aspect the pfesent invention may be said to consist in 2 method of transferring
funds electronically between financial institutions in response to a transaction between a merchant
and customet comprising:

teceiving at a computer system configuration data indicating operating configuration of a
POS terminal,

vetifying at the computer system that the operating configuration matches the required
operating configuration of the POS terminal, and if not,

providing from the computet system different configuration data to the POS terminal to
reconfigute the POS terminal with the required operating configuration,

receiving at the computer system a transaction message indicating a transaction amount and
containing information for identifying the payer’s and payee’s financial institutions,

arranging transfer of the transaction amount from the payet’s financial institution to the
payee’s institution using the computer system.

Preferably the POS terminal comprises EMV tags that can be activated and de-activated to
configure the POS terminal’s configuration, wherein the configuration data provided from the
computer system triggers activation and/or de-activation of the required EMV tags to reconfigure
the POS terminal with the required operating configuration.

In another aspect the present invention may be said to consist in a POS terminal for
transferring funds electronically between financial institutions of a merchant and customer, the
terminal adapted to:

transmit configuration data to the computer system indicating operating configuration of the

~ POS terminal, the computer system being adapted to verify that the teceived operating

configuration matches the required operating configuration of the POS tetminal, and

if the POS tetminal operating configuration does not match the required opetating
configuration, receive configuration data from the computer system to reconfigure the POS terminal
with the tequited operating configuration.

Preferably the POS terminal comprises EMV tags that can be activated and de-activated to

configute the POS terminal’s configuration, wherein the POS terminal is further adapted to:
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reconfigure itself with the required operating configuration by activation and/or de-
activation of the required EMV tags based on the configuration data received from the computer
system.

In another aspect the present invention may be said to consist in a pasrment system for
transferring funds electronically between financial institutions of a merchant and customer
comprising:

a computer system coﬁnected to or for connection to a plurality of POS terminals and
adapted to receive a transaction messages from the POS terminals, the computer system adapted to:

receive configuration data from a POS terminal indicating operating configutration of the
POS tetminal,

vetify that the operating configuration matches the required opetating configuration of the
POS terminal, and if not,

provide from the computer system different configuration data to the POS terminal to
reconfigure the POS terminal with the requited opetating configuration.

In another aspect the present invention may be said to consist in a payment system for
transferring funds electronically between financial institutions of a metchant and customer
comprising:

a computer system connected to or for connection to a plurality of POS tetminals and
adapted to receive a transaction messages from the POS terminals, the computer system adapted to:

receive coﬁﬁguration data from a POS terminal indicating operating configuration of the
POS tetminal, ‘

verify that the operating configuration matches the required operating configuration of the
POS tertninal, and if not,

provide from the computer system different configuration data to the POS terminal to
reconfigure the POS terminal with the required operating configuration,

teceive a transaction message from the POS tetminal indicating a transaction amount and

 containing information for identifying the payet’s and payee’s financial institutions,

atrange transfer of the transaction amount from the payer’s financial institution to the
payee’s institution.

Preferably each POS tetminal comptises EMV tags that can be activated and de-activated to
configure the POS terminal’s configutation, wherein the configuration data provided from the
computer system triggers activation and/or de-activation of the requited EMV tags to reconfigure
the POS tetminal with the required operating configutation.

In another aspect the present invention may be said to consist in a computet system for
transferring funds electronically between financial institutions of a2 merchant and customer, the

computer system adapted to:
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teceive configutation data from a POS terminal indicating opetrating configuration of the
POS terminal, |

vetify that the operating configuration matches the required operating configuration of the
POS terminal, and if not,

provide from the computer system different configuration data to the POS tetrminal to
reconfigure the POS terminal with the required operating configuration,

receive a transaction rﬁessage from the POS terminal indicating a transaction amount and
containing information for identifying the payer’s and payee’s financial institutions,

atrange transfer of the transaction amount from the payet’s financial institution to the
payee’s institution.

Preferably the POS terminal comptises EMV tags that can be activated and de-activated to
configure the POS terminal’s configuration, wherein the configuration data provided from the
computet system ttiggers activation and/ot de-activation of the required EMV tags to reconfigure
the POS terminal with the required operating configuration.

In another aspect the present invention may be said to consist in a POS terminal connected
or for connection to a computet system forming patt of a payment system for transferring funds
electronically between financial institutions between a merchant and customer, the POS terminal
being adapted to send transaction messages to the computer system, a transaction message having
encrypted data fields and indicating a transaction amount and containing information for identifying
the payer’s and payee’s financial institutions, wherein the POS terminal is adapted to do one or
more of:

a) ptiot to sending the tténsaction message, obtain a master key from the computer system
using mutual authentication,

b) prior to sending the transaction message, transmit configuration data indicating operating
configuration of the POS terminal, which is verified by the computer system against a database that
the operating configuration matches the required operating configuration, and if not, teceive
configuration data from the computer system to reconfigure the POS terminal with the required
operating configuration,

c) enctypt the content in the message data fields using a transaction message key.

In another aspect the present invention may be said to consist in a method of arranging
communication for a transaction with a POS terminal comprising:

receiving at a computet system a tequest from a POS terminal that initiates a key exchange
ptocess,

authenticating the POS terminal at the computer system,

providing from the computer system signed data to the POS tetminal to enable

authentication of the computer svstem by the POS terminal, and
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providing from the computer system a master key to the POS terminal, whetein the master
key can be utilised by the POS terminal for securing further key exchanges with the computer
system.

In another aspect the present invention may be said to consist in a method of transferring
funds electronically between financial institutions in response to a transaction between a merchant
and customet comprising:

receiving at a computefé system a request from a POS terminal that initiates a key exchange
process,

authenticating the POS terminal at the computer system,

providing from the computer system signed data to the POS terminal to enable
authentication of the computer system by the POS terminal, and

providing from the computer system a master key to the POS terminal, wherein the master
key can be utilised by the POS terminal for secuting further key exchanges with the computer
systemn,

receiving at the computer system a transaction message indicating a transaction amount and
containing information for identifying the payer’s and payee’s financial institutions,

atranging transfer of the transaction amount from the payer’s financial institution to the
payee’s institution using the computer system.

Preferably the method further comprises:

receiving at the computér system a request from the POS terminal to obtain a transaction
message key,

generating at the computer system a transaction message key and encrypting it with the
master key, and

providing from the computer system the encrypted transaction message key to the POS
terminal,

whetein the teceived transaction message is received from the POS terminal and 1s
encrypted with the transaction key.

In another aspect the present invention may be said to consist in a payment system for
transferring funds electronically between financial institutions of a merchant and customér
comptising:

a computer system connected to or for connection to a plurality of POS terminals and
adapted to receive a transaction messages from the POS terminals, the computer system adapted to:

receive a request from a POS terminal that initiates a key exchange process,

authenticate the POS terminal,

provide signed data to the POS terminal to enable authentication of the computer system by
the POS terminal. and
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provide a master key to the POS terminal, wherein the mastet key can be utilised by the POS
terminal for securing further key exchanges with the computer system.

In another aspect the present invention may be said to consist in a payment system for
transferring funds electronically between financial institutions of a merchant and customer
comprising:

a computer system connected to or for connection to a plutality of POS tetminals and
adapted to receive a transaction messages from the POS terminals, the computer system adapted to:

teceive a tequest from a POS terminal that initiates a key exchange process,

" authenticate the POS terminal,

provide signed data to the POS terminal to enable authentication of the computer system by
the POS terminal, and

provide a master key to the POS terminal, wherein the master key can be utilised by the POS
terminal for securing further key exchanges with the computer system.

receive a transaction message indicating a transaction amount and containing information
for identifying the payer’s and payee’s financial institutions,

arraﬁge transfer of the transaction amount from the payet’s financial institution to the
payee’s institution.

Preferably the computer system is further adapted to:

receive a request from the POS terminal to obtain a transaction message key,

generate a transaction message key and encrypt it with the master key, and

provide the encrypted transaction message key to the POS terminal, |

wherein the received transaction message is enctypted with the transaction key.

In another aspect the present invention may be said to consist in a POS terminal for
transferring funds electronically between financial institutions of a metchant and customer, the
terminal adapted to:

send a request from to a computer system that initiates a key exchange process, the
computer system being adapted to authenticate the POS terminal,

receive signed data from the computer system to enable authentication of the computer
system by the POS terminal, and .

receive a master key from the computer system, wherein the master key can be utilised by
the POS terminal for securing further key exchanges with the computet system.

In another aspect the present invention may be said to consist in a computer system for
transferring funds electronically between financial institutions of 2 metrchant and customer, the
computer system adapted to:

receive a request from a POS terminal that initiates a key exchange process,

authenticate the POS terminal,
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provide signed data to the POS terminal to enable authentication of the cofnputer system by
the POS terminal, and

provide 2 master key to the POS terminal, wherein the master key can be utilised by the POS
terminal for securing further key exchanges with the computer system. '

receive a transaction message indicating a transaction amount and containing information
for identifying the payet’s and payee’s financial institutions,

arrange transfer of the ﬁansaction amount from the payer’s financial institution to the
payee’s institution.

Preferably the computer system is further adapted to:

receive a request from the POS terminal to obtain a transaction message key,

generate a transaction message key and encrypt it with the master key, and

provide the encrypted transaction message key to the POS terminal,

wherein the received transaction message is encrypted with the transaction key.

In another aspect the present invention may be said to consist in a method of transferring
funds electronically between financial institutions in response to a transaction between a merchant
and customer cdinprising:

teceiving at a computer system a transaction message indicating a transaction amount and
containing information for identifying the payer’s and payee’s financial institutions,

arranging transfer of the transaction amount from the payer’s financial institution to the
payee’s institution using the computer system,

whetein the transaction message is comptises a headet and message portion, the message
portion having data fields with encrypted content.

Preferably the transaction message is received from a POS terminal over a non-secure
network.

Preferably prior to receiving the transaction message, the method further comprises:

receiving at the computer system a request from a POS terminal that initiates a key exchange
process, A

authenticating the POS terminal at the computer system,

providing from the computer system signed data to the POS terminal to enable
authentication of the computer system by the POS terminal, and

providing from the computer system a master key to the POS terminal,

wherein the master key can be utilised by the POS terminal for securing further key
exchanges with the computer system.

Preferably the method further comptises:

teceiving at the computet system a request from the POS terminal to obtain a transaction

message key,
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generating at the computer system a transaction message key and encrypting it with the
master key, and A

providing from the computer system the encrypted transaction message key to the POS
terminal, :

wherein the content of the data fields is encrypted with the transaction message key.

Preferably prior to receiving the transaction message, the method comprises:

receiving at the compu’éer system configuration data indicating operating configuration of
the POS terminal,

verifying at the computer system that the operating configuration matches the required
operating configuration of the POS terminal, and if not,

providing from the computer system different configuration data to the POS terminal to
reconfigure the POS terminal with the required operating configuration.

Preferably the configuration data comprises EMV tags to specify at least some of the types
of data provided in a transaction message.

In another aspect the present invention may be said to consist in a method of transferring
funds electronicélly between financial institutions in response to a transaction between a metchant
and customer comprising:

receiving at a computer system a transaction message indicating a transaction amount and
containing information for identifying the payer’s and payee’s financial institutions,

arranging transfer of the transaction amount from the payer’s financial institution to the
payee’s institution,

wherein the transaction message is comprises encrypted data fields.

In another aspect the present invention may be said to consistin a payfnent system for
transferring funds electronically between financial institutions of a merchant and customer
comptising:

a computer system connected to or for connection to a plurality of POS terminals and
adapted to receive a transaction messages from the POS tetminals, the computer system adapfed to:

receive a transaction message from a POS terminal indicating a transaction amount and
containing information for identifying the payer;s and payee’s financial institutions,

arrange transfer of the transaction amount from the payer’s financial institution to the
payee’s institution,

whetein the transaction message is comprises a header and message portion, the message

‘portion having data fields with encrypted content.

In another aspect the present invention may be said to consist in a payment system
accotrding to claim 29 further comptising a plurality of POS terminals connected to the computer

systemn via one or more networks.
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Preferably the computer system communicates with a plurality of financial institutions via
one or mote networks.

Preferably the computet system comptises a switch for arranging funds transfers and a
setver for exchanging keys with the POS terminals.

In another aspect the present invention may be said to consist in a computer system for
transferring funds electronically between financial institutions of a merchant and customert, the
computer system adapted to: ' A

teceive a transaction message from a POS terminal indicating 2 transaction amount and
containing information for identifying the payer’s and payee’s financial institutions,

arrange transfer of the transaction amount from the payer’s financial institution to the
payee’s institution,

wherein the transaction message is comprises a header and message portion, the message
pottion having data fields with encrypted content.

Preferably the computet system communicates with a plurality of financial institutions via
one ot mote networks.

Preferably the computer system comptises a switch for arranging funds transfets and a
setvet for exchanging keys with the POS terminals.

In another aspect the present invention may be said to consist in a method of transfetring
funds electronically between financial institutions in response to a transaction between a merchant
and customet corriprising:

teceiving at a computet system a transaction message indicating a transaction amount and
containing information for identifying the payer’s and payee’s financial institutions,

attanging transfer of the transaction amount from the payer’s financial institution to the
payee’s institution,

whetein the transaction message is comprises encrypted data fields.

In this specification where reference has been made to patent specifications, other external
documents, ot other soutces of information, this is generally for the purpose of providing a context
for discussing the featutes of the invention. Unless specifically stated otherwise, reference to such
external documents is not to be construed as an admission that such documents, ot such sources of
information, in any jurisdiction, ate ptior art, or form part of the common general knowledge in the

art

The term “comprising” as used in this specification means “consisting at least in patt of”.

Related terms such as “comprise” and “comprised” are to be intelpreted in the same mannet.

To those skilled in the art to which the invention relates, many changes in construction and

widely diffeting embodiments and applications of the invention will suggest themselves without
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departing from the scope of the invention as defined in the appended claims. The disclosures and

the descriptions herein are purely Hlustrative and are not intended to be in any sense limiting

BRIEF DESCRIPTION OF THE DRAWINGS

Preferred embodiments of the invention will be described with reference to the following
drawings, of which:

Figure 1 is a block diagfam showing an overview of a payment system according to the
inventioyl,

Figure 2 is a process diagtam showing an ovetview of the payment system,

Figures 3a, 3b, 4 are flow diagrams showing the mutual authentication and master key
exchange,

Figute 5 is a table of example EMV tags,

Figure 6 is a table of a message structute with EMV tags,

Figure 7 is a flow diagram of an encryption process/data exchange process,

Figures 8, 9 are schematic diagrams of a message structure,

Figure 10 is a process diagram of the EMV tag update process.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS
Overall system

Figure 1 shows a simplified overview of a payment system 1 according to the invention. The
payment system comptises a computer system 2 that facilitates electronic funds transfers. It
comprises a switch 8 that independently communicates with a numbet of merchant POS terminals 3
and receives electronic transaction requests from them. The requests are received in the form of
transaction messages e.g. 4 transmitted from the respective POS terminals 3. The switch 8 is also in
communication with a numbér of financial institutions 6, such as banks, via network 9. The switch
8 facilitates the transfet of funds between the financial institutions 6 of respective patties
(merchant/customer or payee/payet) involved in the electronic transactions. The computer system
2 also comprises a server 8 for carrying out logon, key exchange and other system administration
procedutes. In particular, the setver catties out POS termiﬁal key loading services. These comprise
key generation, key loading, key management, key activation and key assignhment. There is also
security infrastructure. The switch 7 and server 8 might be located temotely from each othet, or
provided in the same location. The POS terminals 3 communicate with the central computer system
2 via a network 5, such as a telephony network. This could be a dial-up network, leased line, fixed
IP, broadband IP, GPRS, CDMA or any other suitable telephony network. Each POS terminal 3
comprises a PIN entry device (PED) 3a and a catd reader device 3b. The POS terminal has the

ability to load terminal master keys. It also is pre-loaded with a manufacturer key. The payment
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system 1 might be considered to be the computer system alone, ot some combination of one or
more of the computer sysfem, the POS terminals, the networks and other aspects that enable
electronic &ansactions.

~ Briefly, the payment system 1 works in the following manner. A POS terminal 3 logs on to
the system 1 upon installation in otdet to receive the required keys to operate. Then periodically,
the POS terminal logs on to the computet system 2 to identify itself and to receive required session
keys (iﬁcluding transaction meésage keys), updated configuration data, and other required data for
opetation. The POS tetminal operates in the normal manner for a POS tetminal 3 from a user
petspective. But, it can also operate in new ways in accordance with the received configuration and
other data. In effect, the POS terminal is adapted to exploit the vatious new features of the system,
including the ability to update its operation. The petiodic logon can happen automatically or
manually. 1t might, for example, occur every 24 houts ot when a patticular POS terminal is turned
on, such as at the beginning of a retail day. . Each POS terminal 3 is adapted to work with the
payment system 1 and utilise the re-configuration features. When a customer approaches the
retailer to purchase goods and/or setvices, the POS tetminal is operated and a transaction message 4
is created. This is done by introducing the customer’s card to the catd reader, and entering
transaction details into the unit via a keypad. The transaction message is sent to the computer
system 2 (and more particulatly the switch 8), which in tutn atranges electronic transfer of funds
between the customer and the retailer’s bank accounts 6. It then returns a transaction complete
message to the POS terminal 3. The entire process is termed and “transaction” and comptises all ot
some of teceiving card details to trigger a transaction, creating and sending a transaction message,
arranging funds transfer, and providing confirmation.

The system contains 2 number of features that offer advantages over other specifications.
Private keys for use in sending transaction messages can be securely loaded temotely. EMV
applications, public keys and transaction and othet message tags can be remotely managed according
to POS terminal requirements. Transaction messages 4 can be mote comprehensively encrypted,
allowing them be sent over any netwotk. Each POS terminal 3 in the payment system 1 is also
designed to operate with all major card schemes and proprietary debit formats. Therefore, a POS
terminal 3 can connect with minimal manual intervention, be re-configured remotely to behave in
different ways and suppott the varied needs of multiple acquiting banks. As a result, the POS
terminals 3 do not have to be returned to “base” for reconfiguration and a single POS terminal can
accept local debit cards as well as other cards. The present invention allows for POS tetminals 3 to
be remotely configured to function as either a full EMV POS tetminal, 2 standard magnetic sttip
tetminal, or 2 combination of both based on the card scheme, acquiter and merchant requirements.
A merchant can use a single POS terminal adapted to be configured and reconfigured according to

the present invention to catty out all these functionalities.
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For example, 2 POS terminal 3 of the payment system 1 can be conﬁgured'to behave in the
following ways:
1. To act as magnetic stripe only POS terminal.
2. To actas a full EMV terminal.
3. To act as a mixed magnetic stripe ot EMV terminal dependant on the card present.
4. To accept off-line transactions fot any or all cards processed.
5. To maintain EMV pubiic keys as required for the EMV functions present.

Each POS terminal can be configured ot re-configured with one or mote of the above
functionalities without any onsite reprogramming. The configuration is determined by the
metchant/acquiting bank requitements ot other local market features. It can have different
requirements configured concuttently for each of the different card schemes it supports. These
features are not limited to any particular POS terminal brand or propuietary POS terminal
management system. All POS terminals 3 operating to the presctibed payment system 1 standard
can opetate in this manner. POS terminals requite sufficient memory to store the flexible
configuration. The functionality of the present invention is implemented in softwate in the terminal.

The combination of remotely configutable POS terminal 3 behaviour and the ability to
opetate ovet any network (patticulatly IP based networks) offers a flexible POS terminal
envitonment that can meet the needs of multiple merchants, card schemes, issuers and acquirers all
driven from a single platform. Direct integration with the processing platform enables all POS
terminals to be configured in the same way, to avoid mismatched configuration or need to re-enter
data, which occurs if an existing standalone-type POS terminal management system is used for each
terminal type.

The result is a flexible payment systetn that can be adapted to meet a variety of merchant
and acquirér requitements. It is possible to configure POS terminals 3 for one acquirer to behave
quite differently'from another and then re;conﬁgure their behaviour relatively easily. The flexibility
of the system is based atound the interactions that take place between the POS terminal 3 and the
computer system 2. '

Figute 2 shows in a general sense the natute of the interaction 26 that takes place between a
POS terminal 3 and the computer system 2 prior to and duting a ttans.action. Initially, the POS
terminal is preconfigured with the manufacturer key and setial number. This occurs during
manufacture of the POS terminal. Once on-site at the merchant premises, the POS terminal 3 can
be installed and initialized. This first involves connecting the POS terminal to the computer system
2 in a way the metchant chooses through a vatiety of communications methods (dial, broadband,
GPRS, CDMA, specialist IP setvice) 5. As patt of the installation/initialization process 26, the POS
terminal checks whether it has a master key, step 21. If it does not, the POS terminal then logs on

to the server and initiates a kev exchanee process. The POS terminal and server undergo key
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exchange process, which comptises a mutual authentication process, steps 20-21. As a result of this,
a master key is downloadéd from the computer system 2 to the POS terminal 3, for encrypting
subsequent transaction messages 4.

Duting thé petiodic log on, the POS terminal 3 provides configuration data indicating its
opetating configuration to the switch 8, step 22. This comprises version details of software being
executed, and other data as approptiate. This information is sent in an 0800 message in accordance
with the AS2805 specification for network management. In response, the switch 8 checks the
configuration data to see it matches the required configurations for that POS terminal 3. This
information is stored in a database in the switch. The requjreci configuration for a POS terminal 3
might change periodically, due to card issuer requirements, functionality updates and the likke. If the
configuration of the POS terminal 3 does not match the requited configuration specified for that
POS terminal, then the switch 8 provides (and the POS terminal downloads) various configuration
data that is used to configure operation of the POS terminal 3 as part of the overall
payment/transaction system, step 23. This includes enabling support for optionally providing EMV
transactions via the POS terminal. The configuration data also comprises data specifying the
requirement to éhange the secure session keys after a defined period or number of transactions o,
both. The information is sent in a 0300 message in accordance with the AS2805 specification for
network management

At this point, the POS terminal 3 is then ready to facilitate transactions, steps 24, 25 in
response to purch';tse of merchant goods/setvices by a customer. These transactions proceed in a
mannet to be described later, although appear to proceed in the usual way from a ﬁser/ customer
perspective. For example, such a transaction could proceed by way of a card swipe or dip, step 24.
The POS tetminal 3 then iritiates a transaction using downloaded parameters from the previous
steps to determine how the transaction occurs. A transaction message is sent to the switch, detailing
among other things, the value of the transaction and the merchant who has undertaken the
transaction and to whom the funds should be transferred. Information relating to the purchaset’s
card is also sent. The merchant information and purchaser’s card information provide information
for identifying the respective payer’s (purchaser) and payee’s (mérchant) financial institutions and
corresponding ac.counts within those financial institutions. For example, the information is used by
the switch 8 to identify the bank account numbets of the payet and payee in a table of such
information. The information is sent as a2 0100 or 0200 message to the switch 8 in accordance with
the AS2805 specification for network management. The switch 8 actions the funds transfet in
accordance with the transaction message. ‘

The switch 8 tesponds with a 110 ot 210 message in accordance with the AS2805
specification for network management, as appropriate and EMV processing scripts if required. If

reauired. the host can force a logoff and initiate the sequence again at step 22 if parameters have
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been changed. That is, at any time, the POS terminal 3 can be centrally re—conﬁguied to support
new operational and/or syétem features, such as a new bank acquiter, new card scheme, ot to
amend the merchant’s trading parameters. This is by way of a manual or automatic update process,
steps 22, 23. ‘

"The vatious functions of the system and method will now be described in further detail.

Mutual authentication and rﬁaster key exchange process

As shown in Figure 2 in steps 20 to 21, the POS terminal 3 undergoes an
initialisation/ installation process with the server of the computer system 2. First, the POS terminal
3 checks if it already has a master key from the computer system step 20, and if not undergoes a key
exchange process to obtain a master key. This process is termed “temote key injection” (RKI). A
mutual authentication process steps 21, 22, Figure 2 is undertaken to obtam the key. The master key
is used for encrypting various communications between the POS terminal 3 and the setver 7 or
switch 8. In particular, it is used to encrypt the transaction message session keys (to be described
later) when they are exchanged between the switch 8 and the POS tetminal 3 during the periodic
logon. '

The RKI process carries out mutual authentication of both parties (server 7 and POS
terminal 3) involved in the transaction to reduce the risk of compromise in the process. It also
incorporates a secute comumunication method with equipment manufacturers that allows for the
exchange of sensitive data that assists in securing the process. The long process differs from others
in the field in that it uses strong mutual authentication of parties at all stages. The file received from
POS terminal suppliers (the Key Data File) is signed with a public/ptivate key pait and then not
only does the PED device authenticate itself to the computer system 2, but the terminal verifies that
the computer system 2 is the authorised source for the master key. The Key Data File from the
vendor contains recotrds that match the PED setial number to the manufacturer’s key for each
device.

Figures 3a-4 show the flow diagrams of the RKI process, corresponding to steps 20, 21 of
Figure 2. The process, comprises sign on (Figure 3a), master key exchange (Figure 3b) and sign off
(Figure 4). These processes take place as follows. ‘

Referting to Figure 3a, first the sign on takes place. The POS terminal 3 initiates the key
download process, step 30, by sending the computer system 2 (mote particulatly the server 7) a
request that contains the POS terminal’s PED’s software version, manufacturer ID, vendor ID and
unique serial numbet. The PED’s unique setrial number is digitally signed with the PED’s private
key. This digital signature will be appended to field 60 of a network management request between

the POS terminal and the server.
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Next, the server 7 verifies the digital signature of the PED’s unique serial number using the
PED’s public key, step 31‘. It then checks the PED’s software vetsion against a list of permitted
software versions in an “allowed versions” database, step 32. If the PED’s software version is a
permitted version, the computet system vetifies the authenticity of the PED by verifying the
manufacturer ID, vendor ID and unique serial number against the daté provided by the vendor in
the key data file, step 33.

diped  ond a

The setver then gerier-ates a statistically random public/private key pair Key
randomly generated secret number Sn™, step 34. The public/private key pair is then linked to the
PED’s unique setial number by the computer system. The setial number is sent from the POS
terminal to the computer system, but also contained in the Key Data File as a cross check. That is,
the sexrver can check authenticity of the POS tetminal using the information it receives, plus by using
the serial number in the Key Data File, to which it has access. Looking at the Key Data File
provides a back-up to checking the received serial number. Both the public/private key and the
secret number (Key™-**¢ and Sn™ ) are signed with the computet system’s private key aneyﬂ‘i, step
35. The secret number Sn™ is encrypted using the PED’s public key . Ke ¢, The public/private
key pair ImbKey‘k;—ped and the secret number Sn™ are retutned to the POS terminal in a message, step
36.

Following a successful sign on, a master key is exchanged between the computer system 2
and the POS terminal 3 as follows, with reference to Figure 3b. First, the POS terminal verifies the
servet’s signature with pubKeyd‘" , step 37. If the key is valid, the POS terminal stores the PubKey"k"'PEd
for later use. Then, the POS terminal 3 responds with a message that contains the Snrk" and the type
of key it requites, step 38. The server 7 receives the message and confirms that the Sn™ associated
with the PED unique setial number is same as the Sn™ received in the message. It does this by
checking the database, step 39. Then the computer system 2 responds with a message containing
the type of POS terminal master key Key™-™ requested by the POS terminal (this could-also be a 3%
patty POS terminal master key). The Key™-™is encrypted with the ,,JKey™ and signed using the

rd_tm

pr‘,Key"'“[’”d, step 40. The POS terminal 3 verifies the signature of the encrypted Key™ ™ using

tki_tm ¢

into the appropriate key slot,

cki_tm

Key®-*! and dectypts the Key™ ™ using anered, and loads Ke

pub
step 41. The master key Key““-“11 is then ready for use in obtaining session keys. Mote particulatly,
it is used in the logon process to create the three session keys for encryption during the transaction
process.

Following a successful master key exchange process, a sign off process is undertaken, as
shown in Figure 4. On successful Key™-"™ loading, the POS terminal then sends an

tki_tm

acknowledgment message to the RKI setver, MAC’ed with the master key Key™™ (symmetric key),
step 42. This provides verification — if encryption is wrong then the MAC addresses do not match.

On receint of the acknowledoement. the setver validates the message MAC using the master key
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Key™™, and sends an activation message for the metchant and terminal ID combination to setver 7,
step 43. The setver 7 then sends back a message to the POS terminal 3 to confirm that the master
key loading process is complete, step 44. The message contains a MAC from the computer system

thi_tm

calculated using the master key Key™=". Unless multiple keys are required, the POS terminal is
tequired to end communications session (i.e. close socket or hang up phone line) on receipt of the

sign off message, step 35.

EMYV tag download

Once initialisation/installation is complete, then the device periodically logons to the switch,
step 22, 23 of Figure 2. This might automatically happen every 24 hours, for example. During
logon, transaction message session keys are obtained. These are transferred in an encrypted form
using the master key. The transaction message session keys can be used to encrypt transaction
messages communicated between the POS terminal and switch. During logon, PIN session keys
and MAC keys ate also genetated and sent from the computer system to the POS terminal.

At each 24 hout log on, new session keys are generated by the switch 8, which returns the
new session keyé to the POS terminal encrypted under variants of the POS terminal master key.

Vatious configuration data can also be transferred from the switch to the POS terminal to
update/reconfigure its functionality at this titme. For example, activation of EMV tags can be
updated. ’

The transaction message is created with fields in accordance with EMV tags where a smart
“chip” card is used by a customer for a transaction. These tags ate specified by the EMV standard.
EMYV has approximately 170 elements of “tag” data that can be required to be sent from a POS
terminal to an acquiting netwotk. These can be mandated by the card issuer so that they can specify
the information that is received when conducting a transaction using their card. Each card issuer
can stipulate different EMV tags to be used in telation to transactions involving their cards. Each
POS terminal 3 can be configured and reconfigured with different sets of EMV tags to alter the
natute of the information contained in a transaction message. Those EMV tags can be activated and
de-activated remotely to alter terminal functionality, as requited.

For example, activation/de-activation any of the tags detailed in Figure 5 can be alteéed for
each catd scheme application defined in the POS tetminal to match the requitements of that
patticular card scheme. The requitements of the card scheme and how the POS terminal operates
for that card is defined by the catd issuet. Should these requitements change, the appropriate EMV
tags used in the changed card scheme can be activated/de-activated remotely in the POS terminal,
without the terminal application being teloaded and/or reconfigured manually by the terminal

owner or technician.
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Therefore, a patticular POS terminal 3 might have different “sets” of EMV tags for each
respective card issuet. A ?attﬁcular transaction message 4 cteated in response to a transaction for a
partticular card type will have data relating to the EMV tags specified for that card type. Figure 5
shows some typical (although not all) EMV tags and a definition/descripton of theit
data/functionality. A full set of EMV tags need not be described as these are published in the EMV
specification and ate known by those skilled in the art. Figure 6 shows an example of a transaction
message 4 (such as that shown in Figure 9 later) with a number of field containing transaction data.
The EMYV tags are specified in the integrated chip card (ICC) data field 55. As can be seen in Figure
6, field 55 specifies the EMV tags in 5, along with content fot those tags.

The EMV tag activation process is indicated in Figure 2, steps 22, 23. This forms part of the
overall interaction process that takes place between the POS terminal 3 and computer system 2
(switch 8 and setver 7). The requirements for this data can vary for each different card scheme and
may change over time. The present invention proposes to keep POS terminals 3 deployed over
several years hence has included a methodology to configure the EMV tags requited remotely from
the switching platform. This allows POS terminals 3 to change the tag data sent as part of a
transaction without the need to change the POS terminal application or undergo re-certification.
This has significant speed/flexibility implications when meeting future mandate or tag requirements.

Figure 7 shows the process in more detail. The POS terminal 3 is preloaded with the various
EMYV tags it may need to utilize. The POS tetminal 3 then connects to the switch 8 during the
petiodic logon, step 70. In doing so it supplies a version number for the cuttently enabled
configuration/application file that it is opetating with. The configuration/ applicatién file is a joint
file that controls the configuration and applications availabie in the POS terminal. It also supplies
the currently enabled public keys, which are the public keys for the particular chip cards the POS
terminal will work with. Public keys are provided for each of the card schemes, such as VISA,
Mastercard and the like. Card prefix records are also supplied, which specify rules on how and when
cards will be accepted for use. The switch 8 then vetifies if the curtently enabled application, public
keys and card prefix records match those held by the host, step 71. It does this by checking the
database held by the switch 8. This database specifies the configuration parameters that the
requesting POS terminal 3 should be cor.lﬁguted with. These may have been updated since the POS
terminal 3 was last reconfigured. The update might be due, for example, to changes in operation,
improved featutes, the requirements of a particular application changing, new cards being released,
or other occurrence. For example, where a merchant has agreed to accept cards from a new card
scheme, their EMV applications tecords and the operating patametets can be downloaded to the
terminal. Similatly, should a new card scheme emerge, then keys, EMV application, and operating
parameters can be attached to all terminals and downloaded. Activation and/or de-activation of

preloaded EMV tags can be triggered over download also.
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If the recotds do not match; the switch 8 returns a new set of application, public key and
card prefix recotds and downloads these to the POS terminal, step 72 in a message. These
messages contain a record for each supported EMV application and the EMV tags required for that
application. The acitivation/de-activation of the terminal EMV tags to implement the new
application is triggered as part of an 0300 méssage download sequence. This is in accordance with
the AS2805 specification for network management. The POS terminal 3 uses the new application,
public key, activated/ de-activated EMV tags and card prefix records to specify the nature of the
transaction message and how the transaction proceeds, step 73.

The EMV tags requited for each card scheme application are held in a master application
record on the switch 8 for each acquiting bank 6 belonging to that scheme. For each EMV
application the POS terminal 3 is triggered by 2 downloaded message from the system to
activate/ de-activate the EMV tags required. When an EMV transaction is initiated for that
application the tags ate requested from the Chip Card and later activated/de-activated in the
transaction message. These are the EMV tags that are specified for transfer when using that card
scheme, and which have been activated/de-actived in the terminal duting the download process.
With the flexibility to vaty tags to acquiter level, the terminal can ensute that it sends only tags that
an acquirer can process but the same terminal can send a different set of tags if merchant changes to

a different acquirer and retains the same equipment.

Enhanced message encryption (EME)

Once authentication and key exchange has taken place, and the periodic logon has taken
place, the POS terminal 3 can then initiate transactions 4 on the payment system 1 (step 24, Figure
2). This takes place by a metchant operating the POS terminal 3 to request an electronic transfer of
funds, and the customer authotising that by using their card in the card reader and entering 2 PIN
numbet. Once operated, the POS terminal sends a transaction message 4 (such as that shown in
Figute 6) to the switch 8 that contains information to trigger/ facilitate the transfer. The message 4
is encrypted in 2 manner termed “enhanced message encryption” (EME). Figures 8 and 9 show an
example of 2 message structute and Figure 10 is a flow diagram showing the enhanced message
encryption process. Messages ate enctypted using standard financial encryption protocols allowing
messages to be sent ovet any open network. However, the present invention is faster to establish
connections than other Internet based protocols and it also takes advantage of the secure mastet key
loaded in each POS terminal 3 to enhance the enctyption of the message to eliminate the risk of
certain security attacks. The use of 2 mutual authentication process and master key dispenses with
the need for a SSL secure session between the POS terminal 3 and the switch 8." This speeds up

communication, allowing for the use of enhanced message encryption.



10

15

20

25

30

35

WO 2009/070041 PCT/NZ2008/000322

-19-
The transaction message 4 transfetred from the POS terminal 3 to the switch 8 has 2

structure comprising a number of fields. Each field specifies certain information that is transferred

to facilitate the transaction. An example of a transaction message, the fields it contains, and the type

of information in those fields is shown in Figure 6. Figure 8 shows some other typical fields that
could be used in the transaction message. The fields comprise field 55, which is an integrated circuit
card (ICC) data field. This field contains data lelatmg to a number of EMV tags which specify
operation functionality of the POS terminal 3 and the transaction message 4 as described above.

'The tags for field 55 can be different for different POS terminals and types of POS terminals, and
the tags used in any particular POS terminal might change over time after reconfiguration in
response to system/protocol updates. The updating of the EMV tags is desctibed above, in respect
of Figures 5 and 6.

Figute 9 shows the actual structute of the message 90. All information is encrypted priot to
sending the transaction message, except for fields used for routing the message thtough the network
5. Tt comptises a transport protocol data unit (TPDU) header 90a and routing fields 90b which
form the header 91 A payload 90c is attached to the head comptising the message content. The
header 91 temains unenctypted, but the message field 90c is encrypted using the transaction message
session keys. This creates the encrypte;i transaction message 92.

Figute 10 shows the encryption process. This is undertaken by a computer program
embedded in or downloaded into the hardware or firmware of the POS terminal 3. The EME
process uses a sepaiate data encryption (transaction) session key to take the transaction messages
and then encrypt it (including all data fields) them using a standard 3DES process. The resulting
secure message can then be routed over any network. The use of 3DES to secute all the message
fields in the message as part of a standard message process is different to other enctyption processes
and different from a ‘privacy key’ approach that secures card data fields only. Certain fields ate not
encrypted to assist with routing by thitd party nodes that will not be ptivy to the dectyption keys.

This allows for routing of the transaction messages over a range of netwotk types, whete security is

" uncertain ot cannot be controlled by the payment system administrator.

Referring to Figure 10, the encryption process contains the following steps. Fitst, the POS
terminal 3 receives the transaction request and the transaction message 4 is generated for sending to
the computer system, step 100. The encryption process is ttiggered. The software then fetches the
encryption transaction session key from its memoty, step 101. This has been downloaded from the
computet system 2 on a previous occasion, during the periodic logon process. The POS tetminal 3
then determines if the transaction session key is still valid, step 102. The key is specified as being
valid for a number of transactions, or a cettain time petiod as coﬁﬁgured by the computer system 2
for the POS terminal 3. If the session key is not still valid, the POS terminal 3 obtains another

session key from the computer system 2 (mote patticularly, the switch 8) in the normal manner,
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using the periodic logon process, step 103. Once the POS terminal 3 has a valid session key, it

encrypts the transaction message, step 104. The message is encrypted under triple DES in ECB
mode (as per AS 2805.5.4 — 2000 and AS2805.5.2). To aid with routing the message through third

jparty nodes, the following (header) fields are not encrypted:

Encryption indicator
b. A copy of field 41, Card Acceptor Terminal ID
c. Acopyof field 42, Card Acceptor ID Code
d. A copy of field 11, STAN
e.  The Message Type
Once enctypted, the transaction message can be sent to the computer system 2 for
facilitating the funds transfer, step 105. The computet system 2 dectypts the message 4 using the

ptivate session key and the message 4 is processed as normal to effect funds transfer by the switch 8.

Effects of combination of features
The POS terminal 3 and transaction features desctibed above can be combined to provide
an improved payment system 1. Private keys can be securely loaded remotely, EMV applications, ‘

public keys and tags can be remotely managed according to POS terminal requirements, and

transaction messages are encrypted so they can be sent over any network. The POS terminal is

adapted to operate with all major card schemes and proptietaty debit formats. In snmmary, the
system operates in the following mannet.

1. The POS terminal is preconfigured with the manufacturer key and serial number.

2. The POS terminal is plugged in at the merchant site. The merchant can choose one or a

number of communications methods such as dial-up, broadband, GPRS, CDMA, specialist IP

service.
3. The ptivate keys are download to the POS terminal
4, The POS tetminal logs on to the netwotk.

5. The POS terminal then downloads
a. configuration records
b. Application tables that determine how the POS terminal will behave for each card
range and control:
1. The application display text
ii. The EMV action codes for the POS terminal (in each mode)
ili. Online PIN capability
v. Offline PIN capability
v. Whether the PIN can be bypassed
vi. Whether the cardholder verification can be disabled
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vil. The EMV tags to be sent with the transaction
c. Card tables that determine
i. Accounts available
id.. Putchase amounts (in various modes) -
5 1ii. Cash amounts
1v. Checking parametets
v. Offline behavior
vi. The pan truncation algorithm to be used on the receipt
d. Public keys for supported EMV schemes
10 6. Downloaded ate the requirements to change the secute session keys after a defined period ot
numbet of transactions (or both).
7. EMV support can be only switched on for relevant schemes (or turned off entirely), offline
operational parameters can are determined (and can be turned off)
8. The merchant can then transact
15 a. Both magnetic stripe and EMV opetation can be supported
b. EMYV cards for the schemes the merchant belongs to are supported
c. The transaction can be on-line or offline
d. Stored transaction ate encrypted under a storage key
e. Messages when sent are fully encrypted
20 f. If transactions cannot be sent an temporaty electronic offline function is available
9. The POS terminal can be centrally re-configured at any point to support a new bank

acquiter, new card scheme or to amend the merchant’s trading patameters.



10

15

20

25

30

WO 2009/070041 PCT/NZ2008/000322

C-22-

CLAIMS
1. A method of reconfiguring a POS terminal comptising:

receiving at a computer system configuration data indicating operating configuration of a
POS terminal,

vetifying at the computer system that the operating configuration matches the required
operating configuration of the POS terminal, and if not,

providing from the cofnputer system different configuration data to the POS terminal to

reconfigure the POS terminal with the required operating configuration.

2. A method according to claim 1 whetein the POS terminal comprises EMV tags that can be
activated and de-activated to configure the POS terminal’s configuration, wherein the configuration
data provided from the computet system triggers activation/de-activation of the requited EMV tags

to reconfigure the POS terminal with the required operating configuration.

3. A method of transfetring funds electronically between financial institutions in response to a
transaction between a metchant and customer comprising:

recelving at a computer system configuration data indicating operating configuration of a
POS terminal,

verifying at the computer system that the operating configuration matches the required
operating configuration of the POS terminal, and if not,

providing from the computer system different configuration data to the POS terminal to
reconfigure the POS terminal with the required operating configuration,

receiving at the computer system a transaction message indicating a transaction amount and
containing information for identifying the payet’s and payee’s financial institutions,

arranging transfer of the transaction amount from the payet’s financial institution to the

payec’s institution using the computer system.

4. A method according to claim 3 whetein the POS terminal comprises EMV tags that can be
activated and de-activated to configure the POS terminal’s configuration, whetein the configuration
data provided from the computer system triggers activation and/or de-activation of the required

EMYV tags to reconfigure the POS terminal with the required operating configuration.

5. A POS terminal for transferting funds electronically between financial institutions of 2

merchant and customet, the terminal adapted to:
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transmit configuration data to the computer system indicating operating configuration of the
POS terminal, the cornpu;cer system being adapted to verify that the received operating
configuration matches the required operating configutation of the POS terminal, and
if the POS terminal opetating configuration does not match the téquited operating
configuration, receive configuration data from the computer system to reconfigure the POS terminal.

with the required operating configuration.

6. A POS terminal accotding to claim 5 wherein the POS terminal comptises EMV tags that
can be activated and de-activated to configute the POS tetminal’s configuration, wherein the POS
terminal is further adapted to:

reconfigure itself with the requited operating configuration by activation and/ot de-
activation of the required EMV tags based on the configuration data received from the computet

system.

7. A payment system for ttansferring funds electronically between financial institutions of a
merchant and customet comptising:

a computet system connected to ot for connection to a plurality of POS terminals and
adapted to receive a transaction messages from the POS terminals, the computer system adapted to:

teceive configutation data from a POS terminal indicating operating configuration of the
POS terminal,

verify that the operating configuration matches the required operating configuration of the
POS terminal, and if not,

provide from the computet system different configuration data to the POS terminal to

reconfigute the POS terminal with the required operating configuration.

8. A payment system for transferring funds electronically between financial institutions of a
metchant and customer comprising:

a computer system connected to or for connection to a plurality of POS terminals and
adapted to receive a transaction messages from the POS terminals, the Corhnputet system adapted to:

teceive configuration data from a POS terminal indicating operatihg configuration of the
POS terminal,

verify that the operating configuration matches the required operating configuration of the
POS tetminal, and if not,

ptovide from the computet system different configuration data to the POS tetminal to

reconfigure the POS terminal with the required opetating configuration,
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teceive a transaction message from the POS terminal indicating a transaction amount and
containing information for identifying the payer’s and payee’s financial institutions,
arrange transfer of the transaction amount from the payer’s financial institution to the

payee’s institution.

9. A payment system according to claim 7 or 8 wherein each POS tetminal comptises EMV
tags that can be activated and ae—acu'vated to configute the POS terminal’s configuration, wherein
the configuration data provided from the computer system triggers activation and/or de-activation
of the required EMV tags to reconfigure the POS terminal with the required operating

configuration.

10. A computer system for transferring funds electronically between financial institutions of a
merchant and customet, the computer system adapted to:

teceive configutation data from a POS terminal indicating operating configuration of the
POS terminal,

verify that the operating configuration matches the required operating configuration of the
POS terminal, 2nd if o, ‘

provide from the computer system different configuration data to the POS terminal to
reconfigute the POS terminal with the required operating configuration,

teceive a transaction message from the POS terminal indicating a transaction amount and
containing information fot identifying the payer’s and payee’s financtal institutions,

arrange transfer of the ttansaction amount from the payet’s financial institution to the

payee’s institution.

11. A computet system according to claim 10 wherein the POS terminal comprises EMV tags
that can be activated and de-activated to configure the POS tetminal’s configuration, wherein the
configuration data provided from the computer system triggers activation and/or de-activation of

the requited EMV tags to teconfigure the POS terminal with the required operating configuration.

12. A POS terminal connected or for connection to a computet system forming part of a
payment system for transfetring funds electronically between financial institutions between a
merchant and customer, the POS terminal being adapted to send transaction messages to the
computet system, 2 transaction message having encrypted data fields and indicating a transaction
amount and containing information for identifying the payet’s and payee’s financial institutions,

wherein the POS terminal is adapted to do one or more of:
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a) ptior to sending the transaction message, obtain a mastet key from the computer system
using mutual authentication,

b) prior to sending the transaction message, transmit configuration data indicating opetating
configuration of the POS tetminal, which is vetified by the computer system against: a database that
the operating configuration matches the required operating configutation, and if not, teceive
configuration data from the computer system to reconfigure the POS terminal with the required
operating configuration, | |

c) encrypt the content in the message data fields using a transaction message key.

13. A method of arranging communication for a transaction with a POS terminal comprising:

receiving at a computer system a request from a POS terminal that initiates a key exchange
process,

authenticating the POS terminal at the computer system,

providing from the computer system signed data to the POS terminal to enable
authentication of the computer system by the POS terminal, and

providing from the computer system a master key to the POS terminal, whetein the master
key can be utilised by the POS terminal for secuting further key exchanges with the computer

system.

14. A method of transferring funds electronically between financial institutions in response to 4
transaction between a merchant and customer comprising:

teceiving at a computet systemn a request from a POS terminal that initiates 2 key exchange
process,

authenticating the POS terminal at the computer system,

providing from the computer system signed data to the POS tetminal to enable
authentication of the computer system by the POS terminal, and

providing from the computer system a mastet key to the POS terminal, whetéin the master
key can be utilised by the POS terminal for securing further key exchanges with the computer
system, .

teceiving at the computer system a transaction message indicating a transaction amount and
containing information for identifying the payer’s and payee’s financial institutions,

atranging transfer of the transaction amount from the payer’s financial institution to the

payee’s institution using the computer system.

15. A method according to claim 13 or 14 further comprising:
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receiving at the computet system a request from the POS terminal to obtain a transaction
message key,

generating at the computer system a transaction message key and encrypting it with the
mastet key, and ‘

providing from the computer system the enctypted transaction message key to the POS
terminal,

wherein the received transaction message is received from the POS terminal and is

encrypted with the transaction key.

16. A payment system for transferring funds electronically between financial institutions of 2
merchant and customer comprising:

a computet system connected to or for connection to a plurality of POS terminals and
adapted to receive a transaction messages from the POS tetminals, the computer system adapted to:

receive a request from a POS terminal that initiates a key exchange process,

authenticate the POS tetminal,

provide signed data to the POS terminal to enable authentication of the computer system by
the POS terminal, and

provide a mastet key to the POS terminal, wherein the mastet key can be utilised by the POS

terminal for secuting further key exchanges with the computet system.

17: A payment system for transferring funds electronically between financial institutions of a
merchant and customer comprising:

a computer system connected to or for connection to a plurality of POS terminals and
adapted to receive a transaction messages from the POS terminals, the computer system adapted to:

teceive a request from a POS tetminal that initiates a key exchange process,

authenticate the POS terminal,

provide signed data to the POS terminal to enable authentication of the computer system by
the POS terminal, and

provide a master key to the POS terminal, wherein the master key can be utilised by the POS
terminal for secuting further key exchanges with the computer system. A

teceive a transaction message indicating a transaction amount and containing information
for identifying the payer’s and payee’s financial institutions,

attange transfet of the transaction amount from the payer’s financial institution to the

payee’s institution.
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18. A payment system according to claim 16 or 17 wherein the computer system is further
adapted to:
receive a request from the POS terminal to obtain a transaction message key,
generate a transaction message key and encrypt it with the master key, and
provide the encrypted transaction message key to the POS terminal, '

wherein the received transaction message is enctypted with the transaction key.

19. A POS terminal for transferring funds electronically between financial insttutions of a
merchant and customet, the terminal adapted to:

send a request from to a computer system that initiates a key exchange process, the
computet system being adapted to authenticate the POS terminal,

receive signed data from the computer system to enable authentication of the computet
system by the POS terminal, and

receive a master key from the computer system, wherein the master key can be utilised by

the POS terminal for securing further key exchanges with the computer system.

20. A computet system for transfesring funds electronically between financial institutions ofa
merchant and customer, the computet system adapted to:

receive a request from a POS terminal that initiates a key exchange process,

authenticaté the POS terminal,

provide signed data to the POS terminal to enable authentication of the computet system by
the POS terminal, and

provide a master key to the POS terminal, wherein the master key can be utilised by the POS
terminal for securing further key exchanges with the computer system.

teceive a transaction message indicating a transaction amount and containing information
for identifying the payer’s and payee’s financial institutions,

arrange transfer of the transaction amount from the payer’s financial institution to the

ayee’s institution.
pay

21. A computer system according to claim 20 further adapted to:
receive a request from the POS terminal to obtain a transaction message key,
generate a transaction message key and encrypt it with the master key, and
provide the encrypted ttansaction message key to the POS terminal,

wherein the received transaction message is encrypted with the transaction key.
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22. A method of transferring funds electronically between financial institutions in response to a
transaction between a merchant and customer comprising:

teceiving at a computer system a transaction message indicating a transaction amount and
containing information for identifying the :payer’s and payee’s financial institutions,

arranging transfer of the transaction amount from the payer’s financial institution to the
payee’s institution using the computer system,

wherein the transactio'n message is comptises 2 header and message pottion, the message

pottion having data fields with encrypted content.

23. A method according to claim 22 wherein the transaction message is received from a POS

terminal over a non-secure netwotrk.

24. A method according to claim 22 or 23 whetein prior to receiving the transaction message,
the method further comprises:

teceiving at the computet system a request from a POS terminal that initiates a key exchange
process, .

authenticating the POS terminal at the computer system,

providing from the computer system signed data to the POS terminal to enable
authentication of the computer system by the POS terminal, aﬁd,

providing from the computer system a master key to the POS terminal,

whetein the master key can be utilised by the POS terminal for securing further key

exchanges with the computer system.

25. A method according to claim 24 further comptising:

teceiving at the computer system a request from the POS terminal to obtain a transaction
message key,

generating at the computer system a transaction message key and enctypting it with the
master, key, and

providing from the computer systefn the encrypted transaction message key to the POS
terminal, '

whetein the content of the data fields is encrypted with the transaction message key.

26. A method according to any preceding claim wherein ptior to receiving the transaction
message, the method comprises:
recelving at the computer system configuration data indicating operating configuration of

the POS terminal,
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verifying at the computer system that the opetating configuration matches the requited
operating configuration of the POS terminal, and if not,
providing from the computer system different configuration data to the POS terminal to

reconfigure the POS terminal with the required operating configuration.

27. A method according to claitn 26 wherein the configuration data comprises EMV tags to

specify at least some of the types of data provided in 2 transaction message.

28. A method of transfetring funds electronically between financial institutions in response to 2
transaction between a merchant and customer comptising:

teceiving at a computet system a transaction message indicating a transaction amount and
containing information for identifying the payer’s and payee’s financial institutions,

atranging transfer of the transaction amount from the payer’s financial institution to the
payee’s institution,

whetein the transaction message is comprises encrypted data fields.

29. A payment system for transferting funds electronically between financial institutions of a
metchant and customer comprising:

a computer system connected to or for connection to a plarality of POS terminals and
adapted to receive a transaction messages from the POS terminals, the cdmputer system adapted to:

receive a transaction message from a POS terminal indicating a transaction amount and
containing information for identifying the payer’s and payee’s financial institutions,

atrange transfet of the transaction amount from the payet’s financial institution to the
payee’s institution,

wherein the transaction message is comprises a header and message portion, the message

portion having data fields with encrypted content.

30. A payment system according to claim 29 further comprising a plurality of POS terminals

connected to the computer system via one or mote networks.

31. A payment system according to claim 29 or 30 further wherein the computer system

communicates with a plutality of financial institutions via one or mote networks.

32. A payment system according to any one of claims 29 to 31 whetein the computer system
comptises a switch for atranging funds transfers and a setver for exchanging keys with the POS

terminals.
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33. A computer system for transfertring funds electronically between financial institutions of a
metchant and customer, the computer system adapted to:

receive a transaction message from a POS terminal indicating a transaction amount and
containing information for identifying the payer’s and payee’s financial institutions,

arrange transfer of the transaction amount from the payer’s financial institution to the
payee’s institution,

wherein the transaction message is comptises a header and message portion, the message

portion having data fields with encrypted content.

34. A computer system according to claim 33 whetein the computer system communicates with

a plurality of financial institutions via one or more networks.

35. A computer system according to claim 33 or 34 wherein the computer system comptises 2

switch for arranging funds transfers and a sexver for exchanging keys with the POS tetminals.

36. A method of transferring funds electtonically between financial institutions in response to 2
transaction between a merchant and customer comprising:

receiving at a computer system a transaction message indicating a transaction amount and
containing information for identifying the payer’s and payee’s financial institutions,

arranging transfer of the transaction amount from the payer’s financial institution to the
payee’s institution, | |

whetein the transaction message is comprises encrypted data fields.
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