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Techniques for securing name resolution technologies and for ensuring that name resolution
technologies can function in modern networks that have a plurality of overlay networks accessible via a
single network interface. In accordance with some of the principles described herein, a set of resolution
parameters may be implemented by a user, such as an end user or an administrator, to be used during a name
resolution process for securing the process and/or for conducting the process in an overlay network. In some
implementations, the set of resolution parameters may be maintained as a table of rules, and used to govern
name resolution processes. For example, resolution parameters may be created that govern a DNSSEC
session, or that govern how to communicate with networks implemented with Microsoft’s Direct Access

overlay technologies, or that govern communications using any other networking technology.
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that name resolution technologies can function in modern networks that have a
plurality of overlay networks accessible via a single network interface. In

accordance with some of the principles described herein, a set of resolution
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parameters may be implemented by a user, such as an end user or an
administrator, to be used during a name resolution process for securing the
process and/or for conducting the process in an overlay network. In some
implementations, the set of resolution parameters may be maintained as a table
of rules, and used to govern name resolution processes. For example, resolution
parameters may be created that govern a DNSSEC session, or that govern how
to communicate with networks implemented with Microsoft’s Direct Access
overlay technologies, or that govern communications using any other

networking technology.
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800

Name Resolution Policy 812
rGlobal Policy Settmgs e T e e e - S R AR --
; . MLA Behavior Whether to ignore Name Resolution Policywhen outside the corporate network. Applias to Direct Access only !

LA dependent—— v

resolution,

i
’ Fafiback Behavior How the DNS ¢lient show behave when a name resolution query fails, for example fali back to LUMNR or NetBIOS
! @ Faliback to LUMINR/NELBIOS € No Fallback if DNS resolution fails

b

. Description ------ . , Rule Definition - - - -
Description here i ' Name:

: CAto use: :

H i o

| &
3 DNSSEC Yalication: 3 tes © No 804
i IP5ec Required? £ Yes @ No
; 1PS2¢ Encryptiom No encryption - ' %
; :
1 ; i
| [E) Direct Access: DNS Server IPx: L : j | validate ]
_ \ 808 DNS Provy: {Bypass pragy '} L
; ; : <h mesi<ports |
: Remote [Psec? 2 ves ® No Froxy name; <hostnamev:<poris !

Remate IPsa¢ Encryption: ‘Ho encryption - l

A L;-'Updaté.;q [-::Crea,tg -—..] [rf;ﬂearv—-j :

Pohcy

i
i
]
.

Name . CA  DNSSEC . IPsec iPSecEnary... DNS Servers  DNS Prox... DNMS Prox.. Remotel.. Remote IPs... 1

\ (Detete rute ] [Eait Rute= ]
814

.

s v e

The name or IP address of the area of the namespace to which the rule applies. i

Query Behavior Whether a DNS cliznt can query in IPV6 only, prefer IPv6 or use default behavior (v with faitover to v6) when outside
the corporate network.

#8F !
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