wo 2013/120416 A1 ||| A0 T OO A

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2013/120416 A1l

22 August 2013 (22.08.2013) WIPOIPCT
(51) International Patent Classification: (72) Inventor: CUIL, Xiaohui; Room 730, Oriental Electronic
HO4L 12/70 (2013.01) Bld., No.2, Chuangye Road, Shangdi Information Industry
B Haidian District, Beijing 100085 (CN).
(21) International Application Number: ase, Haidian District, Beljing ()
PCT/CN2013/071261 (74) Agent: DEQI INTELLECTUAL PROPERTY LAW
CORPORATION; 7/F, Xueyuan International Tower, No.
(22) International Filing Date: | Zhichun R H,' . District. Beiiine 100083 I\f
1 February 2013 (01.02.2013) chun Road, Haidian District, Beijing (CN).
- . . (81) Designated States (uniess otherwise indicated, for every
(25) Filing Language: English kind of national protection available). AE, AG, AL, AM,
(26) Publication Language: English AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
L. BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
(30) Priority Data: DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
201210033425.3 15 February 2012 (15.02.2012) CN HN. HR. HU. ID. IL. IN. IS. JP. KE. KG. KM. KN. KP
(71) Applicant: HANGZHOU H3C TECHNOLOGIES CO., KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,

LTD. [CN/CN]; Huawei Hangzhou Manufacturing Base,
310 Livhe Road, Zhijiang Hi-Tech Park, Hangzhou Hi-
Tech Industry Development Zone, Hangzhou, Zhejiang
310053 (CN).

ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU,
RW, SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ,
™™, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA,
M, ZW.

[Continued on next page]

(54) Title: PATH MAXIMUM TRANSMISSION UNIT LEARNING

(57) Abstract: According to an example, in a TCP connection establishment

initiator-cnd sending Syn message
201

receiving Syn message sent from initiator-end to responder-cnd ‘

=202

no Whether valuc of the MSS option
i Syn message is greater than an MTU value of the local

forwarding equipment

modifying the value of the MSS option in the Syn message with the
MTU value of the local forwarding equipment

’l - 204

‘ continuing to forward the $yn message o the responder-cnd

responder-end sending Syn | Ack message

211

receiving Syn ! Ack message replied by the responder-end 1o the
initiator-end

3 - 212

continuing to forward the Syn+Ack message to the initiator-cnd

initiator-cnd cstablishes PMTL! table and sends Ack messages
221
recciving an Ack message replied by the initiator-cnd to responder-
end
3 -2

‘ continuing to forward the Ack message to the responder-cnd ‘

responder-end establishes PMTU table

end

FIG. 2

process, a forwarding equipment modifies a value of an MSS option in a Syn
message so that the value of the MSS option in the Syn message is eventually
moditied to be equal to the smallest MTU value of all forwarding equipments
in the TCP transmission path. The final value of the MSS option in the Syn
message is also carried in the Synt+Ack message and the Ack message. A com-
munication equipment can use the value of the MSS option to learn PMTU in
the TCP connection establishment process.
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PATH MAXIMUM TRANSMISSION UNIT LEARNING

BACKGROUND

[0001] In Transmission Control Protocol (TCP) transmission of Internet
Protocol version 6 (lpv6), after a TCP connection has been established
between two communication equipments such as a PC and a server, the two
communication equipments can use the TCP connection to communicate
messages. A forwarding equipment such as router between the two
communication equipments is typically used to forward communication
messages in a network between the communication equipments.

[0002] If the size of a communication message exceeds a Maximum
Transmission Unit (MTU) value of an outport of the forwarding equipment, the
communication message is typically discarded by the forwarding device and
thus is not forwarded to its destination by the forwarding device. The
forwarding device replies with an Internet Control Message Protocol (ICMP)
packet oversized message to the source communication equipment of the
communication message. The ICMP packet oversized message carries the
MTU value of the outport of the forwarding equipment, so that the source
communication equipment can fragment the communication message into

pieces with a size smaller than the MTU value.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Features of the present disclosure are illustrated by way of
example and not limited in the following figure(s), in which like numerals

indicate like elements, in which:

[0004] Figs. 1a-c are schematic diagrams of PMTU learning process
implemented in an establishment of a TCP connection according to the present
disclosure;

[0005] Fig. 2 is a flow chart of a PMTU learning method according to the
present disclosure;

[0006] Figs. 3a-c are schematic diagrams of another PMTU learning
process implemented in an establishment of a TCP connection according to the
present disclosure;

[0007] Fig. 4 is another flow chart of a PMTU learning method according

to the present disclosure;

[0008] Fig. 5 is a hardware framework diagram of a PMTU learning

apparatus according to the present disclosure.
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DETAILED DESCRIPTION

[0003] For simplicity and illustrative purposes, the present disclosure is
described by referring mainly to an example thereof. In the following description,
numerous specific details are set forth in order to provide a thorough
understanding of the present disclosure. It will be readily apparent however,
that the present disclosure may be practiced without limitation to these specific
details. In other instances, some methods and structures have not been
described in detail so as not to unnecessarily obscure the present disclosure.
Throughout the present disclosure, the terms “a” and “an” are intended to
denote at least one of a particular element. As used herein, the term “includes”
means includes but not limited to, the term “including” means including but not

limited to. The term “based on” means based at least in part on.

[0004] Figs. 1a-1c are schematic diagrams of PMTU learning process
implemented in an establishment of a TCP connection according to an example
of the present disclosure. In Figs. 1a-1c, as an example, there are forwarding
equipments A and B between a communication equipment 1 and a
communication equipment 2 desiring to establish a TCP connection with the
communication equipment 1.

[0005] First, a first handshake process shown in Fig. 1a is discussed.
[0006] The communication equipment 1 sends a Syn message to the
communication equipment 2; when the Syn message is sent from the
communication equipment 1, a value of an MSS option in the Syn message is
an MTU value 3000 of the communication equipment 1.

[0007] The forwarding equipment A receives the Syn message sent from
the communication equipment 1 to the communication equipment 2, and
determines that the value 3000 of the MSS option in the Syn message is
greater than an MTU value 2000 of the local forwarding equipment A, and thus
the forwarding equipment A first modifies the value of the MSS option in the Syn
message with the MTU value 2000 of the local forwarding equipment A and
then continues to forward the Syn message to the communication equipment 2.
[0008] The forwarding equipment B receives the Syn message sent from
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the communication equipment 1 to the communication equipment 2, and
determines that the value 2000 of the MSS option in the Syn message is not
greater than an MTU value 2000 of the local forwarding equipment B, and thus
the forwarding equipment B does not modify the value 2000 of the MSS option
in the Syn message and continues to forward the Syn message to the
communication equipment 2.

[0009] After the communication equipment 2 receives the Syn message,
the communication equipment 2 can identify the value 2000 of the MSS option
in the Syn message.

[0010] Second, a second handshake process shown in Fig. 1b is
discussed.
[0011] The communication equipment 2 replies with a Syn+Ack message

to the communication equipment 1; when the Syn+Ack message is sent from
the communication equipment 2, a value of an MSS option in the Syn+Ack
message is the value 2000 of the MSS option in the Syn message when the
Syn message reaches the communication equipment 2, i.e., it is the value 2000
of the MSS option which is identified by the communication equipment 2 from
the Syn message.

[0012] The forwarding equipment B and the forwarding equipment A in
turn forwards the received Syn+Ack message in which a value of the MSS
option is 2000 to the communication equipment 1.

[0013] After the communication equipment 1 receives the Syn+Ack
message, the communication equipment 1 confirms that a TCP connection is
successfully established, learns the value 2000 of the MSS option in the
Syn+Ack message as a PMTU of a TCP transmission path and a correct PMTU
table can be established at one time.

[0014] Second, a third handshake process shown in Fig. 1c is discussed.
[0015] The communication equipment 1 replies with an Ack message to
the communication equipment 2; when the Ack message is sent from the
communication equipment 1, a value of an MSS option in the Ack message is
the value 2000 of the MSS option in the Syn+Ack message when the Syn+Ack
message reaches the communication equipment 1, i.e., it is the value 2000 of
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the MSS option which is identified by the communication equipment 1 from the
Syn+Ack message.

[0016] The forwarding equipment A and the forwarding equipment B in
turn forwards the received Ack message in which a value of the MSS option is
2000 to the communication equipment 2.

[0017] After the communication equipment 2 receives the Ack message,
the communication equipment 2 confirms that the TCP connection is
successfully established, learns the value 2000 of the MSS option in the Ack
message as a PMTU of the TCP transmission path and a correct PMTU table
can be established at one time.

[0018] In this way, based on the learned PMTU, both of the
communication equipment 1 and the communication equipment 2 do not send a
communication message with a length greater than 2000 bytes in following
communications.

[0019] Fig. 2 is a flow chart of a PMTU learning method according to an
example of the present disclosure. As shown in Fig. 2, based on the basic
principle of the process shown in Figs. 1a-1b, the PMTU learning method may
include the following blocks performed in each forwarding equipment.

[0020] At block 201 a Syn message sent from an initiator-end
communication equipment of a TCP connection to a responder-end
communication equipment is received; when the received Syn message is sent
from the initiator-end communication equipment, a value of an MSS option in
the Syn message is an MTU value of the initiator-end communication
equipment.

[0021] At block 202 a determination is made as to whether the value of the
MSS option in the received Syn message is greater than an MTU value of the
local forwarding equipment; if yes, block 203 is performed; otherwise, block 202
is performed.

[0022] At block 203 the value of the MSS option in the received Syn
message is modified with the MTU value of the local forwarding equipment.
[0023] At block 204 the Syn message is continued to be forwarded to the

responder-end communication equipment.
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[0024] At block 211 a Syn+Ack message reply from the responder-end
communication equipment is sent to the initiator-end communication equipment;
when the Syn+Ack message is sent from the responder-end communication
equipment, a value of an MSS option in the Syn+Ack message is the value of
the MSS option in the Syn message when the Syn message reaches the
responder-end communication equipment.

[0025] At block 212 the Syn+Ack message is continued to be forwarded to
the initiator-end communication equipment.

[0026] After this block, the initiator-end communication equipment can
learn the value (the smallest MTU value in the TCP transmission path) of the
MSS option in the Syn+Ack message as a PMTU of the TCP transmission path
and establishes a correct PMTU table, which for example includes storing the
MTU value for the path in the PMTU table.

[0027] At block 221, an Ack message reply from the initiator-end
communication equipment to the responder-end communication equipment is
received; when the Ack message is sent from the initiator-end communication
equipment, a value of an MSS option in the Ack message is the value (the
smallest MTU value in the TCP transmission path which is learned as the
PMTU) of the MSS option in the Syn+Ack message when the Syn+Ack
message reaches the initiator-end communication equipment.

[0028] At block 222, the Ack message is continued to be forwarded to the
responder-end communication equipment.

[0029] After this block, the responder-end communication equipment can
learn the value (the smallest MTU value in the TCP transmission path) of the
MSS option in the Ack message as a PMTU of the TCP transmission path and
establishes a correct PMTU table.

[0030] At this point, the flow ends, and the initiator-end communication
equipment and the responder-end communication equipment can start to
exchange communication messages via the TCP path.

[0031] In addition to using the forwarding equipment to modify the value of
the MSS option in the Syn message, other improvements may be made. For
example, in the second handshake process that the responder-end
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communication equipment replies with the Syn+Ack to the initiator-end
communication equipment, each forwarding equipment receives and forwards
the Syn+Ack message. If one forwarding equipment determines that the value
of the MSS option in the Syn+Ack message is greater than the MTU value of
local forwarding equipment, it shows that the smallest MTU value in the TCP
transmission path is changed, and the value of the MSS option in the Syn+Ack
message is not the changed smallest MTU value in the TCP transmission path.
Thus the forwarding equipment modifies the value of the MSS option in the
Syn+Ack message with the MTU of the local forwarding equipment before
forwarding the Syn+Ack message.

[0032] In this way, even if the MTU value of one or more forwarding
equipments in the TCP transport path is changed which results in that the
smallest MTU value in the TCP transport path is changed, after hop-by-hop
comparison of all the forwarding equipments, the value of the MSS option in the
Syn+Ack message eventually takes the changed smallest MTU value of all the
forwarding equipments, i.e., the Syn+Ack message has a function of checking
the smallest MTU value in the TCP transmission path. Further, the value of the
MSS option in the ACK message of the third handshake can also be set to be
equal to a final value of the MSS option in the Syn+Ack message which is equal
to the smallest MTU value, so that the communication equipments at two ends
can learn the PMTU through the three handshakes and PMTU learning caused
by the changing in the MTU value of one or more forwarding equipments after
the first handshake can be avoided.

[0033] Figs. 3a-3c are schematic diagrams of PMTU learning process
implemented in an establishment of a TCP connection according to an example
of the present disclosure. In Figs. 3a-3c, as an example, there are forwarding
equipments A and B between a communication equipment 1 and a
communication equipment 2 desiring to establish a TCP connection with the
communication equipment 1.

[0034] A first handshake process shown in Fig. 3a is the same as the first
handshake process shown in Fig. 1a and thus is not repeated here.

[0035] A second handshake process shown in Fig. 3b is discussed.
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[0036] The communication equipment 2 replies with a Syn+Ack message
to the communication equipment 1; when the Syn+Ack message is sent from
the communication equipment 2, a value of an MSS option in the Syn+Ack
message is the value 2000 of the MSS option in the Syn message when the
Syn message reaches the communication equipment 2, i.e., it is the value 2000
of the MSS option which is identified by the communication equipment 2 from
the Syn message.

[0037] The forwarding equipment B receives the Syn+Ack message reply
from the communication equipment 2 to the communication equipment 1; since
the MTU value of the forwarding equipment B has changed to be 1000 after
forwarding the Syn message of the first handshake, thus, the forwarding
equipment B determines that the value 200 of the MSS option in the Syn+Ack
message is greater than the changed MTU value 1000 of the local forwarding
equipment B, thus the forwarding equipment B first modifies the value of the
MSS option in the Syn+Ack message with the MTU value 1000 of the local
forwarding equipment B and then continues to forward the Syn+Ack message
to the communication equipment 1.

[0038] The forwarding equipment A receives the Syn+Ack message sent
from the communication equipment 2 to the communication equipment 1, and
determines that the value 1000 of the MSS option in the Syn+Ack message is
not greater than an MTU value 2000 of the local forwarding equipment A, and
thus the forwarding equipment A does not modify the value 1000 of the MSS
option in the Syn+Ack message and continues to forward the Syn+Ack
message to the communication equipment 1.

[0039] After the communication equipment 1 receives the Syn+Ack
message, the communication equipment 1 confirms that a TCP connection is
successfully established, learns the value 1000 of the MSS option in the
Syn+Ack message as a PMTU of a TCP transmission path and a correct PMTU
table can be established at one time.

[0040] A third handshake process shown in Fig. 3c is discussed.

[0041] The communication equipment 1 replies with an Ack message to
the communication equipment 2; when the Ack message is sent from the
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communication equipment 1, a value of an MSS option in the Ack message is
the value 1000 of the MSS option in the Syn+Ack message when the Syn+Ack
message reaches the communication equipment 1, i.e., it is the value 1000 of
the MSS option which is learned as PMTU by the communication equipment 1
from the Syn+Ack message.

[0042] The forwarding equipment A and the forwarding equipment B in
turn forwards the received Ack message in which a value of the MSS option is
1000 to the communication equipment 2.

[0043] After the communication equipment 2 receives the Ack message,
the communication equipment 2 confirms that the TCP connection is
successfully established, learns the value 1000 of the MSS option in the Ack
message as a PMTU of the TCP transmission path and a correct PMTU table
can be established at one time.

[0044] In this way, based on the learned PMTU, both of the
communication equipment 1 and the communication equipment 2 does not
send a communication message with a length greater than 1000 bytes in
following communication process.

[0045] Fig. 4 is a flow chart of a PMTU learning method according to an
example of the present disclosure. As shown in Fig. 4, based on the basic
principle of the process shown in Figs. 3a-3b, the PMTU learning method
according to an example may be performed in each forwarding equipment.
[0046] Block 401-block 404 are the same as the blocks 201-block 204
shown in Fig. 2 and their description is not repeated here.

[0047] At block 411 a Syn+Ack message reply which is sent from the
responder-end communication equipment to the initiator-end communication
equipment is received; when the Syn+Ack message is sent from the
responder-end communication equipment, a value of an MSS option in the
Syn+Ack message is the value of the MSS option in the Syn message when the
Syn message reaches the responder-end communication equipment.

[0048] At block 412, a determination is made as to whether the value of
the MSS option in the received Syn+Ack message is greater than an MTU

value of the local forwarding equipment; if yes, jumping to block 413; otherwise,
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jumping to block 414.

[0049] At block 413, the value of the MSS option in the received Syn+Ack
message is modified with the MTU value of the local forwarding equipment.
[0050] At block 414, the Syn+Ack message is continued to be forwarded
to the responder-end communication equipment.

[0051] After this block, the initiator-end communication equipment can
learn the value (i.e., the changed smallest MTU value in the TCP transmission
path) of the MSS option in the Syn+Ack message as a PMTU of the TCP
transmission path and establishes a correct PMTU table.

[0052] Block 421-block 422 are the same as the block 221-block 222
shown in Fig. 2.

[0053] At this point, the flow ends, and the initiator-end communication
equipment and the responder-end communication equipment can start to
exchange communication messages.

[0054] It should be noted, after the initiator-end communication equipment
receives the Syn+Ack message (i.e., confirming that the TCP connection is
successfully established), the initiator-end communication equipment learns
PMTU and establishes the PMTU table; after the responder-end
communication equipment receives the Ack message (i.e., confirming that the
TCP connection is successfully established), the responder-end
communication equipment learns the PMTU and establishes the PMTU table;
this makes the established PMTU table have higher security. However, the
initiator-end communication equipment can establish a PMTU table according
to the MTU of the initiator-end communication equipment before the TCP
connection is successfully established, and can re-learn PMTU and update the
PMTU table after the initiator-end communication equipment receives the
Syn+Ack message (i.e., confirming that the TCP connection is successfully
established); the responder-end communication equipment can also establish
a PMTU table according to the MTU of the responder-end communication
equipment before the TCP connection is successfully established, and can
re-learn PMTU and update the PMTU table after the responder-end

communication equipment receives the Ack message (i.e., confirming that the
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TCP connection is successfully established).

[0055] In addition to learning the PMTU in the TCP connection
establishment process, the forwarding equipment can further determine
whether the value of the MSS option in the Ack message is greater than the
MTU value of the local forwarding equipment and determine whether the value
of the MSS option in the communication message is greater than the MTU
value of the local forwarding equipment. If it is determined that the value of the
MSS option in the Ack message or the communication message is greater than
the MTU value of the local forwarding equipment, the forwarding equipment
further modifies the value of the MSS option in the Ack message or the
communication message with the MTU value of the local forwarding equipment
before forwarding the Ack message or the communication message.

[0056] That is to say, after the TCP connection is successfully established,
the values of the MSS option in the Ack message and the communication
message can be modified so that the communication equipments can timely
respond subsequent changes that may occur to the PMTU, and thus, the PMTU
learning in hop-by-hop manner resulted from the changing in the MTU value of
one or more forwarding equipments after the TCP connection is successfully
established can be avoided.

[0057] In accordance with the same principles as the above methods, the
present disclosure also provides a PMTU learning apparatus can include
modules described below. The modules may be hardware only or machine
readable instructions executed by a process or other hardware.

[0058] A first module is to receive and forward a Syn message sent from
an initiator-end communication equipment to a responder-end communication
equipment; modify a value of an MSS option in the Syn message with an MTU
value of the local PMTU learning apparatus before forwarding if it is determined
that the value of the MSS option in the Syn message is greater than the MTU
value of the local PMTU learning apparatus. If the Syn message is sent from
the initiator-end communication equipment, the value of the MSS option in the
Syn message is an MTU value of the initiator-end communication equipment.
[0059] A second module is to receive and forward a Syn+Ack message
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sent from the responder-end communication equipment to the initiator-end
communication equipment. When the Syn+Ack message is sent from the
responder-end communication equipment, a value of an MSS option in the
Syn+Ack message is the value of the MSS option in the Syn message when the
Syn message reaches the responder-end communication equipment.

[0060] Athird module is to receive and forward an Ack message sent from
the initiator-end communication equipment to the responder-end
communication equipment. When the Ack message is sent from the
initiator-end communication equipment, a value of an MSS option in the Ack
message is the value of the MSS option in the Syn+Ack message when the
Syn+Ack message reaches the initiator-end communication equipment.

[0061] Further, if the second module further determines that the value of
the MSS option in the Syn+Ack message is greater than the MTU value of the
local PMTU learning apparatus, the second module can further modify the
value of the MSS option in the Syn+Ack message with the MTU value of the
local PMTU learning apparatus before forwarding.

[0062] Moreover, in order to improve the security of the PMTU table, when
the Syn+Ack message reaches the initiator-end communication equipment,
PMTU learning of the initiator-end communication equipment is triggered, thus,
the initiator-end communication equipment learns the value of the MSS option
in the Syn+Ack message as PMTU and establishes a PMTU table. When the
Ack message reaches the responder-end communication equipment, PMTU
learning of the responder-end communication equipment is triggered, thus, the
responder-end communication equipment learns the value of the MSS option in
the Ack message as PMTU and establishes a PMTU table.

[0063] In order to adapt to the situation that the MTU value of the
forwarding equipment may be changed after the TCP connection is
successfully established, if the third module further determines that the value of
the MSS option in the Ack message is greater than the MTU value of the local
forwarding equipment, the third module can further modify the value of the MSS
option in the Ack message with the MTU value of the local forwarding
equipment before forwarding.
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[0064] The PMTU learning apparatus can further include a fourth module
which is to receive and forward communication messages interacting between
the initiator-end communication equipment and the responder-end
communication equipment; modify a value of an MSS option in the
communication message with the MTU value of the local PMTU learning
apparatus before forwarding if it is determined that the value of the MSS option
in the communication message is sent from the initiator-end communication
equipment, the value of the MSS option in the communication message is the
MTU value of the initiator-end communication equipment; when the
communication message is sent from the responder-end communication
equipment, the value of the MSS option in the communication message is the
MTU learned by the responder-end communication equipment.

[0065] Fig. 5 is a hardware framework diagram of a PMTU learning
apparatus according to an example of the present disclosure. As shown in Fig.
5, a hardware framework of a forwarding equipment usually includes a CPU
chip connected with a bus, a memory, a forwarding chip and a port physical
layer chip.

[0066] The CPU chip carries the above apparatus of the present
disclosure and is to implement all functions of the apparatus.

[0067] The memory is to save a variety of temporary data when the CPU
chip processes things. The memory may store machine readable instructions at
runtime for PMTU learning modules that may include the modules described
above and perform the methods and functions described herein. The machine
readable instructions may be executed by the CPU chip.

[0068] The forwarding chip is to receive messages through the port
physical layer chip, and report messages such as Syn message, Syn+Ack
message, Ack message and communication message which need to be
processed by the CPU chip to the CPU chip, and forward messages such as
Syn message, Syn+Ack message, Ack message and communication message
which needs to be directly forwarded through the port physical layer chip.
[0069] The port physical layer chip is to drive a port of the forwarding
equipment as an ingress port to receive messages, or as an egress port to send
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[0070] The methods, units and apparatus described herein may be

implemented by hardware, machine-readable instructions or a combination of
hardware and machine-readable instructions. Machine-readable instructions
used in the examples disclosed herein may be stored in storage medium
readable by multiple processors, such as hard drive, CD-ROM, DVD, compact
disk, floppy disk, magnetic tape drive, RAM, ROM or other proper storage
device. Or, at least part of the machine-readable instructions may be
substituted by specific-purpose hardware, such as custom integrated circuits,

gate array, FPGA, PLD and specific-purpose computers and so on.

[0071] A machine-readable storage medium is also provided, which is to
store instructions to cause a machine to execute a method as described herein.
Specifically, a system or apparatus having a storage medium that stores
machine-readable program codes for implementing functions of any of the
above examples and that may make the system or the apparatus (or CPU or
MPU) read and execute the program codes stored in the storage medium.

[0072] In this situation, the program codes read from the storage medium
may implement any one of the above examples, thus the program codes and
the storage medium storing the program codes are part of the technical

scheme.

[0073] The storage medium for providing the program codes may include
floppy disk, hard drive, magneto-optical disk, compact disk (such as CD-ROM,
CD-R, CD-RW, DVD-ROM, DVD-RAM, DVD-RW, DVD+RW), magnetic tape
drive, Flash card, ROM and/or other non-transitory computer readable
mediums. Optionally, the program code may be downloaded from a server

computer via a communication network.

[0074] It should be noted that, alternatively to the program codes being
executed by a computer, at least part of the operations performed by the
program codes may be implemented by an operation system running in a
computer following instructions based on the program codes to realize a

technical scheme of any of the above examples.
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[0075] In addition, the program codes implemented from a storage
medium are written in a storage in an extension board inserted in the computer
or in a storage in an extension unit connected to the computer. In this example,
a CPU in the extension board or the extension unit executes at least part of the
operations according to the instructions based on the program codes to realize

a technical scheme of any of the above examples.

[0076] Although described specifically throughout the entirety of the
instant disclosure, representative examples of the present disclosure have
utility over a wide range of applications, and the above discussion is not
intended and should not be construed to be limiting, but is offered as an
illustrative discussion of aspects of the disclosure.

[0077] What has been described and illustrated herein is an example
along with some of its variations. The terms, descriptions and figures used
herein are set forth by way of illustration only and are not meant as limitations.
Many variations are possible within the spirit and scope of the subject matter,
which is intended to be defined by the following claims and their equivalents in
which all terms are meant in their broadest reasonable sense unless otherwise

indicated.
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What is claimed is:

1. A method comprising:

receiving and forwarding, by a forwarding equipment, a first transmission
control protocol (TCP) negotiation message sent from a first communication
equipment to a second communication equipment;

if it is determined that a value of a maximum segment size (MSS) option in
the first TCP negotiation message is greater than a maximum transmission unit
(MTU) value of the forwarding equipment, modifying, by the forwarding
equipment, the value of the MSS option in the first TCP negotiation message with
the MTU value of the forwarding equipment, before forwarding the first TCP
negotiation message; and

receiving and forwarding, by the forwarding equipment, a second TCP
negotiation message sent from the second communication equipment to the first
communication equipment, wherein the second TCP negotiation message is sent
from the second communication equipment, and a value of an MSS option in the
second TCP negotiation message is the value of the MSS option in the first TCP
negotiation message when the first TCP negotiation message reaches the

second communication equipment.

2. The method of claim 1, wherein the first TCP negotiation message is a syn
message or a syn+ack message, and the second TCP negotiation message is a
syn+ack message or an ack message.

3. The method of claim 1, wherein if the value of the MSS option in the second
TCP negotiation message is greater than a changed MTU value of the forwarding
equipment, then the receiving and forwarding by the forwarding equipment further
comprises: modifying, by the forwarding equipment, the value of the MSS option
in the second TCP negotiation message with the changed MTU value of the
forwarding equipment, before forwarding the second TCP negotiation message.

4. The method of claim 1, wherein when the first TCP negotiation message is a
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Syn message and the second TCP negotiation message is a Syn+ack message,
and when the second TCP negotiation message reaches the first communication
equipment, the second TCP negotiation message triggers the first
communication equipment to learn the value of the MSS option in the second
TCP negotiation message as a path maximum transmission unit (PMTU) and
establishes a PMTU table; the method further comprising:

receiving and forwarding, by the forwarding equipment, an Ack message
sent from the first communication equipment to the second communication
equipment, wherein when the Ack is sent from the first communication equipment,
a value of an MSS option in the Ack message is the value of the MSS option in the
second TCP negotiation message when the second TCP negotiation message
reaches the first communication equipment;

when the Ack message reaches the second communication equipment, the
Ack message triggers the second communication equipment to learn the value of
the MSS option in the Ack message as PMTU and establish a PMTU table.

5. The method of claim 1, wherein when the first TCP negotiation message is a
Syn+ack message and the second TCP negotiation message is an Ack message,
and when the first TCP negotiation message reaches the second communication
equipment, the first TCP negotiation message triggers the second
communication equipment to learn the value of the MSS option in the first TCP
negotiation message as a PMTU and establishes a PMTU table, and when the
second TCP negotiation message reaches the first communication equipment,
the second TCP negotiation message triggers the first communication equipment
to learn the value of the MSS option in the second TCP negotiation message as a
PMTU and establishes a PMTU table.

6. The method of claim 1, further comprising:

receiving and forwarding, by the forwarding equipment, a communication
message interacting between the first communication equipment and the second
communication equipment;

if it is determined that a value of an MSS option in the communication
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message is greater than the MTU value of the forwarding equipment, modifying,
by the forwarding equipment, the value of the MSS option in the communication
message with the MTU value of the forwarding equipment, before forwarding the
communication message; wherein when the value of the MSS option in the
communication message is PMTU learned by the communication equipment

which sends the communication message.

7. An apparatus comprising:

at least one network interface to receive and send a TCP negotiation
message; and

a processor to, when it is determined that a value of a maximum segment
size (MSS) option in the TCP negotiation message is greater than a maximum
transmission unit (MTU) value of the apparatus, modify the value of the MSS
option in the TCP negotiation message with the MTU value of the apparatus
before forwarding, wherein when the TCP negotiation message is sent from a
source end communication equipment, the value of the MSS option in the TCP
negotiation message is an MTU value of the source end communication

equipment.

8. The apparatus of claim 7, wherein the processor is to:

receive and forward a Syn message sent from the source end communication
equipment to a destination end communication equipment,

modify a value of an MSS option in the Syn message with the MTU value of
the apparatus before forwarding if it is determined that the value of the MSS
option in the Syn message is greater than the MTU value of the apparatus,
wherein when the Syn message is sent from the source end communication
equipment, the value of the MSS option in the Syn message is the MTU value of
the source end communication equipment,

receive and forward a Syn+Ack message sent from the destination end
communication equipment to the source end communication equipment, wherein
when the Syn+Ack message is sent from the destination end communication
equipment, a value of an MSS option in the Syn+Ack message is the value of the
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MSS option in the Syn message when the Syn message reaches the destination
end communication equipment,

receive and forward an Ack message sent from the source end
communication equipment to the destination end communication equipment, and
when the Ack message is sent from the source end communication equipment, a
value of an MSS option in the Ack message is the value of the MSS option in the
Syn+Ack message when the Syn+Ack message reaches the source end

communication equipment.

9. The apparatus of claim 8, wherein if the processor determines that the value of
the MSS option in the Syn+Ack message is greater than a changed MTU value of
the apparatus, the processor is to modify the value of the MSS option in the
Syn+Ack message with the changed MTU value of the apparatus before

forwarding.

10. The apparatus of claim 7, wherein when the Syn+Ack message reaches the
source end communication equipment, the Syn+Ack message triggers the source
end communication equipment to learn the value of the MSS option in the
Syn+Ack message as PMTU and establish a PMTU table, and when the Ack
message reaches the destination end communication equipment, the Ack
message triggers the destination end communication equipment to learn the
value of the MSS option in the Ack message as PMTU and establish a PMTU
table.

11. The apparatus of claim 8, wherein if the processor determines that the value
of the MSS option in the Ack message is greater than a changed MTU value of
the PMTU learning apparatus, the processor is to modify the value of the MSS
option in the Ack message with the changed MTU value of the apparatus before

forwarding.

12. The apparatus of claim 8, wherein the processor is to:

receive and forward a communication message between the source end
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communication equipment and the destination end communication equipment,
and

modify a value of an MSS option in the communication message with the
MTU value of the apparatus before forwarding if it is determined that the value of
the MSS option in the communication message is greater than the MTU value of
the apparatus, wherein the value of the MSS option in the communication
message is a PMTU learned by the communication equipment which sends the

communication message.

13. A forwarding equipment comprising:
a processor to:

receive and forward a TCP negotiation message sent from a source end
communication equipment to a destination end communication equipment, and

if it is determined that a value of a maximum segment size (MSS) option
in the TCP negotiation message is greater than a maximum transmission unit
(MTU) value of the forwarding equipment, modify the value of the MSS option in
the TCP negotiation message with the MTU value of the forwarding equipment,
before forwarding the TCP negotiation message, wherein when the TCP
negotiation message is sent from the source end communication equipment, the
value of the MSS option in the TCP negotiation message is the MTU value of the
source end communication equipment; and

a memory to save the MTU value of the forwarding equipment.
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