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(57) Abstract: The aim of the invention isto provide a solution to ensure that the content sent by the IRD isthe content effective-
ly displayed on the screen. It isthen proposed a system to prevent manipulation of transmitted video data comprising an Integrated
Receiver Decoder (IRD) receiving audio/video data, a display device (TV), said IRD comprising means to transmit an HDMI
compliant audio/video stream toward the display device, characterized in that the system further comprises means to add an over-
encryption layer to sasid HDMI/HDCP stream before reaching the display device and means to remove this added encryption layer
so asto recover said HDMI/HDCP stream, before processing said HDMI/HDCP stream by said display device.



10

15

20

25

WO 2012/007262 PCT/EP2011/060651

System and method to prevent manipulation of transmitted video data

I ntroduction

The present invention concerns the field of television devices, in particular a set-top-
boxes (or IRD Integrated Receiver Decoder) designed to providing additional media
experience on the television.

Prior art

The today's situation is described in respect with the figure 1. The IRD is connected
to the various sources of data (IP, satellite, cable, antenna) and isin charge of
extending the capabilities of the television by providing decryption of the encrypted
data aswell ashandling the access rights. The IRD proposes also storage capabilities,
parental control with identification of the user to apply the proper profile and a
program guide. The output is connected to atelevision or a screen to take advantage
of the multimedia experience.

One of the revenue model of the media content providers isthe advertisement
introduced during appealing broadcast content. It istherefore important that the
advertisements sent by the IRD to the television is not replaced by other information.

The document US2008/0235140 discloses adongle for digital rights management
protection which includes adigital right management engine and an

encryption/ decryption engine. The digital rights management engine is adapted to
port digital rights management rules of a source of content to digital rights
management rules enforced by the digital rights management engine. The
encryption/ decryption engine isadapted to re-encrypting the source of content into
amanaged copy of the content and the managed copy of the content islocked to the
dongle.

Brief description of the invention

The aim of the invention isto provide a solution to ensure that the content sent by
the IRD isthe content effectively displayed on the screen.
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It istherefore proposed asystem to prevent manipulation of transmitted video data
comprising an Integrated Receiver Decoder (IRD) receiving audio/ video data, a
display device (TV), said IRD comprising means to transmit an HDMI compliant
audio/video stream toward the display device, characterized in that this system
further comprises means to add an over-encryption layer to this HDMI/HDCP
stream before reaching the display device and means to remove this added
encryption layer so asto recover this HDMI/HDCP stream, before processing this
HDMI/HDCP stream by said display device.

Brief description of the figures

The present invention will be better understood thanks to the attached figures in

which :

The figure 1illustrates the standard known system.

The figur e 2 shows the so-called "man-in-the-middle" attack
The figure 3illustrates afirst solution to address this problem

The figure 4issimilar to the figure 3with the difference that the HMDI+ stream is
directly connected to the dongle DG

The figure 5illustrates another embodiment of the invention

The figure 6illustrates amodification of the embodiment of the figure 5, in which

the display device receivesthe HDMI+ stream and reroute it to the dongle

The figure 7issimilar to the other designs with awireless connection

The figure 8illustrates an embodiment in which the IRD comprises no wireless
capabilities.

Description of the various embodiments

Thefigure lillustrates the standard known system. The IRD (Integrated Receiver
Decoder) ison one side connected to the broadcast channels, such asvia an antenna,
cable, or IP, and on the other side is connected to adisplay device TV. The purpose of

the IRD isto receive the signal, convert it into aplurality of channels, and if

necessary, decrypt the selected channel with the cooperation of a security module.
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The selected channel isthen transmitted tothe TV via an HDMI cable. Other
functions are also proposed by the IRD such asrecording an event, either directly

while it isbroadcasted, or according to aprogrammed time/ date.

The IRD isaso in charge of the reception, preparation and display of the Electronic
Program Guide (EPG) that helps the user to quickly access the desired channel.

The HDMI communication is protected by HDCP which defines the frame of data
exchange. HDCP isbased on certificates verification and data encryption. Beforethe
data are outputted by asource device, ahandshake isinitiated during which the
certificate of the source and the sink are exchanged. Thereceived certificate (e.g.
X509) isthen verified and used to establish a common encryption key. The
verification can use white or black lists. The known HDMI communication protected
by HDCP adds an encryption layer to an unprotected HDMI stream. However,
HDCP being awell known standard, an additional device can embed genuine HDCP
certificates and can therefore receive the content sent by the IRD in view of
manipulating said content.

Contrary tothe prior art, it should be noted that the present invention does not
attempt to decrypt the HDMI/HDCP stream in order to get the basic HDMI stream,
namely an HDMI stream which isunprotected by the HDCP protocol.

The figur e 2 shows the so-called "man-in-the-middle" attack in which an additional
device MM isplaced at the output of the IRD and intercepts the audio/ video stream.
Therisk in such a caseisto bypass the security rules that were associated with the
content such as "view only", "view once", "no record". The fact that the content isin
an external device opens the possibility for athird party to use the content in away
not authorized by the content provider. Another aim of this patent application isto
detect the presence of such external and in-between device by the IRD and take

appropriate action.

The figure 3illustrates afirst solution to address this problem. The IRD outputs a
modified HDMI/HDCP signal, called HDMI+ in which all or part of the payload
(audio/ video data) isprotected by an encryption layer. The format isthe same asthe
origind HDMI/HDCP but the audio/video data are further encrypted (i.e. over-
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encrypted). Contrarily to the HDMI/HDCP which has also a standard encryption
layer by means of HDCP protocol, designed to exchange data with any device having
the correct certificate, the HDMI+ layer isaproprietary encryption layer, namely a
layer which cannot be decrypted without knowing the encryption mode used to
generate this layer. The HDMI+ stream isthen sent to the display device TV through
the HDMI input. The header of the packets sent according to this standard contains
an indicator allowing the display device TV to redirect the stream to adongle DG
connected with the display device. According to one embodiment, the connector isa

Cl+ connector but the present invention isnot limited to this solution.

We can also have aHDMI like dongle having an input and an output. The purpose of
this dongle DG (connected to the Cl+ port of another port) isto receive the HDMI+

stream and remove the proprietary encryption layer.

For that purpose, the dongle should contain the same key (or keys) asin the IRD.
Different solutions exist to achieve this aim. The first method isbased on apre-
initialization of the dongle with encryption key. This dongle has a unique number
identifying it and thus allowing the management center to trace the use of the
dongle. When the dongle is delivered to the client, a suitable message can be send to
the client's IRD to transmit, in a secure way, the corresponding key (or keys) that
were previously loaded into the dongle. The dongle and the IRD are then paired and
can only work together.

Another way to share the same key between the dongle and the IRD isto connect the
dongle directly with the IRD. For that purpose, the IRD can use its HDMI connection
already present in the dongle, or aternatively, use another connection such asUSB,
wifi or other. The dongle will then contain in addition to the HDMI input and
output, aUSB connection. During an initialization step, the IRD will read the unique
number of the dongle, and start the generation of the communication key.

Generation method such as Diffie-Hellman can be used.

At the end of the initialization, the IRD and the dongle are paired, i.e. contain the

same key.
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The dongle acts as abridge, receiving the encrypted HDMI+, remove the over-
encryption layer thanks to the key previously loaded, and return the HDMI/HDCP
stream to the display device.

The figure4issimilar to the figure 3with the difference that the HMDI+ stream is
directly connected to the dongle DG. The function of the dongle isthe same as
before. The display device does not need to be modified to reroute the HDMI+
stream to the dongle. In this solution, the form factor plays an interesting role. The
preferred solution isusing another input than the standard HDMI input. The Cl+
connection, as an example, gives abetter protection against tampering the output of
the dongle. The dongle DG, in casein the form of aCl+ card, can comprise an HDM|
input and aHDMI output. The HDMI output in then connected to the standard
HDMI input of the display device. The connector of the Cl+ is essentially used to
power the dongle. To this end, the dongle has the shape of aCl+ card and is
powered by the Cl+ Interface of the display device.

Theway to load the decryption key into the dongle has been described and isaso

valid for this case.

The figure 5illustrates another embodiment of the invention. In this case, the IRD is
not HDMI+ compliant. Thisiswhy aconverter box CCisadded at the output of the
IRD to convert the HDMI/HDCP to HMDI+. It is not necessary, for the converter
box, to have aHDM I certificate since no decryption will by carried out in this
module. The processing device ssimply detects the beginning of apacket (packet
header) and over-encrypts the payload with the key common to the converter box
and the dongle DG. The dongle executes the reverse function, i.e. removing this extra
encryption layer thanks to the decryption key.

The difference between the figure 5 and 6isthe same asthe figure 3and 4. In afirst
example, the display device receivesthe HDMI+ stream and reroute it to the dongle.
In the other example, the dongle receives directly the stream and, once decrypted,
pass it to the display device.

The feedback connection between the converter box CC with the IRD canbe used to
check whether the HDMI link between these two devices was not modified. The
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converter box CC can extract randomly or on request of the IRD, apacket entering
into the converter box, this packet being sent back to the IRD for verification. Instead
of the packet, the converter box can send a signature (e.g. an Hash value) of it for
comparison by the IDR. The IRD execute the same function to calculate the signature
of the packet sent and compare the received signature with the one calculated. The
IRD can then determine if the packet sent to the converter box isthe same asthe one
received by the converter box and sent back. In caseif discrepancy, the IRD can take

suitable actions.

The figure 7issimilar to the other designs, the wire connection between the IRD and
the display device being replaced by awireless connection. The figure 7illustrates an
example in which the IRD contains wireless capabilities. The HDMI+ signal is sent
and the dongle can receive this signal. Once decrypted, the dongle DG can pass it to

the display device.

The figure 8illustrates an embodiment in which the IRD comprises no wireless
capabilities. In this case, the converter box already described above contains a

wireless emitter to transmit the signal HDMI +.
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Claims

1. System to prevent manipulation of transmitted video data comprising an
Integrated Receiver Decoder (IRD) receiving audio/ video data, adisplay device
(TV), said IRD comprising means to transmit an HDMI compliant audio/ video
stream protected by an HDCP protocol toward the display device, characterized in
that it further comprises means to add an over-encryption layer to said
HDMI/HDCP stream before reaching the display device and means to remove this
added encryption layer so asto recover said HDMI/HDCP stream, before processing
said HDMI/HDCP stream by said display device.

2. System of claim 1, wherein said over-encryption layer is aproprietary
encryption layer which cannot be decrypted without knowing an encryption mode

used to generate this over-encryption layer.

3. System of claim 1, wherein said means to remove the over-encryption layer is

external to said display device.

4, System of claim 1or 3, wherein said means to remove the over-encryption
layer isadongle which comprises means to receive the over-encrypted
HDMI/HDCP stream and means to return it to the display device after removing the

over-encryption.

5. System of claim 4, wherein the dongle has the shape of aCl+ card and is

powered by aCl+ Interface of the display device.

6. System of any of the claims 1to 5, wherein the IRD comprises an external
converter box which isin charge of receiving the HDMI/HDCP stream and to add an

over-encryption layer to said HDMI/HDCP stream.

7. System of claim 6, wherein the converter box comprises feedback means to
communicate with the IRD and means to extract a packet entering into the converter
box and means to send it via the feedback means.

8. System of claim 6, wherein the converter box comprises feedback means to
communicate with the IRD and means to extract apacket entering into the converter

box and means to send asignature of the packet via the feedback means.
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9. System of any of the claims 1to 8, wherein the connection between the IRD or
the converter box and the display device or the dongle, iswireless.
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