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a3 AR T HiRm BB homomorphic encryption algorithm, a ciphertext of a preset

number of target users by means of a public key to obtain an
145015 expanded ciphertext corresponding to each target user
S102  Accumulate all the expanded ciphertexts, and then send same to
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BRI L CSOOLIEIR A4 BRI T IR ) comprising average data
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decrypt the expanded ciphertexts, respectively
Average the plaintext data of all the target users on the basis of
the preset number to obtain average data
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ciphertext comprising the average data, and send the ciphertext
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BB First target user
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(57) Abstract: A security averaging method based on multi-user data, comprising: a server respectively expanding, on the basis of a
multi-key fully homomorphic encryption algorithm, a ciphertext of a preset number of target users by means of a public key to obtain
an expanded ciphertext corresponding to each target user (S101); accumulating all the expanded ciphertexts, and then sending same to
each target user (S102); acquiring, by the current target user, plaintext data after the preset number of target users decrypt the expanded
ciphertexts, respectively (5202); averaging the plaintext data of all the target users on the basis of the preset number to obtain average
data (S203), and then performing homomorphic encryption on the average data on the basis of the public key of the current target
user to obtain a ciphertext comprising the average data, and sending the ciphertext to the server (S204). In this way, the homomorphic
encryption algorithm is used, and the server interacts with multiple users, so that the server obtains the ciphertext corresponding to the
average while plaintext data information is not leaked, and thus the privacy security of the user is ensured at the server side, and the
average ciphertext of the multi-user data is obtained.
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