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DEVICES AND METHODS FOR AUDITING 
AND ENFORCING COMPUTER GAME 

LCENSES 

0001. This application claims priority to U.S. Provisional 
Application No. 61/218,566 which was filed Jun. 19, 2009 
and which is fully incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. The present invention is directed toward systems for 
enforcing computer game licenses, and more particularly, to 
a system that communicates or interfaces with a user's device 
to measure the device hardware configuration and thereby 
generate a device identifier for monitoring games on the 
device. 
0004 2. Description of the Related Art 
0005. Currently, there exist limited ways to audit and 
enforce computer or video game licenses. At the same time, 
game/software piracy continues to grow at an alarming rate, 
particularly in emerging economies. In response, game pub 
lishers and licensing authorities have focused primarily on 
making it more difficult for would-be pirates to installa given 
game illegally, such as a single copy of the game on multiple 
machines. Still, Software pirates have found ways to bypass 
Such security measures and install unauthorized copies of 
games on multiple machines. Accordingly, it would be desir 
able to provide a technique for monitoring which and how 
many devices a given game has been played/installed on, and 
for enforcing the terms of a game license based on informa 
tion regarding which devices the given game has been played 
O. 

SUMMARY OF THE INVENTION 

0006. The following presents a simplified summary of one 
or more embodiments in order to provide a basic understand 
ing of Such embodiments. This Summary is not an extensive 
overview of all contemplated embodiments, and is intended 
to neither identify key or critical elements of all embodiments 
nor delineate the scope of any or all embodiments. Its sole 
purpose is to present some concepts of one or more embodi 
ments in a simplified form as a prelude to the more detailed 
description that is presented later. 
0007. In accordance with one or more embodiments and 
corresponding disclosure thereof. Various aspects are 
described in connection with an apparatus/device for moni 
toring use of a computer game (e.g., by a game publisher, 
license authority, etc.). In one embodiment, the apparatus 
may include: a transceiver component for communicating 
with a computing device of a user; at least one processor 
operatively coupled with the transceiver component; and a 
memory component operatively coupled with the at least one 
processor and including executable code for the at least one 
processor. 
0008 For example, the at least one processor, in response 
to the user attempting to play the game on the device, may 
receive from the device a combination of (a) a game identifier 
for the game and (b) a device identifier for the device, the 
device identifier being based on a combination of at least one 
user-configurable parameter and at least one non-user-con 
figurable parameter of the device. The at least one processor 
may access a database of known game identifiers, each known 
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game identifier being associated with (a) a device count cor 
responding to a total number of known devices on which a 
known game was previously played and (b) the known device 
identifiers for the known devices. 
0009. In related aspects, the at least one processor may 
update the database in response to the combination of the 
game identifier and the device identifier being unique from 
known combinations of the known game identifiers and the 
known device identifiers. The at least one processor may use 
the database to monitor the distribution and/or use of the 
game. 
0010. In further related aspects, the device count may be 
capped at a maximum device count to curb sharing of the 
game. Such that the at least one processor, in response to the 
device count having reached the maximum device count, 
instructs the device to disallow the user from playing the 
game on the device. The at least one processor, in response to 
the device count being reset, may instruct the device to allow 
the user to play the game on the device. The at least one 
processor may reset the device count in response to receiving 
a device count reset request from a retailer. The at least one 
processor may bill the retailer for the resetting of the device 
COunt. 

0011. In yet further related aspects, the user may be a 
customer who purchases the game from a retailer. In the 
alternative, or in addition, the user may be a borrower or 
casual pirate who borrows the game from a customer who 
purchases the game from a retailer 
0012. In still further related aspects, in response to the 
borrower making a payment for a device count reset request, 
the at least one processor may credita share of the payment to 
the retailer and/or the customer. In another example, in 
response to the borrower and/or the customer making a pay 
ment for a device count reset request, the at least one proces 
Sor may credit a share of the payment to the retailer. 
0013. In other related aspects, in response to the game 
identifier not matching any of the known game identifiers in 
the database, the at least one processor may: add the game 
identifier to the database; associate the device identifier with 
the game identifier in the database; and create a correspond 
ing device count for the game. 
0014. In other related aspects, in response to the game 
identifier matching a given known game identifier, the at least 
one processor may: (1) in response to the device identifier not 
matching any known device identifiers associated with the 
given known game identifier, (a) associate the device identi 
fier with the given known game identifier and (b) increment a 
given device count for the given known game identifier by 
one; and (2) in response to the device identifier matching a 
given known device identifier already associated with the 
given known game identifier, audit information in the data 
base may be updated. In one approach, the audit information 
may be updated whenever a game identifier and/or device 
identifier are crosschecked against known identifiers in the 
database. 

0015. In accordance with other aspects of the embodi 
ments described herein, there is provided an apparatus for 
monitoring use of a computer game. In one embodiment, the 
apparatus may include: a transceiver component for commu 
nicating with a license authority (e.g., a server); at least one 
processor operatively coupled with the transceiver compo 
nent; and a memory component operatively coupled with the 
at least one processor and including executable code for the at 
least one processor. 
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0016 For example, the at least one processor may collect 
machine parameters of a computing device, wherein the 
machine parameters include a combination of at least one 
user-configurable parameter and at least one non-user-con 
figurable parameter of the device. The at least one processor 
may generate a device identifier for the device based at least 
in part on the machine parameters. The at least one processor, 
in response to a user attempting to play the game on the 
device, may instruct the transceiver to send a game identifier 
(e.g., game serial number, Stock Keeping Unit (SKU) num 
ber, or the like) for the game and the device identifier to the 
license authority. 
0017. In related aspects, the transceiver may receive one of 
an allow instruction and a disallow instruction from the 
license authority based on a device count associated with the 
game identifier. The device count may correspond to a total 
number of known devices on which the game was previously 
played. The allow instruction, command, or signal from a 
license authority may allow the user to play the game on the 
device, whereas the disallow instruction may prevent the user 
from playing the game on the device. 
0018. In further related aspects, the memory component 
may include executable code for the at least one processor to 
associate the game identifier with the device identifier to 
generate an audit number, and the transceiver may send the 
audit number to the license authority. For example, the at least 
one processor may associate the Software identifier with the 
device identifier by concatenating the software identifier with 
the device identifier. In another example, the at least one 
processor may determine a geo-location code (e.g., Internet 
Protocol (IP) address, GPS data, cell site triangulation data, or 
the like, or combinations thereof) for the device, and may 
associate the geo-location code with at least one of the Soft 
ware identifier and the device identifier to generate the audit 
number. 
0019. In further related aspects, the at least one processor 
may generate the device identifier by implementing at least 
one irreversible transformation (e.g., cryptographic hash 
function) such that the machine parameters cannot be derived 
from the device identifier. 
0020. To the accomplishment of the foregoing and related 
ends, the one or more embodiments comprise the features 
hereinafter fully described and particularly pointed out in the 
claims. The following description and the annexed drawings 
set forth in detail certain illustrative aspects of the one or more 
embodiments. These aspects are indicative, however, of but a 
few of the various ways in which the principles of various 
embodiments may be employed and the described embodi 
ments are intended to include all Such aspects and their 
equivalents. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0021 FIG. 1 provides a block diagram of an exemplary 
system for auditing distributed software. 
0022 FIG. 2 provides a block diagram of another exem 
plary system for auditing distributed software, wherein the 
system includes an authentication server. 
0023 FIG. 3 illustrates the components of an exemplary 
device identifier. 
0024 FIG. 4A illustrates one embodiment an apparatus 
for monitoring use of a computer game. 
0025 FIGS. 4B-C illustrate sample aspects of the appara 
tus shown in FIG. 4A. 
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0026 FIG. 5A illustrates another embodiment an appara 
tus for monitoring use of a computer game. 
0027 FIG. 5B illustrates sample aspects of the apparatus 
shown in FIG.S.A. 
0028 FIG. 6A-C show one embodiment of a method for 
monitoring use of a computer game. 
0029 FIG. 7 shows another embodiment for a method for 
monitoring use of a computer game. 

DETAILED DESCRIPTION 

0030 The present invention addresses the need for an 
auditing/enforcement service that provides reliable com 
puter/video game license authentication and provides game 
owners, publishers, and/or license authorities with a measure 
of how many copies of their game are legitimate and/or unau 
thorized under the game licenses. Such an auditing service 
may be used alone, or in conjunction with other security/ 
authentication measures. 
0031. The present technology provides for an improved 
system and method for auditing distributed games. In accor 
dance with one aspect of the present technology, there is 
provided a system and method for authenticating game 
licenses. With reference to FIG. 1, there is provided an 
embodiment of a system having a plurality of computing/ 
network devices 110 that are in operative communication 
with an auditing server 112. While only one computing 
device 110 is illustrated in FIGS. 1-2, it will be understood 
that a given system may comprise any number of computing 
devices. The computing device 110 may be, but is not limited 
to, a game console, a personal computer, a server computer, a 
laptop computer, a tablet computer, a personal digital assis 
tant, a mobile phone, a wireless communication device, an 
onboard vehicle computer, or any other device capable of 
communication with a computer network. 
0032. The computing device 110 may comprise a software 
120 that requires a license to be authorized for use. The device 
110 may also comprise an auditing tool or application 122. 
The auditing application 122 may be any program or appli 
cation that collects identifying information regarding the 
computing device 110 and/or any Software (e.g., Software 
120) on the computing device 110. The auditing application 
122 may comprise a stand alone application or an applet 
running within a web browser on the device 110 (e.g., an 
applet comprising executable code for a Java Virtual 
Machine). The auditing application 122 may be embedded in 
or associated with another Software application, including but 
not limited to software 120. For example, the auditing appli 
cation 122 may be embedded in or associated with a tool bar 
of a Software application, such as, for example, a web 
browser. The auditing application 122 may prompt the user to 
register with an online Software registration service, or may 
run in the background with little or no interaction with the 
user of device 110. 
0033. The auditing application 122 may include a regis 
tration routine that collects information regarding computing 
device 110 by checking a number of parameters which are 
expected to be unique to the computing device environment. 
A parameter so selected may be a user-configurable param 
eter or a non-user-configurable parameter. Examples of user 
configurable parameters may include hard disk Volume name, 
user name, device name, user password, hard disk initializa 
tion date, or any other computer readable data stored in 
memory of the computing device that is created, selected, or 
determined by the end user. A parameter so selected may also 
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be a non-user-configurable parameter, for example, read-only 
data stored on hardware resident in or peripheral to the com 
puting device. Examples of non-user-configurable param 
eters may include information that identifies the hardware 
comprising the platform on which the web browser runs. Such 
as, for example, CPU number, or unique parameters associ 
ated with the firmware in use. Non-user-configurable param 
eters may further include system configuration information, 
Such as amount of memory, type of processor, Software or 
operating system serial number, etc. In the alternative, or in 
addition, the parameters checked may include virtual 
machine specifications. Examples of virtual machine speci 
fications may include, but are not limited to, information 
relating to virtual processors, virtual BIOS, virtual memory, 
virtual graphics, virtual IDE drives, virtual SCSI devices, 
virtual PCI slots, virtual floppy drives, virtual serial (COM) 
ports, virtual parallel (LPT) ports, virtual keyboard, virtual 
mouse and drawing tablets, virtual Ethernet card, virtual net 
working, virtual sound adapter, etc. 
0034 Based on the collected information, the auditing 
application 122 may generate a device identifier 124 that is 
unique for the user computer 110. In the alternative, or in 
addition, the application 122 may gather and send the device 
parameters to a remote server, such as auditing server 112, 
which in turn generates the device identifier 124. The device 
identifier 124 may be stored in a hidden directory of the 
device 110 and/or at a remote location, Such as the auditing 
server 112. The device identifier 124 may incorporate the 
device's IP address and/or other geo-location code (e.g., GPS 
data, cell site triangulation data, or the like, or combinations 
thereof) to add another layer of specificity to device's unique 
identifier. 

0035. It is noted that an application (e.g., auditing appli 
cation 122) running on the computing device or otherwise 
having access to the computing device's hardware and file 
system may generate a unique device identifier (e.g., device 
identifier 124) using a process that operates on data indicative 
of the computing device's configuration and hardware. The 
device identifier may be generated using a combination of 
user-configurable and non-user-configurable machine 
parameters as input to a process that results in the device 
identifier, which may be expressed in digital data as a binary 
number. Each machine parameter is data determined by a 
hardware component, Software component, or data compo 
nent specific to the device that the unique identifier pertains 
to. Machine parameters may be selected based on the target 
device system configuration Such that the resulting device 
identifier has a very high probability (e.g., greater than 
99.999%) of being unique to the target device. In addition, the 
machine parameters may be selected Such that the device 
identifier includes at least a stable unique portion up to and 
including the entire identifier, that has a very high probability 
of remaining unchanged during normal operation of the target 
device. Thus, the resulting device identifier should be highly 
specific, unique, reproducible and stable as a result of prop 
erly selecting the machine parameters. 
0036. The application for generating the device identifier 
may also operate on the collected parameters with one or 
more algorithms to generate the device identifier. This pro 
cess may include at least one irreversible transformation, 
Such as, for example, a cryptographic hash function, such that 
the input machine parameters cannot be derived from the 
resulting device identifier. Each device identifier, to a very 
high degree of certainty, cannot be generated except by the 
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Suitably configured application operating or otherwise having 
had access to the same field security device for which the 
device identifier was first generated. Conversely, each iden 
tifier, again to a very high degree of certainty, can be success 
fully reproduced by the Suitably configured application oper 
ating or otherwise having access to the same field security 
device on which the identifier was first generated. 
0037. The application may operate by performing a sys 
tem scan to determine a present configuration of the field 
security device. The application may then select the machine 
parameters to be used as input for generating the unique 
device identifier. Selection of parameters may vary depend 
ing on the system configuration. Once the parameters are 
selected, the application may generate the identifier. 
0038. Further, generating the device identifier may also be 
described as generating a device fingerprint and may entail 
the sampling of physical, non-user configurable properties as 
well as a variety of additional parameters such as uniquely 
generated hashes and time sensitive values. Physical device 
parameters available for sampling may include, for example, 
unique manufacturer characteristics, carbon and silicone deg 
radation and Small device failures. 
0039. The process of measuring carbon and silicone deg 
radation may be accomplished by measuring a chip's ability 
to process complex mathematical computations, and its abil 
ity to respond to intensive time variable computations. These 
processes measure how fast electricity travels through the 
carbon. Using variable offsets to compensate for factors such 
as heat and additional stresses placed on a chip during the 
sampling process allows for each and every benchmark to 
reproduce the expected values. During a standard operating 
lifetime, the process of passing electricity through the various 
Switches causes a computer chip to degrade. These degrada 
tions manifest as gradually slower speeds that extend the 
processing time required to compute various benchmarking 
algorithms. 
0040. In addition to the chip benchmarking and degrada 
tion measurements, the process for generating a device iden 
tifier may include measuring physical, non-user-configurable 
characteristics of disk drives and solid state memory devices. 
Each data storage device has a large variety of damage and 
unusable data sectors that are nearly unique to each physical 
unit. The ability to measure and compare values for damaged 
sectors and data storage failures provides a method for iden 
tifying storage devices. 
0041. Device parameter sampling, damage measurement 
and chip benchmarking make up just a part of device finger 
printing technologies described herein. These tools may be 
further extended by the use of complex encryption algorithms 
to convolute the device identifier values during transmission 
and comparisons. Such encryption processes may be used in 
conjunction with random sampling and key generations. 
0042. The device identifier may be generated by utilizing 
machine parameters associated with one or more of the fol 
lowing: machine model; machine serial number, machine 
copyright; machine ROM version; machine bus speed; 
machine details; machine manufacturer; machine ROM 
release date; machine ROM size; machine UUID; and 
machine service tag. 
0043. The device identifier may also be generated by uti 
lizing machine parameters associated with one or more of the 
following: CPU ID; CPU model: CPU details; CPU actual 
speed; CPU family: CPU manufacturer; CPU voltage; and 
CPU external clock. 
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0044) The device identifier may also be generated by uti 
lizing machine parameters associated with one or more of the 
following: memory model; memory slots; memory total; and 
memory details. 
0045. The device identifier may also be generated by uti 
lizing machine parameters associated with one or more of the 
following: video model; video details; display model; display 
details; audio model; and audio details. 
0046. The device identifier may also be generated by uti 
lizing machine parameters associated with one or more of the 
following: network model; network address; Bluetooth 
address; BlackBox model; BlackBox serial; BlackBox 
details; BlackBox damage map; BlackBox Volume name: 
NetStore details; and NetStore volume name. 
0047. The device identifier may also be generated by uti 
lizing machine parameters associated with one or more of the 
following: optical model; optical serial; optical details; key 
board model; keyboard details; mouse model; mouse details; 
printer details; and Scanner details. 
0048. The device identifier may also be generated by uti 
lizing machine parameters associated with one or more of the 
following: baseboard manufacturer; baseboard product 
name; baseboard version; baseboard serial number, and base 
board asset tag. 
0049. The device identifier may also be generated by uti 
lizing machine parameters associated with one or more of the 
following: chassis manufacturer; chassis type; chassis ver 
sion; and chassis serial number. 
0050. The device identifier may also be generated by uti 
lizing machine parameters associated with one or more of the 
following: IDE controller; SATA controller, RAID control 
ler; and SCSI controller. 
0051. The device identifier may also be generated by uti 
lizing machine parameters associated with one or more of the 
following: port connector designator, port connector type; 
port connector port type; and system slot type. 
0052. The device identifier may also be generated by uti 
lizing machine parameters associated with one or more of the 
following: cache level; cache size; cache max size; cache 
SRAM type; and cache error correction type. 
0053. The device identifier may also be generated by uti 
lizing machine parameters associated with one or more of the 
following: fan; PCMCIA: modem; portable battery; tape 
drive; USB controller; and USB hub. 
0054 The device identifier may also be generated by uti 
lizing machine parameters associated with one or more of the 
following: device model; device model IMEI; device model 
IMSI; and device model LCD. 
0055. The device identifier may also be generated by uti 
lizing machine parameters associated with one or more of the 
following: wireless 802.11; webcam: game controller; sili 
cone serial; and PCI controller. 
0056. In one example, the device identifier may also be 
generated by utilizing machine parameters associated with 
one or more of the following: machine model, processor 
model, processor details, processor speed, memory model, 
memory total, network model of each Ethernet interface, 
network MAC address of each Ethernet interface, BlackBox 
Model, BlackBox Serial (e.g., using Dallas Silicone Serial 
DS-2401 chipset or the like), OS install date, nonce value, and 
nonce time of day. 
0057 With reference to FIG. 3, in one embodiment, the 
device identifier 124 may include two components—namely, 
a variable key portion 126 and a system key portion 128. The 
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variable key portion 126 may be generated at the time of 
registration of computing device 110 by reference to a vari 
able platform parameter. Such as via reference to system time 
information, although other parameters which are variable 
may be utilized in other embodiments. The system key por 
tion 128 may include the above described parameters 
expected to be unique to the device 110, such as, for example, 
hard disk Volume name, user name, computer name, user 
password, hard disc initialization date, or combinations 
thereof. Portions 126 and/or 128 may be combined with the IP 
address and/or other platform parameters of the device 110. 
Further details regarding device identifiers 124, such as 
machine fingerprints and parameters expected to be unique 
for the agiven computer, can be found in U.S. application Ser. 
No. 08/124,718, filed Sep. 21, 1993, titled “System for Soft 
ware Registration, now issued as U.S. Pat. No. 5,490,216, 
which application is specifically incorporated herein, in its 
entirety, by reference. It is noted that device identifiers, or 
portions thereof, may be encrypted to add an additional layer 
of specificity and security. 
0.058 With reference once again to FIG. 1, the auditing 
application 122 may also include a registration routine that 
collects or receives information regarding the software 120 
on device 110 by checking information which is expected to 
be unique to software 120, such as, for example, the software 
serial number. The collected software identifier may include 
the software serial number, product identification number, 
product key, etc. The collected software identifier may 
include information regarding where the software was sold or 
distributed, who the buyers, sellers, and/or distributors were, 
which stores the software was sold in, etc. It is noted that the 
Software identifier may be unique to particular copy of Soft 
ware, Such as when the Software is licensed to a single user In 
the alternative, or in addition, the software identifier may be 
unique to particular type or group of a software. Such as when 
the Software is licensed to a defined group of users. 
0059. The embodiments described herein comprise an 
auditing application 122 that collects the software identifier 
130 for software 120; however, it will be understood that the 
systems and components described herein can be adapted to 
collect one or more types of software identifiers for a plurality 
of software applications. The software identifier 130 may be 
stored in a hidden directory of the device 110 and/or at a 
remote location, Such as the auditing server 112. For example, 
in one approach, the software identifier, device identifier, 
and/or combinations thereof may be hidden in multiple loca 
tions on the computing device and may be crosschecked for 
tampering, corruption, etc. In another approach, the Software 
identifier, device identifier, and/or combinations thereof may 
be hidden in multiple locations, including one or more remote 
locations/servers, and may be crosschecked with each other 
to verify the integrity of the identifiers. 
0060. The auditing application 122 may also include a 
registration routine that collects or receives information 
regarding the geo-location code 140 of the device 110. The 
geo-locator 140 may comprise the IP address, GPS data, cell 
site triangulation data, or the like for the device 110. 
0061 Auditing application 122 may electronically send 
the device identifier 124 and the software identifier 130 to the 
auditing server 112. In the alternative, or in addition, a geo 
location code 140 may be associated with the device identifier 
124 and/or the software identifier 130 and may sent to the 
auditing server 112. Such as via a secured network connec 
tion. The auditing server 112 may encrypt and store the data, 
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such as the device identifier 124, the software identifier 130, 
and/or the geo-location code 140, received from the comput 
ing device 110. The auditing server 112 may receive such data 
from a plurality of computing devices and store the received 
data in an audit database 114. 
0062. In one embodiment, the auditing application 122 
may generate an audit number 142 by associating the Soft 
ware identifier 130 with the device identifier 124 and/or geo 
location code 140, and may send the generated audit number 
142 to the auditing server 112. In another embodiment, the 
application 122 may send the device identifier 124, the soft 
ware identifier 130, and/or the geo-location code 140 to the 
server 112 in a piecemeal manner. The server 112 may in turn 
generate the audit number 142. The auditing server 112 may 
receive or generate audit numbers from a plurality of com 
puting devices and store the received audit numbers in the 
audit database 114. 
0063. It is noted that the audit number 142 may be gener 
ated from the device identifier 124, the software identifier 
130, and/or the geo-location code 140 via any number of 
suitable approaches. For example, the software identifier 130 
may be concatenated or linked with the device identifier 124 
and/or geo-location code 140. It is also noted that the audit 
number 142 may be stored in a hidden directory of the device 
110 and/or at a remote location, such as the auditing server 
112. It is further noted that the device identifier 124, the 
software identifier 130, and/or the geo-location code 140 may 
at a later time be extracted from the audit number 142. 
0064. When a user of a computing device, including but 
not limited to computing device 110, installed with auditing 
application 122, attempts to run the software 120, the auditing 
application 122 in response may transmit the Software iden 
tifier 130 associated with the device identifier 124 and/or the 
geo-location code 140 (or an audit number 142 generated 
from Such data) to the auditing server 112, which in turn may 
store the received data in the audit database 114. 

0065. With reference to FIG. 2, there is provided an 
embodiment of a system that further comprises an optional 
authentication server 116 that is in operative communication 
with the auditing server 112. When a given user tries to run 
software 120 on his/her computing device, the authentication 
server 116 may access the audit database 114 on auditing 
server 112 to determine whether to allow his/her of the soft 
ware 120. The authentication server 116 may receive/access 
the license terms for a particular software from the auditing 
server 112 or another server or computing device. 
0.066. In one embodiment, the authentication server 116 
may disallow use of the software 120 beyond a defined maxi 
mum number of allowed users or seats (which may be defined 
by the software license). The server 116 may analyze the data 
in the audit database 114 and determine how many seats are 
currently utilizing software 120. If the number of currently 
allowed seats meets or exceeds the maximum number of 
allowed seats, the server 116 may throttle or disallow the use 
of software 120 by more seats; otherwise, the server may 
allow the use of the software 120. In another embodiment, the 
authentication server 116 may throttle or disallow use of the 
software 120 if its software identifier is already associated 
with a different device identifier and/or a different IP address 
in the audit database 114; otherwise, the server 116 may allow 
use of the software 120. The authentication server 116 may 
collect data regarding the instances of allowed and disallowed 
Software use, and may share such data with the auditing server 
112. 
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0067. With reference to the embodiments of FIGS. 1-2, the 
auditing server 112 may be in operative communication with 
a management device 150, which may be any device capable 
of communication with a computer network, such as, for 
example, a personal computer, a server computer, a laptop 
computer, a tablet computer, a personal digital assistant, a 
mobile phone, or a wireless communication device. The man 
agement device 150 may comprise a management application 
152, which may be any program or application, such as a 
stand alone application or an application that is embedded or 
associated with another Software application, Such as an 
applet running within a web browser on the device 150. 
0068. The management application 152 may be adapted to 
allow a user, Such as, for example, a software manufacturer or 
distributor, to view the data collected and stored in the audit 
database 114 of the audit server 112. The present embodiment 
will be described in the context of a software manufacturer 
utilizing the management application 152. However, it will be 
understood that any user of the management device may 
utilize the management application 152. 
0069. The management application 152 may present the 
data in the audit database 114 in a manner that allows its user 
to better understand how its Software is being used, legiti 
mately or otherwise. The information organized and pre 
sented according to one or more display schemes, described 
in further detail in U.S. patent application Ser. No. 12/390, 
273, entitled “License Auditing for Distributed Applica 
tions, filed Feb. 20, 2009, assigned to the assignee hereofand 
hereby expressly incorporated by reference herein. 
0070. In accordance with one or more aspects of the 
embodiments described herein, there are provided devices 
and apparatuses for monitoring and/or enforcing game 
licenses (e.g., from the license authority side). With reference 
to FIG. 4A, there is provided an exemplary apparatus 400 that 
may be configured as either a computing device, or as a 
processor or similar device for use within a computing device. 
As illustrated, apparatus 400 may comprise a means 450 for 
receiving from a device a combination of a device identifier 
and a game/software identifier. The device identifier may be 
based on a combination of at least one user-configurable 
parameter and at least one non-user configurable parameter of 
the device. In this way, the device identifier is unique and no 
device will share the same identifier. 
0071. The apparatus 400 may comprise a means 460 for 
accessing a database of known game identifiers, each known 
game identifier being associated with a device count and one 
or more device identifiers. The device count corresponds to a 
total number of known devices on which a given game was 
previously played. For example, the database may contain a 
device count associated to a particular XyZ racing game 
indicating how many different machine(s) the XyZ racing 
game has been played on. 
0072 The apparatus 400 may comprise a means 470 for 
updating the database in response to the combination of the 
game identifier and the device identifier being unique from 
known combinations of the known game identifiers and the 
known device identifiers. For example, if the combination of 
the game identifier and the device identifier indicates that the 
XyZ racing game was played on a machine with a device 
identifier not previously known, then the database is updated 
to indicate that the XyZ racing game was played on Such 
machine. 
0073. The apparatus 400 may comprise a means 480 for 
using the database to monitor at least one of distribution and 
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the use of the game. Once the database is populated, game 
developers or other interested party Such as game retailers, 
publishers, license authorities may monitor and query the 
database for various gaming statistics. 
0074. With reference to FIG. 4B, the means 460 for 
accessing a database of known game identifiers, each known 
game identifier being associated with a device count and one 
or more device identifiers may comprise a means 462 for 
capping the device count at a maximum device count to curb 
sharing of the game. The means 460 may further comprise a 
means 464 for instructing the device to disallow the user from 
playing the game on the user device when the device count 
having reached or exceeded the maximum device count. The 
means 460 may comprise a means 466 for instructing the 
device to allow the user to play the game on the user device in 
response to the device count being reset. The means 460 may 
comprise a means 468 for resetting the device count in 
response to receiving a device count reset request from a 
retailer. This may occur when the user purchase additional 
licensing rights to a game associated with the game identifier. 
0075 Additionally, apparatus 400 may comprise a means 
490 for billing the retailer for the resetting of the device and a 
means 492 for crediting a share of payment to the retailer in 
response to a payment for a device count reset. For example, 
when a user makes a payment for a device count reset, the 
payment proceeds can be shared with the retailer involved. 
Alternatively, the proceeds may be shared with the retailer 
and the customer. As a note, the user may be the original 
purchaser of the game or a borrower of the game. 
0076. With reference to FIG. 4C, apparatus 400 may com 
prise a means 496 for adding the game identifier to the data 
base, associating the device identifier with the game identifier 
in the database, and creating a corresponding device count for 
the game in response to the game identifier not matching any 
of the known game identifiers in the database. That is, if a 
game identifier does not match with any known game identi 
fiers in the database, then the game identifier is added to the 
database, and the device identifier is associated with the game 
identifier in the database. 
0077. Apparatus 400 may comprise a means 498 for asso 
ciating the device identifier with a given known game identi 
fier and for incrementing a given device count for the given 
game identifier in response to the device identifier not match 
ing any known device identifiers associated with the given 
known game identifier and in response to the game identifier 
matching a known game identifier. In other words, when a 
game identifier matches with a given known game identifier 
and when the device identifier does not match with any known 
device identifiers in the database, the device identifier is asso 
ciated with the given known game identifier and a given 
device count for the given known game identifier is incre 
mented by one. Additionally, when a game identifier matches 
with a given known game identifier and when the device 
identifier matches with any known device identifiers in the 
database, then auditing information in the database may be 
updated. In one approach, the auditing information may be 
updated whenever a game identifier and/or device identifier 
are crosschecked against known identifiers in the database. 
0078. It is noted that apparatus 400 may optionally include 
a processor module 430 having at least one processor, in the 
case of apparatus 400 configured as computing device, rather 
than as a processor. Processor 430, in Such case, may be in 
operative communication with means 450-498, and compo 
nents thereof, via a bus 410 or similar communication cou 
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pling. Processor 430 may effect initiation and scheduling of 
the processes or functions performed by means 450-498, and 
components thereof. 
0079. In related aspects, apparatus 400 may include a 
transceiver module 420 for communicating with means 450 
498. A stand alone receiver and/or stand alone transmitter 
may be used in lieu of or in conjunction with the transceiver 
420. 
0080. In further related aspects, apparatus 400 may 
optionally include a means for storing information, Such as, 
for example, a memory device/module 440. Computer read 
able medium or memory device/module 440 may be opera 
tively coupled to the other components of apparatus 400 via 
bus 410 or the like. The computer readable medium or 
memory device 440 may be adapted to store computer read 
able instructions and data for effecting the processes and 
behavior of means 450-498, and components thereof, or pro 
cessor 430 (in the case of apparatus 400 configured as a 
computing device) or the methods disclosed herein. 
I0081. In yet further related aspects, the memory module 
440 may optionally include executable code for the processor 
module 430 to: (a) in response to the user attempting to play 
the game on the device, receive from the device a combination 
of (i) a game identifier for the game and (ii) a device identifier 
for the device, the device identifier being based on a combi 
nation of at least one user-configurable parameter and at least 
one non-user-configurable parameter of the device; (b) access 
a database of known game identifiers, each known game 
identifier being associated with (i) a device count correspond 
ing to a total number of known devices on which a known 
game was previously played and (ii) the known device iden 
tifiers for the known devices; (c) update the database in 
response to the combination of the game identifier and the 
device identifier being unique from known combinations of 
the known game identifiers and the known device identifiers: 
and (d) use the database to monitor at least one of distribution 
and the use of the game. One or more of steps (a)-(d) may be 
performed by processor module 430 in lieu of or in conjunc 
tion with the means 450-498 described above. 

I0082 In accordance with one or more aspects of the 
embodiments described herein, there are provided devices 
and apparatuses for monitoring and/or enforcing game 
licenses (e.g., from the computing device user side). With 
reference to FIG. 5A, there is provided an exemplary appa 
ratus 500 that may be configured as either computing device, 
or as a processor or similar device for use within a computing 
device. As illustrated, apparatus 500 may comprise a means 
550 for collecting machine parameters of a computing device. 
The machine parameters may comprise a combination of at 
least one user-configurable parameter and at least one non 
user-configurable parameter of the device. The apparatus 500 
may comprise a means 560 for generating a device identifier 
for the device based at least in part on the collected machine 
parameters. The apparatus 500 may comprise a means 570 for 
sending a game identifier for the game and the device identi 
fier to a license authority. This may occur, for example, when 
ever a user attempts to install the game on the device and/or 
play the game on the device. 
I0083. With reference to FIG.5B, the means 570 may com 
prise a means 575 for receiving an allow or disallow instruc 
tion from the license authority based on a device count asso 
ciated with the game identifier. The device count may 
correspond to a total number of known devices on which the 
game was previously played. The allow instruction may allow 
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the user to play the game on the device, and the disallow 
instruction may prevent the user from playing the game on the 
device. 
0084. The apparatus 500 may comprise a means 580 for 
associating the game identifier with the device identifier to 
generate an audit number and for sending the audit number to 
the license authority. The transmission of the audit number 
may be accomplished using a transceiver, for example. The 
means 560 may further comprise a means 585 for associating 
the game identifier with the device identifier by concatenating 
the game identifier with the device identifier. The means 580 
may also comprise a means 590 for determining the geo 
location code for the device and for associating the geo 
location code with at least one of the game identifier and the 
device identifier to generate the audit number. For example, 
the geo-location code may comprise an internet protocol (IP) 
address, and the game identifier may comprise a game serial 
number. 
0085. The apparatus 500 may further comprise a means 
595 for generating a device identifier by implementing or 
executing at least one irreversible transformation Such that 
the machine parameters cannot be derived from the device 
identifier. Additionally, at least one of the irreversible trans 
formation comprises a cryptographic hash function. 
I0086. It is noted that apparatus 500 may optionally include 
a processor module 530 having at least one processor, in the 
case of apparatus 500 configured as computing device, rather 
than as a processor. Processor 530, in such case, may be in 
operative communication with means 550-595, and compo 
nents thereof, via a bus 510 or similar communication cou 
pling. Processor 530 may effect initiation and scheduling of 
the processes or functions performed by means 550-595, and 
components thereof. 
0087. In related aspects, apparatus 500 may include a 
transceiver module 520 for communicating with means 550 
595. A stand alone receiver and/or stand alone transmitter 
may be used in lieu of or in conjunction with the transceiver 
S2O. 
0088. In further related aspects, apparatus 500 may 
optionally include a means for storing information, such as, 
for example, a memory device/module 540. Computer read 
able medium or memory device/module 540 may be opera 
tively coupled to the other components of apparatus 500 via 
bus 510 or the like. The computer readable medium or 
memory device 540 may be adapted to store computer read 
able instructions and data for effecting the processes and 
behavior of means 550-595, and components thereof, or pro 
cessor 530 (in the case of apparatus 500 configured as a 
computing device) or the methods disclosed herein. 
0089. In yet further related aspects, the memory module 
540 may optionally include executable code for the processor 
module 530 to: (a) collect machine parameters of a comput 
ing device, the machine parameters comprising a combina 
tion of at least one user-configurable parameter and at least 
one non-user-configurable parameter of the device; (b) gen 
erate a device identifier for the device based at least in part on 
the machine parameters; and (c) in response to a user attempt 
ing to play the game on the device, instructs the transceiver to 
send a game identifier for the game and the device identifierto 
the license authority. One or more of steps (a)-(c) may be 
performed by processor module 430 in lieu of or in conjunc 
tion with the means 550-595 described above. 

0090. In accordance with one or more aspects of the 
embodiments described herein, there are provided methods 
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for monitoring and/or enforcing licenses for games (e.g., 
from the license authority side). With reference to FIG. 6A, 
there is provided an exemplary method 600 for monitoring 
the use of a computer game. The method 600 may involve 
steps 610-675. At step 610, a combination of a device iden 
tifier and a game identifier may be received from a device. At 
step 615, a database of known game identifier may be 
accessed. Each game identifier may be associated with a 
device count and one or more device identifiers. At step 620, 
the database may be updated in response to the combination 
of the game identifier and the device identifier being unique 
from known combination of the game and device identifiers 
in the database. At step 625, the database may be used to 
monitor at least one of distribution and the use of the game. 
(0091. With reference to FIG. 6B, at step 630, the device 
count may be capped at a maximum device count. In this way, 
the sharing of the game may be curbed. In step 640, an 
instruction may be sent to the device to disallow the user from 
playing the game on the device when the device count has 
reached or exceeds the maximum device count. At step 645, 
in response to the device count being reset, the device may be 
instructed to allow the user to play the game on the device. As 
noted above, the device count may reset whenever the user 
purchases additional license at a retailer. At step 650, the 
device count, may be reset in response to receiving a device 
count reset request from the retailer. At step 655, the retailer 
may be billed for the resetting of the device. At step 660, the 
retailer may be credited a share of the payment in response to 
a payment for the device count reset request. 
0092. At step 670, the game identifier is added to the 
database, the device identifier may be associated with the 
game identifier in the database, and a corresponding device 
count, may be created for the game in response to the game 
identifier not matching any of the known game identifiers in 
the database. That is, ifa game identifier does not match with 
any known game identifiers in the database, then the game 
identifier may be added to the database, and the device iden 
tifier may be associated with the game identifier in the data 
base. 

(0093. At step 675, the device identifier may be associated 
with a given known game identifier, and a given device count 
is incremented for the given game identifier in response to the 
device identifier not matching any known device identifiers 
associated with the given known game identifier and in 
response to the game identifier matching a known game iden 
tifier. In other words, when a game identifier matches with a 
given known game identifier and when the device identifier 
does not match with any known device identifiers in the 
database, the device identifier may be associated with the 
given known game identifier and a given device count for the 
given known game identifier may be incremented by one. 
Additionally, when a game identifier matches with a given 
known game identifier and when the device identifier matches 
with any known device identifiers in the database, then audit 
information in the database may be updated. In one approach, 
the audit information may be updated whenevera game iden 
tifier and/or device identifier are crosschecked against known 
identifiers in the database. 

0094. In accordance with one or more aspects of the 
embodiments described herein, there are provided methods 
for monitoring and/or enforcing licenses for games (e.g., 
from the computing device user side). With reference to FIG. 
7, there is provided an exemplary method 700 for monitoring 
the use of a computer game. The method 700 may involve the 



US 2010/0323790 A1 

following steps. At step 710, machine parameters of a com 
puting device may be collected. The machine parameters may 
comprise a combination of at least one user-configurable 
parameter and at least one non-user-configurable parameter 
of the device. 
0095. At step 720, a device identifier may be generated for 
the device based at least in part on the collected machine 
parameters. At step 730, a game identifier for the game and 
the device identifier may be transmitted to a license authority. 
For example, this may occur whenever a user attempts to 
install the game on the device and/or play the game on the 
device. At step 740, an allow or disallow instruction may be 
received from the license authority based on a device count 
associated with the game identifier. The device count may 
correspond to a total number of known devices on which the 
game was previously played. The allow instruction may allow 
the user to play the game on the device, and the disallow 
instruction may prevent the user from playing the game on the 
device. In related aspects, the method 700 may further involve 
receiving one of an allow instruction and a disallow instruc 
tion from the license authority based on a device count asso 
ciated with the game identifier. 
0096. While the present invention has been illustrated and 
described with particularity in terms of preferred embodi 
ments, it should be understood that no limitation of the scope 
of the invention is intended thereby. Features of any of the 
foregoing methods and devices may be substituted or added 
into the others, as will be apparent to those of skill in the art. 
It should also be understood that variations of the particular 
embodiments described hereinincorporating the principles of 
the present invention will occur to those of ordinary skill in 
the art and yet be within the scope of the invention. 
0097. As used in this application, the terms “component.” 
“module.” “system, and the like are intended to refer to a 
computer-related entity, either hardware, firmware, a combi 
nation of hardware and software, software, or software in 
execution. For example, a component can be, but is not lim 
ited to being, a process running on a processor, a processor, an 
object, an executable, a thread of execution, a program, and/or 
a computer. By way of illustration, both an application run 
ning on a computing device and the computing device can be 
a component. One or more components can reside within a 
process and/or thread of execution and a component can be 
localized on one computer and/or distributed between two or 
more computers. In addition, these components can execute 
from various computer readable media having various data 
structures stored thereon. The components can communicate 
by way of local and/or remote processes Such as in accor 
dance with a signal having one or more data packets (e.g., data 
from one component interacting with another component in a 
local system, distributed system, and/or across a network 
Such as the Internet with other systems by way of the signal). 
0098. It is understood that the specific order or hierarchy 
of steps in the processes disclosed herein in an example of 
exemplary approaches. Based upon design preferences, it is 
understood that the specific order or hierarchy of steps in the 
processes may be rearranged while remaining within the 
Scope of the present disclosure The accompanying method 
claims present elements of the various steps in sample order, 
and are not meant to be limited to the specific order or hier 
archy presented. 
0099 Moreover, various aspects or features described 
herein can be implemented as a method, apparatus, or article 
of manufacture using standard programming and/or engi 
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neering techniques. The term “article of manufacture' as used 
herein is intended to encompass a computer program acces 
sible from any computer-readable device, carrier, or media. 
For example, computer-readable media can include but are 
not limited to magnetic storage devices (e.g., hard disk, 
floppy disk, magnetic strips, etc.), optical discs (e.g., compact 
disc (CD), digital versatile disc (DVD), etc.), smart cards, and 
flash memory devices (e.g., Erasable Programmable Read 
Only Memory (EPROM), card, stick, key drive, etc.). Addi 
tionally, various storage media described herein can represent 
one or more devices and/or other machine-readable media for 
storing information. The term “machine-readable medium’ 
can include, without being limited to, wireless channels and 
various other media capable of storing, containing, and/or 
carrying instruction(s) and/or data. 
0100 Those skilled in the art will further appreciate that 
the various illustrative logical blocks, modules, circuits, 
methods and algorithms described in connection with the 
examples disclosed herein may be implemented as electronic 
hardware, computer software, or combinations of both. To 
clearly illustrate this interchangeability of hardware and soft 
ware, various illustrative components, blocks, modules, cir 
cuits, methods and algorithms have been described above 
generally in terms of their functionality. Whether such func 
tionality is implemented as hardware or Software depends 
upon the particular application and design constraints 
imposed on the overall system. Skilled artisans may imple 
ment the described functionality in varying ways for each 
particular application, but such implementation decisions 
should not be interpreted as causing a departure from the 
Scope of the present invention. 

What is claimed is: 
1. An apparatus for monitoring use of a computer game, 

comprising: 
a transceiver component for communicating with a com 

puting device of a user; 
at least one processor operatively coupled with the trans 

ceiver component; and 
a memory component operatively coupled with the at least 

one processor and comprising executable code for the at 
least one processor to: 
in response to the user attempting to play the game on the 

device, receive from the device a combination of (a) a 
game identifier for the game and (b) a device identifier 
for the device, the device identifier being based on a 
combination of at least one user-configurable param 
eter and at least one non-user-configurable parameter 
of the device; 

access a database of known game identifiers, each 
known game identifier being associated with (a) a 
device count corresponding to a total number of 
known devices on which a known game was previ 
ously played and (b) the known device identifiers for 
the known devices; 

update the database in response to the combination of 
the game identifier and the device identifier being 
unique from known combinations of the known game 
identifiers and the known device identifiers; and 

monitor the database for at least one of distribution and 
for at least one use of the game. 

2. The apparatus of claim 1, wherein the device count is 
capped at a maximum device count to curb sharing of the 
game. 
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3. The apparatus of claim 2, wherein the at least one pro 
cessor, in response to the device count having reached the 
maximum device count, instructs the device to disallow the 
user from playing the game on the device. 

4. The apparatus of claim 3, wherein the at least one pro 
cessor, in response to the device count being reset, instructs 
the device to allow the user to play the game on the device. 

5. The apparatus of claim 1, wherein, in response to the 
game identifier not matching any of the known game identi 
fiers in the database, the at least one processor: 

adds the game identifier to the database; 
associates the device identifier with the game identifier in 

the database; and 
creates a corresponding device count for the game. 
6. The apparatus of claim 1, wherein, in response to the 

game identifier matching a given known game identifier, the 
at least one processor: 

in response to the device identifier not matching any known 
device identifiers associated with the given known game 
identifier, (a) associates the device identifier with the 
given known game identifier and (b) increments a given 
device count for the given known game identifier by one. 

7. An apparatus for monitoring use of a computer game, 
comprising: 

a transceiver component for communicating with a license 
authority; 

at least one processor operatively coupled with the trans 
ceiver component; and 

a memory component operatively coupled with the at least 
one processor and comprising executable code for the at 
least one processor to: 
collect machine parameters of a computing device, the 

machine parameters comprising a combination of at 
least one user-configurable parameter and at least one 
non-user-configurable parameter of the device; 

generate a device identifier for the device based at least 
in part on the machine parameters; and 

in response to a user attempting to play the game on the 
device, instructs the transceiver to send a game iden 
tifier for the game and the device identifier to the 
license authority. 

8. The apparatus of claim 7, wherein the transceiver 
receives one of an allow instruction and a disallow instruction 
from the license authority based on a device count associated 
with the game identifier, the device count corresponding to a 
total number of known devices on which the game was pre 
viously played, the allow instruction allowing the user to play 
the game on the device, the disallow instruction preventing 
the user from playing the game on the device. 

9. The apparatus of claim 7, wherein: 
the memory component further comprises executable code 

for the at least one processor to associate the game 
identifier with the device identifier to generate an audit 
number, and 

the transceiver sends the audit number to the license 
authority. 

10. The apparatus of claim 9, wherein the at least one 
processor associates the software identifier with the device 
identifier by concatenating the software identifier with the 
device identifier. 

11. The apparatus of claim 9, wherein the at least one 
processor: 
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determines a geo-location code for the device; and 
associates the geo-location code with at least one of the 

software identifier and the device identifier to generate 
the audit number. 

12. The apparatus of claim 7, wherein the at least one 
processor generates the device identifier by implementing at 
least one irreversible transformation such that the machine 
parameters cannot be derived from the device identifier. 

13. A method for monitoring use of a computer game, 
comprising: 

in response to a user attempting to play the game on a 
computing device, receiving from the device a combi 
nation of (a) a game identifier for the game and (b) a 
device identifier for the device, the device identifier 
being based on a combination of at least one user-con 
figurable parameter and at least one non-user-config 
urable parameter of the device: 

accessing a database of known game identifiers, each 
known game identifier being associated with (a) a device 
count corresponding to a total number of known devices 
on which a known game was previously played and (b) 
the known device identifiers for the known devices; and 

updating the database in response to the combination of the 
game identifier and the device identifier being unique 
from known combinations of the known game identifiers 
and the known device identifiers; and 

using the database to monitor at least one of distribution 
and the use of the game. 

14. The method of claim 13, further comprising, in 
response to the device count having reached a maximum 
device count, instructing the device to disallow the user from 
playing the game on the device. 

15. The method of claim 13, further comprising, in 
response to the device count being reset, instructing the 
device to allow the user to play the game on the device. 

16. The method of claim 13, further comprising, in 
response to the game identifier not matching any of the known 
game identifiers in the database: 

adding the game identifier to the database; 
associating the device identifier with the game identifier in 

the database; and 
creating a corresponding device count for the game. 
17. The method of claim 13, further comprising, in 

response to the game identifier matching a given known game 
identifier: 

in response to the device identifier not matching any known 
device identifiers associated with the given known game 
identifier, (a) associating the device identifier with the 
given known game identifier and (b) incrementing a 
given device count for the given known game identifier 
by one. 

18. A computer program product, comprising: 
a computer-readable medium comprising: 

code for causing a computer to, in response to a user 
attempting to play a computer game on a computing 
device, receive from the computing device a combi 
nation of (a) a game identifier for the game and (b) a 
device identifier for the device, the device identifier 
being based on a combination of at least one user 
configurable parameter and at least one non-user-con 
figurable parameter of the device: 

code for causing a computer to access a database of 
known game identifiers, each known game identifier 
being associated with (a) a device count correspond 
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ing to a total number of known devices on which a 
known game was previously played and (b) the known 
device identifiers for the known devices; 

code for causing a computer to update the database in 
response to the combination of the game identifier and 
the device identifier being unique from known com 
binations of the known game identifiers and the 
known device identifiers; and 

code for causing a computer to use the database to moni 
tor at least one of distribution and the use of the game. 

19. The computer program product of claim 18, wherein 
the computer-readable medium further comprises code for: 
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determining a geo-location code for the computing device; 
and 

associating the geo-location code with at least one of the 
game identifier and the device identifier. 

20. The computer program product of claim 18, wherein 
the computer-readable medium further comprises code for 
generating the device identifier by implementing at least one 
irreversible transformation such that the at least one user 
configurable parameter and the at least one non-user-config 
urable parameter cannot be derived from the device identifier. 

c c c c c 


