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TITLE

Data protection using distributed security key

FIELD OF THE INVENTION

The present application relates to methods of protecting data and to corresponding

devices.

BACKGROUND

Mobile devices, e.g., smartphones or tablet devices, are increasingly advancing into
application areas so far dominated by conventional personal computers. Further, the
advance of so called “cloud computing” phenomena and devices having support for
the same is paving the way for new business models. In each case, appropriate
security models are needed that can preserve the confidentiality of data, even if

devices are lost or stolen.

More specifically, a mobile device has the capability of storing huge quantities of
data, and various security mechanisms may be applied to protect the data. Here, one
common practice is to encrypt the data using a security key which is then, in some
way, stored in the mobile device. This is a security risk as both the data that is to be
protected and the means for providing the protection are physically on the same
device. Further, passphrases may be used, which are to be entered by a user for
accessing the protected data. Such passphrases are typically selected by the user or
automatically generated. However, even when using complex passphrases,
vulnerabilities exist, and it may become difficult for the user to remember complex
passphrases.

A further possibility is to use dedicated devices for generating encryption keys. For
example, such devices may perform a secret algorithm on prime numbers, which

may be combined with additional parameters and/or operations, to produce an output
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that is used as an encryption key for encrypting data. On a separate location, the
same algorithm may be used to generate a key for decrypting the data. However

such solutions typically involve considerable costs for the dedicated devices.

In view of the above, there is a need for efficient techniques for protecting data,

which can be implemented at low cost.

SUMMARY

According to an embodiment of the invention, a method of protecting data stored in
an electronic device, e.g., a mobile user equipment, is provided. According to the
method, an outer security key is obtained. With the outer security key, an inner
security key is encrypted. The inner security key has the purpose of encrypting and
decrypting data stored in the electronic device. The encrypted inner security key is
stored on an external memory device to be coupled to the electronic device. The
outer security key is generated from a unique identifier of the electronic device, a
unique identifier of the external memory device, and a personal identification number.
In this way, a protected data and a part of the protection mechanism can be

separated in a convenient manner.

According to an embodiment of the invention, a method of protecting data stored in
an electronic device, e.g., a mobile user equipment, is provided. According to the
method, an encrypted inner security key is obtained from an external memory device
coupled to the electronic device, and the encrypted inner security key is decrypted
with an outer security key. With the decrypted inner security key, data are encrypted,
and the encrypted data are stored in a memory of the electronic device. The outer
security key is generated from a unique identifier of the electronic device, a unique
identifier of the external memory device, and a personal identification number. In this

way, the data may be securely stored in the electronic device.

According to a further embodiment of the invention, a method of protecting data

stored in an electronic device, e.g., a mobile user equipment, is provided. According
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to the method, an encrypted inner security key is obtained from an external memory
device coupled to the electronic device, and the encrypted inner security key is
decrypted with an outer security key. Further, encrypted data, which are encrypted
with the inner security key, are obtained from a memory of the electronic device. The
obtained data are decrypted with the decrypted inner security key. The outer security
key is generated from a unique identifier of the electronic device, a unique identifier
of the external memory device, and a personal identification number. In this way, the

protected data may be retrieved from the electronic device.

According to an embodiment, the inner security key is determined, e.g., on the basis
of any suitable encryption algorithm, and the inner security key is encrypted with the
outer security key. The encrypted inner security key is then stored on the external
memory device.

According to an embodiment, the unique identifier of the electronic device is

exclusively accessible through a trusted source, e.g., a signed application.

According to an embodiment, the outer security key is further generated from a
unique identifier of a subscriber identity module associated with the electronic device.
The unique identifier of the subscriber identity module may be exclusively accessible
through a trusted source, e.g., a signed application. According to an embodiment, the
unique identifier is modifiable, e.g., by remote signaling to the electronic device,

which may be used to deactivate the outer security key.

According to an embodiment, the outer security key is further generated from at least
one additional constituent. The additional constituent may modifiable by remote
control signaling. An example of such a modifiable additional constituent is an
identifier of a subscriber identity module. Another example is information stored in a
rewritable memory of the electronic device. The remote control signaling for
modifying the additional constituent may be transmitted via radio signals to be
received by the electronic device, e.g., mobile communication signals. According to

an embodiment, the outer security key may be deactivated by remotely modifying the
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at least one additional constituent, e.g., in case of a security problem such as the

electronic device being lost or stolen.

According to an embodiment, the at least one additional constituent is selected from
the group consisting of a voice sample, a retina scan, a finger print, a credit card
number, a credit card validation code, near-field communication information, image
data, such as a picture of a user’'s face, and an identifier of an auxiliary device. The
outer security key can be extended to comprise any desirable number of
constituents. For this purpose, additional constituents from the above-mentioned list

or any other suitable additional constituents may be used.

According to an embodiment, the external memory device is a memory card or a

flash drive.

According to a further embodiment of the invention, an electronic device, e.g., a
mobile user equipment, is provided. The electronic device comprises a memory, an
interface, and a processor. The memory is configured to store encrypted data. The
interface is configured to provide coupling to an external memory device. The
processor is configured to obtain an encrypted inner security key from an external
memory device coupled to the interface, to decrypt the inner security key with an
outer security key, and to encrypt data to be stored in the memory and decrypt
encrypted data obtained from the memory with the decrypted inner security key. The
outer security key is generated from a unique identifier of the electronic device, a

unique identifier of the external memory device, and a personal identification number.

According to an embodiment, the processor is further configured to encrypt the inner
security key with the outer security key and to store the encrypted inner security key

on the external memory device.

According to an embodiment, the electronic device additionally comprises a further

interface, which is configured to provide coupling to a subscriber identity module. In
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this case, the outer security key may further be generated from a unique identifier of

a subscriber identity module coupled to the further interface.

According to an embodiment, the electronic device additionally comprises an
auxiliary interface, which is configured to provide coupling to an auxiliary device, e.g.,
a headset or the like. In this case, the outer security key may further be generated
from an identifier of an auxiliary device coupled to the auxiliary interface or from data
provided by the auxiliary device, e.g., a voice sample, a retina scan, a finger print, or

image data, such as a picture of a user’s face.

The electronic device may be configured to operate in accordance with the above-

described methods according to embodiments of the invention.

According to a further embodiment of the invention, a system is provided which
comprises an electronic device in accordance with the above-described
embodiments and an external memory device storing the encrypted inner security

key.

The foregoing and other features and advantages of embodiments of the invention
will become further apparent from the following detailed description and the
accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the present invention are illustrated by the accompanying figures, in

which:

Fig. 1 schematically illustrates a system according to an embodiment of the invention;

Fig. 2 schematically illustrates an electronic device according to an embodiment of

the invention;
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Fig. 3 shows a flow chart for schematically illustrating a method according to an

embodiment of the invention;

Fig. 4 shows a flow chart for schematically illustrating a further method according to

an embodiment of the invention;

Fig. 5 shows a flow chart for schematically illustrating a still further method according

to an embodiment of the invention; and

Fig. 6 shows a flow chart for schematically illustrating a still further method according

to an embodiment of the invention.

DETAILED DESCRIPTION

In the following, embodiments of the present invention will be described in more
detail and with reference to the accompanying drawings. The described
embodiments are merely exemplary and not to be construed as limiting the scope of
the present invention. It should be noted that in the drawings the elements are not
necessary to scale with each other but have been depicted in a manner which allows

for conveying features of the illustrated embodiments to a person skilled in the art.

In the following detailed description, embodiments of the present invention are
described which relate to a mobile user equipment, which may be in the form of a
smartphone, a mobile phone, a mobile computer, a tablet device, a personal digital
assistant, or the like. It is to be understood that details of the electronic circuitry and
components provided in the mobile user equipment will depend on the detailed
implementation of the mobile user equipment. Accordingly, the mobile user
equipment may also include components which are not addressed in the following

discussion.

Fig. 1 schematically illustrates a system 100 for protecting data in an electronic

device in the form of a mobile user equipment 110. Further, Fig. 1 illustrates a user



10

15

20

25

30

WO 2012/126483 PCT/EP2011/001390

200 of the mobile user equipment 110. As mentioned above, the mobile user
equipment (110) may be a smartphone, a mobile phone, a tablet device, a mobile
computer, a personal digital assistant, or the like. Besides the mobile user equipment
110, the system 100 further includes an external memory device 120. As further
illustrated, the system 100 may also include a subscriber identity module (SIM) 130,
e.g. a SIM card, and an auxiliary device 140. The external memory device 120 and, if
provided, the SIM 130 and the auxiliary device 140 can be coupled to the mobile user
equipment 110 via corresponding interfaces of the mobile user equipment 110. For
example, the external memory device 120 could be coupled to the mobile user
equipment 110 via a corresponding slot interface or USB (Universal Serial Bus)
interface of the mobile user equipment 110. Similarly, the SIM 130 could be coupled
to the mobile user equipment 110 via a corresponding SIM interface of the mobile
user equipment 110, and the auxiliary device 140 could be coupled to the mobile
user equipment 110 via a corresponding auxiliary interface of the mobile user
equipment 110. The external memory device 120 may be implemented on the basis
of flash semiconductor memory, e.g., in the form of a memory card or flash drive.
However, it is to be understood that also other types of memory technology could be
used in the external memory device 120, e.g., magnetic storage. In Fig. 1, the
auxiliary device 140 is illustrated as a headset, which means that the auxiliary
interface could be a Bluetooth interface. However, it is to be understood that other
types of auxiliary devices could be used as well, e.g., a fingerprint scanner, a near
field communication device, or the like, and that the implementation of the auxiliary
interface may vary accordingly, e.g., may be a USB interface or even a proprietary
data interface. Moreover, it is to be understood that a plurality of auxiliary devices

could be coupled to the mobile user equipment 110.

According to embodiments as explained in the following, protection of data 115
stored the in the mobile user equipment 110 is implemented on the basis of an inner
security key 125, which is used to encrypt and decrypt the data 115, and an outer
security key 50, which is used to encrypt and decrypt the inner security key 125. As
ilustrated in Fig. 1, the inner security key 125 is stored, in encrypted form, in the
external memory device 120. The outer security key 50 in turn is generated from
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various distributed constituents, of which a part are external constituents, i.e.,
constituents not stored in the mobile user equipment 110 or otherwise derivable from
the mobile user equipment 110 itself. In particular, these constituents may be a
unique identifier of the mobile user equipment 110, in the following referred to as
UMID (Unique Mobile Identifier), a unique identifier of the external memory device
120, in the following referred to as HID (Hardware ldentifier), and a PIN (Personal
Identification Number) to be entered by the user 200. The UMID is typically assigned
to the mobile user equipment 110 by its manufacturer and is stored therein in an
unmodifiable manner, e.g., as part of firmware. Similarly, the HID is typically assigned
to the external memory device 120 and is stored therein in an unmodifiable manner,
e.g., as part of firmware. In accordance with the scenario of Fig. 1, the constituents
may further include a unique identifier of the SIM 130, in the following referred to as
SID (SIM identifier), and/or an identifier of the auxiliary device 140, e.g., a serial
number (SN). The identifier of the auxiliary device 140 could also be a unique
hardware identifier. The SID may be assigned to the SIM 130 by an issuer of the SIM
130, e.g., a network operator. As compared to the UMID and HID, the SID can be
modified using appropriate control processes. In some embodiments as explained
below, remote control signaling to the mobile user equipment 110 may be used to
modify the SID.

The above-mentioned constituents, i.e., the UMID, the HID, the PIN, and optionally
also the SID and/or the SN, are used as a generator of the outer security key 50. In
the following, the outer security key 50 is also referred to as DSK (Distributed
Security Key), the inner security key 125 is also referred to as CEK (Content
Encryption Key), and the encrypted inner security key 125 is also referred to as
ECEK (Encrypted CEK). Here, it is to be understood that the process of generating
the DSK is not limited to the above-mentioned constituents, and can be expanded
configured to include one or more additional constituents, e.g., a voice sample, a
retina scan, a finger print, a credit card number, a card validation code, near field
communication information, image data, such as a picture of a user's face, a serial

number of one or more other auxiliary devices, and the like. In some embodiments,
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such additional constituents may also replace one or both of the above-mentioned

optional constituents, i.e., the SID and the SN of the auxiliary device 140.

In accordance with the above explanations, generation of the DSK may be expressed

by the following formula:

DSK=C1{]C2]||C3]||...||CN, (1)

wherein C1, C2, C3, ... CN denote the constituents and “||" denotes a combination
operation, such as a concatenation or more complex operations. In the above
mentioned example, C1 would be the UMID, C2 wouid be the HID, C3 would be the
PIN, C4 would be the SID, and C5 would be the SN.

In the following an exemplary algorithm for generation of the DSK is explained in
more detail. According to this algorithm, from each constituent Ci a corresponding
hash H is derived using an appropriate hash algorithm, e.g., the SHA1 (Secure Hash
Algorithm 1) after which an intermediate secret key, ISK, is derived by extracting a
first number of bits of the hash, e.g., the first 128 bits. Subsequently, the ISK’s are
fed to the algorithm sequentially until all ISK’s are consumed. The process may be

represented by the following pseudo-code:

DSK = nuli;
for (i=1toN)
{

Hi = SHA1(Ci)

ISKi = Trunc(Hi)

DSK = HMAC (ISKi, STRING_IDi © DSK)
i++

}
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In the above pseudo code, ISKi is the intermediate secret key for the i-th constituent,
N is the number of constituents, Trunc(X) denotes a truncation operation for
extracting the first bits from the argument X, HMAC(Y,Z) denotes an operation for
construction of a HMAC (Hash Based Message Authentication Code) on the basis of
the arguments (Y,Z), STRING_IDi is a predefined random string value identifying the
constituent, which preferably is known to the algorithm only, and © is a combination
operation that would combine the values of STRING_ID and DSK, e.g., a
concatenation operation. Typically, the appropriate number of bytes that would be
needed for the successful usage of any of the values may be handled by the

algorithm as well. However, this is not represented in the above pseudo-code.

Fig. 2 schematically illustrates an implementation of the mobile user equipment 110.
According to the illustrated implementation, the mobile user equipment 110 is
provided with a processor 30, a memory device interface 12, a SIM interface 14, an
auxiliary device interface 16, and a radio interface 18 with corresponding antenna 19.
Further, the mobile user equipment 110 is provided with a user interface 22 and an
output device 24. The mobile user equipment 110 further includes a firmware

memory 26 and a memory 40 for storing data.

In the illustrated implementation, the memory device interface 12 may be used for
coupling the mobile user equipment 110 to the external memory device 120, thereby
allowing the processor 30 of the mobile user equipment 110 to read data from the
external memory device 120 and typically also to write data to the external memory
device 120. In the embodiments as described herein, the memory device interface
may be used to read the ECEK from the external memory device 120 and optionally
also to write the ECEK to the external memory device 120. The SIM interface may be
used for coupling the mobile user equipment 110 to the SIM 130, thereby allowing
the processor 30 of the mobile user equipment 110 to read data from the SIM 130
and typically also write data to the SIM 130. In the embodiments as described herein,
the SIM interface 14 may be used to read the SID from the SIM 130 and optionally
also to modify the SID of the SIM 130. The auxiliary device interface 16 may be used
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for coupling the mobile user equipment 110 to the auxiliary device 140, thereby
allowing the processor 30 of the mobile user equipment 110 to receive data from the
auxiliary device 140 and typically also to send data to the auxiliary device 140. In the
embodiments as described herein, the auxiliary device interface 16 may be used to
read the SN from the auxiliary device 140. The auxiliary device interface 16 may be
implemented as a wire-based interface, such as a USB interface, or may be
implemented as a wireless interface such as a Bluetooth interface or an infrared
interface. The radio interface 18 may be used to receive and transmit radio signals,
e.g., according to a mobile communication standard such as a 3GPP (3™ Generation
Partnership Project) standard. In the embodiments as described herein, the radio
interface 18 may be used for receiving remote control signaling to deactivate the DSK
in case of a security problem, such as the mobile user equipment 110 being lost or

stolen.

The user interface 22 has the purpose of allowing the processor 30 to receive inputs
from a user, e.g., the user 200. For example, the user interface may be implemented
as a keypad, as a touch-sensitive display, or as a combination thereof. In some
embodiments, the user interface 22 could also support voice inputs from the user. In
the embodiments as described herein, the user interface 22 may be used by the user
200 for inputting the PIN.

The output device 24 has the purpose of allowing the processor 30 to output
information to a user of the mobile user equipment 110, e.g., to the user 200. For
example, the output device 24 may be implemented as an optical display screen, as
an acoustical output device, or as a combination thereof. In the embodiments as
described herein, the output device 24 may be used for outputting decrypted data to
the user 200 and/or for prompting the user 200 to perform certain operations, such as

connecting the external memory device or entering the PIN.

The firmware memory 26, which may be a read-only memory or a flash memory, is
used to store system information of the mobile user equipment 110 and typically also

program code to be executed by the processor 30 during operation of the mobile
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user equipment 110. In the embodiments as described herein, the firmware memory
26 may store the UMID. According to some embodiments, the UMID may be
derivable in a different manner from the mobile user equipment 110, e.g., may be
generated during run-time by a secure hardware algorithm based on mathematical
formulas, without explicitly storing the UMID. The UMID may also be stored in a
dedicated secure storage of the mobile user equipment 110, e.g., in a read-only
memory (ROM).

The memory 40, which may be implemented as a flash memory, has the purpose of
storing various types of content on the mobile user equipment 110. The memory 40
may be accessed by the processor 30 in read operations and write operations. In the
embodiments as described herein, the memory 40 may be used for storing encrypted

data.

The processor 30, which may be any type of programmable microprocessor, has the
purpose of controlling operations of the mobile user equipment 110. This may be
accomplished by executing program code stored in the firmware memory 26, in the
memory 40, and/or in any other storage, e.g., in a secure random-access memory
(RAM). In the embodiments as described herein, the processor 30 may be used to
obtain the ECEK from the external memory device, to obtain the constituents of the
DSK, to generate the DSK from the constituents, to encrypt the CEK and/or decrypt
the ECEK with the DSK, to encrypt data to be stored in the memory 40 with the
decrypted CEK, and/or to decrypt encrypted data from the memory 40 with the
decrypted CEK.

It is to be understood that the implementation of Fig. 2 is merely exemplary and that

other implementations could be used as well.

In the following, an exemplary process of configuring the system 100 of Fig. 1 for
protecting data will be explained in connection with Fig. 3, which shows a flow chart
for illustrating a method of configuring the external storage device 120 with the

encrypted inner security key 125. This process may be managed by a configuring
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authority, which may be the user 200 or a provider of the components of the system
100, e.g., a company or organization providing the user 200 with the system 100
such as an employer of the user 200. The configuring authority may configure the .
generation process of the DSK, e.g., determine which constituents should be used,
and also provide the CEK. For example, the configuring authority may obtain the
UMID of the mobile user equipment 110 and write data to a region on the SIM 130,
such as an Elementary Files region, and perform operations on it, such as deriving a
SHA1 hash value. This may serve the purpose to identify the mobile user equipment
110 and the SIM 130 as belonging to a company or organization and its network.
Similar operations could be conducted on other devices, assigned to the user 200,
that are involved in the generation process of the DSK. The configuring authority may
further combine the constituents, e.g., the UMID, HID, PIN, SID, and SN to generate
the DSK. The DSK may then be used by the configuring authority as a key to encrypt
the CEK, thereby obtaining the ECEK. The configuring authority may then store the
ECEK on the external memory device 120. The CEK itself may be based on any
suitable encryption method. Further, any suitable encryption method may be used in
order to encrypt the CEK with the DSK to derive the ECEK. In some embodiments,
the configuring authority may customize the DSK by selecting the number and types
of constituents of the DSK. For example, the SN may be replaced by another
constituent and/or any desirable number of additional constituents may be added to
the DSK.

In the method of Fig. 3, a constituent of the DSK is obtained at step 310. When
implementing the method in the mobile user equipment 110, the processor 30 of the
mobile user equipment may access appropriate sources for obtaining the constituent.
For example, the UMID may be obtained from the firmware memory 26 of the mobile
user equipment 110 or may be derived from the mobile user equipment 110 in a
different manner, e.g., from a secure storage or from a secure hardware algorithm
based on mathematical formulas. For this purpose, it is beneficial to configure the
UMID to be accessible exclusively via a trusted source, e.g., a signed application
executed by the processor 30. In this way, unauthorized usage of the UMID can be

avoided. The HID may be obtained from the external memory device 120 via the
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memory device interface 12. For this purpose, it is beneficial to configure the HID to
be accessible exclusively via a trusted source, e.g., a signed application executed by
the processor 30. In this way, unauthorized usage of the HID can be avoided. The
SID may be obtained from the SIM 130 via the SIM interface 14. For this purpose, it
is beneficial to configure the SID to be accessible exclusively via a trusted source,
e.g., a signed application executed by the processor 30. In this way, unauthorized
usage of thé SID can be avoided. The PIN may be obtained by prompting the user
200 via the output device 24 to enter the PIN via the user interface 22. If the PIN is
not yet configured, the user 200 may be prompted to select a PIN and optionally also
confirm the selected PIN, or the PIN may be autométically generated. The SN may
be obtained from the auxiliary device 140 via the auxiliary device interface 16. Here,
it is to be understood that also other constituents may be obtained via the auxiliary
interface 16, e.g., a SN of another or an additional auxiliary device coupled to the
auxiliary interface 16, e.g., a fingerprint scanner, and other types of constituent, e.g.,
a unique identifier of the auxiliary device, such as a unique hardware identifier. When
implementing the method in some other device than the mobile user equipment 110,
e.g., in a dedicated configuration device, the constituents may be obtained via

corresponding sources and/or interfaces implemented in this other device.

At step 320, it is checked whether further constituents need to be obtained. If this is
the case, as indicated by branch “Y” the method returns to step 310, to obtain the
further constituent. If this is not the case, as indicated by branch “N”, all constituents

have been obtained and the method continues with step 330.

At step 330, the DSK is generated from the constituents, e.g., according to formula
(1) or using the above-mentioned algorithm. As explained above, the DSK is
generated at least from the unique identifier of the mobile user equipment 110, which
in the illustrated example is the UMID, from the unique identifier of the external
memory device 120, which in the illustrated example is the HID, and from the PIN.
Optionally, the DSK may further be generated from one or more additional
constituents, which in the illustrated example are the SID of the SIM 130 and the SN
of the auxiliary device 140.
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At step 340, the CEK is obtained. The CEK may be provided on the basis of any
suitable encryption algorithm offering the desired degree of protection. Since it is
sufficient to generate the CEK a single time during configuration of the system,
sophisticated algorithms may be used without causing excessive complexity for

subsequent encryption or decryption processes.

At step 350, the CEK is encrypted with the DSK to generate the ECEK. Generation of
the ECEK by encrypting the CEK with the DSK may be expressed by the following

formula:

ECEK = (CEK, DSK) . )

At step 360 the encrypted CEK, i.e., the ECEK, is stored on the external memory
device 120. When implementing the method in the mobile user equipment 110, this
may be accomplished via the memory device interface 12. When implementing the
method in some other device than the mobile user equipment 110, e.g., in a
dedicated configuration device, the ECEK may be stored via a corresponding

memory device interface implemented in this other device.

Having configured the system 100 by storing the ECEK on the external memory
device 120 and optionally also configuring other components of the system, e.g., the
mobile user equipment 110 by configuring encryption and decryption processes in
firmware, the SIM 130 by configuring parameters of encryption and decryption
processes and/or authorization data, and/or the auxiliary device 140 by configuring
authorization data, the system 100 may be used for protecting data by securely
storing data on the mobile user equipment 110 and/or by retrieving protected data
from the mobile user equipment 110. Corresponding methods will now be further

explained with reference to Figs. 4 and 5.

The flow chart of Fig. 4 illustrates a method of securely storing data in the mobile

user equipment 110. The method is based on decrypting the ECEK as stored on the
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external memory device 120, thereby obtaining the CEK, which is accomplished with
the DSK, and then using the CEK to encrypt data to be stored. When assuming an
implementation of the mobile user equipment 110 as illustrated in Fig. 2, the steps of

the method may be performed by the processor 30.

In the method of Fig. 4, a constituent of the DSK is obtained at step 410. When
implementing the method in the mobile user equipment 110, the processor 30 of the
mobile user equipment 110 may access appropriate sources for obtaining the
constituent. For example, the UMID may be obtained from the firmware memory 26
of the mobile user equipment 110 or may be derived from the mobile user equipment
110 in a different manner, e.g., from a secure storage or from a secure hardware
algorithm based on mathematical formulas. For this purpose, it is beneficial to access
the UMID via a trusted source, e.g., a signed application executed by the processor
30. In this way, unauthorized usage of the UMID can be avoided. The HID may be
obtained from the external memory device 120 via the memory device interface 12.
For this purpose, it is beneficial to access the HID via a trusted source, e.g., a signed
application executed by the processor 30. In this way, unauthorized usage of the HID
can be avoided. The SID may be obtained from the SIM 130 via the SIM interface 14.
For this purpose, it is beneficial to access the SID via a trusted source, e.g., a signed
application executed by the processor 30. In this way, unauthorized usage of the SID
can be avoided. The PIN may be obtained by prompting the user 200 via the output
device 24 to enter the PIN via the user interface 22. The SN may be obtained from
the auxiliary device 140 via the auxiliary device interface 16. Here, it should be noted
that the number and types of constituents are not limited to the above-mentioned
example. Rather, any number and types of constituents may be used, as configured
in the method of Fig. 3.

At step 420, it is checked whether further constituents need to be obtained. If this is
the case, as indicated by branch “Y” the method returns to step 410, to obtain the
further constituent. If this is not the case, as indicated by branch “N”, all constituents

have been obtained and the method continues with step 430.
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At step 430, the DSK is generated from the constituents, e.g., according to formula
(1) or the above-mentioned algorithm. As explained above, the DSK is generated at
least from the unique identifier of the mobile user equipment 110, which in the
illustrated example is the UMID, from the unique identifier of the external memory
device 120, which in the illustrated example is the HID, and from the PIN. Optionally,
the DSK may further be generated from one or more additional constituents, which in
the illustrated example are the SID of the SIM 130 and the SN of the auxiliary device
140.

As can be seen, generation of the DSK is only possible if all constituents can be
obtained, which means that the correct mobile user equipment 110 needs to be used,
the correct external memory device 120 needs to be coupled to the mobile user
equipment 110, and the correct PIN needs to be entered. In the illustrated scenario, it
is further necessary that the correct SIM 130 is coupled to the mobile user equipment
110 and the correct auxiliary device is coupled to the mobile user equipment 110. If it
is not possible to obtain all constituents, a corresponding message to the user 200
may be generated, e.g., a failure message and/or a message prompting the user to
perform operations needed to obtain a missing constituent, such as connecting the
correct external memory device 120, inserting the correct SIM 130, or connecting the

correct auxiliary device.

At step 440, the ECEK is obtained from the external memory device 120. In the
implementation of the mobile user equipment 110 as illustrated in Fig. 2, the
processor 30 may obtain the ECEK via the memory device interface 12.

At step 450, the ECEK is decrypted with the DSK to obtain the CEK. If the DSK is not
correct, e.g.,, due to a false constituent, decryption is not possible and a

corresponding message to the user 200 may be generated, e.g., a failure message.

At step 460, the data are encrypted with the CEK, and at step 470 the encrypted data

are stored. In the implementation of the mobile user equipment 110 as illustrated in
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Fig. 2, the processor 30 may encrypt the data and store the encrypted data in the

memory 40.

The flow chart of Fig. 5 illustrates a method of retrieving protected data stored in the
mobile user equipment 110. The method is based on decrypting the ECEK as stored
on the external memory device 120, thereby obtaining the CEK, which is
accomplished with the DSK, and then using the CEK to encrypt data stored in the
mobile user equipment 110. When assuming an implementation of the mobile user
equipment 110 as illustrated in Fig. 2, the steps of the method may be performed by

the processor 30.

In the method of Fig. 5, a constituent of the DSK is obtained at step 510. When
implementing the method in the mobile user equipment 110, the processor 30 of the
mobile user equipment 110 may access appropriate sources for obtaining the
constituent. For example, the UMID may be obtained from the firmware memory 26
of the mobile user equipment 110 or may be derived from the mobile user equipment
110 in a different manner, e.g., from a secure storage or from a secure hardware
algorithm based on mathematical formulas. For this purpose, it is beneficial to access
the UMID via a trusted source, e.g., a signed application executed by the processor
30. In this way, unauthorized usage of the UMID can be avoided. The HID may be
obtained from the external memory device 120 via the memory device interface 12.
For this purpose, it is beneficial to access the HID via a trusted source, e.g., a signed
application executed by the processor 30. In this way, unauthorized usage of the HID
can be avoided. The SID may be obtained from the SIM 130 via the SIM interface 14.
For this purpose, it is beneficial to access the SID via a trusted source, e.g., a signed
application executed by the processor 30. In this way, unauthorized usage of the SID
can be avoided. The PIN may be obtained by prompting the user 200 via the output
device 24 to enter the PIN via the user interface 22. The SN may be obtained from
the auxiliary device 140 via the auxiliary device interface 16. Here, it should be noted
that the number and types of constituents are not limited to the above-mentioned
example. Rather, any number and types of constituents may be used, as configured
in the method of Fig. 3.
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At step 520, it is checked whether further constituents need to be obtained. If this is
the case, as indicated by branch “Y” the method returns to step 510, to obtain the
further constituent. If this is not the case, as indicated by branch “N”, all constituents

have been obtained and the method continues with step 530.

At step 530, the DSK is generated from the constituents, e.g., according to formula
(1) or using the above-mentioned algorithm. As explained above, the DSK is
generated at least from the unique identifier of the mobile user equipment 110, which
in the illustrated example is the UMID, from the unique identifier of the external
memory device 120, which in the illustrated example is the HID, and from the PIN.
Optionally, the DSK may further be generated from one or more additional
constituents, which in the illustrated example are the SID of the SIM 130 and the SN
of the auxiliary device 140.

As can be seen, generation of the DSK is only possible if all constituents can be
obtained, which means that the correct mobile user equipment 110 needs to be used,
the correct external memory device 120 needs to be coupled to the mobile user
equipment 110, and the correct PIN needs to be entered. In the illustrated scenario, it
is further necessary that the correct SIM 130 is coupled to the mobile user equipment
110 and the correct auxiliary device is coupled to the mobile user equipment 110. If it
is not possible to obtain all constituents, a corresponding message to the user 200
may be generated, e.g., a failure message and/or a message prompting the user to
perform operations needed to obtain a missing constituent, such as connecting the
correct external memory device 120, inserting the correct SIM 130, or connecting the

correct auxiliary device.

At step 540, the ECEK is obtained from the external memory device 120. In the
implementation of the mobile user equipment 110 as illustrated in Fig. 2, the
processor 30 may obtain the ECEK via the memory device interface 12.
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At step 550, the ECEK is decrypted with the DSK to obtain the CEK. If the DSK is not
correct, e.g.,, due to a false constituent, decryption is not possible and a

corresponding message to the user 200 may be generated, e.g., a failure message.

At step 560, encrypted data are obtained, and at step 570 the encrypted data are
decrypted with the CEK. In the implementation of the mobile user equipment 110 as
illustrated in Fig. 2, the processor 30 may obtain the encrypted data from the memory
40 and then decrypt the obtained data.

Fig. 6 shows a flow chart for illustrating a further method which may be used for
handling a security problem, e.g., the mobile user equipment 110 and other
components of the system being lost or stolen. In this case, it is desirable to ensure
that an unauthorized person is not able to access the protected data on the mobile
user equipment 110. In this respect, the PIN, which is normally known to the
authorized user 200 only, already provides some protection. Using the method of Fig.
6, the protection may be enhanced to address scenarios in which the protection by
the PIN alone is not sufficient, e.g., if the PIN is in some way known to the
unauthorized person. This is achieved by deactivating the DSK in response to

detecting a security problem.

In the method of Fig. 6, the security problem is detected at step 610. For example,
the user 200 may report that the mobile user equipment 110 and other components
of the system 100 were lost or stolen. For example, this may be reported to the
configuring authority or to én operator issuing the SIM 130 associated with the mobile
user equipment 110.

At step 620, remote control signaling to the mobile user equipment 110 is performed,
which has the purpose of modifying at least one of the constituents of the DSK. Here,
it should be noted that some of the above-mentioned constituents of the DSK, e.g.,
the UMID, the HID, and the SN are typically not modifiable. As compared to that, the
SID of the SIM 130 may be configured to be modifiable under strictly controlled

conditions, e.g., when using predefined passphrases and a specific device for
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accessing the SIM 130, e.g., the mobile user equipment 110 associated with the SIM
130. That is to say, if the SIM 130 is coupled to the mobile user equipment 110 and
the mobile user equipment 110 receives, via the radio interface 18, the remote
control signaling, the processor 30 of the mobile user equipment 110 may perform
appropriate operations to modify the SID, such as writing a new SID to the SIM using
the SIM interface 14 of the mobile user equipment 110.

As a result of the remote control signaling of step 620, the constituent of the DSK is
modified at step 630, which in turn changes the DSK. Due to the changed DSK,
decryption of the ECEK stored on the external memory device is no longer possible,
which means that the DSK is deactivated, and the encrypted data stored on the

mobile user equipment 110 are efficiently protected against unauthorized access.

It should be noted that in the method of Fig. 6 also other constituents than the SID
could be configured to be modifiable by remote control signaling. For example, such
a modifiable constituent could be information stored in the memory 40 of the mobile

user equipment 110 or information stored on the external memory device 120.

It is to be understood that the method steps of Figs. 3, 4, 5, and 6 may be performed
in any appropriate order, which may deviate from the order as illustrated. Also, it is to
be understood that the methods of Figs. 3, 4, 5, and 6 may be combined with each
other, e.g., by using the method of Fig. 3 to store the ECEK on the external memory
device, by using the method of Fig. 4 to store protected data in the mobile user
equipment, by using the method of Fig. 5 for retrieving the protected data from the
mobile user equipment, and optionally using the method of Fig. 6 for handling a
security problem arising after storing the protected data in the mobile user

equipment.

In the concepts as explained above, the data in the mobile user equipment 110 can
be efficiently protected. In particular, the various constituents of the DSK offer a high
degree of security. The UMID, which is a unique and typically not modifiable identifier

of the mobile user equipment 110, ensures that no other device can be used to
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access the protected data. The HID, which is a unique and typically not modifiable
identifier of the external memory device 120, ensures that only this particular external
memory device 120 may be used for externally storing the ECEK. The SID, which is
a unique identifier of the SIM 130, ensures that only the SIM 130 may be used when
accessing the protected data. When using the mobile user equipment 110 with a
different SIM, accessing the protected data is not possible. The PIN, which is an
identifier that should be known only to the authorized user 200, ensures that only this
user may access the protected data. Even when another person gets hold of the
mobile user equipment 110 and the other components of the system 100, this other
person will not know the PIN and cannot access the protected data. Further, through
the optional addition of other unique and/or personally assignable constituents, such
as the SN of the auxiliary device or other constituents as mentioned above, the
protection performance of the DSK can be further improved and scaled as necessary.
Adding further constituents also helps in mitigating the risk resulting from other
constituents being compromised. Accordingly, different levels of security can be
achieved based on the number of constituents of the DSK and their respective
characteristics. Moreover, the concepts can be implemented at low cost, because the

use of dedicated encryption and decryption hardware can be avoided.

It is to be understood that the embodiments and examples as described above have
been provided for the purpose of illustrating the general concepts of the present
invention and are susceptible to various modifications. For example, the concepts
may be applied in various types of mobile user equipment and also in stationary

electronic devices such as personal computers.
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CLAIMS

1. A method of protecting data in an electronic device (110), comprising:

determining an inner security key (125) for encrypting and decrypting data (115)
stored in the electronic device (110);

encrypting the inner security key (125) with an outer security key (50); and

storing the encrypted inner security key on the external memory device (120) to be
coupled with the electronic device (110),

wherein said outer security key (50) is generated from a unique identifier of the
electronic device (110), a unique identifier of the external memory device (120), and

a personal identification number.

2. A method of protecting data in an electronic device (110), comprising:

obtaining an encrypted inner security key (125) from an external memory device
(120) coupled to the electronic device (110);

decrypting the inner security key (125) with an outer security key (50);

encrypting data (115) with the decrypted inner security key (125); and

storing the encrypted data (115) in a memory (40) of the electronic device (100),
wherein said outer security key (50) is generated from a unique identifier of the
electronic device (110), a unique identifier of the external memory device (120), and

a personal identification number.

3. A method of protecting data in an electronic device (110), comprising:

obtaining an encrypted inner security key (125) from an external memory device
coupled to the electronic device (110);

decrypting the inner security key (125) with an outer security key (50);

obtaining encrypted data (115) from a memory of the electronic device, said
encrypted data (115) being encrypted with the inner security key (125); and
decrypting the encrypted data (115) with the decrypted inner security key (125),
wherein said outer security key (50) is generated from a unique identifier of the
electronic device (110), a unique identifier of the external memory device (120), and

a personal identification number.
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4. The method according to any one of the preceding claims,
wherein the unique identifier of the electronic device (110) is exclusively accessible

through a trusted source.

5. The method according to any one of the preceding claims,
wherein outer security key (50) is further generated from a unique identifier of a

subscriber identity module (130) associated with the electronic device (110).

6. The method according to claim 5,
wherein the unique identifier of the subscriber identity module (130) is exclusively

accessible through a trusted source.

7. The method according to any one of the preceding claims,
wherein the outer security key (50) is further generated from at least one additional

constituent.

8. The method according to claim 7,
wherein the at least one additional constituent is modifiable by remote control

signaling.

9. The method according to claim 7, comprising:
deactivating the outer security key (50) by remotely modifying the at least one

additional constituent.

10. The method according to claim 7,

wherein the at least one additional constituent is selected from the group consisting
of a voice sample, a retina scan, a finger print, a credit card number, a credit card
validation code, near-field communication information, image data, and an identifier

of an auxiliary device.

11. The method according to any one of the preceding claims,
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wherein the external memory device (120) is a memory card or a flash drive.

12. The method according to any one of the preceding claims,

wherein the electronic device (110) is a mobile user equipment.

13. An electronic device (110), comprising:

a memory (40) configured to store encrypted data (115);

an interface (12) configured to provide coupling to an external memory device (120);
and

a processor (30) configured to obtain an encrypted inner security key (125) from an
external memory device (120) coupled to the interface (12), to decrypt the inner
security key (125) with an outer security key (50), and to encrypt data (115) to be
stored in the memory (40) and decrypt encrypted data obtained from the memory
(40) with the decrypted inner security key (125);

wherein said outer security key (50) is generated from a unique identifier of the
electronic device (110), a unique identifier of the external memory device (120), and

a personal identification number.

14. The electronic device according to claim 13,
wherein the processor is further configured to encrypt the inner security key (125)
with the outer security key (50) and to store the encrypted inner security key on the

external memory device (120).

15. The electronic device according to claim 13 or 14, comprising:

a further interface (14) configured to provide coupling to a subscriber identity module
(130),

wherein outer security key (50) is further generated from a unique identifier of a
subscriber identity module (50) coupled to the further interface (14).

16. The electronic device according to any one of claims 13 to 15, comprising:

an auxiliary interface (16) configured to provide coupling to an auxiliary device (140),
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wherein outer security key (50) is further generated from an identifier of an auxiliary

device (140) coupled to the auxiliary interface (16).

17. The electronic device according to any one of claims 13 to 16,
wherein the electronic device (110) is configured to operate in accordance with a

method as defined in any one of claims 1 to 12.

18. A system (100), comprising:
an electronic device (110) as defined in any one of claims 13 to 17, and
an external memory device (120) storing the encrypted inner key (125).



PCT/EP2011/001390

WO 2012/126483

1/6

[emmmemem e e m e m e e e e m e —mm - — e ———— - - - -

4 1IN

| S,

0Oo

amn

S~

- oy

1va'

o€t

ovi



PCT/EP2011/001390

WO 2012/126483

2/6

[44

oy

AHOWNIN
JIVMINYLL

30IA3A
1Nd1no

JOV4H3ILINI ¥3sSn

\

¢ 'Old

AHOW3IN

H

d0SS300dd

JOVIHILNI Olavy

\mr

JOV4H3LNI 30IA3A
AAVITIXNY

3OV4HILNI WIS

JOVIHIUNI
30I1A3d AHON3NW




WO 2012/126483
3/6

PCT/EP2011/001390

’

OBTAIN
CONSTITUENT

310\

320

FURTHER

CONSTITUENTS?

GENERATE DSK
FROM CONSTITUENTS

}

~ OBTAIN CEK

’

ENCRYPT CEK
WITH DSK TO OBTAIN ECEK

}

360 \ STORE ECEK
ON EXTERNAL MEMORY
DEVICE

340
\

350
AN

FIG. 3



WO 2012/126483 PCT/EP2011/001390
4/6

h

410 OBTAIN
CONSTITUENT

420

FURTHER
CONSTITUENTS?

430 GENERATE DSK
FROM CONSTITUENTS

y

440 \ OBTAIN ECEK FROM
EXTERNAL MEMORY
DEVICE

}

450 “\ DECRYPT ECEK
WITH DSK TO OBTAIN CEK

'

480~ | ENCRYPT
DATA WITH CEK

!

470 \ STORE ENCRYPTED
DATA

FIG. 4



WO 2012/126483 PCT/EP2011/001390
5/6

I

510 OBTAIN
CONSTITUENT

520

FURTHER
CONSTITUENTS?

530 \ GENERATE DSK
FROM CONSTITUENTS

!

540 \ OBTAIN ECEK FROM
EXTERNAL MEMORY
DEVICE

!

550 \ DECRYPT ECEK
WITH DSK TO OBTAIN CEK

|

960\ | OBTAIN STORED
ENCRYPTED DATA

:

570 DECRYPT DATA
WITH CEK

FIG. 5



WO 2012/126483

6/6

610
AN

DETECT
SECURITY PROBLEM

I

620
\

REMOTE CONTROL
SIGNALING

I

630
AN

MODIFY
DSK CONSTITUENT

FIG. 6

PCT/EP2011/001390



INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2011/001390

A. CLASSIFICATION OF SUBJECT MATTER

INV. GO6F21/00
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

GO6F

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™

Citation of document, with indication, where appropriate, of the relevant passages

paragraph [0034]; figure 1

28 April 2010 (2010-04-28)
paragraphs [0003] - [0006]
paragraphs [0009], [0012]

28 September 2005 (2005-09-28)
31

paragraph [0059]

X EP 1 273 996 A2 (TEXAS INSTRUMENTS INC
[US]) 8 January 2003 (2003-01-08)

paragraph [0041] - paragraph [0042]
X EP 2 180 419 Al (ST WIRELESS SA [CH])

X EP 1 580 642 Al (FUJITSU LTD [JP])

page 4, paragraph 25 - page 5, paragraph

A EP 1 950 683 Al (MATSUSHITA ELECTRIC IND
CO LTD [JP]) 30 July 2008 (2008-07-30)

1-18

1-18

1-18

1-18

_/__

Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not
considered to be of particular relevance

"E" earlier document but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or
other means

"P" document published prior to the international filing date but
later than the priority date claimed

"T" later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

"X" document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

"Y" document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu-
merr:ts, such combination being obvious to a person skilled
inthe art.

"&" document member of the same patent family

Date of the actual completion of the international search

20 May 2011

Date of mailing of the international search report

06/06/2011

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Koblitz, Birger

Form PCT/ISA/210 (second sheet) (April 2005)

page 1 of 2

Relevant to claim No.




INTERNATIONAL SEARCH REPORT

International application No

INTERNET CITATION,

25 December 2008 (2008-12-25), pages 1-2,
XP007915242,

Retrieved from the Internet:
URL:http://en.wikipedia.org/w/index.php?ti
tle=Key derivation_function&old
1d=260028157

[retrieved on 2010-10-07]

the whole document

PCT/EP2011/001390
C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT
Category™ | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
A WO 20047097609 Al (APPLE COMPUTER [US]; 1-18
DOWDY THOMAS [US]; ROBBIN JEFFREY L [US];
TRIBBLE) 11 November 2004 (2004-11-11)
abstract
A apurva.girl: "TotalCare : Remote Security 1-18
Tool Anti-Theft Spy App Control Your
Phone via SMS",
xda-developers.com
io November 2010 (2010-11-10),
XP002637868,
Retrieved from the Internet:
URL:http://forum.xda-developers.com/showth
read.php?t=835603
[retrieved on 2011-05-19]
the whole document
A WIKIPEDIA: "Key derivation function", 1-18

Form PCT/ISA/210 (continuation of second sheet) (April 2005)

page 2 of 2




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/EP2011/001390
Patent document Publication Patent family Publication

cited in search report date member(s) date

EP 1273996 A2 08-01-2003  JP 4027738 B2 26-12-2007
JP 2003108257 A 11-04-2003

EP 2180419 Al 28-04-2010 WO 2010046435 Al 29-04-2010

EP 1580642 Al 28-09-2005  NONE

EP 1950683 Al 30-07-2008  CN 101310287 A 19-11-2008
WO 2007058292 Al 24-05-2007
US 2009164801 Al 25-06-2009

WO 2004097609 Al 11-11-2004 AT 445194 T 15-10-2009
EP 1618453 Al 25-01-2006
EP 2116948 A2 11-11-2009
HK 1080187 Al 24-12-2009
JP 2006524972 T 02-11-2006
KR 20060052670 A 19-05-2006
KR 20070046170 A 02-05-2007
KR 20070044489 A 27-04-2007
KR 20070046171 A 02-05-2007
KR 20090132647 A 30-12-2009
KR 20100093142 A 24-08-2010
US 2005050345 Al 03-03-2005

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - claims
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - wo-search-report
	Page 35 - wo-search-report
	Page 36 - wo-search-report

