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(57) Abréegée/Abstract:
The present disclosure Is directed to a recelver for Automatic

positional information of the target aircraft and the positional and headir
A comparator compares the expected bearing to the measured bearir

Dependent Survelllance Broadcast (ADS-B) verification of a target
alrcraft including a first input for receliving flight tracking information from a target aircraft that indicates positional information of the
target aircraft. The receiver further includes a second input for receiving positional and heading information indicating the location
and orientation of a multi-element array antenna configured to be attached to the recelver, and a processing module that generates
a measured bearing derived from angle of arrival data, and an expected bearing of the target aircraft derived from the indicated

target aircraft and outputs an indication of authenticity based on the verification.

g Information defining the recelver location and orientation.
g and verifies the ADS-B flight tracking information of the
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ABSTRACT

The present disclosure is directed to a recetver for Automatic Dependent Surveillance
Broadcast (ADS-B) verification of a target aircraft including a first input for receiving tlight
tracking information from a target aircraft that indicates positional information of the target
aircraft. The receiver further includes a second input for receiving positional and heading
information indicating the location and orientation ot a multi-element array antenna
configured to be attached to the receiver, and a processing module that generates a measured
bearing derived from angle of arrival data, and an expected bearing ot the target aircraft
derived from the indicated positional information of the target aircraft and the positional and
heading information defining the receiver location and orientation. A comparator compares
the expected bearing to the measured bearing and verifies the ADS-B tlight tracking
information of the target aircraft and outputs an indication of authenticity based on the

verification.
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DEVICE, SYSTEM AND METHODS USING ANGLE OF ARRIVAL
MEASUREMENTS FOR ADS-B AUTHENTICATION AND NAVIGATION
TECHNICAL FIELD
The technical field of the embodiments presented herein is directed toward a time
multiplexed antenna array in conjunction with software based receiver technology to enable
Angle of Arrival (AOA) measurements of signals of opportunity in the 960-1215MHz band.
Use of these AOA measurements allows for authentication of Automatic Dependent
Surveillance Broadcast (ADS-B) transmissions from other airplanes thereby making the
undetected spoofing of received ADS-B signals difficult. In addition, the use of AOA
measurements on signals from a variety of systems already operating in the 960-1215MHz
band enables an independent navigation capability which provides an alternative to satellite
navigation.
BACKGROUND
ADS-B i1s a surveillance technology for tracking aircraft as part of the Next
Generation Air Transportation System and will be replacing some ground-based radar
systems as the primary survetllance method for controlling aircraft. ADS-B enhances safety
by making an aircraft visible, real-time, to Air Traffic Control (ATC) and to other

appropriately equipped ADS-B aircraft with position and velocity data transmitted every

second. ADS-B also provides the data infrastructure for inexpensive tlight tracking,
planning, and dispatch.

ADS-B uses conventional Global Navigation Satellite System (GNSS) technology
and a relatively simple broadcast communications data-link (ADS-B unit) as its fundamental
components. ADS-B consists of two different services, a transmitted "ADS-B Out" signal

and a received "ADS-B In" signal. There are two types of certified ADS-B data links, but the

one most commonly used by commercial air transport airplanes operates at 1090 MHz,
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essentially a modified Mode S transponder. The other ADS-B standard currently in use 1s
known as Universal Access Transceiver (UAT) and operates at 978 MHz. The International
Civil Aviation Organization (ICAQO) has promulgated standards for both these systems and a
third system (so called VHF data link Mode 4) that operates in the VHF frequency band (118-
136). The description of the invention herein considers only the ADS-B systems operating in
the USA (1.e. Mode-S extended squitter at 1090 MHz and UAT at 978 MHz). However, the
general principles can be applied at any frequency band and could be applied to other ADS-B
systems such as VDL Mode-4. .

An ADS-B capable aircraft uses an ordinary GNSS (GPS, GLONASS, Galileo, etc.)
receiver to derive its precise position from the GNSS constellation and then combines that
position with aircraft state information, such as speed, heading, altitude and flight number.
This information 1s then simultaneously broadcast via the “ADS-B Out” signal to other ADS-
B capable aircratt and to ADS-B ground, or satellite communications transceivers which then
relay the aircraft's position and additional information to ATC centers 1n real time.

However, ADS-B includes no provisions for authenticating ADS-B signals received
from transmitting sources. Spoofing ADS-B signals is relatively simple and may limit the
ultimate usefulness of ADS-B. GNSS jamming devices are widely available and ADS-B
spoofing may be done with off-the-shelf equipment. Ground systems can use multi-lateration
or ¢ross check with radar systems to detect bogus ADS-B reports. However, both of these

options have significant costs. It 1s with respect to these and other considerations that the

disclosure herein 1s presented.

SUMMARY
It should be appreciated that this Summary is provided to introduce a selection of
concepts in a simplified form that are further described below in the Detailed Description.

This Summary 1s not intended to be used to limit the scope of the claimed subject matter.
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In one embodiment disclosed herein, an aircraft receiver for ADS-B verification of a
target aircraft includes a first input for receiving ADS-B flight tracking information from the
target aircraft at the receiver. The ADS-B flight tracking information includes indicated
positional information of the target aircraft. The aircraft receiver further includes a second
input for receiving positional information and heading information indicating the location and
orientation of a multi-element array antenna configured to be attached to the receiver. The
aircralt recerver further includes a processing module that generates a measured bearing
derived from angle of arrival data, and an expected bearing of the target aircraft. The
expected bearing of the target aircraft 1s derived from the indicated positional information ot
the target aircraft and the posttional information and heading information defiming the
recerver location and orientation. The processing module further includes a comparator for
comparing the expected bearing to the measured bearing and verthies the ADS-B flight
tracking information of the target aircraft. The aircraft receiver further includes an output
device for outputting an indication of authenticity based on verifying the ADS-B flight
tracking information of the target aircraft.

In another embodiment disclosed herein, a system for ADS-B verification includes an
antenna array assembly having a multiple-element antenna array for receiving ADS-B signals

from a target aircraft, where the ADS-B signals include indicated positional data. The system

further includes a receiver configured to receive the ADS-B signals from the antenna array
assembly and to measure an angle of arrival ot the ADS-B signals relative to the orientation
of the antenna array assembly. The receiver turther includes a first input for receiving ADS-

B flight tracking information from the target aircraft at the receiver, where the ADS-B thight
tracking information includes indicated positional information of the target aircraft. The
receiver further includes a second input for receiving positional information and heading

information indicating the location and orientation of the receiver. The receiver further
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includes a processing module generating a measured bearing derived from angle of arrival
data, and an expected bearing of the target aircraft derived from the indicated positional
information of the target aircraft and the positional information and heading information
defining a location and orientation of a multi-element array antenna contigured to be attached
to the receiver. The receiver further includes a comparator for comparing the expected
bearing to the measured bearing and verifying the ADS-B flight tracking information of the
target aircraft. An output device then outputs an indication of authenticity based on veritying
the ADS-B flight tracking information of the target aircratt.

In another embodiment disclosed herein a method of measuring an Angle of Arrival
(AOA) includes cycling a commutating solid state switch between each antenna element of a
multi-element array antenna based on a synchronization signal received from an analog-to-
digital (A/D) converter of a receiver. The method then proceeds to receive at least one signal
at the multi-element array antenna and converts the at least one signal at the A/D converter
into a plurality of antenna element specific digital samples for each discrete signal. The
method then proceeds to de-multipicx the plurality of antenna element spectfic digital
samples into discrete digital data streams for each antenna element of the multi-element array
antenna, and proceeds to determines a measured AOA of the at least one signal based on
measuring a relative phase of a carrier signal identified in each discrete digital data stream of

the respective antenna elements of the commutating multi-element array antenna.

According to aspect of the present disclosure there 1s provided an aircratt receiver tor
Automatic Dependent Surveillance Broadcast (ADS-B) verification of a target aircratft,
comprising: a first input for receiving ADS-B flight tracking information from the target

aircraft at the receiver, the ADS-B flight tracking information including indicated posttional

information of the target aircraft;
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a second input for receiving positional information and heading information
indicating a location and orientation of a multi-element array antcnna configured to be
attached to the receiver; a processing module operative to generate a measured bearing
derived from angle of arrival data, and generate an expected bearing of the target aircraft
derived from the indicated positional information of the target aircraft and the positional
information and heading information indicating the location and orientation; a comparator for
comparing the expected bearing to the measured bearing and verifying the ADS-B flight
tracking information of the target aircraft; and an output device for outputting an indication of
authenticity based on verifying the ADS-B flight tracking information of the target aircraft.

The aircraft receiver is one wherein the processing module being further operative to
compute a vector from the receiver location to the target aircraft based on the indicated
positional information, and wherein computing the vector being based on receiving the
positional information from a Global Navigation Surveillance System (GNSS) indicating the
location of the multi-element array antenna.

The aircraft receiver is one wherein the processing module being further operative
translate the vector from an earth reference frame to an airplanc reference frame based the
heading information including pitch, roll and heading data generated from an Inertial

Reference Unit (IRU) indicating the orientation of the multi-element array antenna.

The aircraft receiver is one wherein the processing module being further operative
generate the measured bearing based on measurng a relative phase of a carrier signal
identified in the first input.

The aircraft receiver is one further comprising an Analog-to-Digital (A/D) converter

for processing signals received on the first input, wherein the A/D processing transmits a
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synchromzing signal to a commutating multiple-element array antenna that feeds the signals
to the first input.

According to an aspect of the present disclosure there is provided a recerver for
Automatic Dependent Surveillance Broadcast (ADS-B) verification, comprising a processing
module receiving an ADS-B signal from a target aircraft including indicated positional data,
and operative to generate a measured bearing derived from detection of an angle of arrival of
the ADS-B signal, and generate an expected bearing of the target aircraft derived from the
indicated positional data ot the ADS-B signal, and positional and heading information of a
location and orientation of a multi-element array antenna configured to be attached to the
recerver; a comparator for comparing the expected bearing to the measured bearing and for
verifying the ADS-B indicated positional data of the target aircraft; and an output device for
outputting an mdication ot authenticity based on veritying the ADS-B indicated positional
data of the target aircraft.

The recerver 18 one wherein the processing module being further operative to compute
a vector trom the receiver location to the target aircraft based on the indicated positional data,
wherein computing the vector being based on receiving the positional information from a
Global Navigation Satellite System (GNSS) indicating the location of the multi-element array

antenna.

The recerver 1s one wherein the processing module being further operative to translate
the vector from an earth reference frame to an airplane reference frame based the heading
information including pitch, roll and heading data generated trom an Inertial Reference Unit
(IRU) indicating the orientation of the multi-element array antenna.

The recerver 1s one wherein the processing module being further operative to generate

the measured bearing based on measuring a relative phase of a carrier signal of the ADS-B

signal from the target aircraft.
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The receiver is one further comprising an Analog-to-Digital (A/D) converter
processing ADS-B signals received from the target aircraft, wherein the A/D processing 1s
synchronized to a commutating multiple-element array antenna feeding the ADS-B signals to
the receiver.

According to an aspect of the present disclosure there is provided a system for
automatic dependent surveillance broadcast (ADS-B) verification, comprising an antenna
array assembly having a multiple-element antenna array for recerving ADS-B signals from a
target aircraft, the ADS-B signals including indicated positional data; and a recelver
configured to receive the ADS-B signals from the antenna array assembly and to measure an
angle of arrival of the ADS-B signals relative to an orientation of the antenna array assembly,
wherein the receiver comprises a first input for receiving ADS-B flight tracking information
from the target aircraft at the receiver, the ADS-B flight tracking information including
indicated positional information of the target aircraft; a second input for recelving positional
information and hcading information indicating a location and orientation of the receiver; a
processing module operative to generate a measured bearing derived from angle of arrival
data, and generate an expected bearing of the target aircraft derived from the indicated
positional information of the target aircraft and the positional information and heading
information indicating the location and orientation; and a comparator for comparing the
expected bearing to the mcasured bearing and verifying the ADS-B flight tracking
information of the target aircraft; and an output device for outputting an indication of
authenticity based on verifying the ADS-B flight tracking information of the target aircraft.

The system is one where the antenna array assembly further comprises a commutating

solid state switch that cycles between each antenna element of a multi-element array antenna.
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The system 1s one where the receiver further comprises an analog-to-digital (A/D)
converter that receives the ADS-B signals and controls the cycling of the commutating solid
state switch with a synchronization signal.

The system 1s one wherein the processing module being further operative to decode
the indicated positional data from the target transmitter from one discrete digital data stream
for a single antenna element of the multi-element array antenna via an ADS-B signal
demodulation process; and determine an expected AOA of the target transmitter derived trom
the decoded indicated positional data from the target transmitter, and posttional information
defining a location of the 1;eceiver and heading information defining an orientation of the
antenna array assembly.

The system is one wherein the processing module being further operative to compare
the expected AQOA to the measured AOA to verify the indicated positional data from the
target transmitter in the received ADS-B signal; and provide an indication of authenticity
based on verifying the indicated positional data from the target transmutter.

According to an aspect of the present disclosure there 1s provide a method of
measuring an Angle of Arrival (AOA), comprising cycling a commutating solid state switch
between each antenna element of a multi-element array antenna based on a synchronization
signal received from a receiver system; receiving at least one signal at the multi-element
array antenna so that a time multiplexed RF signal is received at an output of the
commutating solid state switch; converting the time multiplexed RF signal at an analog-to-
digital (A/D) converter based on the synchronization signal into a plurality of antenna
element specific digital samples for each discrete signal; de-multiplexing the plurality of
antenna element specific digital samples into discrete digital data streams for each antenna

element of the multi-element array antenna; and determining a measured AOA of the at least

one signal based on measuring a relative phase of a carrier signal 1dentified in each discrete
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digital data stream of the respective antenna elements of the commutating multi-element
array antenna.

The method 1s one where the signal comprises an ADS-B signal including indicated
positional data from a target transmutter.

The method 1s one further comprising decoding the indicated positional data from the
target transmitter from one discrete digital data stream for a single antenna element of the
multi-element array antenna via an ADS-B signal demodulation process; determining an
expected AOA of the target transmitter derived from the decoded indicated positional data
from the target transmitter, and positional information defining a location ot the receiver
system and heading information defining an orientation of an antenna subsystem of the
receiver system; comparing the expected AOA to the measured AOA to verity the indicated
positional data from the target transmitter in the received ADS-B signal; and providing an
indication of authenticity based on verifying the indicated positional data from the target
transmitter.

The method i1s one where the at least one signal comprises a plurality ot signals from
at least two emitters of signals of opportumty.

The method is one further comprising retrieving an identity for each respective
emitter from a database; dctermining a location for each emitter based on the 1dentity for each
respective emitter from the database; determining AOAs for each signal from the respective
emitters based on measuring the relative phase of the carrier signal identified 1n each discrete
digital data stream of the respective antenna elements of the commutating multi-element
array antenna; and computing an independent position fix of the antenna subsystem ot the
receiver system based on the AOAs locations and each respective emtter location.

The features, functions, and advantages that have been discussed can be achieved

independently in various embodiments of the present disclosure or may be combined in yet



10

20

235

CA 02841537 2014-02-03

other embodiments, further details of which can be seen with reference to the tollowing
description and drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

The embodiments presented herein will become more fully understood from the
detailed description and the accompanying drawings, wherein:

FI1G. 1 1llustrates a schematic component diagram of an antenna array assembly and a
receiver according to at least one embodiment disclosed heretin,

FIG. 2 illustrates a schematic diagram of verifying an authentic ADS-B signal
according to at least one embodiment disclosed herein;

FIG. 3 illustrates a schematic diagram of detecting a non-authentic ADS-B signal
according to at least one embodiment disclosed herein;

FIG. 4 illustrates a schematic diagram of a receiver system used to determine an
independent position fix according to at least one embodiment disclosed heretn;

FIG. 5 illustrates a logic flowchart for a method according to at least one embodiment
disclosed heretn;

FIG. 6 illustratcs a continuation of the logic flowchart from FIG. 5 for a method
according to at lcast one embodiment disclosed herein;

FIG. 7 illustrates a further continuation of the logic flowchart from FIG. 5 for a

method according to at least one embodiment disclosed herein; and

FIG. 8 illustrates a schematic diagram ot a ground-based networked receiver system

of AOA processors according to at least one embodiment disclosed herein.

DETAILED DESCRIPTION
The following detailed description is directed to a time multiplexed antenna array
used in conjunction with a software based receiver to enable Angle of Arrival (AOA)

measurements of signals of opportunity in the 960-1215MHz band. Use of these AOA

10



10

15

20

25

CA 02841537 2014-02-03

measurements allows for both the authentication of ADS-B transmissions from other aircraft
to detect spooting of ADS-B signals, and allows for independent navigation using received
signals-of-opportunity from a variety of systems already operating in the 960-1215MHz band
to provide an alternative to satellite navigation.

The device and method embodiments presented herein address two 1ssues with ADS-
B, the first being that currently ADS-B broadcasts have no built 1n security or authentication
capability. This leaves the system vulnerable to spooting attacks where a bad actor can
broadcast falsc airplanc position reports that may cause false alerts in airborne or ground
systems. Ground based systems may include some additional sensing capability, (e.g., radar
or multi-lateration), to address this type of attack. However, such systems are expenstve to
implement and maintain. Also, no similar airborne alternative exists. The embodiments
presented herein provide a means of authenticating an ADS-B signal being broadcast from a
transmitter with the correct relative bearing to the position included 1n the position report.

The second problem is that air traffic management systems are becoming increasing
dependent on Global Navigation Satellite Systems (GNSS) or Satellite Navigation (SatNav)
technologies like Global Positioning Systems (GPS). However, these technologies may be
jammed with RF interference and can possibly be spooted to give erroneous results. The
embodiments presented herein enable a completely independent navigation capability using
existing signals of opportunity broadcast in the 960-1215 MHz band. An airborne receiver
using this technique can determine the relative bearing to a variety of ground based
transmitters including Distance Measuring Equipment (DME) stations, ADS-B rebroadcast
stations, secondary surveillance radar, Universal Access Transceiver (UAT) ground stations,
ADS-B re-broadcast stations, etc. By combing several bearing measurements with
information about the known locations of the transmitters (carried in an on-board database)

the user’s position can be determined. Such angle measurements may also be combined with

11
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GNSS measurements, inertial measurements or other navigation measurements 1n a suitably
designed Kalman filter or other type of estimation algorithm in order to enhance fault
detection and mitigation capabilities. In this way, spoofing of GNSS can be detected and the
potential impact of undetected spooting attacks limited.

FIG. 1 illustrates a first embodiment presented herein including a receiver system 10
having a combination of an antenna array assembly 100 and a receiver subsystem 120. The
antenna array assembly 100 consists of a number of antenna elements 102, at least two or
more, (here, four being 104, 106, 108 and 110), being arranged in a geometric pattern, (not
shown), for example, a square pattern where the four (4) antenna elements 104-110 are
arranged equidistant from adjacent antenna elements. The antenna elements 104-110 are
connected to a commutating solid state switch device 112 operable to switch the input of one
antenna element 104-110 at a time to the input of a Low Noise Amplifier (LNA) (114) over a
period of time to produce an output signal of the antenna array assembly 100. The
commutating solid state switch array 112 is constructed such that whenever any given
antenna element is connected to the output, all the other antenna elements are connected to a

50 Ohm or other high resistance loads.

The commutating solid state switch device 112 and LNA 114 are powered via a
voltage that comes to the antenna array assembly 100 on a center conductor 116 of a single
coaxial cable 118 that connects the receiver 120 to the antenna array assembly 100. A timing,
signal 119, (illustrated by the dashed line passing through the single coaxial cable 118),
produced by a sampling clock 151 may also be fed to the antenna via the coaxial cable 116
from the receiver subsystem 120 to the antenna array assembly 100. The timing signal 119
determines the speed at which the commutating switch array switches through each ot the

antenna elements 102. The timing signal 119 is also provided to the A/D converter 124 to

control the sampling times of the converter. The antenna elements 102 and other antenna

12
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array assembly elements may be designed to operate on signals in the 960 to 1215 MHz band.
However, the RF multiplexing system described here could be generally applied to any
frequency band with appropriate design of antenna elements. The result ot the antenna array
assembly 100 configuration is that RF signals from each of the antenna elements 104-110 are
multiplexed onto a single coaxial cable 118 and transmittcd (after appropriate amplification
as necessary) to the receiver subsystem 120. The switching of the antenna elements 102 1s
done at a very high rate, (e.g., 10 - 100 MHz), but at a rate below the Nyquist frequency of
the lowest frequency of intercst divided by the number ot elements, (here four, 104-110), in
the array. The embodiments described herein incorporate a system that uses time
multiplexing of RF onto the single coaxial cable 118 that enable much simplg; installation,
i.e., a single coaxial cable between the receiver and antenna array assembly, whereas the
current Traffic Collision Avoidance Systems (TCAS) uses four antenna elements using four
separate co-axial cables to each independent element 1n the antenna array.

The receiver system 10 takes the time-multiplexed RF signals trom the antenna array
assembly 100 and down converts the signals at a down converter 122 to an intermediate
frequency. This intermediate signal is then applied to an A/D converter 124 which samples
the signal at well above twice the Nyquist frequency of the intermcdiate signal. Alternatively,
if a high enough sampling rate is used, thc multiplexed RF signal could be sampled directly
without need for down-conversion at the down converter 122. Either way, the principle of
operation as described below remains the same. The sampling rate and antenna element
switching rate are arranged so that at least one sample of the RF is obtained within the time
period that an antenna element (104-110) is attached. After A/D conversion 124, the digital
signals are passed to a signal processing apparatus 130 that may process the digital signals in

a software and/or hardware domain. The sampled RF signals are then de-multiplexed at a

13
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digital de-multiplexer 132 into separate data streams for each of the antenna elements 104-
110.

One of the data streams 133 containing a signal of interest from at least one antenna
element (104-110) 1s used at a demodulating and message decoding unit 134 to demodulate
the signal of interest to determine position information from a broadcast ADS-B signal. This
data-stream 133 is hereafter referred to as the primary samplcd signal. The airborne receiver
unit 10 recerves the own-ship GPS position from an on-board GPS receiver 140 and with the
two positions, computes at a vector computing unit 138 a vector between the own-ship
position and position indicated in the received ADS-B signal. The airborne receiver 10 also
recerves the airplane pitch, roll and heading information from the on-board Inertial Reference
Unit (IRU) system 144 and translates at a vector translation unit 142 the vector from an earth
reference frame to an airplane reference frame. Thereafter, an expected AOA signal “Be” is
computed at a computed AOA unit 146 from the received ADS-B position.

Theretore, the orientation of the antenna array assembly 100 is directly responsible
for determining the location and orientation of the platform that carries the airborne receiver
unit 10. The receiver unit 120 may have any orientation inside the vehicle; however, the
orientation in space of the antenna array assembly 100 must be known to compute the
expected AOA of the target aircraft broadcasting the respective ADS-B signal.

The sampled “copies’ of the primary signal 133 from the other antenna elements are
processed in parallel with the expected AOA signal calculation and are used to measure at an
AOA measuring unit 136 a relative angle of arrival (AOA) of the signal of interest. The
primary signal 133 can be used to detect the existence ot a pulsed signal, such as an ADS-B
report or Distance Measuring Equipment (DME) reply pulses. Then, when a period of signal

presence 1s verttied, the relative phase of the carrier between each of the sampled antenna

clement signals 1s measured using a phase comparator realized in a digital signal processing

14
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algorithm. The phase of each signal can be determined using a Costas loop and a digital
reference oscillator, or by many other well know means. The exact frequency for the digital
reference oscillator can be determined by Fast Fourter Transform (FFT) block processing of
the sampled signal. The measured AOA signal “0m” can then be determined from the relative
phase of the signal on each antenna element and based on knowledge of the geometry of the
antenna elements. The geometry of the antenna elements may be designed in order to better
facilitate the AOA measurements. Having both the measured AOA and the expected AOA,
these values are compared in an AOA comparing unit 148 to output a target validity
indication 150 regarding the validity of the target ADS-B positional information.

Theretore, the AOA may be determined for any signal that has a relatively stable
carrter frequency. In one embodiment presented herein, the AOA measurements may be
made for two difterent purposcs: 1) to provide confirmation of the source of an ADS-B report
as shown 1n FIGs 2-3; and, 2) to use AOA mcasurements from a variety of ground based
transmitters in the 960 to 1215 MHz band to create an independent position solution as
shown in FIG. 4. Given sufficient processing power and judicious choice of intermediate
frequency and sampling rates, both of these functions described herein can be simultaneously
supported by the system illustrated by receiver 10 of FIG. 1. However, a receiver system 10
may also be designed to implement only one of these functions or one function at a time.

F1G. 2 illustrates an aircraft 200 having a heading 202 and a respective heading
bearing “Oh” from a North bearing 204. The aircraft receives an ADS-B signal on its
atrborne receiver unit (similar to receiver 10 ot FIG. 1) from a target aircraift 250 with
information regarding the purported position of the aircraft 250. The airborne receiver unit
10 demodulates and decodes the ADS-B signal to determine the purported position

information of the aircraft 250. The airborne receiver unit 10 further receives the own-ship

GPS position and with these two positions computes a vector between the own-ship position
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and position purported in the recetved ADS-B signal for atrcraft 250. The atrborne rcceiver
10 proceeds to receives own-ship pitch, roll and heading information from an on-board
Inertial Reference Unit (IRU) system and translates the vector from an earth reference frame
to an airplane reference frame to produce an expected AOA bearing “0¢” from the received
ADS-B position.

The recetver 10 simuitaneously processes the ADS-B signal received from the aircraft
250 and determines a measured AOA bearing “Om” from the relative phase of the signal on
each antenna element as described above. Any difference between expected AOA bearing Be
and the measured AOA bearing 6m to the airplane 250 becomes a detection statistic that can
be used 1n a hypothesis test. The hypothesis is that the ADS-B report actually comes from the
location (here target aircraft 250) reported in the ADS-B message. Any difference between
the expected AOA bearing Oe and the measured AOA bearing Om 1s compared to a threshold
that 1s denived based on the accuracy of the AOA measurements such that an acceptable
probability of a falsc detection is achieved. In Fig. 2, since the expected AOA bearing 8e to
the aircraft 250 and the measured AOA bearing Om to the aircraft 250 are within the tolerance
established by the chosen threshold, the receivef 10 may give an indication that the purported
location of the aircraft 250 is indeed authentic.

FIG. 3 illustrates an aircraft 300 having a heading 302 and a respective heading
bearing 6h from a North bearing 304. The aircraft receives an ADS-B signal on its airborne
receiver unit (stmilar to receiver 10 of FIG. 1) from a transmitter 360 with information
regarding a purported position of a purported target aircratt 350. The airborné receiver unit
10 demodulates and decodes the ADS-B signal to determine the purported position

information of the target aircraft 350. The airborne receiver unit 10 further receives the own-
ship GPS position and with these two positions computes a vector between the own-ship

position and position purported in the received ADS-B signal for target aircraft 350. The
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airborne receiver 10 proceeds to receives own-ship pitch, roll and heading information from
an on-board Inertial Reference Unit (IRU) system and translates the vector from an earth
reference frame to an airplane reference frame to produce an expected AOA signal “Be” from
the received ADS-B position.

The receiver 10 simultaneously processes the ADS-B signal received from the
transmitter 350 and determines a measured AOA signal “Om™ from the relative phase of the
signal on each antenna element as descnbed above. In the scenario of FIG. 3, a difference
between the expected AOA bearing e and the measured AOA bearing Om to the airplane 350
is used in the hypothesis test, described above, where the ADS-B report actually comes from
the location, (here target aircratt 350), reported 1n the ADS-B message. The difference AOm-e
between the expected AOA bearing e and the measured AOA bearing Om 1s compared to a
threshold, and 1n this scenarto, 1s substantially different enough to trigger an indication or an
alarm to be output by the receiver 10 thus giving an indication that the purported location of
the aircraft 350 1s not authentic, 1.e., it is being “spooted” by a signal transmitted at the
location of the transmitter 360. The warning indication output by the receiver 10 may further
output an indication that may identify the target aircraft 350 as having an invalid ADS-B
signal.

The second application using the measured AOA values includes an alternative
position determination system, as illustrated in FIG. 4. Using the techniques described above,
AOA measurements based on the relative phase of the carrier between each of the sampled
antenna element signals may be made to a variety ground transmitters that are broadcasting
signals for a variety of other purposes. These ‘signals of opportunity’ are numerous and could
exist in virtually any band. In the one embodiment described herein, the measurements are

made of signals broadcast in the 960 to 1215 MHz band. This band 1s chosen because these

‘signals of opportunity’ are broadcast by sources that are provided by aviation service
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providers in bands that are allocated by the International Telecommunication Union (1TU) for

safety of life applications. Hence the acceptance of usc of these signals by aviation authorities
should be possible. The signals to be used may include but are not limited to the tfollowing.

1 — Distance Measuring Equipment (DME) reply pulses. These are pulse pairs
broadcast by a DME ground station in reply to interrogations by airborne users. The reply
pulscs may be intended for the airplane that the AOA navigation system resides on, or they
may be intended as replies to interrogations from other airplanes. Only the AOA information
is used and the timing associated with DME ranging is ignored. DME reply pulses are also
generated by a ground station without any associated interrogation pulses in order to keep the
duty cycle of the transmitter in an acceptable range.

2 — 1090 MHz ADS-B Re-broadcast messages, which are ADS-B reports broadcast
from the ground telling of airplane positions for airplanes using non-1090 MHz ADS-B.

3 — 1030 MHz Secondary Surveillance Radar (SSR) interrogations from SSR radars at
known locations.

4 — Future L-Band Digital Aeronautical Communications System (LDACS)
communications transmissions. A proposal exists for a new communication system called
LDACS which is intended to exist in the 960-1215 MHz band. It is further proposed that
LDACS may provide a range determination function which could easily be accommodated in
the envisioned receiver system as well. In addition to the LDACS ranging, this AOA
measurement could be applied for further authentication and/or tault detection and mitigation.

5 — Future DME band based ‘pseudolite signals’. One of the proposals for a future
non-GNSS position determination signal is to implement a new ground based ranging source

in the DME band. The AOA measurcment signals could take advantage of those signals as

well should they ever exist.
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6 — Universal Access Transceiver (UAT) ground station transmissions. One of the
standards for ADS-B used in the United States includes ground based transmissions at 973
MHz. The UAT technology allows additional information to be uplinked to aircratt from
ground stations through FIS-B (Flight Information System — Broadcast). This information
includes weather and Temporary Flight Restriction (TFR) information.

FIG. 4 illustrates the navigation system based on AOA determination where an
aircraft 400 with airborne receiver equipment, similar to receiver 10 of FIG. 1, includes a
database of known transmitters and their locations. The airborne receiver will select
frequencies to examine based on the current estimated position and transmitters that are

known to exist in the area. If the position is unknown, the receiver can begin by searching

1030 and 1090 MHz looking for transmissions from fixed locations. Once signals are found

there, DME frequencies can be searched until active reply channels are found. Once enough
angles to transmitters are known, frequencies are found, and an algorithm can be applied to

determine position by looking through all possible combinations of ground stations with the
same frequencies and then find a combination for which the AOA measurements result in a

self-consistent position. The more ground stations that can be measured, the faster an over-

determined position solution will be produced.

FIG. 4 illustrates an aircraft 400 having a heading 402 and a respective heading
bearing Oh from a North bearing 404. The receiver on the aircraft 400, (like recerver 10 1n
FIG. 1), that measures the AOA values may receive a signal from a first DME transponder D,
410 sending reply pulses to all users and measure an AOA as 6D;. The receiver on the
aircraft 400 may receive a signal from a ground based ADS-B re-transmit source A 420 and
measure an AOA for as OA. Similarly, the receiver on the aircraft 400 may receive a signal

from a ground based DME transponder P 430 that is paired with a localizer and measure an

AOA for as OP. Likewise, the receiver on the aircraft 400 may receive a signal from a second
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ground based DME transponder D, 440 sending reply pulses to all users and measure an
AOA for as 8D,. And similarly, the receiver on the aircraft 400 may receive a signal from
radar R 450 having a known position and measure an AOA for as OR.

The embodiments described herein are different than other proposed Alternate
Position and Navigation and Timing (APNT) systems 1n that the do not provide precise time
transfer to the airborne receiver, but they also do not require precise time synchronization ot
oround based or airborne assets to operate. The embodiments described herein can produce a
position estimate based on bearing measurements only and without range measurements. The
embodiments described herein do not require any new ground-based 1nfrastructure, but only
airborne equipment. The embodiments described herein may also be used 1n ground based
receivers to provide position determination capability. The embodiments described herein
allow for simpler, cheaper ground systems that can provide independent positioning
capability.

The embodiments described hercin address the above solutions in a relatively simple
casy to install receiver package, and solves the lack of ADS-B authentication problem tor
which there is no other adequate solution proposed for airborne equipment. By combing
several bearing measurements with information about the known locations of the transmatters,

(carried in an on-board database), the user’s position can be determined. Such angle

measurements may be combined with GNSS measurements, inertial measurements or other

navigation measurements in a suitably designed Kalman filter or other type of estimation
algorithm in order to enhance fault detection and mitigation capabilities. In this way,

spoofing of GNSS can be detected and the potential impact of undetected spooting attacks

limated.

FIG. 5 illustrates a logic flowchart for a method of measuring an Angle of Arrival

(AOA), including cycling 500 a commutating solid state switch 112 between each antenna
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element of a multi-element array antenna 102 based on a synchronization signal received
from an analog-to-digital (A/D) converter 124 of a rccerver system 10. At least one signal 1s
received 502 at the multi-element array antenna 102 and the at least one signal proceeds to be
converted 504 at an A/D converter 124 into a plurality of antenna element specific digital
samples for each discrete signal. The plurality of antenna element specific digital samples
proceed to be de-multiplexed 506 into discrete digital data streams for each antenna element
of the multi-element array antenna, and thereafter, a measured AOA i1s determined 508 of the
at least one signal based on measuring a relative phase of a carrier signal 1dentified in each
discrete digital data stream of the respective antenna elements of the commutating multi-
element array antenna.

The receiver at 510 may make a determination regarding what type of functional
application 1t assumes to further process the received signals. Since difterent types of signals
are transmitted on different frequencies, the receiver 10 knows the type ot signal 1t procésses
when it tunes to that particular frequency. Furthermore, the receiver exploits knowledge
about the general signal structure when measuring the phase to determine the measured AOA
as described above. When the receiver assumes the function of providing ADS-B
authentication 512, the ADS-B signal received at the receiver is further processed with

antenna array position and orientation information to verify the authenticity of that position

information as compared to a measured AOA calculation performed above. FIG. 6 1llustrates

a continuation of the logic flowchart from FIG. 5 for a method that further decodes 600 the
indicated positional data from the target transmitter from one discrete digital data stream for a

single antenna element of the multi-element array antenna via an ADS-B signal demodulation
process. The expected AOA of the target transmitter proceeds to be determined 602 derived
from the decoded indicated positional data from the target transmitter, and positional

information defining a location of the receiver system and heading information defining an
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orientation of the antenna subsystem of the receiver system. The expected AOA proceeds to
be compared 604 to the measured AOA to verify the indicated posttional data from the target
transmitter in the received ADS-B signal. Finally, an indication of authenticity s provided
606 based on veritying the indicated positional data from the target transmitter.

When the receiver assumes the function of providing navigation and position
determination at 510 of FIG. 3, a plurality of signals from emitters of opportunity may be
received 514 at the receiver unit 10 for further processing illustrated in FIG. 7 as a
continuation of the logic flowchart from FIG. 5. The receiver 10 1s able to receive many
types of signals simultaneously in the 960-1215MHz band and may tune to a specific
frequency analyze a particular type of signal for use while operating in the navigation and
position determining function. The method in this instance includes receiving a plurality
signals from at least two ground based emitters. An identity is retrieved 700 for each
respective emitter from a database based on the carrier frequency and a signal type of the
emitter. Then, a location proceeds to be retrieved 702 for each emitter from the database
based on the identity of each respective emitter. AOAs for each respective emitter signal
then proceed to be determined 704 based on measuring the relative phase of the carrier signal
identified in each discrete digital data stream of the respective antenna elements of the
commutating multi-element array antenna. Finally, an independent position fix ot the
antenna subsystem of thc receiver system is computed 706 based on the AOA measurements

and each respective emitter location.
FIG. 8 illustrates a schematic diagram of a ground-based system 800 of networked

AOA receivers 810-830 and network equipment 850 that process and authenticate ADS-B
signals to both provided positional information on aircraft 802 and may detect and locate the
source of bad actors or spoofers transmitting ADS-B signals that misrepresent a true position.

Based on the principles of the embodiments presented above, the networked ground-based
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AOA receivers 810-830 may independently determine all aircraft positions, and may thereby
act as a “back-up” surveillance system without having any requirement precise time
synchronization.

The above implementation may use the known location of ground-based AOA
receivers 810-830 and their respective measured bearings 8- 03 to airborne targets (e.g..
target aircraft 802), to independently determine the target’s location. The measured results
are compared to the position reported by the target via the ADS-B signal information. Any
difference in the measured verses the reported position is applied as test statistic in the
classical hypothesis test to detect spooting ot the airborne target. The location of spoofer can
thereby be determined without cooperation of the spoofer, and the location of all ADS-B
traffic can be independently determined yielding a AOA surveillance backup capability when
GPS information 1s denied or unavailable. The scope of the claims should not be limited by
the preferred embodiments set forth above, but should be given the broadest interpretation

consistent with the description as a whole.
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What is claimed is:

1. An aircraft receiver for Automatic Dependent Surveillance Broadcast (ADS-B)
verification of a target aircraft, comprising:

a first input for receiving ADS-B flight tracking information from the target aircraft at
the recciver, the ADS-B flight tracking information including indicated positional
information of the target aircraft;

a second input for receiving positional information and heading information
indicating a location and orientation of a multi-element array antenna configured to be
attached to the receiver;

a processing module operative to generate a measured bearing derived from angle of
arrival data, and generate an expected bearing of the target aircraft derived from the indicated
positional information of the target aircraft and the positional information and heading
information indicating the location and orientation,;

a comparator for comparing the expected bearing to the measured bearing and
verifying the ADS-B flight tracking information ot the targct aircraft; and

an output device for outputting an indication of authenticity based on verifying the

ADS-B flight tracking information of thc target aircraft.

2. The aircraft receiver according to claim 1, wherein the processing module being

further operative to compute a vector from the location to the target aircraft based on the

indicated positional information, and

wherein computing the vector being based on receiving the positional information
from a Global Navigation Surveillance System (GNSS) indicating the location of the multi-

element array antenna.
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3. The aircraft receiver according to claim 2, wherein the processing module being
further operative to translate the vector from an earth refcrence frame to an airplane reterence
frame based the heading information including pitch, roll and heading data generated from an

Inertial Reference Unit (IRU) indicating the orientation of the multi-element array antenna.

+. The aircraft receiver according to any one of claims 1 to 3, wherein the processing
module being further operative to generate the measured bearing based on measuring a

relative phase of a carrier signal identified in the first input.

5. The aircraft receiver according to any one of claims 1 to 4, further comprising an
Analog-to-Digital (A/D) converter for processing signals received on the first input, wherein
the A/D processing transmits a synchronizing signal to a commutating multiple-element array

antenna that feeds the signals to the first input.

0. A receiver for Automatic Dependent Surveillance Broadcast (ADS-B) verification,
comprising:
a processing module recciving an ADS-B signal from a target aircraft including

indicated positional data, and operative to:

generate a measured bearing derived from detection of an angle of arrival of
the ADS-B signal; and
generate an expected bearing of the target aircraft derived from the indicated

positional data of the ADS-B signal, and positional and heading information of a location and
orientation of a multi-element array antenna configured to be attached to the receiver;
a comparator for comparing the expected bearing to the measured bearing and for

verifying the ADS-B indicated positional data of the target aircraft; and
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an output device for outputting an indication of authenticity based on veritying the

ADS-B indicated positional data of the target aircraft.

7. The receiver according to claim 6, wherein the processing module being further
operative to compute a vector from the location to the target aircraft based on the indicated
positional data,

wherein computing the vector being based on receiving the positional information
from a Global Navigation Satellite System (GNSS) indicating the location of the multi-

element array antenna.

8. The receiver according to claim 7, wherein the processing module being further
operative to translate the vector from an earth reference frame to an airplane reference frame
based the heading information including pitch, roll and heading data generated from an

Inertial Reference Unit (IRU) indicating the orientation of the multi-element array antenna.

9. The receiver according to any one of claims 6 to 8, wherein the processing module
being further operative to generate the measured bearing based on mcasuring a relative phase

of a carrier signal of the ADS-B signal from the target aircratt.

10.  The receiver according to any one of claims 6 to 9, further comprising an Analog-to-
Digital (A/D) converter processing ADS-B signals received from the target aircraft,

wherein the A/D processing is synchronized to a commutating multiple-element array

antenna feeding the ADS-B signals to the receiver.
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11. A system for automatic dependent surveillance broadcast (ADS-B) verification,
comprising:

an antenna array assembly having a multiple-element antenna array for receiving

ADS-B signals from a target aircraft, the ADS-B signals including indicated positional data;

a receiver configured to rcceive the ADS-B signals from the antenna array assembly
and to measure an angle of arrival of the ADS-B signals relative to an orientation of the
antenna array assembly, wherein the receiver comprises:

a first input for receiving ADS-B flight tracking information trom thc target
aircraft at the receiver, the ADS-B flight tracking information including indicated positional
information of the target aircraft;

a second input for receiving positional information and heading information
indicating a location and orientation of the receiver;

a processing module operative to generate a measured bearing derived from
angle of arrival data, and generate an expected bearing of the target aircraft derived trom the
indicated positional information of the target aircraft and the positional information and
heading information indicating the location and orientation; and

a comparator for comparing the expected bearing to the measured bearing and

verifying the ADS-B flight tracking information of the target aircratt; and

an output device for outputting an indication of authenticity based on verifying the

ADS-B flight tracking information of the target aircraft.

12.  The system according to claim 11, where the antenna array assembly further

comprises a commutating solid state switch that cycles between each antenna element of a

multi-element array antenna.
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13.  The system according to claim 12, where the receiver further comprises an analog-to-
digital (A/D) converter that receives the ADS-B signals and controls cycling of the

commutating solid state switch with a synchronization signal.

14.  The system according to any one of claims 11 to 13, wherein the processing module
being further operative to decode the indicated positional data from the target transmitter
from one discrete digital data stream for a single antenna element of the multi-element array
antenna via an ADS-B signal demodulation process; and

determine an expected AOA of the target transmitter derived from the decoded
indicated positional data from the target transmitter, and positional information defining the

location of the receiver and heading information defining the orientation ot the antenna array

assembly.

15.  The system according to claim 14, wherein the processing module being further
operative to compare the expected AOA to the measured AOA to verify the indicated
positional data from the target transmitter in the received ADS-B signal; and

provide an indication of authenticity based on verifying the indicated positional data

from the target transmitter.

28



CA 02841537 2014-02-03

NOLLYOIONI ALIQITYA 13OWYL INAINO )OS o) o
I S e — N 5N Te N Y R
_ e — | %710
. HOLid
ez Ll s e
| Uad 03.103dX3 3LNNOD B v B
8yl SSN9 0 .
oY) ~| NOILISOd
dIHS NMO . —
HOLOIA ILVISNVYL  f— | L
H N
— _
NOILISOd dIHSNMO I
| NOY4 ¥O103A ILNAWOD [ ) _
M \— g¢l "
[ (YOv) YAMNY | 9NIJ0O3A IOVYSSIAN " .
40 JTONY JNSYIN 2 ONILYINQOW3A | I
S m o %.V mﬁy b
—_ XAW3QTvLI9IC __ N >
0t} el " Y
— L, . — - oF
h o " ]
43LH43ANOD Qv | ..._ -
6] - —— \_
e w4 s AU
cl MOOTO ONITAINYS |-2== === === = === === mmm oo ool e o o




CA 02841537 2014-02-03

JTOHSIYHL > | We - 98 |
41 DILNIHLNY GINNSSY 1HO43Y 8-SQV

05¢ 7

¢ Il



CA 02841537 2014-02-03

JTOHSIHHL < | g -8 |
41 DILNIHLNY LON @3IWNSSY 1¥0d3Y 8-Sav

09€ R

< \
\ L 4
.. ””
. .\ .
e \ -
L.y -
/ ...“.. -~
Nt -
> P
_ -
| - W S,
- 0 # 96
=y . -~
S
...w, ' S e 58 \_h e *
Ty .
.”...,m.. . -, ” b
ﬂ. N

00¢€




CA 02841537 2014-02-03

Q)

0S¥

Ovv

g0

_

|

_

“

.

;

!

_

|

!

|

_

_

| -
ré

-7 0ty

O

4--r——-—-—-=




CA 02841537 2014-02-03

; H3LLINSNVSL
ALINNLHOddO
139¥V1 VINOY4 V.1VA T¥NOILISOd
40 SH3LLINT NOYd STYNDIS 40 ALMVAN1d ¥ bLG a31Y31aN ONIGNTONI TYNOIS §-SaY

ddAL

NOILVOddV NOILVYDILNIHLNY 9-SaV

NOILYNIWHFL30 NOILISOd
01§

YNNILNY AVHEY LINFWNIT3-1LTNA ONILYLNNNOD 3HL
40O SLININTTI YNNILNY JAILOTLSIY THL 40 WYIHLS Y1VA TvLIDI0 3L3HOSIA HOVA NI d3H4ILNIAI TYNOIS d3ddvO
v 40 3SVYH JAILYT1IY ¥V ONIMNSYIN NO 3Sv8 TYNDIS INO LSY3T LY 3HL 40 YOV A34NSYIN ¥ ONINING314d

YNNILNY AVEEY INFNTTI-ILINA FHL 40 INSAFTI YNNILNY HOVI3 H04 SINVIHLS
v1VQa LD 3L340SIA OLNI STTANYS VLIDIA D14103dS INFNFT3 YNNILNY 40 ALMYENTd 3HL ONIX31dl LTAN-3d

| TYNDIS 31340SI0 HOVE ¥O4 S3F1dNVS TVLIOIA
N14193dS INIWIT3 YNNILINY 40 ALITVENTd ¥V OLNI ¥31L¥3IANOD Q/V NY LY TYNOIS 3NO LSV3T LV 3HL ONILI3ANOD

HOLIMS NOILVLNWWNOD 3HL 40 LNdLNO 3HL 1V J3AIZ03d Sl
TYNOIS 48 Q3IXIIdILINN IWIL ¥V LYHL OS YNNILNY AVHYY INFAFTI-ILTINW IHL LY TYNOIS 3NO L1SVH1 1V ONIAISO3d

MI1HIANOD (Q/Y) TVLIOIG-0L-90TYNY NV 40 ONINIL 3T1dWYS IHL TOHLINOD
01 d3SN SI TYNOIS NOILYZINOYHONAS JAVYS IHL "G3AIZO3Y TYNDIS NOILYZINOHHONAS ¥ NO 03SVE YNNILNV
AYMYY INIWITII-LTINA Y 40 LNIFATTI YNNILNY HOVI NIIMLIF HOLIMS FLVLS QIN0S ONILYLNWNOD ¥ ONITOAD

¢LS

805

90§

v0S

¢0§

g Il



CA 02841537 2014-02-03

H3LLINSNYYL 139dV1 FHL WO¥4 V.LVQ

TVYNOILISOd G3LVOIANI HL ONIAZIYIA NO A3Svd ALIDILNIHLNY 4O NOILYOIANI NV ONIQIAOda

TVYNDIS 9-SAV Q3AIF03d FHL NI H3LLINSNYEL 1394V1 FHL WOd3 ViV(
TVYNOILISOd A3LVOIANI 3HL A4P¥3A OL YOV A34NSYIW FHL OL YOV d3103dX3 FHL ONIFYdNOD N 09

NOILV.LINZIHGO NV ONIN

NOILVYINHOSN

1VYNOIL

d3AI304d 3HL 40
430 NOILYWHOAN! ONIQVYIH ANV d3AI303d 3HL 40 NOILVYOOT V ONINi43d
SOd ANV H3ILLINSNYYL 1394V1 IHL WOH4 V.LVA TYNOILISOd d3LVOIAN

030023A 3HL WOY¥4 A3AIY3A Y3 LLINSNYYL L39dVL FHL 40 YOV 03103dX3 NV ONINING413d

SS300¥8d NOILVINAOWAA TYNDIS 8-SAV NV VIA YNNILNY AVdY
INIWNITI-ILTNN IHL 40 INTFWFTT YNNILNY FTONIS V J04 WYIHLS ViVA WLIDIC 31340510
INO WOHL ¥ILLINSNVYHL 1394VL FHL NOY4 V1VA TYNOILISOd d3LVDIANI 3HL ONIGOO4d

909

¢09

009




CA 02841537 2014-02-03

NOILVYO0T NMONM SHILLINT 3AILOIdSIY HOVI ANY TYNDIS SHILLINT HOVE HO4 SYOV 3HL
NO 03SV8 AYHYY YNNILNY ONILVLINANWOD 3HL 40 XId NOILISOd LNFANI43ANI NV 3LNdANOD 90/

—

EE e — 'I. .
YNNILNV

AVEEY ININITI-ILTNN ONILYLNWNOD 3HL 40 SININITI YNNILNY JAILO3dS3d 3HL 40
| AVYIYLS VIVQ IVLIOIQ 313HOSIA HOVA NI A3I4IIN3A! TYNDIS ¥31dyvO JHL 40 dSVHJ dAILY 15a
IHL ONIMNSYIAN NO Q3SvE TYNDIS SH3LLINT 3AILOIdSTY HOV3 404 SYOV ONININGZ L3 N_ 10/

d311IAN3 IHL 4O ALILNZA
JHL NO Q3Svg 3Svav.Lvad IHL WOHH ¥3LLIN3 JAILDIASTYH HOVI HO4 NOILYOOT V ONIAJIaL3d 70/

H3LLINT IHL 40 3dAL TYNDIS ANV AONINDIHL d31ddvO
3HL NO @3Sv4 ISVav.ivad v WO ¥3ILLINT 3AILO3dSTE HOVI JO4 ALILNIAI NV ONIADIGL3d

O

004




802

CA 02841537 2014-02-03

850

\/
830

820




10— SRS S ———— ~-| SAMPLING CLOCK 120
Vo 122 124 '
- \< /‘A/D CON*VERTER N
: >
100 : 7
T
e ; 132 130
r A '
; DIGITAL DEMUX [+
| e 134 o - 1 136
: DEMODULATING & MEASURE ANGLE OF
: MESSAGE DECODING ARRIVAL (AOA)
5 18~ |
i .| COMPUTE VECTOR FROM
------ 116 OWNSHIF POSITION
12— |
TR »|  TRANSLATE VECTOR
POSITION |~ 45—~ |
ERS9) COMPUTE EXPECTED v
et .| COMPARE MEASURED
P{TCH. AQA VS, EXPECTED AOA
ROLLE |
~ HEADING
e (RV) 150" ( OUTPUT TARGET VALIDITY INDICATION

)




	Page 1 - abstract
	Page 2 - abstract
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - claims
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - abstract drawing

