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(57) ABSTRACT 

A system and method for electronic wallet conversion allows 
conversion of a basic electronic wallet to a more flexible 
wallet account, providing additional services and requiring 
additional authentication. The basic accountholder eventu 
ally requires the additional services provided by the more 
flexible wallet, typically editing rights and making purchases 
at sites requiring authentication beyond the basic level. To 
convert the account, the account holder is presented with a 
one-time challenge and response mechanism that requires the 
accountholder to Summon information that only the account 
holder would know. If a successful match is made, the account 
is converted to the more flexible account for all time. The 
accountholder replaces the one-time challenge and response 
with a second-level password that grants the accountholder 
ongoing access to more sensitive wallet features. Such as the 
ability to purchase at sites requiring a second-level password, 
and editing rights to the information stored in the wallet. 
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SYSTEMAND METHOD FOR ELECTRONIC 
WALLET CONVERSION 

BACKGROUND OF THE INVENTION 

0001) 
0002 The invention relates to the field of electronic com 
merce. More particularly, the invention relates to providing 
electronic wallets with graded levels of service and security 
according to wallet type. 
0003 2. Description of Related Art 
0004. A fundamental feature of current network technolo 
gies is the provision of network services to individual users by 
furnishing each user an account. Users then request services 
through their accounts by logging into a server using a client. 
In order to guarantee that the party attempting to gain access 
to an account is actually the rightful accountholder, access is 
controlled through an authentication process, in which the 
account holder is required to provide one or more pieces of 
information, known only to the account holder, before he or 
she is granted access to network services. Typically, authen 
tication requires provision of a user ID and a password. While 
Such a single level authentication scheme may be suitable for 
Some purposes, for example, a low-risk transaction Such as a 
relatively small purchase in an e-commerce environment, the 
ease with which passwords are compromised renders single 
level authentication schemes unsuitable for more sensitive or 
higher-risk transactions such as large purchases or access to 
sensitive data. Increasingly, single-level authentication 
schemes are being Supplemented or replaced by multi-level 
schemes that provide a hierarchy of authentications accord 
ing to the level of security desired. D. Kanvesky, M. Yung, W. 
Zadrozny, Method and apparatus utilizing dynamic question 
ing to provide secure access control, U.S. Pat. No. 5,774,525 
(Jun. 30, 1998) describe an apparatus having an authentica 
tion mechanism that uses questioning to provide secure 
access control. The number and/or type of questions gener 
ated may correspond to the security level of the system. 
Experian E-series online authentication white paper (Jul.18, 
2001) describes an authentication scheme based on a PIN 
(personal identification number) or password that includes a 
Supporting authentication system using a single challenge 
response prompt based on unique account information. The 
object of the challenge-response prompt is to expose unau 
thorized users and to provide greater security for transactions 
Such as requesting a new PIN number or password. 

1. Field of the Invention 

0005. As network technology evolves, it is becoming 
increasingly common for entities Such as Internet service 
providers, online communities and portals to provide e-com 
merce networks to users and members wherein the entity 
provides centralized access to a large number of affiliated 
online merchants. Such e-commerce networks are advanta 
geous to users, providing an enhanced online experience, and 
often allowing them to purchase goods and services at a 
significant discount. Affiliating with the e-commerce network 
provides the merchants with valuable marketing Support, the 
user communities providing large pools of motivated, pre 
qualified prospects. Finally, the e-commerce networks are 
beneficial to their sponsoring entities, allowing them to add 
value to their basic service and generating additional revenue 
streams. Frequently, such networks provide digital wallets, in 
which a user stores his or her billing information, such as 
billing address and credit card information. P. Hartmann, J. 
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Bezos, S. Kaplan, J. Spiegel, Method and system for placing 
a purchase order via a communications network, U.S. Pat. 
No. 5,960,411 (Sep. 28, 1999) describe such a wallet, wherein 
billing information is automatically supplied from the wallet, 
eliminating the need for the user to enter billing information 
every time he or she makes a purchase from one of the affili 
ated merchants, a significant obstacle to purchasing. Conven 
tionally, digital wallets have required two levels of authenti 
cation, for example a normal password plus a Supplemental 
password, sometimes called a shopping password. The 
requirement of two passwords has posed an obstacle to wide 
spread adoption of digital wallets. It has been difficult to get 
users to create both passwords, and it is also difficult for users 
to remember the two passwords. 
0006 J. French, J. Wilder. System and method for authen 
tication of network users, U.S. Pat. No. 6,263.447 (Jul. 17. 
2001) describes a network authentication system that pre 
sents a user with a hierarchy of queries that can be configured 
to require differing levels of input or award differing levels of 
authentication. When the authentication process has been 
satisfied, a digital certificate can be generated that records 
authentication levels and other information related to the user. 
The certificate can then be presented in future transactions to 
avoid the need to re-authenticate the user for each new trans 
action event. While the digital certificate eliminates the 
necessity of a user remembering a Supplemental password, 
one of the major obstacles to wallet implementation 
remains—the necessity of creating more than one password 
in the first place. The system involves a lengthy preprocessing 
step wherein the user is asked to provide detailed personal 
information, a process that many users will avoid because 
they find it time-consuming and invasive. Furthermore, 
repeated transmission of a document, even an encrypted one 
Such as a digital certificate, containing detailed personal 
information about the user poses a significant risk that cer 
tificate will be intercepted and the information will fall into 
the wrong hands. 
0007. It would therefore be a great advance to provide 
electronic wallets that offered greater ease of use, while pro 
viding graduated degrees of security appropriate to the user's 
needs, according to wallet type. 

SUMMARY OF THE INVENTION 

0008. The invention provides a system and method for 
electronic wallet conversion that allows for conversion of a 
first account type, a basic electronic wallet account, offering 
basic services, to a second account type, a more flexible 
wallet account, offering an enhanced level of service, and 
requiring additional authentication. The basic account, 
referred to herein as a thin wallet, is secured at a basic chal 
lenge and response level with a username and a password. 
Using the thin wallet, the accountholder is able to make 
purchases using default account information at e-commerce 
sites that require only the basic level of authentication. Typi 
cally, a thin wallet is created for someone making an initial 
purchase at an e-commerce site associated with an online 
service, or it is the default wallet account provided for sub 
scribers of an online service or an ISP (Internet service pro 
vider). The accountholder eventually requires the additional 
services provided by the full wallet, typically editing rights 
and the ability to make purchases at e-commerce sights 
requiring authentication beyond the basic level. To convert 
the account, the account holder is presented with a one-time 
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challenge and response mechanism that requires the 
accountholder to Summon personally identifiable informa 
tion that only the account holder would know; for example, 
the accountholder may be presented with the last four digits of 
the credit card number stored in the account and is required to 
fill in the first twelve digits. If a successful match is made, the 
accountholder proceeds to replace the one-time challenge and 
response with a second-level password of the accountholder's 
choosing that grants the accountholder ongoing access to 
more sensitive wallet features, such as the ability to purchase 
at sites requiring a second-level password, and editing rights 
to the information stored in the wallet. 

0009. The system includes at least a wallet server, having 
a wallet application running thereon, a subscriber database 
that includes thin wallet records and a wallet database that 
includes full wallet records. An account holder requests 
account services by means of a client in communication with 
the wallet server. Also by means of the client, a user interface 
is accessible only to a holder of the full wallet account that 
allows the accountholder to edit account information and 
preferences. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010 FIG. 1 provides an architecture diagram of a system 
for converting a wallet account according to the invention; 
0011 FIG. 2 provides a diagram illustrating the differ 
ences between thin wallet and full wallet functionality 
according to the invention; 
0012 FIG. 3 provides a high-level flow diagram of a pro 
cess for converting a wallet account according to the inven 
tion; 

0013 FIG. 4 provides a continuation of the flow diagram 
of FIG.3 according to the invention; 
0014 FIG.5 provides detailed flow diagram of the process 
of FIG.3 according to the invention; 
0.015 FIG. 6 provides a flow diagram of a sub-process for 
authenticating to a full wallet account according to the inven 
tion; and 

0016 FIG. 7 shows a graphical user interface for editing 
full wallet information and preferences, according to the 
invention. 

DETAILED DESCRIPTION 

0017. To meet the above need in the art for an electronic 
wallet that allows greater ease of use while providing gradu 
ated degrees of security appropriate to the user's needs, the 
invention provides a system and method for electronic wallet 
conversion. The invention recognizes that many end users 
find the graded levels of authentication presented by conven 
tional wallet accounts burdensome; enough so that users often 
fail to complete a registration for a wallet account on being 
asked to configure a second level password. Thus, the user 
perception that the graded levels of authentication are bur 
densome and time-consuming has seriously interfered with 
the widespread adoption of wallet technology. 

0018. A fundamental feature of the invention is the provi 
sion of different types of wallet accounts. The preferred 
embodiment of the invention includes thin and full wallets. 
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0019. The thin wallet account is a basic wallet account 
requiring only a single authentication procedure, typically a 
basic challenge/response mechanism requiring the provision 
of a username and password. The services provided by the 
thin wallet account are primarily limited to making purchases 
ate-commerce sites that require only this first level of authen 
tication. 

0020. In the current embodiment of the invention, thin 
wallet accounts are created in either of two ways: 

0021 the data required to create the thin wallet account 
wallet is obtained when a user makes an initial purchase 
at an e-commerce site associated with the account pro 
vider. One skilled in the art will recognize that an 
account provider will typically be an online service, 
such as AOL (AMERICAONLINE INCORPORATED, 
DULLES Va.) or an ISP (Internet service provider). 
However, portal sites and online shopping malls might 
also fill this role. In the current embodiment of the inven 
tion, the minimum data set for creating a thin wallet 
account includes: first and last name, credit card type, 
credit card number, card expiration date, billing address: 
street address, city, state and postal code. It should be 
appreciated that when conducting an online purchase 
transaction, the user is nearly always required to provide 
this minimum data set. Advantageously, the invention 
uses the information provided during the purchase trans 
action to create a thin wallet account for the purchaser. 

0022. Online services and ISP's usually maintain sub 
scriber databases. The invention utilizes information 
from subscriber records in a subscriber database to cre 
ate a thin wallet account for every subscriber. 

0023 Yet another feature of the thin wallet account is that 
accountholders are not granted editing rights for the account. 
This limitation is necessary in view of the lower-level authen 
tication required to make use of the account. Thus, the default 
account information that has been acquired in either of the 
ways just described cannot be edited or revised. 
0024 Holders of thin wallet accounts are therefore con 
fined to transactions that can be completed using Such default 
account information. Additional limitations may be placed on 
accountholders. For example, they may be limited to making 
purchases below a predetermined dollar amount. In the set 
ting of an online service, or an e-commerce shopping service, 
accountholders may be limited to purchasing from certain 
Vendors. Often, the vendors participating on online shopping 
portals are integrated to varying degrees. Some for example, 
may only provide links to sites outside of the portal, or they 
may have their own transaction processing. Others may be 
fully integrated, employing the portal transaction processing 
system. Holders of thin wallet accounts may be confined to 
transacting with a particular Subset of vendors, such as those 
whose transaction processing is fully integrated with the por 
tal. Nevertheless, the basic level of service provided by the 
thin wallet account is calculated to meet the needs of a sig 
nificant portion of end users, and it accomplishes one of the 
objects of the invention, that of encouraging the adoption of 
the wallet account by end users who would otherwise find it 
burdensome. It makes the most widespread, low-risk features 
of the wallet far easier to sign up for and to use. 
0025. As the term implies, a full wallet account is a more 
flexible account offering an expanded feature set. Unlike the 
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thin wallet, the full wallet involves graded levels of authenti 
cation. Not only must the accountholder authenticate at the 
basic level, previously described, but they must authenticate 
at a higher level by negotiating a second-level security chal 
lenge, for example by providing a second-level password, or 
answering a user-configurable account Security question, in 
order to take advantage of the full array of features and 
services provided by the full wallet. One skilled in the art 
should readily appreciate that additional levels of authentica 
tion are possible, according to the level of security the account 
provider wishes to enable for wallet accounts. Primarily, 
accountholders are granted rights to access and edit sensitive 
account information, the preferences for example, or the 
credit card information, or addresses. 

0026. Other functionality of the full wallet includes the 
ability to make higher-ticket purchases that carry a higher 
limit or perhaps no limitat all. Significantly, accountholders 
have the capability of purchasing at sites that require the 
additional level or levels of authentication. 

0027. While the thin wallet meets the needs of a large 
number of online users, the invention recognizes that for 
many users, a time will come when they will need the addi 
tional level of security provided by the full wallet account. 
Advantageously, the invention provides a method for convert 
ing a wallet account of a first type, for example, the thin 
wallet, to an account of a second type, the full wallet, by 
presenting the accountholder with a one-time challenge 
response mechanism. When the accountholder successfully 
clears the challenge, the account is converted to the second 
account type, for all time. 

0028 Referring now to FIG. 1, shown is an architectural 
diagram of a system 100 for converting a wallet account that 
provides the functionality necessary to offerend users the thin 
wallet account and the capability of converting the thin wallet 
account to a full wallet. In the preferred embodiment of the 
invention, a wallet server 101 is in communication with an 
account I/O (input/output) server 103, through the interme 
diation of a gateway 102. As shown, the wallet server 101 
occupies a first network 107, while account I/O server 103 
occupies a second network. In one embodiment of the inven 
tion, the first network 107 is the Internet or a similar publicly 
accessible data network; while the second network 108 is the 
network infrastructure of an online service or an ISP. One 
skilled in the art will recognize that other configurations are 
possible. As shown here, the gateway connects the two net 
works, each using different communication protocols so that 
information can be passed between the two. However, if the 
invention were implemented across a single network, or if the 
networks employed the same communications protocol, a 
gateway would be rendered unnecessary. One will recognize 
that a network gateway is conventionally a router. 

0029. In the preferred embodiment of the invention, the 
wallet server 101 is a web server having installed thereon a 
wallet Software application that has as its primary function 
receiving requests from the client 106 and relaying them to 
the wallet and subscriber databases 104, 105. It is to be 
appreciated that the wallet Software application actually con 
sists of computer-readable code for programming the server 
to perform the various tasks associated with its role. Using a 
low-level communications protocol, messages are transmit 
ted between the account I/O server 103 and the gateway 102. 
By means of a second protocol, the messages are transmitted 
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between the gateway and the account I/O server 103. I/O 
operations on the data from the subscriber database 104 are 
carried out by low-level applications or routines that are 
coupled with processes. The wallet server 101 also serves a 
general management function and also operates to maintain 
and manage wallet account preferences. As shown here, the 
wallet server acts also as an authentication server, although a 
configuration is possible in which there is a separate authen 
tication server. More will be said about the process of authen 
tication below. Accountholders direct requests to the wallet 
server 101 by means of the client 106. The client 106 includes 
a user interface, as shown in FIG. 7 for editing wallet infor 
mation and preferences. As previously stressed, this function 
ality is only available to holders of full wallet accounts. 
0030. As previously described, the subscriber database 
104 contains a record for each of the account provider's 
subscribers. It is the information contained in these records 
that serves as the basis for the thin wallet. By default, each 
Subscriber is automatically provided a thin wallet, using 
information obtained from the corresponding record in the 
subscriber database. 

0.031) The wallet database 105 is also situated within the 
account provider's network. As shown here, the wallet server 
101 is able to communicate directly with the wallet database 
101, without the interposition of a gateway 102. Communi 
cation between the wallet database 105 and the wallet server 
101 is by way of a standard database access interface, such as 
JDBC (JAVA database connectivity). Thus, because the wal 
let server 101 and the wallet database 105 communicate by 
way of a common interface, there need be no intermediation 
from the gateway 102. 
0032. The preceding system architecture is merely exem 
plary and is not intended to limit the scope of the invention. 
Other system architectures would also be suitable for accom 
plishing the purposes and objects of the invention, and are 
entirely within the scope of the invention. 
0033. As indicated above, the holder of a thin wallet 
account will often eventually require the increased security 
and enhanced features provided by a full wallet. FIG. 2 illus 
trates the differences between the thin wallet 201 and the full 
wallet 202 functionality. The thin wallet provides a basic, or 
core functionality, denoted by A. The functionality includes 
a first level of authentication, and the ability to complete 
transactions requiring only this first level of authentication, 
using the default account information stored in the Subscriber 
database 104. Significantly, the holder of thin wallet account 
has no editing rights, thus they are notable to, for example, 
manage account preferences, or add or delete a credit card, or 
update address information. Typically, the need for the 
increased functionality B provided by the full wallet 202 
arises when the accountholder attempts a transaction requir 
ing a shopping password, or when they desire to edit account 
information. As indicated by arrow 203, the invention pro 
vides a process whereby the thin wallet 201 is converted to a 
full wallet 202 after the accountholder clears a one-time chal 
lenge response mechanism. As shown in FIG. 2, the thin 
wallet is permanently converted into a full wallet providing 
both A and B. 

0034 FIG. 3 provides a top-level flow diagram of the 
process 300 of wallet conversion. As explained in the preced 
ing description, the accountholder, by default, is provided 301 
with a thin wallet, using account information from the Sub 
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scriber database 104. Alternatively, a thin wallet can be cre 
ated for a user using information Supplied at the time an 
online purchase is made. The accountholder gains access to 
the services provided by this account by authenticating at a 
first level. Upon requesting a service requiring higher level 
authentication, the accountholder is presented with a one time 
challenge/response mechanism. Typically the challenge 
requires the provision of personal information known only to 
the accountholder, for example, the accountholder may be 
required to provide at least a portion of the credit card number 
stored in the account. One embodiment of the invention pre 
sents the accountholder with the last four digits of the credit 
card number stored in the thin wallet, and requires the 
accountholder to provide the preceding twelve digits. Other 
forms of challenge/response will occur to the skilled practi 
tioner, and are well within the scope of the invention. Upon 
successfully clearing the challenge 303, the thin wallet is 
permanently converted to a full wallet 305. As shown in FIG. 
2, the full wallet provides all of the functionality of the thin 
wallet, plus an additional level of security, and an array of 
services associated with the increased level of security. Alter 
natively, the individual requesting service may not clear the 
challenge successfully 304. This may be because the 
accountholder cannot remember the personal information 
required by the challenge/response, or because someone 
other that the rightful accountholder is attempting to access 
the account. 

0035 FIG. 4 shows a sub-process for rechallenging an 
accountholder who has failed the challenge/response mecha 
nism. As shown, the accountholder is rechallenged 401, 
requesting the same personal information as previously 
requested. Each time the accountholder is challenged, a 
counter is incremented 402. If, upon being rechallenged, the 
accountholder Successfully clears the challenge 403, process 
flow proceeds in the normal fashion to conversion of the thin 
wallet to a full wallet 405. If the accountholder again fails the 
challenge, the challenge can be presented again 401. When 
the allowed number of attempts is exceeded 404, denoted here 
by n, the account is locked for a predetermined period of time. 
After the predetermined period of time has elapsed, the 
accountholder is again allowed to attempt to access the wallet 
account. Both the number of permissible attempts and the 
lockout period are configurable by the account provider. In 
the preferred embodiment of the invention, the permissible 
number of challenges is set to three and the lockout period is 
twenty-four hours. 
0.036 FIG. 5 shows a flow diagram of a sub-process for 
converting a thin wallet account to a full wallet account 500. 
While the conversion has been previously described as occur 
ring in a single step after the accountholder clears the one 
time challenge/response, account conversion is itself a multi 
step process. As in the foregoing description the 
accountholder clears the challenge/response mechanism 501. 
Until now, little has been said about the wallet database 105. 
It is the wallet database 105 that allows the provision of the 
additional functionality of the full wallet account. After the 
accountholder clears the challenge 501, a record is created in 
the wallet database 105. The wallet database 105 includes 
multiple data files, tables for example, that contain much of 
the same account information as in the Subscriber database 
104. Preferably, the wallet database contains at least member, 
shipping address and billing address tables. Thus, after clear 
ing the challenge, an entry is created for the accountholder in 
each of the tables of the wallet database. An important feature 
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of the wallet database 105 is that the accountholder has direct 
access to the account information by way of a user interface 
(FIG. 7) accessed through the client 106. The client 106 is 
preferably a conventional web browser; however other alter 
natives are consistent with the spirit and scope of the inven 
tion. The account information will only exist in the wallet 
database after an accountholder has cleared the challenge? 
response mechanism. 
0037. After a wallet record is created 501 in the wallet 
database, the accountholder is presented with a notice of the 
account provider's privacy policy. Those skilled in the fields 
ofe-commerce and financial services will be familiar with the 
requirements of the Financial Modernization Act of 1999, 
commonly known as the Gramm-Leach-Bliley Act. The 
financial privacy rule embodied in the Act governs the col 
lection and disclosure of accountholders personal financial 
information by financial institutions. The rule also applies to 
any organization that receives such information. The safe 
guards rule of the Act requires such organizations to design, 
implement, and maintain safeguards to protect accountholder 
information. The notice of privacy policy 503 advises the 
accountholder of the procedures and policies in place for 
protection of the accountholder's financial information. The 
preferred embodiment of the invention requires the 
accountholder's consent 504 to the privacy policy for the 
Sub-process to proceed. If consent is not given, the process 
terminates 505. Other embodiments of the invention are pos 
sible, however, wherein the consent step is omitted, or is 
optional. Alternatively, the accountholder may be given a 
configurable number of opportunities to consent to the pri 
vacy policy before the process is terminated. In the event that 
the conversion process is terminated, the wallet account 
remains a thin wallet. After consenting to the privacy policy, 
the accountholder is asked to set a second-level security chal 
lenge 506. The second-level challenge can include one or 
both of a second-level password and a security question. 
Conventionally, an accountholder is provided a menu of pos 
sible questions, for example, one's place of birth, mother's 
maiden name, the name of a favorite pet, and so on. Addition 
ally, accountholders may design their own security chal 
lenges. Following the setting of the second level challenge, 
the account is converted 507 to a full wallet, for all time. 

0038. As shown in FIG. 2, the full wallet provides two 
levels of functionality, A and B. FIG. 6 provides a flow 
diagram of a sub-process for authentication 600 to a full 
wallet account. Initially, the accountholder authenticates at 
the first level 601, providing username and password. At this 
point the accountholder has access to the functionality at the 
A level, the default account functionality. If the lower level 
of functionality is sufficient, no further authentication is 
required. Thus, authentication at the first-level grants the 
accountholder access to thin wallet functionality 603. If the 
accountholder requires B level functionality 602, additional 
authentication is required. Thus, the accountholder must 
authenticate at the higher level by meeting a second-level 
challenge 604. The second level challenge can be one or both 
of providing the second-level password or answering the 
security question. After passing the challenge, full wallet 
access is granted 605. 
0039. As in the foregoing description, the client 106 pro 
vides a user interface for editing account information and 
preferences. FIG. 7 provides a screen shot of a user interface 
for editing wallet information and preferences. While the 
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fields are shown blank here, in the case of a full wallet 
account, the fields would be populated with the account infor 
mation. It must be stressed that this editing function is par 
ticular to the full wallet. The thin wallet pulls subscriber 
information from the subscriber database 104. Due to its 
sensitive nature, write access to the subscriber database is 
extremely limited. The low-level security provided with the 
thin wallet is insufficient to protect the information stored in 
the subscriber database. Thus, no functionality is provided for 
editing this information. 

0040. As originally observed, while second-level pass 
words are deemed necessary to protect the sensitive nature of 
the data store within the wallet, the additional password 
unavoidably creates a barrier to usage. A further embodiment 
of the invention is possible wherein the client machine an 
accountholder typically accesses their wallet account from 
may be designated a trusted machine. The principle underly 
ing this embodiment is that the accountholder authenticates at 
the second level a first time. The act of authenticating from a 
particular client device allows this device to be designated by 
the wallet server as a trusted machine. The machine's trusted 
status eliminates the necessity of second-level authentication. 
Various means of recognizing the trusted machine are pos 
sible, for example the wallet server oran authentication server 
can issue a usage statement or a trust token. Alternatively, 
passive usage patterns may be used to establish the trusted 
machine. 

0041 An important feature of the trusted machine is that 
any time the trusted State has been compromised, the state is 
reset. Achieving trusted Status would require that the 
accountholder authenticate at the second level again. Prefer 
ably, visual feedback is provided to the accountholder that the 
machine is in a trusted State, for example an icon prominently 
displayed on the desktop of the trusted machine. 

0.042 A further embodiment of the invention provides a 
security controls panel that permits accountholders to man 
age authentication for various online products and sites. For 
example, the accountholder is given the ability to set and edit 
second level passwords for other secure applications in addi 
tion to the wallet. A further embodiment is possible, in which 
a security panel allows the accountholder to manage all pri 
vacy and security related features, for example: 

0043 passwords; 

0044) anti-virus protection; 

0045 cookie blocking; and 

0046) a URL black list. 

0047. Furthermore, the security controls panel has the 
ability to detect international accounts, thus security mea 
Sures are manageable on a country-by-country basis. 

0.048 Although the invention has been described herein 
with reference to certain preferred embodiments, one skilled 
in the art will readily appreciate that other applications may 
be substituted for those set forth herein without departing 
from the spirit and scope of the present invention. Accord 
ingly, the invention should only be limited by the Claims 
included below. 
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1. A method of converting an electronic wallet, comprising 
steps of: 

providing an account, the account a first account type pro 
viding a first set of services, the first set of services 
requiring a first level of authentication; 

presenting an accountholder a one-time challenge/re 
sponse mechanism; and 

if the accountholder clears the challenge, converting the 
account to a second account type for all time. 

2. The method of claim 1, wherein the challenge/response 
mechanism requires an accountholder to provide information 
known only to the accountholder; and 

wherein the second type provides the first set of services 
plus further services associated therewith, the further 
services requiring at least one further level of authenti 
cation. 

3. The method of claim2, wherein the step of providing the 
wallet account comprises either of the steps of: 

creating the account when making an initial purchase; and 
creating a record in a Subscriber database. 
4. The method of claim 3, wherein subscribers include 

subscribers to any of: 
an online service; and 

an ISP (Internet service provider). 
5. The method of claim 2, wherein the step of presenting a 

challenge/response mechanism comprises steps of 

requesting a service from within the account of the first 
type that is only available from within an account of the 
second type; and 

one time only, prompting the accountholder to provide the 
information known only to the accountholder. 

6. The method of claim 2, wherein the account comprises 
an electronic wallet, the first type comprising a thin wallet 
wherein the first set of services comprises at least one low 
risk task requiring a low security level. 

7. The method of claim 6, wherein the at least one low-risk 
task comprises any of 

making purchases not exceeding a predetermined purchase 
amount; 

making transactions using default account information; 
and 

making purchases at sites requiring only the first level of 
authentication. 

8. The method of claim 6, wherein the second type com 
prises a full wallet and the further rights comprise additional 
tasks requiring greater security than the low level of security. 

9. The method of claim 8, wherein the additional tasks 
comprise any of 

editing the default account information; 
editing account preferences; 
making purchases that exceed a predetermined purchase 

amount; and 

making purchases at sites that require the at least one level 
of further authentication. 
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10. The method of claim 2, further comprising a step of 
authenticating at the first level to gain access to the first 
acCOunt. 

11. The method of claim 10, wherein authenticating at the 
first level comprises providing a user ID and a first-level 
password. 

12. The method of claim 12, wherein the information 
known only to the account holder comprises at least a portion 
of a credit card number stored in the first account. 

13. The method of claim 12, further comprising steps of: 
if the accountholder doesn't clear the challenge, allowing a 

predetermined number of attempts to enter the informa 
tion known only to the account holder; and 

if the accountholder fails the predetermined number of 
attempts, allowing the accountholder to provide a new 
credit card number; and 

presenting a challenge based on the new credit card num 
ber. 

14. The method of claim 2, further comprising steps of: 
configuring the challenge by an account provider, wherein 

configuring the challenge includes: 
specifying information requested by the challenge; and 
specifying a permissible number of response attempts. 

15. The method of claim 2, wherein the step of converting 
the account comprises steps of 

creating a record in a wallet account database; 
providing notice of a privacy policy; and 
consenting to the privacy policy by the account holder. 
16. The method of claim 15, wherein the step of converting 

the account further comprises a step of 
creating a second-level challenge. 
17. The method of claim 16, wherein the step of creating a 

second-level challenge comprises any of the steps of: 
setting a second-level password; and 
configuring a security question by the accountholder. 
18. The method of claim 17, wherein the at least one further 

level of authentication requires any of the steps of: 
providing the second-level password; and 
clearing the security question. 
19. The method of claim 18, further comprising a step of: 
providing a user interface accessible only to holders of 

accounts of the second type to edit account information 
and preferences. 

20. The method of claim 19, wherein the account informa 
tion comprises any of 

first name; 
middle initial; 
last name: 
credit card type; 
credit card number; 
credit card expiration date; 
billing address; 
city; 
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State; 

postal code: 
country; 

daytime phone; and 
evening phone. 
21. The method of claim 20, wherein first account type 

comprises a thin wallet, the thin wallet comprising a record in 
a Subscriber database, and wherein the second account type 
comprises a full wallet, the full wallet comprising the record 
in the wallet database, wherein full wallet is initially popu 
lated with information from the thin wallet. 

22. The method of claim 21, further comprising a step of: 
providing a wallet server, wherein the wallet server com 

prises a web server having a wallet application running 
thereon, the wallet server operative to pull account infor 
mation from either the subscriber database or the wallet 
database. 

23. A computer program product comprising a tangible 
medium having computer readable code embodied thereon, 
the computer code including program code means for per 
forming a method of converting an electronic wallet, the 
method comprising steps of 

providing an account, the account a first account type pro 
viding a first set of services, the first set of services 
requiring a first level of authentication; 

presenting an accountholder a one-time challenge/re 
sponse mechanism; and 

if the accountholder clears the challenge, converting the 
account to a second account type for all time. 

24. The method of claim 23, wherein the challenge/re 
sponse mechanism requires an accountholder to provide 
information known only to the accountholder; and 

wherein the second type provides the first set of services 
plus further services associated therewith, the further 
services requiring at least one further level of authenti 
cation. 

25. The method of claim 24, wherein the step of providing 
the wallet account comprises either of the steps of: 

creating the account when making an initial purchase; and 

creating a record in a Subscriber database. 
26. The method of claim 25, wherein subscribers include 

subscribers to any of: 
an online service; and 

an ISP (Internet service provider). 
27. The method of claim 24, wherein the step of presenting 

a challenge/response mechanism comprises steps of: 

requesting a service from within the account of the first 
type that is only available from within an account of the 
second type; and 

one time only, prompting the accountholder to provide the 
information known only to the accountholder. 

28. The method of claim 24, wherein the account com 
prises an electronic wallet, the first type comprising a thin 
wallet wherein the first set of services comprises at least one 
low-risk task requiring a low security level. 
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29. The method of claim 28, wherein the at least one 
low-risk task comprises any of 

making purchases not exceeding a predetermined purchase 
amount; 

making transactions using default account information; 
and 

making purchases at sites requiring only the first level of 
authentication. 

30. The method of claim 28, wherein the second type 
comprises a full wallet and the further rights comprise addi 
tional tasks requiring greater security than the low level of 
security. 

31. The method of claim 30, wherein the additional tasks 
comprise any of 

editing the default account information; 
editing account preferences; 
making purchases that exceed a predetermined purchase 

amount; and 
making purchases at sites that require the at least one level 

of further authentication. 
32. The method of claim 24, further comprising a step of 

authenticating at the first level to gain access to the first 
acCOunt. 

33. The method of claim 32, wherein authenticating at the 
first level comprises providing a user ID and a first-level 
password. 

34. The method of claim 24, wherein the information 
known only to the account holder comprises at least a portion 
of a credit card number stored in the first account. 

35. The method of claim 24, further comprising steps of: 
if the accountholder doesn't clear the challenge, allowing a 

predetermined number of attempts to enter the informa 
tion known only to the account holder; and 

if the accountholder fails the predetermined number of 
attempts, allowing the accountholder to provide a new 
credit card number; and 

presenting a challenge based on the new credit card num 
ber. 

36. The method of claim 24, further comprising steps of: 
configuring the challenge by an account provider, wherein 

configuring the challenge includes: 
specifying information requested by the challenge; and 
specifying a permissible number of response attempts. 

37. The method of claim 24, wherein the step of converting 
the account comprises steps of 

creating a record in a wallet account database; 
providing notice of a privacy policy; and 
consenting to the privacy policy by the account holder. 
38. The method of claim 37, wherein the step of converting 

the account further comprises a step of 
creating a second-level challenge. 
39. The method of claim 38, wherein the step of creating a 

second-level challenge comprises any of the steps of: 
setting a second-level password; and 
configuring a security question by the accountholder. 
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40. The method of claim39, wherein the at least one further 
level of authentication required any of the steps of: 

providing the second-level password; and 
clearing the security question. 
41. The method of claim 40, further comprising a step of: 
providing a user interface accessible only to holders of 

accounts of the second type to edit account information 
and preferences. 

42. The method of claim 41, wherein the account informa 
tion comprises any of 

first name: 
middle initial; 
last name: 

credit card type; 
credit card number; 
credit card expiration date; 
billing address; 
city; 

State; 

postal code: 
country; 

daytime phone; and 
evening phone. 
43. The method of claim 42, wherein first account type 

comprises a thin wallet, the thin wallet comprising a record in 
a Subscriber database, and wherein the second account type 
comprises a full wallet, the full wallet comprising the record 
in the wallet database, wherein full wallet is initially popu 
lated with information from the thin wallet. 

44. The method of claim 43, further comprising a step of: 
providing a wallet server, wherein the wallet server com 

prises a web server having a wallet application running 
thereon, the wallet server operative to pull account infor 
mation from either the subscriber database or the wallet 
database. 

45. The method of claim 2, wherein said at least one further 
level of authentication comprises accessing said account from 
a client device previously established as trusted. 

46. The method of claim 45, wherein establishing a client 
as trusted comprises authentication with a second-level pass 
word. 

47. The method of claim 45, further comprising a step of 
reestablishing a client as trusted if a trusted State is compro 
mised. 

48. The method of claim 45, further comprising a step of 
providing a visual indicator of a trusted State. 

49. The method of claim 45, further comprising a step of 
providing a security controlspanel that permits accounthold 
ers to manage authentication for various online products and 
sites. 

50. A system for converting an electronic wallet compris 
1ng: 

a wallet server; 

a wallet database; 
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a subscriber database; 
wherein the wallet server is in communication with the 

wallet and the subscriber databases; and 
a client in communication with the wallet server, wherein a 

wallet accountholder requests services from the wallet 
server; 

wherein the server includes means for converting the elec 
tronic wallet. 

51. The system of claim 50, wherein the means for con 
Verting the electronic wallet comprises a computer program 
embodied on a tangible medium, the computer program 
including computer code means for: 

providing an account, the account a first account type pro 
viding a first set of services, the first set of services 
requiring a first level of authentication; 

presenting the accountholder a one-time challenge/re 
sponse mechanism; and 

if the accountholder clears the challenge, converting the 
account to a second account type for all time. 

52. The system of claim 51, wherein the challenge/re 
sponse mechanism requires an accountholder to provide 
information known only to the accountholder; and 

wherein the second account type provides the first set of 
services plus further services associated therewith, the 
further services requiring at least one further level of 
authentication. 

53. The system of claim 52, wherein the code means for 
providing the wallet account comprises code means for either 
of: 

creating the account when making an initial purchase; and 
creating a record in the Subscriber database. 
54. The system of claim 53, wherein subscribers include 

subscribers to any of: 
an online service; and 

an ISP (Internet service provider). 
55. The system of claim 52, wherein the code means for 

presenting a challenge/response mechanism comprises code 
means for: 

requesting a service from within the account of the first 
type that is only available from within an account of the 
second type; and 

one time only, prompting the accountholder to provide the 
information known only to the accountholder. 

56. The system of claim 52, wherein the account comprises 
an electronic wallet, the first type comprising a thin wallet 
wherein the first set of services comprises at least one low 
risk task requiring a low security level. 

57. The system of claim 56, wherein the at least one low 
risk task comprises any of 

making purchases not exceeding a predetermined purchase 
amount; 

making transactions using default account information; 
and 

making purchases at sites requiring only the first level of 
authentication. 
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58. The system of claim 56, wherein the second type com 
prises a full wallet and the further rights comprise additional 
tasks requiring greater security than the low level of security. 

59. The system of claim 58, wherein the additional tasks 
comprise any of 

editing default account information; 
editing account preferences; 
making purchases that exceed a predetermined purchase 

amount; and 

making purchases at sites that require the at least one level 
of further authentication. 

60. The system of claim 52, the program further compris 
ing code means for authenticating at the first level to gain 
access to the first account. 

61. The system of claim 60, wherein the code means for 
authenticating at the first level includes code means for pro 
viding a user ID and a first-level password. 

62. The system of claim 52, wherein the information 
known only to the account holder comprises at least a portion 
of a credit card number stored in the first account. 

63. The system of claim 52, the program further compris 
ing code means for: 

if the accountholder doesn't clear the challenge, allowing a 
predetermined number of attempts to enter the informa 
tion known only to the account holder, and 

if the accountholder fails the predetermined number of 
attempts, allowing the accountholder to provide a new 
credit card number, and 

presenting a challenge based on the new credit card num 
ber. 

64. The system of claim 52, the program further compris 
ing code means for: 

configuring the challenge by an account provider, wherein 
configuring the challenge includes: 
specifying information requested by the challenge; and 
specifying a permissible number of response attempts. 

65. The system of claim 52, wherein the code means for 
converting the account comprises code means for: 

creating a record in the wallet database; 
providing notice of a privacy policy; and 

consenting to the privacy policy by the account holder. 
66. The system of claim 65, wherein the code means for 

converting the account further comprises code means for: 
creating a second-level challenge. 
67. The system of claim 66, wherein the code means for 

creating a second-level challenge comprises code means for 
any of 

setting a second-level password 
configuring a security question by the accountholder. 
68. The system of claim 67, wherein the at least one further 

level of authentication requires any of the steps of: 
providing the second-level password; and 
clearing the security question. 
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69. The system of claim 68, the program further compris 
ing code means for: 

providing a user interface accessible only to holders of 
accounts of the second type to edit account information 
and preferences. 

70. The system of claim 69, wherein the account informa 
tion comprises any of 

first name; 
middle initial; 
last name: 
credit card type; 
credit card number; 
credit card expiration date; 
billing address; 
city; 

State; 

postal code: 
country; 

daytime phone; and 
evening phone. 
71. The system of claim 70, wherein the first account type 

comprises a thin wallet, the thin wallet comprising a record in 
the Subscriber database, and wherein the second account type 
comprises a full wallet, the full wallet comprising the record 
in the wallet database, wherein the full wallet is initially 
populated with information from the thin wallet. 
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72. The system of claim 71, wherein the wallet server 
comprises a web server having the wallet application running 
thereon, the wallet server operative to pull account informa 
tion from either the subscriber database or the wallet data 
base. 

73. The system of claim 50, further comprising a second 
server, said second server operative to relay data and requests 
between said wallet server and said subscriber database. 

74. The system of claim 73, further comprising a router, the 
router operative to link at least a first and a second network, 
wherein the wallet server occupies the first network and 
wherein the second server and the subscriber database occupy 
the second network. 

75. The system of claim 74, wherein the wallet database 
occupies said second network. 

76. The system of claim 52, wherein said at least one 
further level of authentication comprises accessing said 
account from a client device previously established as trusted. 

77. The system of claim 76, wherein establishing a client as 
trusted comprises authentication with a second-level pass 
word. 

78. The system of claim 76, said application further com 
prising code means for reestablishing a client as trusted if a 
trusted State is compromised. 

79. The system of claim 76, said application further com 
prising code means for providing a visual indicator of a 
trusted State. 

80. The system of claim 76, said application further com 
prising code means for providing a security controls panel 
that permits accountholders to manage authentication for 
various online products and sites. 
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