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(57) ABSTRACT 
In one aspect, a device includes a processor and a memory 
accessible to the processor. The memory bears instructions 
executable by the processor to receive at least a first Bluetooth 
low energy (BLE) signal from a BLE beacon and enable a first 
function of the first device at least in part in based on receipt 
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PROVIDING ACCESS TO AND ENABLNG 
FUNCTIONALITY OF FIRST DEVICE BASED 
ON COMMUNICATION WITH SECOND 

DEVICE 

FIELD 

0001. The present application relates generally to provid 
ing access and/or enabling functionality of a first device based 
on communication with a second device. 

BACKGROUND 

0002 Authenticating devices can be difficult for many 
users owing to the steps that are to be taken. Indeed, these 
steps can be laborious and confusing. Notwithstanding, 
secure computing environments often require authentication 
of a device for the device to access the environment, relegat 
ing users to such laborious and confusing authentication of 
their devices. 

0003. Furthermore, there are instances where access to 
data on a device is be limited, as are other functions of the 
device, so as to e.g. not compromise the data and/or provide 
unapproved access. 

SUMMARY 

0004. Accordingly, in one aspect, a device includes a pro 
cessor and a memory accessible to the processor. The 
memory hears instructions executable by the processor to 
receive at least a first Bluetooth low energy (BLE) signal from 
a BLE beacon and enable a first function of the first device at 
least in part in based on receipt of the first BLE signal. 
0005. In another aspect, a method includes receiving, at a 
device, at least one signal from beacon. The method also 
includes providing a first level of access to the device respon 
sive to determining that the signal is from a first beacon, and 
providing a second level of access to the device different from 
the first level of access responsive to determining that the 
signal is from a second beacon different from the first beacon. 
0006. In still another aspect, a first device includes a pro 
cessor and a memory accessible to the processor. The 
memory hears instructions executable by the processor to 
engage the first device with a docking station, and permit a 
level of access to the device at least in part in response to 
engagement of the first device with the docking station. The 
first level of access is otherwise not permitted. 
0007. In yet another aspect, an apparatus includes a con 
tainer which provides a first level of electromagnetic isola 
tion, a network interface which is accessible from the con 
tainer and which provides access to a network that extends 
beyond the electromagnetic isolation of the container, a sen 
sor which detects the presence of at least one device within the 
container, and circuitry which automatically authenticates the 
device upon placement in the container and which provides to 
the device network access through the network interface in 
response to the sensor sensing the presence of at least one 
device. 
0008. In another aspect, a apparatus includes a display, a 
network interface, a memory which stores executable code, 
and a processor which is operatively coupled to the display, 
the network interface, and the memory. The processor 
executes code stored in the memory to, in response to execu 
tion of the code, authenticate to an electromagnetically-iso 
lated environment available through the network interface 
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and grant access to a Subset of available resources, where the 
Subset corresponds to the electromagnetically-isolated envi 
rOnment. 

0009. The details of present principles, both as to their 
structure and operation, can best be understood in reference to 
the accompanying drawings, in which like reference numer 
als refer to like parts, and in which: 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010 FIG. 1 is a block diagram of an example system in 
accordance with present principles; 
0011 FIG. 2 is a block diagram of a network of devices in 
accordance with present principles; 
0012 FIGS. 3-5 are flow charts showing example algo 
rithms in accordance with present principles; 
0013 FIG. 6 is an example data table in accordance with 
present principles: 
0014 FIG. 7 is an example user interface (UI) in accor 
dance with present principles; and 
0015 FIG. 8 is an example of an enclosure including plu 
ral devices and an electromagnetically isolating container in 
accordance with present principles. 

DETAILED DESCRIPTION 

0016. This disclosure relates generally to device-based 
information. With respect to any computer systems discussed 
herein, a system may include server and client components, 
connected over a network such that data may be exchanged, 
between the client and server components. The client com 
ponents mainclude one or more computing devices including 
televisions (e.g. Smart TVs, Internet-enabled TVs), comput 
ers such as desktops, laptops and tablet computers, so-called 
convertible devices (e.g. having a tablet configuration and 
laptop configuration), and other mobile devices including 
Smart phones. These client devices may employ, as non 
limiting examples, operating systems from Apple, Google, or 
Microsoft. A Unix operating system may be used. These 
operating systems can execute one or more browsers such as 
a browser made by Microsoft or Google or Mozilla or other 
browser program that can access web applications hosted by 
the Internet servers over a network such as the Internet, a local 
intranet, or a virtual private network. 
0017. As used herein, instructions refer to computer 
implemented stops for processing information in the system. 
Instructions can be implemented in Software, firmware or 
hardware; hence, illustrative components, blocks, modules, 
circuits, and steps are set forth in terms of their functionality. 
0018. A processor may be any conventional general pur 
pose single- or multi-chip processor that can execute logic by 
means of various lines Such as address lines, data lines, and 
control lines and registers and shift registers. Moreover, any 
logical blocks, modules, and circuits described herein can be 
implemented or performed, in addition to a general purpose 
processor, in or by a digital signal processor (DSP), a field 
programmable gate array (FPGA) or other programmable 
logic device such as an application specific integrated circuit 
(ASIC), discrete gate or transistor logic, discrete hardware 
components, or any combination thereof designed to perform 
the functions described herein. A processor can be imple 
mented by a controller or state machine or a combination of 
computing devices. 
0019. Any software and/or applications described by way 
of flow charts and/or user interfaces herein can include vari 
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ous Sub-routines, procedures, etc. It is to be understood that 
logic, divulged as being executed by e.g. a module can be 
redistributed to other software modules and/or combined 
together in a single module and/or made available in a share 
able library. 
0020 Logic when implemented in software, can be writ 
ten in an appropriate language such as but not limited to C# or 
C++, and can be stored on or transmitted through a computer 
readable storage medium (e.g. that may not be a carrier wave) 
Such as a random access memory (RAM), read-only memory 
(ROM), electrically erasable programmable read-only 
memory (EEPROM), compact disk read-only memory (CD 
ROM) or other optical disk storage such as digital versatile 
disc (DVD), magnetic disk storage or other magnetic storage 
devices including removable thumb drives, etc. A connection 
may establish a computer-readable medium. Such connec 
tions can include, as examples, hard-wired cables including 
fiber optics and coaxial wires and twisted pair wires. Such 
connections may include wireless communication connec 
tions including infrared and radio. 
0021. In an example, a processor can access information 
over its input lines from data storage, such as the computer 
readable storage medium, and/or the processor can access 
information wirelessly from an Internet server by activating a 
wireless transceiver to send and receive data. Data typically is 
converted from analog signals to digital by circuitry between 
the antenna and the registers of the processor when being 
received and from digital to analog when being transmitted. 
The processor then processes the data through its shift regis 
ters to output calculated data on output lines, for presentation 
of the calculated data on the device. 
0022 Components included in one embodiment can be 
used in other embodiments in any appropriate combination. 
For example, any of the various components described herein 
and/or depicted in the Figures may be combined, inter 
changed or excluded from other embodiments. 
0023 “A system having at least one of A, B, and C (like 
wise “a system having at least one of A, B, or C and “a 
system having, at least one of A, B, C) includes systems that 
have A alone, B alone, C alone, A and B together, A and C 
together, B and C together, and/or A, B, and C together, etc. 
0024 “A system having one or more of A, B, and C 
(likewise “a system having one or more of A, B, or C and “a 
system having one or more of A, B, C) includes systems that 
have A alone, B alone, C alone, A and B together, A and C 
together, B and C together, and/or A, B, and C together, etc. 
0025. The term “circuit” or “circuitry” is is used in the 
Summary, description, and/or claims. As is well known in the 
art, the term “circuitry’ includes all levels of available inte 
gration, e.g., from discrete logic circuits to the highest level of 
circuit integration Such as VLSI, and includes programmable 
logic components programmed to perform the functions of an 
embodiment as well as general-purpose or special-purpose 
processors programmed with instructions to perform those 
functions. 
0026 Now specifically in reference to FIG. 1, it shows an 
example block diagram of an information handling system 
and/or computer system 100. Note that in some embodiments 
the system 100 may be a desktop computer system, such as 
one of the ThinkCentre(R) or ThinkPadR series of personal 
computers sold by Lenovo (US) Inc. of Morrisville, N.C., or 
a workstation computer, such as the ThinkStation(R), which 
are sold by Lenovo (US) Inc. of Morrisville, N.C.; however, 
as apparent from the description herein, a client device, a 
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server or other machine in accordance with present principles 
may include, other features or only some of the features of the 
system 100. 
(0027. As shown in FIG. 1, the system 100 includes a 
so-called chipset 110. A chipset refers to a group of integrated 
circuits, or chips, that are designed to work together. Chipsets 
are usually marketed as a single product (e.g., consider 
chipsets marketed under the brands INTEL(R), AMDR), etc.). 
(0028. In the example of FIG. 1, the chipset 110 has a 
particular architecture, which may vary to some extent 
depending on brand or manufacturer. The architecture of the 
chipset 110 includes a core and memory control group 120 
and an I/O controller hub 150 that exchange information (e.g., 
data, signals, commands, etc.) via, for example, a direct man 
agement interface or direct media interface (DMI) 142 or a 
link controller 144. In the example of FIG. 1 the DMI 142 is 
a chip-to-chip interface (sometimes referred to as being a link 
between a “northbridge' and a “southbridge'). 
0029. The core and memory control group 120 include one 
or more processors 122 (e.g., single core or multi core, etc. 
and a memory controller huh 126 that exchange information 
via a front side bus (FSB) 124. As described herein, various 
components of the core and memory control group 120 may 
be integrated onto a single processor die, for example to make 
a chip that supplants the conventional “northbridge' style 
architecture. 
0030. The memory controller hub 126 interfaces with 
memory 140. For example, the memory controller hub 126 
may provide support for DDR SDRAM memory (e.g., DDR, 
DDR2, DDR3, etc.). In general, the memory 140 is a type of 
random-access memory (RAM). It is often referred to as 
“system memory.” 
0031. The memory controller hub 126 further includes a 
low-voltage differential signaling interface (LVDS) 132. The 
LVDS 132 may be a so-called LVDS Display Interface (LDI) 
for support of a display device 192 (e.g., a CRT, a flat panel, 
a projector, a touch-enabled display, etc.). A block 138 
includes some examples or technologies that may be Sup 
ported via the LVDS interface 132 (e.g., serial digital video, 
HDMI/DVI, display port). The memory controller hub 126 
also includes one or more PCI-express interfaces (PCI-E) 
134, for example, for support of discrete graphics 136. Dis 
crete graphics using a PCI-E interface has become an alter 
native approach to an accelerated graphics port (AGP). For 
example, the memory controller hub 126 may include a 
16-lane (x16) PCI-E port for an external PCI-E-based graph 
ics card (including e.g. one of more GPUs). An example 
system may include AGP or PCI-E for support of graphics. 
0032. The I/O hub controller 150 includes a variety of 
interfaces. The example of FIG. 1 includes a SATA interface 
151, one or more PCI-E interfaces 152 (optionally one or 
more legacy PCI interfaces), one or more USB interfaces 153, 
a LAN interface 154 (more generally a network interface for 
communication over at least one network Such as the Internet, 
a WAN, a LAN, etc. under direction or the processor(s) 122), 
a general purpose I/O interface (GPIO) 155, a low-pin count 
(LPC) interface 170, a power management interlace 161, a 
clock generator interface 162, an audio interface 163 (e.g., for 
speakers 194 to output audio), a total cost of operation (TCO) 
interface 164, a system management bus interface (e.g. multi 
master serial computer bus interface) 165, and a serial periph 
eral flash memory/controller interface (SPI Flash) 166, 
which, in the example of FIG. 1, includes BIOS 168 and boot 
code 190. With respect to network connections, the I/O hub 
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controller 150 may include integrated gigabit Ethernet con 
troller lines multiplexed with a PCI-E interface port. Other 
network features may operate independent of PCI-E inter 
face. 

0033. The interlaces of the 110 hub controller 150 provide 
for communication with various devices, networks, etc. For 
example, the SATA interface 151 provides for reading, writ 
ing, or reading and writing information on one or more drives 
180 such as HDDs, SDDs or a combination thereof, but in any 
case the drives 180 are understood to be e.g. tangible com 
puter readable storage mediums that may not be carrier 
waves. The I/O hub controller 150 may also include an 
advanced host controller interface (AHCI) to support one or 
more drives 180. The PCI-E interface 152 allows for wireless 
connections 182 to devices, networks, etc. The USB interface 
153 provides for input devices 184 such as keyboards (KB), 
mice and various other devices (e.g., cameras, phones, Stor 
age, media players, etc.). 
0034. In the example of FIG. 1, the LPC interface 170 
provides for use of one or more ASICs 171, a trusted platform 
module (TPM) 172, a super I/O 173, a firmware hub 174, 
BIOS support 175 as well as various types of memory 176 
such as ROM 177, Flash 178, and non-volatile RAM 
(NVRAM) 179. With respect to the TPM 172, this module 
may be in the form of a chip that can be used to authenticate 
software and hardware devices. For example, a TPM may be 
capable of performing platform authentication and may be 
used to Verify that a system seeking access is the expected 
system. 
0035. The system 100, upon power on, may be configured 
to execute boot code 190 for the BIOS 168, as stored within 
the SPI Flash 166, and thereafter processes data under the 
control of one or more operating systems and application 
Software (e.g., Stored in system memory 140). An operating 
system may be stored in an of a variety of locations and 
accessed, for example, according to instructions of the BIOS 
168. 

0036. In addition to the foregoing, the system 100 is 
understood to include an audio receiver/microphone 195 in 
communication with the processor 122 and providing input 
thereto based on e.g. a user providing audible input to the 
microphone 195. A camera 196 is also shown, which is in 
communication with and provides ingot to the processor 122. 
The camera 196 may be, e.g., a thermal imaging camera, a 
digital camera Such as a webcam, and/or a camera integrated 
into the system 100 and controllable by the processor 122 to 
gather pictures/images and/or video. 
0037 Also included as part of the system 100 is a Blue 
tooth module 191 for communication with other devices, 
including the Bluetooth and/or BLE beacons discussed 
herein. Further still, a near field communication (NFC) mod 
ule 193 is Shown for NFC communication with other devices, 
including e.g. an NFC beacon. With respect to the Bluetooth 
module 191, it may be implemented as a Bluetooth Low 
Energy (BLE) module and/or a Bluetooth 4.0 module that 
implements communications using one or more of BLE sys 
tems, standard Bluetooth systems, and/or iBeacon systems 
specifically. As understood herein, BLE may operate in the 
same spectrum range the 2,400 GHZ-2,4835 GHz band) as 
classic Bluetooth technology, but may use a different set of 
channels. Instead of Bluetooth's seventy nine 1-MHZ chan 
nels, e.g. BLE employ forty 2-MHz channels. BLE may send 
data within a channel using Gaussian frequency shift modu 
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lation with a one megabyte per second data rate and a maxi 
mum transmission power often milli Watts (10 mW). 
0038 Still in reference to FIG. 1, a GPS transceiver 199 is 
shown that is configured to e.g. receive geographic position 
information from at least one satellite and provide the infor 
mation to the processor 122. However, it is to be understood 
that another suitable position receiver other than a GPS 
receiver may be used in accordance with present principles to 
e.g. determine the location of the system 100. 
0039. Before moving on to FIG. 2, it is to be understood 
that an example client device or other machine/computer may 
include fewer or more features than shown on the system 100 
of FIG.1. In any case, it is to be understood at least based on 
the foregoing that the system 100 is configured to undertake 
present principles. 
0040 Turning now to FIG. 2, it shows example devices 
communicating over a network 200 such as e.g. the Internet in 
accordance with preset it principles. It is to be understood that 
e.g., each of the devices described in reference to FIG.2 may 
include at least Some of the features, components, and/or 
elements of the system 100 described above. In any case, FIG. 
2 shows a notebook computer 202, a desktop computer 204, a 
wearable device 206 Such as e.g. a Smart watch, a Smart 
television (TV) 208, a smartphone 2120, a tablet computer 
212, and a server 214 in accordance with present principles 
Such as e.g. an Internet server that may e.g. provide cloud 
storage accessible to the devices 202-212. It is to be under 
stood that the devices 202214 are configured to communicate 
with each other over the network 200 to undertake present 
principles. 
0041 Moreover, each of the devices 202-214 may com 
municate with the beacon 216 shown in FIG. 2. The beacon 
216 may be e.g. as BLE beacon, and even e.g. an iBeacon 
beacon, but may also communicate over still other wireless 
technologies and/or beacons such as e.g. NFC communica 
tion and/or an NFC beacon. In any case, it is to be understood 
that the beacon 216 may be e.g. a so-called “stand-alone” 
device as shown, although present principles recognize it may 
be incorporated into any of the devices described herein. In 
any case, it is to be understood that the beacon 216 may 
wirelessly transmit (e.g., broadcast) signals which may be 
received b the devices 202-214 when within range of the 
beacon 216. It is to be further understood that the signals 
transmitted by the beacon 216 may contain data pertaining to 
the location (e.g., a room of a structure) in which the beacon 
216 is disposed in accordance with present principles, and 
may also transmit and receive data from the devices 202-214 
Such as for e.g., authentication and encryption purposes as 
discussed further below. Also, though not shown it is to be 
understood that in some embodiments the beacon 216 may be 
connected to the network 200. 

0042 Still in reference to FIG. 2, the network 200 may 
include a docking station 218 for docking another device Such 
as e.g. the tablet computer 212, Smart phone 210, etc. Note 
that as shown, the docking station 218 may be connected to 
the network 200. In any cases, it is to be understood that the 
docking, station e.g. may include one or more processors, as 
well as its own e.g. hard disk drive (HDD) and/or one or more 
interfaces such as e.g. USB interfaces for communicatively 
connecting the docking station to e.g. a keyboard, display, 
speakers, and/or any of the devices 202-216. Furthermore, the 
docking station may also include a power source for providing 
power to the docking station 218 and/or any device engaged 
therewith. 
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0043 Referring to FIG.3, it shows example logic that may 
be undertaken by a device such as the system 100 (referred to 
below as the present device) in accordance with present prin 
ciples. Beginning at block 300, the logic receives at least a 
first (e.g. Bluetooth low energy (BLE)) signal from a (e.g. 
BLE) beacon. The signal(s) may contain one or more of 
location information for the location of the beacon and/or 
present device, one or more keys such as e.g. public (e.g. 
encryption) keys, digital certificates, authentication informa 
tion, and/or other encryption and/or decryption information. 
The logic then proceeds to block 302 at which the logic stores 
the received information (e.g. locally at the present device) 
and then proceeds to block 304. 
0044. At block 304 the logic transmits a nonce (e.g. a 
random nonce) to the beacon and at block 306 receives back 
a si med and/or executed version of the nonce. Note that 
although not shown in FIG. 3, should a signed nonce not be 
received from the beacon, the logic may end at block 306. In 
any case, from block 306 the logic proceeds to block 308, at 
which the logic Verities the signed nonce using e.g. a key Such 
as a public encryption key that was received from the beacon 
at block 300. Note that although not shown in FIG. 3, should 
the signed nonce not be verified, the logic may end at block 
3O8. 

0045 Regardless, from block308 the logic moves to block 
310 where the logic enables (e.g. for a threshold time) at least 
one function (e.g. software function, hardware function, or 
both) of the present device at least in part in based on verifi 
cation of the signed nonce at block 308 and/or receipt of the 
signal(s) at block 300. E.g., at block 310 the logic may enable 
access to a storage area of the present device, may enable 
email communication using the present device, may enable 
the ability of the present device to present data on another 
display with which the present device may be or is enabled to 
communicate with, etc. Also at block 310, the logic may 
disable (e.g. for a threshold time, whether it be the same 
threshold time as for enablement of functions as described 
immediately above, or for another threshold time different 
from the first threshold time) at least one function (e.g., soft 
ware function, hardware function, or both) of the present 
device at least in part in based on verification of the signed 
nonce at block 308 and/or receipt of the signal(s) at block 300. 
E.g., the logic may disable text and telephone call communi 
cation at the present device. 
0046 Still in reference to the logic of FIG. 3, from block 
310 the logic proceeds to decision diamond 312. At diamond 
312, the logic determines whether a threshold time has 
expired (e.g. without receiving another BLE signal from the 
same beacon as provided the first signal that was received at 
block 300) and/or determines whether a second signal from 
the same beacon has not been received at e.g. a designated 
time at which the present device was to receive Such a signal. 
A negative determination at diamond 312 causes the logic to 
continue making the determination thereat until an affirma 
tive determination is made. Then, responsive to an affirmative 
determination, the logic proceeds from diamond 312 to block 
314. 

0047. At block 314 the logic disables the first function that 
was enabled at block 310 and/or enables the second function 
that was disabled at block 310. The logic the proceeds to 
block 316, at which the logic monitors for receipt of another 
signal from the beacon that provided the signal(s) received at 
block 300 (and/or for receipt of a signal from a different 
beacon). In addition to or in lieu of the foregoing but still at 
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block 316, the logic may transmit a second nonce to the 
beacon that provided the signal(s) received at block 300. 
From block 316 the logic proceeds to decision diamond 318, 
at which the logic determines whether the present device has 
received back the second nonce signed and/or executed by the 
beacon e.g. within a threshold time of transmission of the 
nonce at block 316. A positive determination at diamond 318 
causes the logic to move back to block 310 and proceed 
therefrom. However, a negative determination at diamond 
318 causes the logic to move hack to block 314, at which the 
logic may continue to render the first function disabled and/or 
render the second function enabled. 

0048 Continuing the detailed description in reference to 
FIG. 4, it shows example logic that may be undertaken by a 
device such as the system 100 (referred to below as the 
present device) in accordance with present principles. The 
logic of FIG. 4 may be executed in conjunction with or sepa 
rate from the logic of FIG. 3. In any case, the logic begins at 
block 400 where the logic receives at least a first (e.g. Blue 
tooth low energy (BLE)) signal from a (e.g. BLE) beacon. 
The signal(s) may contain one or more of location informa 
tion for the location of the beacon and/or present device, one 
or more keys Such as e.g. public (e.g. encryption) keys, 
authentication information, author other encryption and/or 
decryption information. In any case, note that also at block 
400 the logic may store the information that has been 
received. 

0049. From block 400 the logic proceeds to decision dia 
mond 402 at which the logic determines whether the signal 
and/or associated information were from a first beacon or a 
second beacon different then the first beacon. Responsive to a 
determination at diamond 402 that the signal was from the 
first beacon, the logic proceeds to block 404 at which the logic 
provides and/or otherwise enables a first level of access at and 
to the present device according to settings (e.g. Stored locally 
on the present device) for being in the presence of the first 
beacon, Such as e.g. decrypting a first area of a hard drive of 
the present device for access thereto (e.g. using information 
received at block 400. However, responsive to a determina 
tion at diamond 402 that the signal was from the second 
beacon different from the first beacon, the logic instead pro 
ceeds to block 406 at which the logic provides and/or other 
wise enables a second level of access at and to the present 
device different from the first level of access according to 
settings (e.g. stored locally on the present device) for being in 
the presence of the second beacon, Such as e.g. decrypting a 
second area of a hard drive of the present device for access 
thereto (e.g. using information received at block 400). 
0050 Reference is now made to FIG. 5, which also shows 
example logic that may be undertaken by is device Such as the 
system 100 (referred to below as the present device) in accor 
dance with present principles. Also note that the logic of FIG. 
5 may be executed in conjunction with or separate from the 
logic of FIGS. 3 and 4, in any case, the logic of FIG. 5 begins 
at block 500 where the logic monitors for engagement of the 
present device with is docking station. The logic then pro 
ceeds to decision diamond 502 at which the logic determines 
whether the device has been engaged with a docking station. 
A negative determination thereat causes the logic to continue 
to making the determination of diamond 502 until an affir 
mative determination is made. Then, responsive to an affir 
mative determination at diamond 502, the logic proceeds to 
block 504. At block 504 and at least in part in response to 
engagement of the present device with the docking station, 
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the logic communicates with the docking station to authenti 
cate the present device and/or docking station, to enable 
access to one or more features of the present device (e.g. 
responsive to Successful authentication), and/or to decrypt 
e.g. otherwise inaccessible areas of the storage area for the 
present device. 
0051. Note that although not specifically shown in FIG. 5, 

it is to be understood that the logic may determine e.g. 
whether the present device has been engaged with a first 
docking station or a second docking station different from the 
first docking station. Then e.g. the logic may provide different 
levels of access, etc. as discussed, herein responsive to deter 
mining which of the two docking stations with which the 
present device has been engaged e.g. based on access level 
settings. Also note that in Some embodiments, the communi 
cation between the present device and docking station may be 
set (e.g. by a network administrator) to e.g. be only wired 
communication so that e.g. wireless hijacking of the commu 
nication is disallowed. 
0052 Continuing the detailed description in reference to 
FIG. 6, it shows an example data table 600 that may be 
accessed by a device in accordance with present principles 
when e.g. determining a level of access to provide on the 
device, determining functions to enable or disable on the 
device, etc. responsive to e.g. receiving a signal from a beacon 
as discussed herein. The data table 600 may be stored locally 
on the device and/or e.g. in it cloud storage area and/or USB 
drive accessible to the device. In any case, the data table 600 
includes a first column 602 indicating different beacons and/ 
or docking stations for which settings have been configured. 
Thus, responsive to receipt of e.g. a BLE signal from a beacon 
containing identifying information for the beacon, the logic 
may access the table 600 and using the information match the 
received identifying information with an entry from the col 
umn 602. 

0053 Thus, once an entry from the column 602 is 
matched, the logic may then gather information from col 
umns 604 and 606 associated with the respective entry (e.g. 
and hence associated with the respective beacon and/or dock 
ing station and/or current location of the device) for func 
tions, hardware, software, etc. for which to enable or disable 
access, respectively. As may be appreciated from the table 
600 e.g. the entry for the first beacon at column 604 indicates 
that all functions for the device are to be enabled (e.g. respon 
sive to receipt of a signal from the first beacon). Also, as 
indicated at column 606, no functions are to be disabled when 
the device is in the presence of the first beacon (e.g. as deter 
mined based on the received signals therefrom). 
0054) Note however that the entry for the second beacon 
indicates at column 604 that, instead of e.g. all functions for 
the device being enabled, the following are to be enabled ( 
automatically without user input responsive to receipt of a 
signal from the second beacon): a first section of a hard disk 
drive of the device, email communication by the device, 
peripheral device (e.g. mouse keyboard, display) use, and 
access to at easier one server. Also, as indicated at column 606 
for the respective entry, the following functions are to be 
disabled when the device is in the presence of the second 
beacon (e.g. automatically without user input responsive to 
receipt of the second from the second beacon): text and tele 
phone communication, use of the camera hardware device, 
and/or photo sharing (e.g. using a photosharing application 
and/or even using an otherwise enabled email application 
specifically to share photos (e.g. as attachments)). 
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0055. The example table 600 also shows an entry at col 
umn 602 for a docking station which at column 604 indicates 
that the following are to be enabled (e.g. automatically with 
out user input responsive to receipt of a signal from the 
docking station): access to a projector display e.g. communi 
catively connected to the docking station and/or the device, 
and use of a word processing application installed on the 
device. Also for the entry for the docking station but at the 
column 606 the table 600 indicates that Internet access at the 
device is to be disabled (e.g. automatically without user input 
responsive to receipt of a signal from the docking station). 
0056 Continuing the detailed description in reference to 
FIG. 7, it shows an example user interface (UI) 700 for pre 
sentation on a device for configuring settings in accordance 
with present principles (e.g. levels of access to the device, 
enablement or disablement of one or more functions, hard 
ware of the device, software applications of the device, etc.). 
As may be appreciated from FIG. 7, the UI 700 indicates that 
the current settings for a first beacon include enablement of all 
functions and hence disablement of none. However, note that 
respective change selector elements 702 and 704 are shown 
for respectively changing functions that are to be enabled or 
disabled for the device based on e.g. receipt of signals from 
the first beacon and/or receipt of a signed nonce from the first 
beacon in accordance with present principles. Thus, e.g. auto 
matically without further user input responsive to selection of 
either of the elements 702 and 704, another UI may be pre 
sented and/or overlaid on the UI 700 to change settings for 
either enabled functions or disabled functions when e.g. the 
device is in the presence of the first beacon. 
0057. As may also be appreciated from FIG. 7, the UI 700 
indicates that the current settings for a second beacon include 
enablement of access to section thirty four of the device's 
hard disk drive and access to at least one server. The UI 700 
also indicates that the current settings for the second beacon 
include disablement of access to e.g. games and/or a game 
center application of the device, as well as disablement of 
access to a music player of the device. Also, note that respec 
tive change selector elements 706 and 708 are shown for 
respectively changing functions that are to be enabled or 
disabled for the device based on e.g. receipt of signals from 
the second beacon and/or receipt of a signed nonce from the 
second beacon in accordance with present principles. Thus, 
e.g. automatically without further user input responsive to 
selection of either of the elements 706 and 708, another UI 
may be presented and/or overlaid on the UI 700 to change 
settings for either enabled functions or disabled functions 
when e.g. the device is in the presence of the second beacon. 
0058. In addition to the foregoing, note that the UI 700 
also includes a selector element 710 selectable to e.g. present 
another UI and/or overlay the other UI on the UI 700 to 
configure settings for the device in accordance with present 
principles for when in the presence of another beacon for 
which settings have yet to be configured. Likewise, a selector 
element 712 is also shown, which is selectable to e.g. present 
another UI and/or overlay the other UI on die UI 700 to 
configure settings for the device in accordance with present 
principles for when e.g. engaged with a docking station for 
which settings have yet to be configured. Furthermore, note 
that once settings are configured for Such an additional bea 
con or docking station, those settings may accordingly be 
indicated on the UI 700. 

0059 Now in reference to FIG. 8, it shows an example 
enclosure 800 in which a container 802 that may be transport 
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able is disposed and which provides a first level of electro 
magnetic isolation for one or more devices. Such as e.g. the 
first device 804 and a second device 806. The devices 804 and 
806 may be e.g. laptop computers, convertible computers, 
tablet computers, Smartphones, etc. The container 802 also 
includes a first sensor 808 for sensing whether the container 
802 is open and/or unlocked, or closed and/or locked (e.g. as 
represented by the container lid 812 being shown in an open 
configuration for the container 802) and a sensor 810 for 
sensing whether one or more devices arc within the container 
802 (e.g. for sensing, the devices 804 and 806). It is to be 
understood that the sensors 808 and 810, as well as e.g. a 
network interface 812 to be described shortly, are configured 
to communicate with and/or provide input to the circuitry 
816. What's more, the devices 804 and 806 may communi 
cate with the circuitry 816 via e.g. the network interface 812. 
0060 Still further, the network interface 812 of the con 
tainer 802 is understood to provide access to a network 8i 4 
that extends beyond the electromagnetic isolation of the con 
tainer 802 and e.g. provides for communication with a first 
terminal 818 (e.g. a desktop computer), a second terminal 
820, and a server 822 that may all be disposed e.g. in the same 
enclosure 800 as the container 802. 

0061 Still in reference to FIG. 8, it is to be understood that 
the circuitry 816 is configured to automatically authenticate 
devices placed in the container 802 in accordance with 
present principles, and furthermore may e.g. authenticate the 
devices 804 and 806 in response to detection of the devices 
804 and 806 within the container 802 and/or a determination 
that the container 802 is in a closed configuration to thus 
allow the devices 802 and 804 to communicate over the 
network 814 (e.g. responsive to authentication). Thus, in 
Some embodiments the circuitry 816 e.g. may only authenti 
cate devices once the container lid 812 has been placed in a 
closed configuration and/or has been locked to thus establish 
a closed and/or locked configuration for the container 802 
itself. 
0062. Describing the electromagnetic isolation of the 
devices 804 and 806 as facilitated by the container 802, it is to 
be understood that the container 802 may isolate the devices 
804 and 806 from. e.g. sending and receiving data and/or 
communications at Some frequencies while permitting the 
devices 804 and 806 to send and receive data and/or commu 
nications at other frequencies. E.g., frequencies used for cel 
lular telephone communications from outside the container 
802 may be shielded by the container 802 from reaching the 
devices 804 and 800, while e.g. relatively highspeed wireless 
Internet frequencies may be permitted to pass through the 
electromagnetically isolating Surfaces included on and/or 
forming a housing of the container 802. Thus, e.g., in example 
embodiments the container 802 may permit frequencies from 
2400 megahertz to 5900 megahertz to penetrate the container 
and hence reach the devices 804 and 806 (e.g. responsive to a 
determination that the container 802 is in a closed configura 
tion), but not penult frequencies from 380 megahertz to 2100 
megahertz to penetrate the container. 
0063 Still further, it is to be understood that the container 
802, e.g. upon authenticating the devices 804 and 806 and 
permitting communication by the devices 804 and 806 with 
devices outside the container 802 such as e.g. terminals 818 
and 820 at e.g. only certain frequencies such as from 2400 
megahertz to 5900 megahertz, may facilitate e.g. rights man 
agement by the server 822 to permit the terminals 818 and 820 
to access Some by not all data, files, applications, other 
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resources, etc. on the respective devices 804 and 806 based on 
e.g. permissions and/or settings configured for the devices 
804 and 806 for when they are in the container 802. 
0064. Still in reference to FIG. 8, it is to be understood that 
in some embodiments the container 802 may include a battery 
charger 824 for wirelessly charging respective batteries of the 
devices 804 and 806 when the devices 804 and 806 are in the 
container (e.g. in one embodiment, the battery charger 824 
may only be charged responsive to a determination by the 
circuitry that the container 802 is in its closed configuration 
and/or locked). 
0065. Without reference to any particular figure, it may 
now be appreciated that systems, devices, and/or methods are 
provided for e.g. securely authenticating a device and/or the 
beacons themselves that are described herein. Thus, it is to be 
understood that the beacons described herein may validate the 
device similarly as devices may validate beacons as described 
herein (e.g. at least in part using a nonce and validation). 
0066. It may also now be appreciated that environments 
Such as Schools, offices, hospitals, and/or kiosks may use 
present principles to enable secured communications and 
device functionality control for e.g. internal electronics assets 
and BYOD (bringyour own device) integration. Furthermore, 
present principles provide for “no-touch' implementation of 
control policy and device functionality by a user when a given 
device is dock-attached and/or within the signal range of a 
e.g. BLE beacon as set forth herein. 
0067 Present principles thus allow for the linking up of a 
device to another device and/or networkinas relatively intui 
tive if not relatively seamless way for e.g. end-users by e.g. 
the device being placed within e.g. an enclosure where BLE 
signals are being broadcasted and/or placed in a docking 
station. 

0068 Present principles further recognize that the set 
tings, enablements, disablements, etc, discussed herein may 
be configured on a per-device basis to thus allow for e.g. 
personalized, controlled content and/or functionality based 
on the physical presence of the device in a docking station 
and/or an enclosure (e.g. a room) where BLE signals from a 
beacon are being broadcasted. Thus, it is to be further under 
stood that different devices may be configured to provide 
different capabilities, levels of access, content, functionality, 
etc., within the same enclosure and/or when engaged with the 
same docking station. It is to also be understood that the same 
device may be configured to provide different capabilities, 
levels of access, content, functionality, etc. within the differ 
ent enclosures and/or when engaged with a different docking 
station. 

0069. Accordingly, in at least one respect present prin 
ciples allow for “lockdown'of connected device(s) (e.g. once 
placed in the container 802). The lockdown may be physical, 
Such as e.g. no interface being allowed and/or presented for 
use until the device is docked and locked thereat and/or until 
the device is within the signal range of a beacon. The device 
may thus remain secure until within an enclosure and/or 
docking station that is locked and secure. Furthermore, this 
“locking may be software-based with e.g. specific policy 
implementation upon Successful dock authentication and/or 
enclosure "handshaking Such as e.g. authentication and 
exchange of keys. The foregoing allows e.g. a system admin 
istrator to control behavior and policies by providing, away to 
implement device access policies where functionality needs 
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to be limited or otherwise modified such as e.g. to turn off 
texting or phone ringing in a school or education environ 
ment. 

0070. As an example, present principles provide for modi 
fication and/or decryption of protected data e.g. only when a 
device is docked and/or inside an enclosure. However, device 
portability is not hindered since the device may still be taken 
out of the dock and/or enclosure while nonetheless still main 
taining device security e.g. in case of loss or theft of the 
device. 

0071 Put another way, present principles may allow for 
connection of a device to a dock and/or receipt of signals from 
a beacon to thus allow for (e.g. relative to an end-user) auto 
matic, seamless authentication and interconnect of various 
devices. In some embodiments, device to dock communica 
tion and/or authentication occur prior to access being allowed 
to downstream and/or other network-connected devices and 
in this respect present principles may provide for e.g. hard 
ware-based authentication. 

0072 E.g., installation and/or placement of device onto 
dock can trigger hardware or Softwarebased authentication 
algorithms to authenticate the device and/or user. Thus, 
devices may be hardware-paired (e.g. Such as at time of 
deplorment) with docks to limit access to certain areas of the 
device and/or environments with secure relatively no-touch 
authentication thus avoiding that a person understand the 
various subtleties of authentication and security for their 
devices and implement them themselves. 
0073. Further still and as may be appreciated from present 
principles, the present application uses BLE beacons to pro 
vide location information, and/or leverages encryption 
between the device and beacon to e.g. ensure that device can 
only be enabled or used when the location in which it is 
disposed has been verified. E.g., a secure USB-connected 
hard drive may be paired with an in-room BLE beacon. Dur 
ing the (e.g. initial) pairing process, the beacon may generate 
a new public/private key pair, send the public key to the hard 
drive, and store the private key securely. Then, e.g. in the 
future, for that secure had drive to be used, the drive sends a 
random nonce to the paired beacon, the beacon signs the 
nonce, and sends it back to the device. The drive may thus 
Verify the signed nonce using the stored public key, and e.g. 
only then enable the drive. Furthermore, in some embodi 
ments transmission of encryption keys in accordance with 
present principles may be such that the drive’s data is e.g. only 
allowed to be decrypted using that key. The foregoing applies 
to access to other devices such as e.g. other peripheral devices 
and/or displays which may be configured to e.g. only fully 
power-on once they completed the secure “handshake' with a 
beacon and/or docking station. 
0074 Discussing the beacons disclosed herein, it is to be 
understood that in an example embodiment the beacon may 
continually transmit location data, which a device may 
receive and/or check for on a periodic basis to ensure that it is 
being used within the relatively constrained environment in 
which the beacon is disposed (e.g. a classroom, a hospital, 
etc.). What's more, it is to be understood that e.g. in environ 
ments such as e.g. a school where plural Such beacons may be 
used in accordance with present principles but where they are 
for different classrooms and/or for providing different levels 
of access, and where e.g. plural beacon signals from different 
beacons are detected, the device may be configured to use 
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triangulation to determine signal strength and thus the nearest 
beacon, and thus the appropriate settings to enable or disable 
fix the device. 

0075 Accordingly, it may now be appreciated that e.g., a 
hard drive may not be decrypted if it is removed from a room 
in which it has been decrypted in accordance with present 
principles. As another example, e.g. a display may not (e.g. 
fully) power on if it is not located within a room for which it 
has been configured to be used in accordance with present 
principles. 
0076. It may thus be appreciated that present principles 
provide for security of data as well security of the peripherals. 
What's more, the beacons themselves display be physically 
protected by e.g. locking or otherwise securing them in boxes 
mounted on the wall or in the ceiling of a location in which 
they are disposed to e.g. prevent unauthorized tampering with 
the device. Notwithstanding, it is to be understood that the 
beacon and/or its enclosure may be relatively portable. Such 
as e.g. being in a bag or being mounted in the glove compart 
ment of a vehicle. 

0077. It may also be appreciated that present principles 
allow for lifecycle management of e.g. all-in-one (AIO) plat 
forms due to different cycles of displays and devices (e.g. to 
plug and play new hardware via enclosure). Thus, the number 
of connectivity standards are simplified, both e.g. wireless/ 
antennas and ports. Thus, bring-your-own-device (BYOD) 
approaches are enabled using present principles while still 
maintaining security of the devices and/or limiting function 
ality of the devices where appropriate such as e.g. at a school, 
office, hospital, or kiosk. 
0078 Present principles involving interconnect opportu 
nities as discussed herein allow for enhancement of existing 
devices Such as by e.g. extending the display size (e.g. by 
using a bigger display in a room), providing additional Stor 
age, battery life for the device, etc. Thus, present principles 
allow for different devices to securely connect to e.g. a com 
mon display. 
0079 Also, e.g. different devices enable personalized and 
controlled content based on physical presence in or around 
the enclosure. Thus, multiple beacons may provide for differ 
ent capabilities or content, and/or desk-space savings by e.g. 
mounting the beacon's enclosure behind a display, on a wall, 
car glovebox, or other out-of-the-way place, etc. 
0080 Providing further examples of present principles 
Such as e.g. enclosure-based and secure interconnection of 
devices, a first example is a school environment. A user may 
bring their own device (e.g. Smartphone, tablet, etc.), running 
an application/service and place their device within the 
school enclosure. The device handshakes with the enclose to 
determine functionality, control, and security policies (e.g. 
either owing to the enclosure being a "smart’ enclosure, 
and/or owing to an application on the device knowing that 
enclosure in a particular place needs certain types of charac 
teristics). As far as functionality in this example, the device 
may then be connected to peripherals such as a keyboard, 
mouse, display, Storage, etc., and files may be pulled from the 
device by e.g. a teacher's computer (e.g. homework or quiz 
Zes). As far as a security policy in this example goes, the 
device may be limited in function to only be configured to 
access a particular portion of the school's network while also 
e.g. disabling texting, camera use, etc. Furthermore, different 
levels of access to the same device may change depending on 
which room and/or beacon the device communicates with. 
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0081. A second example is an office environment 
embodying present principles (e.g. BYOD enablement). The 
beacon may be placed an enclosure behind and/or with an 
AIO-type system. Security policy, network connectivity, file 
access, and/or application policy ma be enforced on a per 
enclosure basis. Sensitive data may only accessible or unen 
erypted when a device is in or near the enclosure. Shell AIO 
enclosures may also be used to e.g. allow for the different 
lifecycles of displays Such as e.g. a year refresh cycle, a 3-year 
refresh cycle, or personal platform 2-year refresh cycle. 
0082. A third example is a hospital environment embody 
ing present principles (e.g. BYOD enablement). Present prin 
ciples may be used to allow access to confidential records on 
a device e.g. only when the device has authenticated to an 
appropriate enclosure. Data transfer may be limited as well in 
accordance with present principles. Moreover, location 
based information may be used to vary the level of access, 
functionality, etc. based on which enclosure (e.g. which area 
of the hospital) the device is in. This may apply when e.g. 
accessing chart and/or diagnostic information for a patient. 
Thus, each hospital staff member may have their own device 
while still meeting lockdown requirements and data errors 
among patients. E.g., a nurse may enter a first room and only 
be presented with a UI listing a first patient’s medication to 
administer, and then walk into a second room and only be 
presented with a different UI listing a second patient’s medi 
cation to administer. 
0083. A fourth example is a kiosk environment, High 
speed connections may be enabled based on the enclosure. 
Furthermore, e.g. once a service associated with the kiosk is 
paid for and the device is placed within the environment, the 
service may be automatically started and/or initiated to thus 
e.g. act like a cheek-out button and initiate checkout and/or 
exchange of payment information. Thus, e.g. NFC and/or tap 
connection may not be needed. Further, prior arrangements 
made with the kiosk can be executed. Further still, such a 
kiosk may automatically photos from applications and/or 
folders on be device. Thus, e.g. using RedBox as an example, 
audio video content may be loaded onto a Smartphone via a 
high speed connection when the device is at or near a RedBox 
kiosk, 
0084. A fifth example is a vehicle environment. A device 
may be placed in vehicle, and e.g. texting may be automati 
cally disabled while e.g. connection of the device to an in-car 
computer and/or car-mounted computer may be automati 
cally enabled, thus helping to eliminate instances where a 
device may e.g. (e.g. Bluetooth) pair with the wrong device 
(e.g. in a location other than the vehicle). 
0085. A sixth example is a home environment. A wall 
based enclosure may plug into power Supply and connect to 
TV (e.g. wired or wireless). Keyboard and/or mouse I/O may 
thus be added. The device may also know it is home for 
home automation of various settings (e.g. nest). 
I0086. Without reference to the examples discussed above, 
it is to be understood that the authentication and exchange of 
encryption information) discussed herein may be done using 
communication other than Bluetooth communication, Such as 
e.g. NFC communication. Furthermore mobile device man 
agement (MDM) may be used in accordance with present 
principles. E.g., an area of a Smartphone may be encrypted 
except when in the presence of a particular beacon. 
0087. Before concluding, it is to be understood that 
although e.g. a software application for undertaking present 
principles may be vended with a device Such as the system 
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100, present principles apply in instances where Such an 
application is e.g. downloaded from a server to a device over 
a network Such as the Internet. Furthermore, present prin 
ciples apply in instances where e.g. Such an application is 
Included on a computer readable storage medium that is 
being vended and/or provided, where the computer readable, 
storage medium is not a carrier wave and/or signal perse. 
I0088. While the particular PROVIDING ACCESS TO 
AND ENABLING FUNCTIONALITY OF FIRST DEVICE 
BASED ON COMMUNICATION WITH SECOND 
DEVICE is herein shown and described in detail, it is to be 
understood that the Subject matter which is encompassed by 
the present application is limited only by the claims. 
What is claimed is: 
1. A first device, comprising: 
a processor; and 
a memory accessible to the processor and bearing instruc 

tions executable by the processor to: 
engage the first device with a docking station; 
at least in part in response to engagement of the first device 

with the docking station, permit a first level of access to 
the device, the first level of access otherwise not being 
permitted. 

2. The first device of claim 1, wherein in response to 
engagement of the first device with the docking station, the 
first device communicates with the docking station to authen 
ticate at least one of the first device and the docking station, 
and responsive to successful authentication, the first level of 
access is permitted. 

3. The first device of claim 1, wherein in response to 
engagement of the first device with the docking station, the 
first device exchanges information with the docking station to 
decrypt a first storage area of the device. 

4. A method, comprising: 
engag the first device with a docking station; 
at least in part in response to engaging the first device with 

the docking station, permitting a first level of access the 
device, the first level of access otherwise not being per 
mitted. 

5. The method of claim 4, wherein the method includes: 
in response to engaging the first device with the docking 

station, using the first device to communicate with the 
docking station to authenticate at least one of the first 
device and the docking station; and 

in response to Successful authentication of at least one of 
the first device and the docking station, permitting the 
first level of access. 

6. The method of claim 4, wherein the method includes: 
in response to engaging the first device with the docking 

station, exchanging information between the first device 
and the docking station to decrypt a first storage area of 
time device. 

7. A computer readable storage medium that is not a tran 
sitory signal, the computer readable storage medium com 
prising instructions executable by as processor to: 

engage a first device with a docking station: 
at least in part in response to engagement of the first device 

with the docking station, permit a first level of access to 
the device, the first level of access otherwise not being 
permitted. 

8. The computer readable storage medium of claim 7. 
wherein the instructions are executable to: 

in response to engagement of the first device with the 
docking station, facilitate communication between the 
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first device and the docking station to authenticate at 
least one of the first device and the docking station; and 

in response to Successful authentication, permit the first 
level of access. 

9. The computer readable storage medium of claim 7. 
wherein the instructions are executable to: 

in response to engagement of the first device with the 
docking station, facilitate exchange of information 
between the first device and the docking station to 
decrypt a first storage area of the device. 
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