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Description

Title of Invention: METHODS AND SYSTEMS FOR MANAGING

[1]

[2]

[3]

[4]

INTER-DEVICE CONNECTIVITY
Technical Field

Methods and apparatuses consistent with exemplary embodiments generally relate to
inter-device connectivity, and more particularly to managing inter-device connectivity

among a plurality of devices.

Background Art

Internet of Things (IoT), Device to Device (D2D) communication and similar tech-
nologies enable interconnection and communication between pluralities of devices
(electronic devices) of a user. These electronic devices when connected with each
other can communicate with each other and enable the user to access, control, and view
a second device from a first device. However, with current methods, setting up or con-
figuring a connection between the electronic devices may be tedious, especially for
novice users.

Currently, to inter-connect or disconnect any two devices, a user has to individually
attend the device settings at each device, which causes inconvenience and degrades
user experience. Further, connection-disconnection procedure may not be convenient
for devices without a display, such as headphones, fitness trackers, and so on. As the
number of devices available for inter-connection increases, this task can become more
complicated for a general user. Further, the connection between the devices may not be
robust enough to enable communication between the connected devices in a seamless
manner. Moreover, each device may utilize different platforms that can create ad-
ditional complexity for the user to manage these inter-connections due to incom-
patibility issues during setting up the connections among devices. For example,
currently when the user wants to mirror the user's mobile phone on a television, the
user has to enable screen mirror settings both in the mobile phone and on the
television, before setting up the connection between the devices. If the user wants to
mirror a tablet on the same television, the user has to repeat the above mentioned steps

for the tablet and the television. This effectively degrades the user experience.
Disclosure of Invention

Technical Problem

The present disclosure provides methods and systems for managing device con-
nectivity in a multi device environment through a device connectivity management
platform implemented on a primary device, wherein the device connectivity

management platform provides a user with an interactive User Interface (Ul) to
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manage device connections and services among a plurality of secondary electronic
devices in the multi-device environment.
The present disclosure also provides methods and systems to enable the user to

access the device connectivity management platform through a cloud network for
remotely managing device connectivity among a plurality of secondary devices.
Solution to Problem

According to an aspect of an exemplary embodiment, a method for managing device
connectivity between a plurality of secondary devices by a primary device includes
acquiring history information from at least one secondary device of the plurality of
secondary devices, the history information including information relating to a current
connection and at least one previous connection among the plurality of secondary
devices, identifying a plurality of connection states between the plurality of secondary
devices based on the history information, displaying the plurality of secondary devices
and the plurality of connection states between the plurality of secondary devices, and
in response to a selection of two selected secondary devices of the displayed plurality
of secondary devices, changing a connection between the selected secondary devices.

The acquiring of the history information may include receiving advertised packets
from the at least one secondary device periodically, determining that additional data is
available from the at least one secondary device, establishing a connection between the
primary device and the at least one secondary device, receiving the additional data
from the at least one secondary device, and acquiring the history information from the
additional data.

The acquiring of the history information may include receiving advertised packets
including the history information from the at least one secondary device periodically,
and storing the history information, when the advertised packets are received.

The method may further include identifying whether the primary device has an
authority to control connections corresponding to each of the plurality of secondary
devices, wherein the displaying of the plurality of secondary devices may include
displaying a secondary device for which the primary device has the authority.

The method may further include identifying a plurality of priority levels corre-
sponding to the plurality of secondary devices in relation to the at least one secondary
device, wherein the displaying of the plurality of secondary devices may include
classifying the plurality of secondary devices according to the plurality of priority
levels, and displaying the plurality of secondary devices according to the plurality of
priority levels.

The plurality of priority levels may be determined based on at least one from among

hop count, ownership of the plurality of secondary devices, access points corre-
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sponding to the plurality of secondary devices, locations of the plurality of secondary
devices, accessibility of the primary device, and number of previous connections.

The selected secondary devices may include a first selected secondary device and a
second selected secondary device, and in response to the first selected secondary
device being connected with an unselected secondary device of the plurality of
secondary devices, the unselected secondary device having a same priority level as the
second selected secondary device, the changing of the connection may include dises-
tablishing a connection between the first selected secondary device and the unselected
secondary device, and establishing the connection between the selected secondary
devices.

The method may further include identifying a service available from the selected
secondary devices, and changing the connection between the selected secondary
devices using the service.

The method may further include displaying a list of services, the list including the
service, and changing the connection between the selected secondary devices using the
service selected from the list.

The method may further include updating the displayed plurality of connection states
when the connection of the two secondary devices is changed.

According to another aspect of an exemplary embodiment, an electronic device may
include a display, a transceiver, and a processor configured to acquire history in-
formation from at least one secondary device of the plurality of secondary devices, the
history information including information relating to a current connection and at least
one previous connection among the plurality of secondary devices, identify a plurality
of connection states between the plurality of secondary devices based on the history in-
formation, control the display to display the plurality of secondary devices and the
plurality of connection states plurality of between the secondary devices, and in
response to a selection of two selected secondary devices of the displayed plurality of
secondary devices, control to change a connection between the selected secondary
devices.

The processor may be further configured to receive advertised packets from the at
least one secondary device periodically by the transceiver, determine that additional
data is available from the at least one secondary device, establish a connection between
the electronic device and the at least one secondary device, receive the additional data
from the at least one secondary device by the transceiver, and acquire the history in-
formation from the additional data.

The processor may be further configured to identify whether the electronic device
has an authority to control connections corresponding to each of the plurality of

secondary devices, and control the display to display a secondary device for which the
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electronic device has the authority.

The processor may be further configured to identify a plurality of priority levels cor-
responding to the plurality of secondary devices in relation to the at least one
secondary device, classify the plurality of secondary devices according to the plurality
of priority levels, and control the display to display the plurality of secondary devices
according to the plurality of priority levels.

The plurality of priority levels may be determined based on at least one from among
hop count, ownership of the plurality of secondary devices, access points corre-
sponding to the plurality of secondary devices, locations of the plurality of secondary
devices, accessibility of the primary device, and number of previous connections.

The selected secondary devices may include a first selected secondary device and a
second selected secondary device, and in response to the first selected secondary
device being connected with an unselected secondary device of the plurality of
secondary devices, the unselected secondary device having a same priority level as the
second selected secondary device, the processor may be further configured to control
to disestablish a connection between the first selected secondary device and the un-
selected secondary device, and establish the connection between the selected
secondary devices.

The processor may be further configured to identify a service available from the
selected secondary devices, and change the connection between the selected secondary
devices using the service.

The processor may be further configured to control the display to display a list of
services, the list including the service, and change the connection between the selected
secondary devices using the service selected from the list.

The processor may be further configured to update the displayed plurality of
connection states when the connection of the two secondary devices is changed.

According to yet another aspect of an exemplary embodiment, a non-transitory
computer-readable medium may store instructions operable to cause one or more
processors to perform operations including acquiring history information from at least
one secondary device of a plurality of secondary devices, the history information
including information relating to a current connection and at least one previous
connection among the plurality of secondary devices, identifying a plurality of
connection states between the plurality of secondary devices based on the history in-
formation, displaying the plurality of secondary devices and the plurality of connection
states between the plurality of secondary devices, and in response to a selection of two
selected secondary devices of the displayed plurality of secondary devices, changing a
connection between the selected secondary devices.

According to a further aspect of an exemplary embodiment, a method for managing,
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by a primary device, a plurality of connections between a plurality of secondary
devices, the method comprising identifying the plurality of connections between the
plurality of secondary devices displaying the plurality of secondary devices connected
by the plurality of connections, and in response to receiving a selection of a first
secondary device of the plurality of secondary devices and a second secondary device
of the plurality of secondary devices, automatically configuring the first secondary
device and the second secondary device to establish a connection between the first
secondary device and the second secondary device.

Advantageous Effects of Invention

The present disclosure provides methods and systems for managing device con-
nectivity in a multi device environment through a device connectivity management
platform implemented on a primary device, wherein the device connectivity
management platform provides a user with an interactive User Interface (Ul) to
manage device connections and services among a plurality of secondary electronic
devices in the multi-device environment.

The present disclosure also provides methods and systems to enable the user to
access the device connectivity management platform through a cloud network for
remotely managing device connectivity among a plurality of secondary devices.

These and other aspects of the exemplary embodiments herein will be better ap-
preciated and understood when considered in conjunction with the following de-
scription and the accompanying drawings. It should be understood, however, that the
following descriptions, while indicating exemplary embodiments and numerous
specific details thereof, are given by way of illustration and not of limitation. Many
changes and modifications may be made within the scope of the exemplary em-
bodiments herein without departing from the spirit thereof, and the exemplary em-
bodiments herein include all such modifications.

Brief Description of Drawings

Exemplary embodiments are illustrated in the accompanying drawings, throughout
which like reference letters indicate corresponding parts in the various figures. The
exemplary embodiments herein will be better understood from the following de-
scription with reference to the drawings, in which:

FIG. 1 illustrates an example multi-device environment providing a device con-
nectivity management platform for managing inter-device connectivity among a
plurality of secondary devices for services within the multi-device environment,
wherein the device connectivity management platform is implemented in a primary
device, according to exemplary embodiments;

FIG. 2A, FIG. 2B and FIG. 2C illustrate a User Interface (UI) of the primary device
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enabling device connectivity management, according to exemplary embodiments;

FIG. 3A illustrates Ul elements of the primary device that represent device state with
reference to connections among the plurality of secondary devices, according to
exemplary embodiments;

FIG. 3B illustrates UI elements of the primary device, including a grid of concentric
circles, provided to the user to assign priority level to selected plurality of secondary
devices, according to exemplary embodiments;

FIG. 3C illustrates UI elements of the primary device, providing options to the user
to select a communication interface for the selected connection between the selected
secondary devices, according to exemplary embodiments;

FIGs. 3D and FIG. 3E illustrates device convergence provided by the primary device
according to exemplary embodiments;

FIG. 4 illustrates an example sequence diagram for discovery and connection estab-
lishment of the plurality of secondary devices from the primary device, according to
exemplary embodiments;

FIG. 5 and FIG. 6 illustrate example sequence diagrams describing switching of con-
nections among the plurality of secondary devices from the Ul of the primary device
for providing services in the multi-device environment, according to exemplary em-
bodiments;

FIG. 7A and 7B illustrate a plurality of components of the primary device im-
plementing the device connectivity management platform, according to the exemplary
embodiments;

FIGs. 7C through 7E illustrate a method for discovering the plurality of secondary
devices by the primary device, according to exemplary embodiments;

FIGs. 7F through 7H illustrate a method for connectivity services provided by the
primary device to the discovered plurality of secondary devices, according to
exemplary embodiments;

FIG. 8 is a flow diagram illustrating a method providing the device connectivity
management platform for managing device connectivity in the multi-device en-
vironment, according to exemplary embodiments;

FIG. 9 illustrates the device connectivity management platform implemented on the
primary device when the primary device is dedicated for device connectivity
management functions, according to exemplary embodiments;

FIG. 10A and FIG. 10B illustrate Ul with the plurality of secondary devices
displayed after classifying the secondary devices based on one or more criteria,
according to exemplary embodiments as;

FIG. 11 illustrates remote accessing of the device connectivity management platform

of the primary device through a cloud network for remotely managing connectivity
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among the plurality of secondary devices, according to exemplary embodiments;
FIG. 12A illustrates detecting and adding a secondary device of interest to the

plurality of secondary devices using a device focus mechanism, according to
exemplary embodiments;

FIG. 12B illustrates providing voice commands through a microphone of the primary
device for execution of at least one action by the secondary device of interest,
according to exemplary embodiments;

FIG. 12C and FIG. 12D illustrates use case example, wherein the primary device
provides voice extended device convergence for the interconnected plurality of
secondary devices, according to exemplary embodiments;

FIG. 13 illustrates implementation of the device connectivity management platform
on a smart watch hand gear functioning as the primary device, according to exemplary
embodiments;

FIG. 14A illustrates the interactive UI of the primary device and FIG. 14B illustrate
steps performed by the device connectivity management platform enabling playing
audio/video content from a first secondary device on a second secondary device with
control commands performed at the UI of the primary device 104, according to
exemplary embodiments;

FIG. 15 illustrates a use case example, wherein the primary device classifies inter-
connected plurality of secondary devices into one or more subsets and displays the
subsets on the interactive UI, according to exemplary embodiments; and

FIG. 16 illustrates use case example, wherein the primary device provides seamless

continuity with a mesh network, according to exemplary embodiments.

Best Mode for Carrying out the Invention

Exemplary embodiments and various features and advantageous details thereof are
explained more fully with reference to the non-limiting exemplary embodiments that
are illustrated in the accompanying drawings and detailed in the following description.
Descriptions of well-known components and processing techniques are omitted so as
to not unnecessarily obscure the exemplary embodiments herein. The examples used
herein are intended merely to facilitate an understanding of ways in which the
exemplary embodiments herein may be practiced and to further enable those of skill in
the art to practice the exemplary embodiments herein. Accordingly, the examples
should not be construed as limiting the scope of the exemplary embodiments herein.

Exemplary embodiments include methods and systems for managing device con-
nectivity in a multi-device environment. Exemplary embodiments provide a device
connectivity management platform that can be implemented on a primary device, for

example an electronic device. The device connectivity management platform provides
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interactive User Interface (UI) that enables a user to manage device connections and
services among a plurality of secondary devices, also referred as SDs, or as a plurality
of electronic devices, in the multi-device environment from single point. Further,
exemplary embodiments allow a user to remotely access the device connectivity
management platform through a cloud network enabling remote management of device
connectivity among the plurality secondary devices.

User here can refer to a subject authorized to access the primary device and utilize
functions provided by the device connectivity management platform of the primary
device 104. The user can further configure the primary device to decide on, which
devices may be included as the secondary devices.

In an exemplary embodiment, the primary device implementing the device con-
nectivity management platform can be a dedicated electronic device configured to
perform device connectivity management functions, wherein the dedicated device is
equipped with an interactive display (UI).

In an exemplary embodiment, the primary device can be one among a plurality of
secondary devices of the user such as a smart phone, a laptop, a palmtop, a tablet, a
wearable device or any other electronic device providing an interactive UI and capable
of inter-device communication.

In an exemplary embodiment, the secondary devices may include electronic devices
with or without display screens that are registered or identified by the user as
permanent devices such as speakers, head phones, mobiles, tablet, smart TV, a
plurality of devices of a smart home network and the like that can be discovered and
connected. Further, the secondary devices may also include electronic devices with or
without display screens that are registered or identified by the user as Temporary
Devices (TDs), wherein the TDs are secondary devices added temporarily by the user
for a preset time span.

Referring now to the drawings, and more particularly to FIGS. 1 through 16, where
similar reference characters denote corresponding features consistently throughout the
figures, there are shown exemplary embodiments.

FIG. 1 illustrates an example multi-device environment 100 providing a device con-
nectivity management platform for managing inter-device connectivity among a
plurality of secondary devices (for example, 102a to 102n) for services within the
multi-device environment 100, wherein the device connectivity management platform
is implemented in a primary device 104, according to exemplary embodiments as
disclosed herein. The primary device 104, through the device connectivity
management platform implemented on the primary device 104, can be configured to
detect all the secondary devices within a pre-defined area based on one or more pa-

rameters and publish them on the UI provided for the device connectivity management
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platform.

The detection of the secondary devices may be based on the one or more connectivity
parameters. For example, the detected secondary devices can include devices
connected to a single or known Access Point (AP). Further, the detected secondary
devices can include devices registered with a same account or the like that may be dis-
coverable through one or more available communication interfaces such as Bluetooth
Low Energy (BLE), Wi-Fi, Wi-Fi HaL.ow, BLE, Oxygen MESH, or the like. Further,
the detected secondary devices may include devices that are not connected or not dis-
coverable with reference to other secondary devices already detected. However, the
unconnected or non-discoverable devices within the multi-device environment and
lying within the pre-defined area may be known to detected secondary devices or may
be relevant with respect to the primary device 104. Further, the compatibility of the
detected secondary devices can be displayed to the user. According to an exemplary
embodiment, non-compatible secondary devices can be displayed in the primary
device 104 with a visual effect different from that of compatible secondary devices.
For example, non-compatible secondary devices may be displayed on the Ul as grayed
devices.

In some exemplary embodiments, the primary device does not have control authority
to control the connection with other devices for some of the devices in the plurality of
secondary devices. The control authority can be determined based on at least one of the
attributes of a secondary device and the configuration of a user of the secondary
device. In this example, the primary device only displays in the UI a secondary device
with control authority, and can exclude secondary devices without control authority. In
this example, the primary device identifies whether the primary device has an authority
to control the connection with other secondary devices for each of the secondary
devices.

According to various exemplary embodiments, the primary device can identify a
connection state between secondary devices based on a signal received from the
secondary devices. The connection state between the secondary devices can be
included in history information. For example, history information may include in-
formation relating to a current connection and at least one previous connection with
other secondary devices. The history information can include advertised packets output
from the secondary devices and the primary device can identify the history information
of each secondary device from the received advertised packets. According to another
exemplary embodiment, the advertised packets output from the secondary devices can
include simple information such as the device type (for example, mobile, TV, speaker,
etc.), identity (for example, MAC, IP address, etc.), and so on, and in addition, can

include whether the transmission of more data is available. If an advertised packet
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received from a certain secondary device shows that more data is available, the
primary device can establish a connection with the secondary device and can request
more data from the secondary device. Here, more data can include the history in-
formation including current connection and at least one previous connection with other
secondary devices, the possible connection media (for example, BLE, Wi-Fi, WFD),
available service, connected subnet, and the like.

The primary device may acquire the history information from at least one secondary
device and identify the connection state between the detected secondary devices based
on the history information. The primary device does not necessarily acquire the history
information of all of the detected secondary devices. However, when the primary
device can not identify a connection state for a particular secondary device among the
detected secondary devices, the primary device may request the history information
from another secondary device.

According to an exemplary embodiment depicted in FIG. 1, the primary device 104
is a tablet owned by the user, while detected secondary devices (permanent devices
including SD 102a through SD 102n) include a smart TV SD 102a, a laptop SD 102b,
a mobile phone SD 102c, a slate SD 102d owned by the user and a robot cleaner SD
102n. However, other SDs that may be present in the area and detected by the primary
device 104, including for example a mobile phone SD 102e belonging to a wife of the
user, a washing machine SD 102f, a headphone SD 102g, a speaker SD 102h, and so
on.

Once the secondary devices SD 102a - SD 102n are detected and published on the in-
teractive UI of the primary device 104 (for example on a display screen), the primary
device 104 can be configured to identify one or more secondary devices selected by the
user and connect them. Exemplary embodiments including interactive Uls for
secondary device selection and connection are explained below in conjunction with
FIG. 2A through FIG. 2C.

FIG. 2A, FIG. 2B and Fig. 2C illustrate a UI of the primary device 104 enabling
device connectivity management, according to exemplary embodiments as disclosed
herein.

FIG. 2A depicts the interactive Ul, enabling connection among any two SDs from the
plurality of SDs (102a through 102n) published on the UI on detection of a drag
gesture from any one published SD to other SD. The interactive UI may display a
connection state between the plurality of SDs (for example, active connection, inactive
connection, connection procedure is pending, or error occurred). An input gesture
(second input gesture such as drag) from one secondary device to other secondary
device indicates to the primary device that the two SDs such as SD 102a (TV) and SD

102h (speaker) are selected and need to be connected. The drag gesture here can
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trigger the primary device 104 to initiate connection establishment process among the
selected secondary devices (SD 102a and SD 102h) without the need for user to attend
each secondary device individually.

The FIG. 2B illustrates a user selecting a secondary device of interest from the
published secondary devices, wherein FIG. 2B depicts secondary devices which are
registered as permanent devices.

In an exemplary embodiment, a gesture mechanism such as a tap gesture may be
used to select the secondary device of interest, as depicted herein.

In an exemplary embodiment, a device focus mechanism, such as camera assisted
detection, may be used to select the secondary device of interest, which is explained
further below in conjunction with FIG. 12A

Once the secondary device of interest, such as the smart TV SD 102a is selected by
the user, the primary device 104 can be configured to display all currently existing
connections of the SD 102a, for example SD 102b, SD 102c and SD 102h. The other
secondary devices that may be discovered by the primary device 104 but currently not
connected with the secondary device of interest (SD 102a) can be displayed in a
separate window, for example termed as discovered devices (here SD 102¢e, SD 102f,
SD 102g ....and SD 102n). One or more of these discovered devices may be added to
the SD 102a by tapping on the device of interest, displayed in the discovered devices
window. For example here, SD 102e (wife’s mobile phone) is added to the connected
devices of the SD 102a. Further, without any user intervention, automatically a
connection establishment is initiated between SD 102e and SD 102a on an appropriate
communication interface identified by the primary device 104.

In an exemplary embodiment, the user may set the devices of friends or visitors as
secondary devices that are registered as temporary devices for receiving services in the
multi-device environment 100 for a preset time span. Thus, the example illustrated in
FIG. 2C shows detected secondary devices that fall under temporary devices category
in a separate window on the Ul such as TD 202a and TD 202b. The user, if intends,
can tap on the TD 202a or 202b to add them and connect then to the SD 102a. The
connection is established by identifying a suitable medium for communication. The
connection establishment is explained below in conjunction with sequence diagram of
FIG. 4.

FIG. 3A illustrates Ul elements of the primary device 104 that represent device state
with reference to connections among the plurality of secondary devices ( 102a to
102n), according to exemplary embodiments as disclosed herein. According to various
exemplary embodiments, the processor of the primary device may cause the display to
display a connection state between the plurality of secondary devices by using a

plurality of connectors. As depicted, the primary device 104 can be configured to
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display secondary devices connected to the secondary device of interest on the Ul with
connectors indicating device connection state. The secondary devices that are
discovered but disconnected from the secondary device of interest are displayed in a
separate window. A second input gesture connects at least one disconnected secondary
device to the secondary device of interest. The UI elements (connectors) representing
the device connection state or device connection status include a connector 302 in-
dicating connection with user confirmation pending, a connector 304 indicating active
connection, a connector 306 indicating an inactive connection, a connector 308 in-
dicating an inactive connection with error, a connector 310 indicating a time bound
connection for a temporary device, and the like. Thus, the connectors displayed convey
the status of the connection to the user without need to check the settings for the
secondary devices, whether permanent devices or temporary devices. A current device
connection state between the selected secondary devices can be changed on detection
of an input gesture on one or more connectors. Further, the changed device connection
state can be updated, and the corresponding connector displayed on the Ul can also be
updated accordingly to display the updated device connection state.

FIG. 3B illustrates UI elements of the primary device 104, including a grid of
concentric circles, provided to the user to assign a priority level (device priority status)
to selected plurality of secondary devices, according to exemplary embodiments as
disclosed herein. According to various exemplary embodiments, the priority level can
be a priority level when one secondary device is connected to other secondary devices.
For example, one secondary device can initially access a secondary device with a high
priority level from among the searched secondary devices. According to various
exemplary embodiments, secondary devices of the same type (for example, earphone
and speaker) can have the same priority level. In this example, when one secondary
device from the plurality of secondary devices with the same priority level is
connected, connection with the remaining secondary devices is disconnected. The
priority level can be determined by at least one of hop count, ownership of the
secondary device, connected AP, space currently located, accessibility (or control
authority) of the primary device, number of previous connections, and the like. The
primary device 104 can be configured to allow the user to assign the priority level to
the selected secondary devices by placing each selected secondary device on a circle
among the grid of concentric circles displayed on the UI. Each circle of the grid cor-
responds to a unique priority level. Thus, here SD 102c, placed on the highest
proximity circle with respect to the SD 102a is assigned the highest priority, however
currently has an inactive connection with SD 102a, while SD 102d has a second
priority but has an active connection. The SD 102b is discovered but not connected to
the SD 102a.
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FIG. 3C illustrates UI elements of the primary device, providing options to the user
to select a communication interface for the selected connection between the selected
secondary devices, according to exemplary embodiments as disclosed herein.
According to various exemplary embodiments, the primary device may present an
option for selecting at least one function relating to the connection state between the
two secondary devices, in response to detecting an input gesture on a connector of the
two secondary devices. For example, the at least one function can include various
functions related to the communication with the secondary device, such as the type of
the accessed communication interface, channel, communication quality, access
duration time, and the like. According to various exemplary embodiments, when two
secondary devices are selected from the UI, the primary device identifies at least one
available service between the selected secondary devices. In this situation, the
available service can include available communication interfaces, type of service, type
of network, and the like. In this example, the primary device displays in the UI a list of
the at least one available service, and can establish a connection with the secondary
devices through one of the services selected from the list. In addition, primary device
can establish a connection of the selected secondary devices with one of the at least
one available service.

In exemplary embodiments, the primary device 104 can provide advanced interaction
for granular control. For example, a long press and scroll up/down on a connector can
open and switch between different types of connections or communication interfaces
between the connected secondary devices SD 102a and SD 102d. For example, user
can select a medium for communication interface from available communication in-
terfaces between the SDs, such as Wi-Fi, Bluetooth or Screencast.

FIGs. 3D and FIG. 3E illustrate device convergence provided by the primary device
104, according to exemplary embodiments as disclosed herein. FIG. 3D depicts a tap
gesture performed by the user on the connection between the SD 102a and SD 102¢
displayed on the interactive UI. Thus, the user is able to control the connection state by
simple gesture on the connector. As depicted in the example of FIG. 3D, for a
connector that currently displays connected state, a tap gesture 312 performed on the
SD 102a can cause the connection between the SD 102a and the SD 102c to be dis-
connected. Similarly, for SD 102a that currently displays a connection state of paired
and not connected, a tap gesture 314 on the connector can cause the connection to be
established.

Further, the device connectivity management platform of the primary device 104
retains history information of all previous connections that may be used later for
suggesting connection of interest to the user for similar intents. The connection state

can be identified by the user based on the connectors displayed in accordance with
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connectors for connection state described in FIG. 3A.

The FIG. 3E depicts an exemplary embodiment in which the user is allowed to
override the device priority status, or priority level, defined by the grid when the user
attempts to connect any two SDs. As an example, when multiple SDs are already
paired with the primary device 104 after both the SDs are discovered and available for
connection, there may be a conflict among the SDs while establishing connection.
Thus, here the user can drag and move the priority so that the SDs can be prioritized
on-the-fly as desired by the user.

FIG. 4 illustrates an example sequence diagram for discovery and connection estab-
lishment of the plurality of secondary devices from the primary device 104, according
to exemplary embodiments. According to various exemplary embodiments, the
primary device 104 may establish a connection between selected secondary devices.
The primary device 104 may transmit a connection request message to each of selected
two secondary devices. When the two secondary devices completed the connection
process, the two secondary devices can transmit the ACK message to the primary
device 104. FIG. 4 depicts a user 400 utilizing the primary device 104 (tablet) that
provides a device connectivity management platform for connectivity management
among the plurality of secondary devices in the multi-device environment 100. In this
example, the primary device 104 detects and publishes secondary devices present in
the multi-device environment on the Ul of the primary device 104 along with
temporary devices, if any, that are registered with the primary device by the user. The
secondary devices in the multi-device environment include the SD 102b (user’s
Laptop), the SD 102h (user’s speaker), SD 102g (user’s head phone). The temporary
device TD 202a can be a visitor’s mobile phone that may be included in the multi-
device environment 100 and identified as valid device for a pre-defined time span set
by the user 400. The user 400 launches the device connectivity management platform
on the primary device 104 that initiates an automatic scan 404 to detect the devices in
the multi-device environment 100 and publish the detected devices along with their
current inter-device connection states. To detect the secondary devices present in the
multi-device environment’s pre-defined area, the primary device 104 receives ad-
vertised packets (packet 406, packet 408, and packet 410) over various communication
interfaces from the SD 102b, the SD 102h, the SD 102g and the TD 202a. For
example, here the primary device 104 receives UPnP packets over Wi-Fi from the SD
102b, over Bluetooth from SD 102h, over Bluetooth Low Energy (BLE) from the SD
102g and over Wi-Fi Direct from TD 202a. The primary device 104 performs a
periodic scan 414 and stores the scan result in a cache. The scan result indicates the
laptop SD 102b, speaker SD 102h, head phone SD 102g and visitor’s mobile phone

TD 202a as detected secondary devices along with their connection parameters such as
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capability, preference, priority, trust zone, and the like. According to various
exemplary embodiments, the connection parameters can be included in the advertised
packet transmitted from each secondary device, and can be transmitted to the primary
device. On detection of the secondary devices, the primary device 104 provides an
update 416 to the Ul and displays or publishes the updated information on the UT of the
primary device with notification to the user 400. Further, based on the information
acquired during the device scan the Ul displays classification of the devices as
connected or disconnected with respect to other secondary devices published on the
UI. For example, here present status display 418 indicates that speaker SD 102h
already connected with laptop SD 102b with music on SD 102b being played in
speaker SD 102h. The UI of the primary device 104 displays device status 420.

FIG. 5 and FIG. 6 illustrate sequence diagrams describing switching of connections
among the plurality of secondary devices from the UI of the primary device 104 for
providing services in the multi-device environment 100, according to exemplary em-
bodiments as disclosed herein.

Referring to the multi-device environment 100 described in FIG. 4 and in con-
tinuation to device status 420 displayed on the Ul, the current device status 502 in FIG.
5 may correspond to device status 420 where, the SD 102b (laptop) and the SD 102h
(speaker) are connected. When the user 400 intends to switch between devices in order
to listen to the music played on laptop SD 102b on headphone SD 102g, the user
performs a drag gesture from SD 102g to SD 102b.

The gesture triggers an interface request 504 in the primary device 104, wherein the
device connectivity management platform of the primary device 104 sends disconnect
requests 506 and 508 to the SD 102b and the SD 102h. The disconnect request is over
UPnP packet over Wi-Fi for SD 102b, and over Bluetooth packet for SD 102h. On
receiving the request the SD 102b and SD 102h that were connected over Bluetooth
communication interface establish a disconnected state 510. In response, the primary
device 104 receives ACK 512 and interface update ACK 514 from the SD 102b and
SD 102h that are now disconnected. Further, the disconnected status is provided as an
update 516 to the UI of the primary device 104. According to various exemplary em-
bodiments, when the primary device 104 selects a connection with a secondary device
that has the same priority level as the selected secondary device (for example, user’s
laptop 102b) and the currently connected secondary device (for example, user’s
speaker 102h) or with the same type of secondary device (for example, user’s head
phone 102g), a request is made to automatically release the connection with the
previously connected secondary device (for example, user’s speaker 102h).

Further, the primary device 104 sends connect requests 518 and 520 to the SD 102b
over Wi-Fi and the SD 102g over BLE and then sends enable request 522 to enable
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configuration of the BLE communication interface on the SD 102b in order to connect
over BLE with the SD 102g. Because the BLE interface for the head phone SD 102g is
already enabled a discover procedure 524 and a connect procedure 526 is performed
between the two secondary devices and SD 102b and the SD 102g to establish a
connected state 528 over the BLE. The SD 102b sends ACK 530 and the SD 102g
sends interface update ACK 532 to the primary device 104. In response, the primary
device 104 provides an update 534 to the UI and displays updated device status 536,
with the current status 538 indicating music played in headphone

Referring to the multi-device environment 100 described in FIG. 5 and in con-
tinuation to updated device status 536 displayed on UlI, the current device status 602 in
FIG. 6 may correspond to updated device status 536 where, the SD 102b (laptop) and
the SD 102g (headphone) are connected. When the user 400 intends to switch between
devices to listen to the music played on visitor’s mobile phone TD 202a, on the
headphone SD 102g the user performs a drag gesture 602 from SD 102g to TD 202a.

The gesture triggers an interface request 604 in the primary device 104, wherein the
device connectivity management platform of the primary device 104 sends a
disconnect requests 606 and 608 to the SD 102b and the SD 102g. The disconnect
request is over UPnP packet over Wi-Fi for SD 102b while over BLE packet for SD
102g. On receiving the request the SD 102b and SD 102g that were connected over
BLE communication interface establish a disconnected status 610. In response, the
primary device 104 receives ACK 612 and interface update ACK 614 from the SD
102b and SD 102h that are now disconnected. Further, the disconnected status is
provided as an update 616 by the primary device 104 on the UI.

Further, the primary device 104 sends connect requests 618 and 620 to the TD 202a
over Wi-Fi Direct and the SD 102g (headphone) over BLE and then sends enable
request 622 to enable configuration of BLE communication interface on the TD 202a
in order to connect over BLE with the SD 102g. Because the BLE interface for the
head phone SD 102g is already enabled a discover procedure 624, and a connect
procedure 626 are performed between the two devices, and TD 202a and the SD 102g
establish a connected status 628 over the BLE. The SD 102g sends ACK 630 and the
TD 202a sends interface update ACK 632 to the primary device 104. In response, the
primary device 104 provides an update 634 to the UI and displays updated device
status 636 with current status 638 indicating music from visitor’s mobile played in
headphone.

FIG. 7A and 7B illustrate a plurality of components of the primary device 104 im-
plementing the device connectivity management platform, according to the exemplary
embodiments.

Referring to figure 7A, the primary device 104 (electronic device) is illustrated in ac-
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cordance with an exemplary embodiment of the present subject matter. In an
exemplary embodiment, the primary device 104 may include an input device 701, a
processor 702, a display 703, an input/output (I/O) interface 704 (for example a con-
figurable user interface), and a memory module 706. The display 703, for example, can
include an LCD, an LED display, an OLED display, or an MEMS display, or an
electronic paper display. The display 701 can display the user interface illustrated in
FIGs. 2A to 2C. The input device 701, for example, can include a touch panel, a digital
pen sensor, keys, or an ultrasonic input device. In exemplary embodiments, the input
device 701 acquires the input generated in the user interface displayed in the display
703 and provides the input to the processor 702. The I/O interface 704 may include, for
example, a web interface, and a graphical user interface (Ul), a communication
interface and the like. Further, the communication interface allows the primary device
104 to communicate with other devices such plurality of secondary device 102a to
102n, a plurality of temporary devices such as TD 202a and TD 202b, also referred as
plurality of electronic devices. The communication interface also allows commu-
nication with a server in a cloud network. Further, the communication interface may
also enable communication through cellular networks, Wi-Fi networks, and device to
device communication and the like. The memory module 706 maintains the data to be
stored during the device connectivity management functions. Further, the primary
device 104 includes a device connectivity management platform 708 configured to
manage inter-device connectivity among a plurality of secondary devices for services
within the multi-device environment 100 as described in conjunction with FIG. 1
through FIG. 6 and FIG. § through FIG. 14, not repeated for brevity.

FIG. 7B illustrates a plurality of modular layers within the device connectivity
management platform 708 including an application layer 710, a connectivity services
layer 712 and a communication layer 714. The application layer includes a plurality of
applications of the primary device 104.

FIGs. 7C through 7E illustrate a method for discovering the plurality of secondary
devices by the primary device, according to exemplary embodiments as disclosed
herein. FIG. 7C is a flow diagram depicting a method 700c for discovering the
plurality of secondary devices (for example herein, Device A corresponding to SD
102b and Device B corresponding to SD 102h) by a Device C (corresponding to
primary device 104) in the multi-device environment 100. The Devices A, B, C
advertise (operation 702c) over respective available media. Further, when device con-
nectivity management platform 708 of the primary device 104 (Device C) launches
(operation 704c) an interactive UI on the Device C, the Device C scans (operation
706¢) through available media such as BLE/WFD and receives advertisement from

Device A and the Device B. For example, the Device A is discovered with:
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Device type: [Mobile, TV, Speaker, KBD, Mouse,...]

Device Name: [Samsung Smart TV]

Identify: [Device MAC]

More Data: [Available]

According to various exemplary embodiments, the More Data may include history
information relating to a current connection and at least one previous connection with
other secondary devices.

Further, the method 700c enables the device connectivity management platform 708
to check whether More Data is available with Device A. Because, in the current
example, More Data is available, the method 700c enables the device connectivity
management platform 708 to connect (operation 710c) Device C with Device A and
send a Discovery Request for More Data, wherein the More Data of Device A
includes:

Connectivity Supported: [BLE, BT, Wi-Fi, WFD, IR]

Connected Subnet: [192.168.0]

Connected Devices: [Identity1, Identity2]

Connection State: [XYZ]

According to another exemplary embodiment, More Data can be included in the ad-
vertised packets. In this example, primary device 104 can acquire the More Data (for
example, history information) from the advertised packets, without establishing a
connection with a secondary device.

Further, the Device C receives (operation 712c¢) a Discovery Response Packet from
the Device A and adds (operation 714c) or connects the Device A to Device C as
shown in FIG. 7D and displays it on the interactive UI as shown in the FIG. 7E. The
various operations in the method 700c may be performed in the order presented, in a
different order or simultaneously. Further, in some exemplary embodiments, some op-
erations listed in FIG. 7C may be omitted.

FIGs. 7F through FIG. 7H illustrate a method for connectivity services provided by
the primary device to the discovered plurality of secondary devices, according to
exemplary embodiments as disclosed herein. FIG. 7G is a flow diagram depicting a
method 700g for connecting the plurality of secondary devices (for example herein,
Device A corresponding to SD 102b and Device B corresponding to SD 102a) in the
multi-device environment 100 on detection of a input gesture such as a drag gesture on
the Ul of Device C corresponding to primary device 104 as depicted in FIG. 7F. The
method 700g allows the device interconnectivity management platform 708 of the
primary device 104 (Device C) to provide (operation 702g) interaction gesture (such as
drag gesture) to connect the Device A and Device B. Further, the method 700g

includes connecting (operation 704g) the Device C with Device A and Device B, using
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a medium selected based on parameters. Further, the method 700g includes deriving
(operation 706g) possible services of the Device A and the Device B and publishing
the derived services on the UI of the Device C. Further, the method 700g includes
identifying (operation 708g) a service based on parameters to connect the Device A
and the Device B (for example Miracast). Simultaneously, the method 700g includes
listing (operation 710g) the available services between the Device A and the Device B
(Miracast, WFD, Chromecast) and selecting (operation 712g) a required service
(manual/auto) to connect the Device A and the Device B (for example WED). Further,
the method 700g includes interconnecting (operation 714g) Device A and Device B
with the intended service and sending an ACK from the Device A and the Device B
and disconnecting from the Device C (operation 716g) as shown in more detail in FIG.
7H.

The various operations in the method 700g may be performed in the order presented,
in a different order or simultaneously. Further, in some exemplary embodiments, some
operations listed in FIG. 7G may be omitted.

FIG. 8 is a flow diagram illustrating a method 800 of providing the device con-
nectivity management platform for managing device connectivity in the multi-device
environment 100, according to exemplary embodiments.

At operation 802, the method 800 includes allowing the device connectivity
management platform 708 to detect the plurality of secondary devices (including for
example secondary device SD 102a through SD 102n or temporary devices added by
the user for pre-set time span) in an area (the pre-defined area defined by coverage of
an AP, a femto-cell or the like) based on at least one parameter. The detection of the
secondary devices may be based on the parameters such as connected devices such as
devices connected to single or known Access Point (AP), a same account or the like,
that may be discoverable through one or more available communication interfaces such
as the BLE, Wi-Fi HalLow, BLE, Wi-Fi, Oxygen MESH, or the like. At operation 804,
the method 800 includes allowing the device connectivity management platform 708 to
publish the plurality of secondary devices on the Ul provided for the device con-
nectivity management platform 708 on the primary device 104. At operation 806, the
method 800 includes allowing the device connectivity management platform 708 to
identify the secondary devices selected from the published plurality of secondary
devices, wherein the secondary devices are selected on detection of the input gesture
(for example a first input gesture such as a tap gesture). At operation 808, the method
800 includes allowing the device connectivity management platform 708 to establish
connections among the selected secondary devices on detection of the input gesture
(for example a second input gesture such as a drag gesture). At operation 808, when

secondary devices that are not currently connected to each other are selected at
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operation 806, the primary device may disestablish the connection of the selected
secondary devices.

The connection establishment includes identifying a suitable medium from a plurality
of media available for establishing the connection between the selected secondary
devices. Further, requesting the selected secondary devices to enable the identified
medium by configuring the medium at each selected secondary device end. Thereafter,
initiating a discovery and connection establishment procedure between the selected
secondary devices to establish the connection and displaying status of the connection
among the selected secondary devices on the UI. An example of a connection estab-
lishment procedure is explained above in conjunction with sequence diagram of FIG.
4.

In an exemplary embodiment, the method 800 includes allowing the device con-
nectivity management platform 708 to assign the priority level to the selected
secondary devices by placing each selected secondary device on a circle among
concentric circles displayed on the UI, wherein each circle corresponds to a unique
priority level. An example of a priority assignment is explained above in conjunction
with FIG. 3B.

In an exemplary embodiment, the method 800 includes allowing the device con-
nectivity management platform 708 to enable access of the UI and the device con-
nectivity management platform 708 through the cloud network to remotely select the
secondary devices and establish the connection among the selected secondary devices.
An example of remote access to the device management platform is explained below in
conjunction with FIG. 11. Further, the method 800 includes allowing the device con-
nectivity management platform 708 to identify a secondary device of interest among
the plurality of secondary devices using a gesture, wherein secondary devices
connected to the secondary device of interest are displayed on the UI with connectors
indicating device connection state. Further, the secondary devices that are discovered
but disconnected from the secondary device of interest are displayed in a separate
window, wherein a second input gesture connects at least one disconnected secondary
device to the secondary device of interest.

In an exemplary embodiment, the method 800 includes allowing the device con-
nectivity management platform 708 to provide commands for execution of at least one
action by the secondary device of interest through an interactive UI element ( for
example a microphone) of the device connectivity management platform 708. The in-
teractive Ul element is activated for the secondary device of interest on detecting a
third input gesture on the Ul, an example of which is explained below in conjunction
with FIG. 12B.

Further, the method 800 includes allowing the device connectivity management
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platform 708 to display contents of the selected secondary devices on the Ul of the
primary device 104. Further, the content of a first secondary device is dragged and
dropped on a second secondary device to initiate connection establishment and content
transfer between the first secondary device and the second secondary device, an
example of which is explained below in conjunction with FIG. 14

Further, the method 800 includes allowing the device connectivity management
platform 708 to detect and add a secondary device of interest to the plurality of
secondary devices detected by the device connectivity management platform 708 using
the device focus mechanism, an example of which is explained below in conjunction
with FIG. 12B.

The various operations in method 800 may be performed in the order presented, in a
different order or simultaneously. Further, in some exemplary embodiments, some op-
erations listed in FIG. 8 may be omitted.

FIG. 9 illustrates device connectivity management platform 708 implemented on
primary device 104 when the primary device 104 is dedicated for device connectivity
management functions, according to exemplary embodiments as disclosed herein. For
example, the dedicated primary device 104 can be a standalone accessory installed in
the house, which can be accessed by one or more authorized users for managing device
connectivity among the plurality of secondary devices in the multi-device environment
at the user’s home. Various exemplary embodiments of the present subject matter are
not limited to the type illustrated in FIG. 9. For example, the device connectivity
management platform 708 can be realized in various types of primary devices,
including smartphones, tablet PCs, mobile telephones, video telephones, electronic
book readers, desktop PCs, laptop PCs, netbook computers, work stations, servers,
PDAs, PMPs (portable multimedia player), MP3 players, medical devices, cameras,
and wearable devices.

FIG. 10A and FIG. 10B illustrate Ul with the plurality of secondary devices
displayed after classifying the secondary devices based on one or more criteria,
according to exemplary embodiments as disclosed herein. FIG. 10A depicts detected
permanent secondary devices displayed in a primary zone 1010 while detected
temporary devices displayed in secondary zone 1020 on the UI of the primary device
104. A gesture such as tap gesture can select the temporary devices and shift them into
primary zone 1010.

FIG. 10B depicts a Ul of the primary device 104 that can display relationship graphs
of all users at home on the UI of the primary device 104. The figure depicts, for
example, how User 1, User 2 and User 3 are connected to each other, wherein each re-
lationship graph displayed on the primary device 104 represents a corresponding user.

Further, the relationship graph also depicts that the priority of other connected devices



WO 2017/188704 PCT/KR2017/004384

[119]

[120]

[121]

[122]

[123]

22

for every user is different. Hence, based on a priority of devices with respect to a
particular user’s device, the relationship graph can be represented in a different
manner.

FIG. 11 illustrates accessing of the device connectivity management platform of the
primary device 104 through a cloud network 1104 for remotely managing connectivity
among the plurality of secondary devices, according to exemplary embodiments. As
depicted in the example of FIG. 11, when the user 400 is away from home (which can
be multi-device environment 100) with the user's mobile phone SD 102c, the user is
provided access to the primary device 104 and can effectively access the device con-
nectivity management platform 708 to remotely manage device connectivity among
one or more secondary devices at home. As an example, the user 400 may be busy on a
video call with his wife, user 1102, corresponding to communication between SD 102¢
and SD 102e. However, if user 400 or his wife, user 1102, intends to switch the audio
of the call to a speaker, the user 400 can do so by accessing the UI of the primary
device 104 through the cloud network 1104. Thus, the user 400 can remotely perform
device connectivity management without need for his wife, user 1102, to worry about
operating the primary device 104.

FIG. 12A illustrates detecting and adding a secondary device of interest to the
plurality of secondary devices using a device focus mechanism, according to
exemplary embodiments as disclosed herein. As depicted, the SD 102a, if not included
in the list of detected SDs can be added using the device focus mechanism, wherein a
camera interface on the primary device 104 can be focused on the secondary device of
interest 102a. The primary device 104 can correctly identify the SD 102a as a smart
TV based on a QR code or image recognition techniques.

Once added, the secondary device of interest SD 102a can be connected to another
secondary device SD 102c¢ by an automatically triggered connection establishment, or
using a drag gesture between SD 102a and SD 102e.

FIG. 12B illustrates providing voice commands through a microphone of the primary
device 104 for execution of at least one action by the secondary device of interest,
according to exemplary embodiments. As depicted, a third input gesture, such as
dragging of a UI element such as a microphone icon on the primary device 104 and
dropping it onto the secondary device of interest, for example SD 102a, selected by the
user enables providing instruction to SD 102a through voice commands from the mi-
crophone of the primary device 104 for management of device connectivity among the
SDs.

FIG. 12C and FIG. 12D illustrates exemplary embodiments in which the primary
device provides voice extended device convergence for the interconnected plurality of

secondary devices, according to exemplary embodiments. As depicted in FIG. 12C, a
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voice input query is provided by the user in the primary device 104. The voice input
query is interpreted by the device connectivity management platform 708 of the
primary device 104 based on parameters, establishes corresponding connection, and
processes voice input query on the SD 102c. Thus, using voice command the user is
able to view contents of SD 102¢ (mobile phone) on the SD 102a (Smart TV).

FIG. 13 illustrates an exemplary embodiment including implementation of the device
connectivity management platform 708 on a smart watch, which functions as the
primary device 104, according to exemplary embodiments. As depicted, the s primary
device 104 publishes all detected SDs. A drag gesture between an icon representing SD
102¢ ( phone)and an icon representing SD 102a (TV) establishes connection between
them. Further, when the SD 102c¢ (phone) is selected as an SD of interest, the primary
device 104 displays all existing connections of the SD 102 (phone) with other
published SDs.

FIG. 14A illustrates an interactive UI of the primary device 104 and FIG. 14B il-
lustrates operations performed by the device connectivity management platform 708
for enabling playing of audio/video content from one secondary device on a second
secondary device with control commands performed at the Ul of the primary device
104, according to exemplary embodiments. FIG. 14A depicts the Ul of the primary
device 104, publishing SD 102a, SD 102h, SD 102c, SD 102¢ on the UL Current
screen contents of SD 102¢ and SD 102e are also displayed. Thus a user can perform a
drag gesture dragging a content of interest, such as a video from SD 102c or SD 102e
to another SD, for example SD 102a or SD 102h. According to an exemplary em-
bodiment, this automatically establishes a connection between the selected SDs,
initiates screening of contents from selected SD to other selected SDs, as explained
below in an example method 1400 of the FIG. 14B.

According to an exemplary embodiment as illustrated in FIG. 14B, SDs are displayed
(operation 1402) on the UI of the primary device, including SD 102a, SD 102¢, SD
102e and SD 102h. Initially, the SD 102a (smart TV) and the SD 102¢ (mobile phone)
are not connected (operation 1404). Similarly, the SD 102e (wife’s mobile phone) and
the SD 102h (speaker) are not connected. The device management platform 708 of the
primary device 104 can be configured to provide (operation 1406) interaction from the
SD 102c to the SD 102a and from the SD 102e to the SD 102h by detecting dragging
of content from the SD 102¢ and dropping on the SD 102a. Similarly, dragging content
from the SD 102e and dropping on the SD 102h. Further, The device management
platform 708 of can be configured to identify (operation 1408) the SDs (SD 102a, SD
102¢, SD 102e and SD 102h) and initiate (operation 1410) a connection request
between the identified SDs (SD 102c¢ to SD 102a, SD 102e to SD 102h). Further, the

device management platform 708 can be configured to identify (operation 1412) the
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medium for the connection between the identified SDs (SD 102c¢ to SD 102a, SD 102e
to SD 102h) and ping (operation 1414) the identified SDs for enabling the medium.
Further, once the SDs are configured (operation 1416) for the requested medium, the
device management platform 708 can be configured to establish (operation 1418)
discovery and connection procedure between SD 102c and SD 102a, and between SD
102e and SD 102h. Further, the device management platform 708 can be configured to
establish (operation 1420) connection between the SDs (SD 102c to SD 102a, and SD
102e to SD 102h) and transfer (operation 1422) selected video content (for example, a
video clip) between SD 102c and SD 102a. and a selected audio content (for example,
a song) between SD 102e and SD 102h.

FIG. 15 illustrates an exemplary embodiment in which the primary device 104
classifies an interconnected plurality of secondary devices into one or more subsets,
and displays the subsets on the interactive U, according to exemplary embodiments.
As depicted in FIG. 15, the primary device 104 displays the interconnection between
the SDs, wherein the device connectivity management platform represents the SDs by
classifying the connected SDs into one or more subsets such as a subset 1502, a subset
1504 and a subset 1506. The SDs belonging to a subset are related with a predefined
parameter, for example herein, the subsets 1502, 1504 and 1506 display SDs classified
based on spaces at home. Thus, subset 1502 displays SDs and their interconnection in a
living room, subset 1506 displays SDs and their interconnection in a bed room, and so
on. The device connectivity management platform 708 also displays a subset 1508
with current temporary devices in the multi-device environment 100. For example,
when a friend is visiting the home, and when the friend's device is connected to Wi-Fi
Access Point (AP) or other SDs, it can be displayed separately as the subset 1508.
Further, any additional discovered devices can be displayed separately as subset 1510.

Further, the Ul also displays a voice icon, through which voice commands can be
executed in the primary device 104 or SDs displayed on the UI. A voice control can be
a command to initiate connection among SDs or command to execute operations in the
connected SDs. The voice control can also be a query to fetch content from current /
connected SDs.

Table 1 below depicts a manner in which device connectivity management platform
708 can be configured to classify or form subset with 2 levels.

Tablel:
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[131]

The priority level can also be determined by number of previous connections, in

[132]

addition to the above examples. For example, if secondary device 102a is more
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frequently connected to secondary device 102c rather than secondary device 102b, , the
priority level of secondary device 102a regarding secondary device 102c is higher than
the priority level regarding secondary device 102b. In addition, the priority level for
the most recently connected secondary device can be higher than the above priority
level. Furthermore, the priority level can be determined based on the type of the
secondary device.

The priority assigned to the SDs differs with each SD. Table 2 below depicts
capturing a priority of each SD with respect to each other SD.

Table2:
Current Devices Level 1. Level 2. Lovel 3. Lovel 4.
Smart waich Smart TV Waghing Machine.
e BIE1a A C . )
. A Taly. Speaker Plaver. Refrigciaior
Simart phone Eit
o Laptep. Hoiiie Oven and other hoine
Gears. :
cnleriainicnt needs:
Sensor Priority:

FIG. 16 illustrates an example wherein the primary device 104 provides seamless
continuity with a mesh network, according to exemplary embodiments. The. FIG. 16
depicts the interactive UT of the primary device 104 for enabling the user to quickly
configure elements of the mesh network such as routers and their connections. Further,
allows time bound and temporary connections among visible SDs and enables sharing
access and connectivity to friends. The figure depicts multiple APs available at home.
Multiple APs connected to multiple modem or single modem. As shown in FIG. 16,
AP 16100 is available in a living room 16101, AP 16200 is available in a kitchen
16201 and AP 16300 is available in a bedroom 16301 respectively, wherein some SDs
are connected to each of the APs. Thus, based on the AP connection, the SDs can be
classified and can be listed on the UI of the primary device 104.

Further, the user can move or drag the SDs from one AP to another AP. For example,
dragging a first SD in a first AP to a second AP. Also, establishing connections among
SDs connected to different APs are also possible.

The exemplary embodiments disclosed herein can be implemented through at least
one software program running on at least one hardware device and performing network
management functions to control the network elements. The network elements shown
in FIG. 1 through FIG. 16 include blocks which can be at least one of a hardware
device, or a combination of hardware device and software module.

The foregoing description of the specific exemplary embodiments will so fully reveal
the general nature of the exemplary embodiments herein that others can, by applying

current knowledge, readily modify and/or adapt for various applications such specific



WO 2017/188704 PCT/KR2017/004384
27

exemplary embodiments without departing from the generic concept, and, therefore,
such adaptations and modifications should and are intended to be comprehended

within the meaning and range of equivalents of the disclosed exemplary embodiments.
It is to be understood that the phraseology or terminology employed herein is for the
purpose of description and not of limitation. Therefore, while particular exemplary em-
bodiments have been described herein, those skilled in the art will recognize that the
exemplary embodiments herein can be practiced with modification within the spirit

and scope of the exemplary embodiments as described herein.
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Claims

A method for managing device connectivity between a plurality of
secondary devices by a primary device, the method comprising:
acquiring history information from at least one secondary device of the
plurality of secondary devices, the history information including in-
formation relating to a current connection and at least one previous
connection among the plurality of secondary devices;

identifying a plurality of connection states between the plurality of
secondary devices based on the history information;

displaying the plurality of secondary devices and the plurality of
connection states between the plurality of secondary devices; and

in response to receiving an input for two secondary devices of the
displayed plurality of secondary devices, changing a connection status
between the two secondary devices.

The method as claimed in claim 1, wherein the acquiring of the history
information comprises:

receiving advertised packets from the at least one secondary device pe-
riodically;

determining that additional data is available from the at least one
secondary device;

establishing a connection between the primary device and the at least
one secondary device;

receiving the additional data from the at least one secondary device;
and

acquiring the history information from the additional data.

The method as claimed in claim 1, further comprising:

identifying whether the primary device has an authority to control con-
nections corresponding to each of the plurality of secondary devices,
wherein the displaying of the plurality of secondary devices comprises
displaying a secondary device for which the primary device has the
authority.

The method as claimed in claim 1, further comprising:

identifying a plurality of priority levels corresponding to the plurality
of secondary devices in relation to the at least one secondary device,
wherein the displaying of the plurality of secondary devices comprises
classifying the plurality of secondary devices according to the plurality

of priority levels, and displaying the plurality of secondary devices
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according to the plurality of priority levels.

The method as claimed in claim 4, wherein the plurality of priority
levels are determined based on at least one from among hop count,
ownership of the plurality of secondary devices, access points corre-
sponding to the plurality of secondary devices, locations of the plurality
of secondary devices, accessibility of the primary device, and number
of previous connections.

The method as claimed in claim 1, wherein the changing the connection
status comprises:

identifying a service available from the two secondary devices; and
changing the connection status between the two secondary devices
based on the service.

An electronic device comprises:

a display;

a transceiver; and

a processor configured to:

acquire history information from at least one secondary device of the
plurality of secondary devices, the history information including in-
formation relating to a current connection and at least one previous
connection among the plurality of secondary devices;

identify a plurality of connection states between the plurality of
secondary devices based on the history information;

control the display to display the plurality of secondary devices and the
plurality of connection states plurality of between the secondary
devices; and

in response to receiving an input for two secondary devices of the
displayed plurality of secondary devices, control to change a
connection status between the two secondary devices.

The electronic device as claimed in claim 7, wherein the processor is
further configured to:

receive advertised packets from the at least one secondary device peri-
odically by the transceiver;

determine that additional data is available from the at least one
secondary device;

establish a connection between the electronic device and the at least
one secondary device;

receive the additional data from the at least one secondary device by

the transceiver; and
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acquire the history information from the additional data.

The electronic device as claimed in claim 7, wherein the processor is
further configured to:

identify whether the electronic device has an authority to control con-
nections corresponding to each of the plurality of secondary devices,
and

control the display to display a secondary device for which the
electronic device has the authority.

The electronic device as claimed in claim 7, wherein the processor is
further configured to:

identify a plurality of priority levels corresponding to the plurality of
secondary devices in relation to the at least one secondary device;
classify the plurality of secondary devices according to the plurality of
priority levels; and

control the display to display the plurality of secondary devices
according to the plurality of priority levels.

The electronic device as claimed in claim 10, wherein the plurality of
priority levels are determined based on at least one from among hop
count, ownership of the plurality of secondary devices, access points
corresponding to the plurality of secondary devices, locations of the
plurality of secondary devices, accessibility of the primary device, and
number of previous connections.

The electronic device as claimed in claim 10, wherein the two
secondary devices comprise a first secondary device and a second
secondary device, and

if the first secondary device is connected with a third secondary device
of the plurality of secondary devices and the third secondary device has
a same priority level as the second secondary device, the processor is
further configured to:

control to disestablish a connection between the first secondary device
and the third secondary device, and

establish the connection between the two secondary devices.

The electronic device as claimed in claim 7, wherein the processor is
further configured to:

identify a service available from the two secondary devices; and
change the connection status between the two secondary devices based
on the service.

The electronic device as claimed in claim 7, wherein the processor is
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further configured to:

control the display to display a list of services, the list including the
service; and

change the connection between the two secondary devices based on the
service selected from the list.

The electronic device as claimed in claim 7, wherein the processor is
further configured to:

update the displayed plurality of connection states when the connection

status of the two secondary devices is changed.
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[Fig. 11]
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[Fig. 12c]
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Y 1420
Establish connection between SD 102¢ and SD 1023, —/
and between SD 102e and SD 102h
Y 1422
Transfer content between SD 102¢ and SD 102a and —/

between SD 102e and SD 102h
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