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(57) ABSTRACT 

Aspects of the present disclosure may provide techniques that 
enable a first user participating in a real-time communication 
session to choose whether to communicate with a second user 
that joins the real-time communication session. In one 
example, a method includes sending a plurality of video feeds 
for display at a plurality of graphical user interfaces (GUIs) of 
client devices coupled to a real-time communication session. 
The method also includes receiving a request from a first 
client computing device to couple to the real-time communi 
cation session, wherein a first user is associated with the first 
client device. The method also includes determining whether 
to enable communication using the real-time communication 
session between the first user and a second user associated 
with a second client device coupled to the real-time commu 
nication session. 
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ACCESS CONTROLS FOR 
COMMUNICATION SESSIONS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims the benefit of U.S. Provi 
sional Application No. 61/585,626, filed Jan. 11, 2012, the 
entire content of which is hereby incorporated by reference. 

TECHNICAL FIELD 

0002. The disclosure relates to communication over a net 
work and, more specifically, to users communicating over a 
network. 

BACKGROUND 

0003 Multiple users of computing devices may engage in 
real-time video communications, such as video conferencing, 
where the users exchange live video and audio transmissions. 
In some examples, visual representations of the users may be 
shared with each user engaged in real-time video communi 
cations. Each computing device associated with a user may 
include a client that enables the real-time video communica 
tion. In some instances, the client may include a graphical 
interface that displays the visual representations of each of the 
USCS. 

SUMMARY 

0004. In one example, a method may include sending, by 
a computing device, a plurality of video feeds for display at a 
plurality of graphical user interfaces (GUIs) of client devices 
coupled to a real-time communication session. The real-time 
communication session may enable communication among a 
plurality of users associated with the client devices and at 
least one of the plurality of video feeds may comprise a visual 
representation of user participation in the real-time commu 
nication session. The method may include receiving, by the 
computing device, a request from a first client device to 
couple to the real-time communication session, wherein a 
first user is associated with the first client device. The method 
may include determining, by the computing device, whether 
to enable communication using the real-time communication 
session between the first user and a second user associated 
with a second client device coupled to the real-time commu 
nication session, in response to receiving the request. 
0005. In one example, a computer-readable storage 
medium may include instructions that, when executed, cause 
one or more processors to perform operations including, 
sending a plurality of video feeds for display at a plurality of 
graphical user interfaces (GUIs) of client devices coupled to 
a real-time communication session. The real-time communi 
cation session may enable communication among a plurality 
ofusers associated with the client devices, and at least one of 
the plurality of video feeds may comprise a visual represen 
tation of user participation in the real-time communication 
session. The computer-readable storage medium may include 
instructions that, when executed, cause one or more proces 
sors to perform operations including receiving a request from 
a first client device to couple to the real-time communication 
session. The first user may be associated with the first client 
device. The computer-readable storage medium may include 
instructions that, when executed, cause one or more proces 
sors to perform operations including determining whether to 
enable communication using the real-time communication 
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session between the first user and a second user associated 
with a second client device coupled to the real-time commu 
nication session, in response to receiving the request. 
0006. In one example, a computing device may include 
one or more processors. The computing device may include a 
server module executable by the one or more processors to 
send a plurality of video feeds for display at a plurality of 
graphical user interfaces (GUIs) of client devices coupled to 
a real-time communication session. The real-time communi 
cation session may enable communication among a plurality 
ofusers associated with the client devices, and at least one of 
the plurality of video feeds may include a visual representa 
tion of user participation in the real-time communication 
session. The server module may be executable by the one or 
more processors to receive a request from a first client device 
to couple to the real-time communication session, wherein a 
first user is associated with the first client device. The server 
module may be executable by the one or more processors to 
determine, in response to receiving the request, whether to 
enable communication using the real-time communication 
session between the first user and a second user associated 
with a second client device coupled to the real-time commu 
nication session. 
0007. The details of one or more embodiments are set 
forth in the accompanying drawings and the description 
below. Other features, objects, and advantages will be appar 
ent from the description and drawings, and from the claims. 

BRIEF DESCRIPTION OF DRAWINGS 

0008 FIG. 1 is a block diagram illustrating an example of 
one or more client devices connected to a real-time commu 
nication session that enables communication among users, in 
accordance with one or more aspects of the present disclo 
SUC. 

0009 FIG. 2 is a block diagram illustrating further details 
of one example of a computing device shown in FIG. 1, in 
accordance with one or more aspects of the present disclo 
SUC. 

0010 FIG. 3 is a flow diagram illustrating example opera 
tions of a computing device that may enable a second user 
participating in a real-time communication session to choose 
whether to communicate with a first user that joins the real 
time communication session, in accordance with one or more 
aspects of this disclosure. 
0011 FIG. 4 is a diagram illustrating one example of a 
graphical user interface of a communication client, in accor 
dance with one or more aspects of the present disclosure. 
0012 FIG. 5 is a flow diagram illustrating example opera 
tions of a computing device that may enable a second user 
participating in a real-time communication session to choose 
whether to communicate with a first user that joins the real 
time communication session, in accordance with one or more 
aspects of this disclosure. 

DETAILED DESCRIPTION 

0013. Overview 
0014 Friends, family members, or other individuals who 
wish to Socialize or otherwise communicate may not always 
be in the same physical location at the time that they would 
like to communicate. Some individuals may rely upon tele 
phonic, text, or other forms of communication that Support 
limited forms of Socializing. For example, conventional 
forms of communication may support multi-way audio and/ 
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or video communication. However, some forms of commu 
nication are not sufficient to be able to give the individuals an 
experience similar to actually socializing in person. Talking 
with someone over the phone or texting someone does not 
create a shared experience similar to sitting a room together 
watching a movie or playing a game. 
0015 Rather than interacting together in the same physi 
cal location, techniques of this disclosure may, in various 
instances, provide a mechanism for two or more individuals 
to socialize in the same virtual location. In some examples, 
the virtual location may be referred to as a “hangout' or 
real-time communication session. For instance, a real-time 
communication session may be a virtual space where mul 
tiple users can engage in a conversation and/or share infor 
mation. The individuals participating in the real-time com 
munication session may share and watch videos, play games, 
participate in Video, audio, or text chat, Surf the web, or any 
combination thereof. In other words, a real-time communi 
cation session may mirror the experience of individuals hang 
ing out in the same physical location. 
0016. In some instances, users may wish to control who 
they communicate with in a real-time communication ses 
Sion. For instance, a first user may wish to refrain from speak 
ing with and/or viewing a second user in a real-time commu 
nication session. In some examples, the first user may also 
wish to prevent the second user in the real-time communica 
tion session from receiving audio and/or video data from the 
first user. Techniques of the present disclosure may enable 
users to granularly control which users they communicate 
with in a real-time communication session. In some 
examples, techniques of the disclosure may notify users of 
new participants who join a real-time communication session 
and allow users to leave the real-time communication session 
if they choose. In this way, techniques of the disclosure may 
improve user security and user privacy. Such techniques may 
improve user security and user privacy in a transparent and 
intuitive manner thereby enhancing the user experience when 
communicating using a real-time communication session. 
0017. In one example, multiple communication clients 
may each be coupled to a real-time communication session 
that is managed by a communication server. Each communi 
cation client may be executing at a client device that is asso 
ciated with a user communicating via the real-time commu 
nication session. A Subsequent user may wish to join the 
real-time communication session and, consequently, may 
provide a user input to a communication client that causes the 
communication client to send a request to the communication 
server to join the real-time communication session. The com 
munication server may receive the request from the commu 
nication client and determine whether to enable communica 
tion between the Subsequent user and one or more users 
communicating using the real-time communication session. 
Various techniques described in this disclosure enable the 
communication server to determine whether the Subsequent 
user may communicate with one or more users communicat 
ing via the real-time communication session. 
0018. As used throughout this disclosure, headings are 
included to improve the clarity of the disclosure and are not 
used to define separate embodiments. In some examples, 
features of various embodiments may be combined and/or 
used from among multiple headings in accordance with 
aspects of the present disclosure. 
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EXAMPLE SYSTEM 

0019 FIG. 1 is a block diagram illustrating an example of 
one or more client devices connected to a real-time commu 
nication session that enables communication among users, in 
accordance with one or more aspects of the present disclo 
sure. FIG. 1 includes client devices 4A-4C (collectively 
referred to as "client devices 4') and server device 22, which 
may be connected by network 14. Each for client devices 4 
may be associated with users 2A-C, respectively. Client 
devices 4 include input devices 10A-10C, output device 12A 
12C, and communication clients 6A-6C, which further 
include communication modules 8A-8C. 
0020. As shown in FIG. 1, server device 22 includes com 
munication server 24, server module 26, and real-time com 
munication session 28. Server device 22 may also include 
user datastore 30 and session datastore 32. Each of client 
devices 4 and server device 22 may be connected by commu 
nication channels 34A-D, which in Some examples may be 
wired or wireless communication channels capable of send 
ing and receiving data. One example of communication chan 
nels 34 may include a Transmission Control Protocol/Internet 
Protocol (TCP/IP) network connection. 
0021 Client devices 4 may be communicatively coupled 
to a real-time communication session 28 that enables com 
munication among users of client devices 4, in accordance 
with one or more aspects of the present disclosure. Examples 
of client devices 4, may include, but are not limited to, por 
table or mobile devices such as mobile phones (including 
Smartphones), laptop computers, personal digital assistants 
(PDAs), portable gaming devices, portable media players, 
e-book readers, and televisions with one or more processors 
embedded therein or attached thereto. Client devices 4 may 
be the same or different types of devices. For example, client 
devices 4A-4C may each be mobile phones. In another 
example, client device 4A may be a mobile phone, client 
device 4B may be a desktop computer, and client device 4C 
may be a tablet computer. 
0022. Client devices 4 may include one or more input 
devices 10A-10C. Input devices 10A-10C may include key 
boards, pointing devices, microphones, and cameras capable 
of recording one or more images or video. Client devices 4 
may also include output devices 12A-C. Examples of output 
devices 12A-C may include a video graphics card, computer 
display, Sound card, and speakers. 
0023 Client devices 4 of FIG.1 may include communica 
tion clients 6A-C (collectively referred to as “communication 
clients 6'). Communication clients 6 may each provide simi 
lar or the same functionality. In other examples, communica 
tion clients 6 may each include different functionality. Com 
munication clients 6 may include mobile or desktop computer 
applications that provide functionality described herein. In 
Some examples, communication clients 6 may include com 
munication modules such as communication modules 8A-C 
as shown in communication clients 6, respectively. Commu 
nication clients 6 may exchange audio, video, text, or other 
information with other communication clients connected to 
real-time communication session 28. 
0024 Communication modules 8A-8C may cause output 
devices 12A-C to display graphical user interfaces. For 
instance, communication module 8A may cause output 
device 12A to display graphical user interface (GUI) 16. 
Communication modules 8A-C may further include func 
tionality that enables communication clients 6 to couple to 
communication server 24 and join one or more communica 
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tion sessions, such as communication session 28. Two or 
more client devices (e.g., client device 4A and client device 
4B) may couple to the same communication session 28 
thereby enabling users 2A and 2B to communicate using 
client devices 4A, 4B and real-time communication session 
28. 

0025 GUI 16 may include graphical elements such as 
video feeds 18 and 20. In one example, input device 10A may 
generate a visual representation of user 2A. A visual repre 
sentation may be a still image or group of images (e.g., a 
Video). Communication module 8A may cause output device 
12A to display video feed 18, which includes a visual repre 
sentation of user 2A. Communication module 8A may also 
send the visual representation to communication server 24, 
which may determine that communication client 6B is con 
nected to real-time communication session 28. Consequently, 
server module 26 may send the visual representation of user 
2A to communication client 6B as a video feed. Communi 
cation module 8B may, upon receiving the visual representa 
tion, cause output device 12B of client devices display the 
video feed. Communication client 6A may similarly receive a 
video feed that includes visual representations of user 2B. 
The video feed ofuser 2B may be included in GUI 16 as video 
feed 20. In some examples, GUI 16 includes a video feed of 
one or more users participating in real-time communication 
session 28. 

0026. In addition to exchanging video information, com 
munication clients 6 may exchange audio, text and other 
information via real-time communication session 28. For 
instance, microphones may capture sound at or near each of 
client devices 4, for example, voices of users 2A-2C. Audio 
data generated from the Sound by client devices 4, may be 
exchanged between communication clients 6 connected to 
real-time communication session 28. For instance, if user 2A 
speaks, input device 10A may receive the Sound and convert 
it to audio data. Communication module 8A may then send 
the audio data to communication server 24. Server module 26 
may determine communication client 6B is connected to real 
time communication session 28. Upon determining that com 
munication client 6B is connected to real-time communica 
tion session 28, communication server 24 sends the audio 
data to communication client 6B. In still other examples, text 
Such a real-time instant messages or files may be exchanged 
between communication clients 6 using similar techniques. 
0027. As shown in FIG. 1, server device 22 includes com 
munication server 24, server module 26, and real-time com 
munication session 28. Examples of server device 22 may 
include a personal computer, a laptop computer, a handheld 
computer, a workstation, a data storage system, a Supercom 
puter, or a mainframe computer. Communication server 24 
may generate, manage, and terminate communication ses 
sions such as real-time communication session 28. In some 
examples, communication server 24 is an application execut 
ing on server device 22 that performs operations described 
herein. 

0028. In one example, server module 26 of communica 
tion server 24 may receive a request to generate real-time 
communication session 28. For instance, communication cli 
ent 6A may send a request to communication server 24 that 
causes server module 26 to generate real-time communica 
tion session 28. Upon generating real-time communication 
session 28, other communication clients such as communica 
tion clients 6B and 6C may also connect to real-time commu 
nication session 28. For instance, user 2A may provide a user 
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input at input device 10A that causes communication module 
8A to send invitations to client devices 4B and 4.C. Upon 
receiving the invitations, users 2B and 2C may provide user 
inputs that cause communication modules 8B and 8C to send 
requests to communication server 24 to join real-time com 
munication session 28. Server module 26, upon receiving the 
requests, may connect communication clients 6B and 6C to 
real-time communication session 28. In other examples, users 
2B and 2C may discover real-time communication session 28 
by browsing a feed that includes an indicator identifying 
real-time communication session 28. Users 2B and 2C may 
join real-time communication session 28 by providing user 
inputs that cause communication modules 8B and 8C to send 
requests to communication server 24. 
0029 Real-time communication session 28 may enable 
communication clients 6 connected to real-time communica 
tion session 28 to exchange information. As such, a real-time 
communication session as used herein is abroad term encom 
passing as its plain and ordinary meaning, including but not 
limited to, a virtual space where multiple users can engage in 
a conversation and/or share information. In some examples, 
the virtual space may be implemented using one or more 
objects, which may be stored in and/or are executable by 
Software or hardware. Communication session 28 may 
include data that, among other things, specifies communica 
tion clients connected to communication session 28. Com 
munication session 28 may further include session informa 
tion Such as a duration of the communication session, security 
settings of the communication session, and any other infor 
mation that specifies a configuration of the communication 
session. Server module 26 may send and receive information 
from communication clients connected to communication 
session 28 thereby enabling users participating in the com 
munication session to exchange information. 
0030. As shown in FIG. 1, server device may further 
include user datastore 30 and session datastore 32. User 
datastore 30 and session datastore 32 may include any suit 
able data structure to store information Such as a database, 
lookup table, array, linked list, etc. In some examples, user 
datastore 30 stores information associated with each user that 
may communicate using real-time communication session 
28. For instance, user datastore 30 may include profile infor 
mation associated with each user. Profile information may 
include one or more attributes associated with the first user. 
Examples of profile information may include interests, 
groups, activities, pictures, applications, and/or any other 
information associated with a user. Other examples of profile 
information include a user's first name, last name, email 
address, phone number, home or work address, and/or glo 
bally unique identifier. 
0031. User datastore 30 may further include indications of 
relationships that exist between users. For instance, user 
datastore 30 may store information that indicates a social 
network of each user that may participate in real-time com 
munication session 28. For instance, user datastore 30 may 
include information that indicates user 2B is included in user 
2A's Social network. In such examples, a relationship may be 
said to exist between user 2A and 2B when user2B is included 
in user 2A's Social network. 

0032 Session datastore 32 may store information about 
each real-time communication session that is managed by 
communication server 24. In this way, communication server 
24 may manage multiple real-time communication sessions. 
For instance, session datastore 32 may store data that, among 
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other things, specifies communication clients connected to 
real-time communication sessions. Session datastore 32 may 
further store session information Such as durations of the 
real-time communication sessions, security settings of the 
real-time communication sessions, and any other information 
used to configure and/or maintain status of real-time commu 
nication sessions. 

0033. In accordance with aspects of the present disclosure, 
server module 26 may perform one or more techniques to 
enable users to granularly control which users they commu 
nicate with in a real-time communication session. In some 
examples, real-time communication sessions may be public 
real-time communication sessions or privacy-controlled real 
time communication sessions. A public real-time communi 
cations session may be a real-time communication session 
that enables any user to join to the session and communicate 
with other users in the real-time communication session. In 
contrast, a privacy-controlled real-time communication ses 
sion may be configured to implement one or more techniques 
of the present disclosure. Generally, a privacy-controlled 
real-time communication session may be a real-time commu 
nication session that enables users to granularly control 
which users they communicate with in the session. A real 
time communication session may be configured as privacy 
controlled or public when the session is created and/or at later 
time while users are communicating using the session. 
0034. As shown in FIG. 1, user 2A and user 2B may each 
be associated with client devices 4A and 4B, respectively. 
Each of communication clients 6A and 6B may be coupled to 
real-time communication session 28 via network 14. In the 
current example, real-time communication session 28 may be 
configured as a privacy-controlled real-time communication 
session. As shown in FIG. 1, communication module 8A may 
cause GUI 16 to include video feed 18, which may include a 
visual representation of user 2A's participation in real-time 
communication session 28. Communication module 8A may 
further cause GUI 16 to include video feed 20, which may 
include a visual representation of user 2B's participation in 
real-time communication session 28. Each of video feeds 18 
and 20 may be sent by communication server 24, which 
manages real-time communication session 28. 
0035. In one example, user2O may wish to communicate 
with users 2A and 2B using real-time communication session 
28. User 2C may initially provide a user input at input device 
10C that causes communication module 8C to send a request 
to communication server 24 to couple communication client 
6C to real-time communication session 28. The request may 
include a user identifier that identifies user 4A and a session 
identifier that identifies real-time communication session 28. 
As described throughout this disclosure, when a communica 
tion client is coupled to a real-time communication session, 
the client device executing the communication client may 
further be described being coupled to the real-time commu 
nication session. 

0036. The request sent by communication module 8C may 
be initially received by server module 26 of communication 
server 24. In response to receiving the request, server module 
26 may determine whether to enable communication using 
real-time communication 28 between users 2A and 2B. For 
purposes of illustration, some techniques of the disclosure 
may be illustrated using user 2A; however, server module 26 
may apply such techniques to any number of users commu 
nicating using real-time communication 28. Enabling com 
munication using real-time communication between two 
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users may include server module 26 sending video and/or 
audio streams of each user to the other user. 

0037. To determine whether to enable communication 
using real-time communication 28 between user2C and users 
2A and 2B, server module 26 may query user datastore 30 to 
select profile information associated with user 2C. For 
instance, communication module 8C may use the user iden 
tifier included the request from communication module 8C to 
select the profile information. In some examples, the profile 
information associated with user 2C includes one or more 
attributes associated with user2C. Upon selecting the profile 
information, server module 26 may determine that commu 
nication clients 6A and 6B are each coupled to real-time 
communication session 28. Consequently, server module 26 
may send the profile information associated with user 2C to 
communication clients 6A and 6B that are each coupled to 
real-time communication session 28. 

0038. To determine whether to enable communication 
using real-time communication 28 between user2C and users 
2A and 2B, server module 26 may also query user datastore 
20 to determine whether relationships exist between user2O 
and users 2A and 2B. For instance, as described herein, user 
datastore 30 may store information about social networks of 
users 2A and 2B. In one example, user datastore 30 may store 
a unique user identifier for each user. Using the user identifier 
included in the request from communication module 8C, 
server module 26 may determine, for example, whether user 
2C is included in social networks of user 2A and/or user 2B. 
Server module 26 may send relationship information that 
includes indications of relationships between user 2C and 
users 2A and/or 2B to communication clients 6A and 6B. 
0039. In some examples, communication clients 6A and 
6B may initially receive the profile information and/or rela 
tionship information from server module 26. Communication 
modules 8A and 8B may cause output devices 12A and 12B 
to display the profile information and/or relationship infor 
mation associated with user2C. In this way, users 2A and 2B 
may determine the identity of user2C and, in Some examples, 
evaluate relationships between user 2C and users currently 
communicating using real-time communication session 28, 
such as users 2A and 2B. Communication modules 8A and 8B 
may further cause output devices 12A and 12B to display one 
or more user interface components (e.g., hyperlinks, control 
buttons, etc.) that enable users 2A and 2B to select whether 
user 2C is allowed to communicate using real-time commu 
nication session 28. 
0040. In some examples, users 2A and 2B may provide 
user inputs to select whether user 2C is allowed to commu 
nicate using real-time communication session 28. For 
instance, user 2A may provide a user input to select a user 
interface component included in GUI 16. The user interface 
component, when selected, may cause communication mod 
ule 8A to generate an indication that indicates whether user 
2C is allowed to communicate using real-time communica 
tion session 28. Each of communication modules 8A and 8B, 
upon generating Such indication in response to user inputs 
from users 2A and 2B, may send the indications to server 
module 26. 

0041) Server module 26 may initially receive the indica 
tions from communication modules 8A and 8B. In some 
examples, server module 26 may determine a quantity of 
indicators that indicate user 2C is not allowed to communi 
cate using real-time communication session 28. Server mod 
ule 26 may determine, for example, whether a quantity of 
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indicators that indicate user 2C is not allowed to communi 
cate using real-time communication session 28 is greater than 
a defined value. The defined value may be user defined or 
determined by server module 26. For instance, a defined value 
determined by server module 26 may be a quantity equal to 
half of the quantity of users communicating using real-time 
communication session 28. 

0042. When the quantity of indicators that indicate user 
2C is not allowed to communicate using real-time communi 
cation session 28 is greater than the defined value (e.g., a 
value equal to half of the quantity of users communicating 
using real-time communication session 28), server module 26 
may deny communication client 6C from coupling to real 
time communication session 28. Thus, the example technique 
as previously described may enable users communicating 
using real-time communication session 28 to deny or allow 
another user to join real-time communication session 28 by 
majority vote. That is, users communicating using real-time 
communication session 28 may control whether other users 
are permitted to join real-time communication session 28 
through a voting process. Although the current example illus 
trates a technique using majority Vote, any technique for 
polling of indications from users to allow or deny another user 
from communicating in real-time communication session 28 
may implemented by server module 26. 
0043. Similar techniques may be implemented by server 
module 26 to expel a user that is already communicating 
using real-time communication session 28. For instance, user 
2A may provide a user input that causes communication 
module 8A to send a request to server module 26 to poll other 
users communicating using real-time communication session 
28 whether another user should be expelled from real-time 
communication session 28 (e.g., the communication client 
associated with the user is decoupled from real-time commu 
nication session 28). In such example, server module 26 may 
send messages to communication clients of each user coupled 
to real-time communication server 28that indicate the user to 
be expelled. Each user may provide a user input which causes 
communication modules to generate indications indicating 
whether the user in question should be expelled. The commu 
nication modules may send the indications to server module 
26, which may determine whether to decouple the client 
device of the user in question. Server module 26 may simi 
larly apply a majority Vote technique or any other technique 
as described herein to determine whether to decouple the 
client device. Based on the technique applied, server module 
26 may decouple the communication client from real-time 
communication session 28 using the indications from other 
users communicating using real-time communication session 
28. 

0044. In another example, techniques of the present dis 
closure may enable one or more users to act as moderators of 
real-time communication session 28. For instance, user 2A 
may be associated with an attribute that enables user 2A to 
deny communication client 6C from coupling to the real-time 
communication session 28. An attribute may indicate that 
user 2A is associated with a privilege or authority to deny 
communication clients from coupling to real-time communi 
cation session 28. An attribute may, in Some examples, indi 
cate that user 2A may cause server module 26 to decouple a 
communication client that is already coupled to real-time 
communication session 28. 
0045. In one example, user 2A may provide a user inputat 
input device 10A that causes communication module 8A to 
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generate an indication that indicates whether user 2C is 
allowed to communicate using real-time communication 28. 
User 2A may provide such user input when user2O initially 
attempts to join real-time communication session 28 or when 
communication client 6C is already coupled to real-time 
communication session 28. Communication module 8A may 
send the indication to server module 26. A user identifier that 
identifies user 2A may also be sent to server module 26. 
0046 Server module 26 may determine, using the identi 
fier that identifies user 2A, whether user 2A is associated with 
an attribute that enables user 2A to deny communication 
client 6C from coupling to real-time communication 28, or in 
other examples, decouple communication client 6C from 
real-time communication 28. In some examples, the attribute 
associated with user 2A may be stored in user datastore 30 
associated with profile information of user 2A. In other 
examples, the attribute may be stored in session datastore 32 
and associated with real-time communication session 28. 

0047. In any case, when user 2A is associated with such an 
attribute, server module 26 may determine whether the indi 
cation indicates whether communication client 6A may be 
decoupled or denied from coupling to real-time communica 
tion session 28. When the indication indicates communica 
tion client 6A is to be decoupled or denied from coupling to 
real-time communication session 28, server module may 
decouple or deny server module 26 from coupling to real-time 
communication session 28. 

0048. In some examples, multiple users may attempt to 
join real-time communication session 28. In Such examples, 
communication modules executing on client devices of each 
user attempting to join real-time communication session 28 
may generate requests that are sent to server module 26. 
Server module 26 may receive the requests and queue the 
requests in the order in which the requests are received by 
server module 26. Server module 26 may subsequently send 
indications that indicate the requests to each communication 
module currently coupled to real-time communication ses 
sion 2. In some examples, the indications may be sent in the 
order in which the requests have been queued by server mod 
ule 26. For each indication sent, server module 26 may send 
relationship and/or user profile information associated the 
user that generated the queued request. 
0049. When the indications of the requests are received at, 
for example, communication module 8A, communication 
module 8A may cause output device 12A to display each 
indication in sequential order as the indications are received. 
In this way, user 2A may evaluate each indication of a request 
in the order it was received by server 26. Thus, for each 
indication of a request displayed to user 2A by output device 
12A, user 2A may provide a user input to generate an indica 
tion whether the user is allowed to join real-time communi 
cation session 28. The indication may be then be sent to server 
module 26, which may apply the techniques as described 
herein (e.g., majority Vote, etc.). 
0050 Techniques of the present disclosure may improve 
user Security and user privacy in a transparent and intuitive 
manner thereby enhancing the user experience when commu 
nicating using a real-time communication session. For 
instance, techniques of the present disclosure may enable a 
user communicating in a real-time communication to granu 
larly control communication with other users. Using tech 
niques of the disclosure, abusive or unwelcomed users may be 
ignored or expelled from a real-time communication session. 
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In this way, users may communicate in an enjoyable and 
productive manner in a real-time communication session, 
which reducing disruptions. 
0051. In some examples, techniques of the disclosure may 
provide for a collaboration environment that more realisti 
cally mimics Social interactions. For instance, techniques of 
the disclosure may enable a majority of users to expel an 
abusive user from a real-time communication session. In 
other examples, a "host' with special privileges may remove 
the user from the real-time communication session. In some 
examples, techniques of the present disclosure enable a user 
to ignore an annoying or abusive user by disabling commu 
nication between the two users. By improving the realistic 
nature of the Social interaction, techniques of the present 
disclosure provide an effective way to communicate without 
being in the same physical location. 
0052 Techniques of the present disclosure may also 
enable a first user to choose whether to communicate with a 
second user who joins a communication session before the 
identity of the first user is made known to the second user. For 
instance, by disabling communication between the first and 
second users when the second user joins the real-time com 
munication session, the first user can decide to exit the real 
time communication session in a way that is transparent to 
other users in the real-time communication session and unde 
tectable by the second user. In this way, awkwardness 
between users in the real-time communication session may be 
reduced when the first user exits the session in response to the 
second user joining the session. 

EXAMPLE DEVICE 

0053 FIG. 2 is a block diagram illustrating further details 
of one example of a computing device shown in FIG. 1, in 
accordance with one or more aspects of the present disclo 
sure. FIG. 2 illustrates one particular example of server 
device 22, and many other example embodiments of server 
device 22 may be used in other instances. 
0054 As shown in the specific example of FIG. 2, server 
device 22 includes one or more processors 40, storage devices 
42, a communication unit 44, one or more input devices 48. 
and one or more output device 50. Server device 22 also 
includes an operating system 54 that is executable by server 
device 22. Server device 22, in one example, further includes 
communication server 24 that is also executable by server 
device 22. Each of components 40, 42, 44, 48, 50, 54,56, 24, 
26, 28, 30, and 32 may be interconnected (physically, com 
municatively, and/or operatively) by communication chan 
nels inter-component communications. In some examples, 
communication channels 52 may include a system bus, net 
work connection, interprocess communication data structure, 
memory address, or any other channel for communicating 
data. As one example in FIG.2, components 40, 44, 48 and 50 
may be coupled by one or more communication channels 52. 
Components 54, 56, 24, 26, 30, 32, and 28 may also be 
coupled with one another by one or more communication 
channels and may also be coupled with components 40, 48. 
44, and 50. 
0055 Processors 40, in one example, are configured to 
implement functionality and/or process instructions for 
execution within server device 22. For example, processors 
40 may be capable of processing instructions stored in Storage 
devices 42 (e.g., memory and/or other forms of computer 
readable storage mediums). Examples of processors 40 may 
include, any one or more of a microprocessor, a controller, a 
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digital signal processor (DSP), an application specific inte 
grated circuit (ASIC), a field-programmable gate array 
(FPGA), or equivalent discrete or integrated logic circuitry. 
0056. One or more storage devices 42, in one example, are 
configured to store information within server device 22 dur 
ing operation. For instance storage device 42 may include a 
memory. Storage device 42, in Some examples, is described as 
a computer-readable storage medium. In some examples, 
storage device 42 may be a temporary memory, meaning that 
a primary purpose of storage device 42 is not long-term 
storage. Storage device 42, in Some examples, is described as 
a volatile memory, meaning that storage device 42 does not 
maintain stored contents when the computer is turned off. 
Examples of Volatile memories include random access 
memories (RAM), dynamic random access memories 
(DRAM), static random access memories (SRAM), and other 
forms of volatile memories known in the art. In some 
examples, storage device 42 is used to store program instruc 
tions for execution by processors 40. Storage device 42, in 
one example, is used by Software or applications running on 
server device 22 (e.g., applications 56) to temporarily store 
information during program execution. 
0057. One or more storage devices 42, in some examples, 
also include one or more computer-readable storage media. 
Storage devices 42 may be configured to store larger amounts 
of information than Volatile memory. Storage devices 42 may 
further be configured for long-term storage of information. In 
Some examples, storage devices 42 include non-volatile stor 
age elements. Examples of such non-volatile storage ele 
ments include magnetic hard discs, optical discs, floppy discs, 
flash memories, or forms of electrically programmable 
memories (EPROM) or electrically erasable and program 
mable (EEPROM) memories. 
0.058 Server device 22, in some examples, also includes a 
communication unit 44. Server device 22, in one example, 
utilizes communication unit 44 to communicate with external 
devices via one or communication channels, such as one or 
more wired and/or wireless networks. Communication unit 
44 may be a network interface card. Such as an Ethernet card, 
an optical transceiver, a radio frequency transceiver, Univer 
sal Serial Bus (USB) controller, or any other type of device 
that can send and receive information. Other examples of 
such communication units may include 3G and WiFi radios in 
mobile computing devices. In some examples, server device 
22 utilizes communication unit 44 to wirelessly communicate 
with other computing device. Such as computing devices 
4A-4C of FIG. 1. 

0059 Server device 22, in one example, also includes one 
or more input devices 48. Input device 48, in Some examples, 
is configured to receive input from a user through tactile, 
audio, or video feedback. Examples of input device 48 
include a presence-sensitive screen, a mouse, a keyboard, a 
Voice responsive system, video camera, microphone or any 
other type of device for detecting a command from a user. 
0060. One or more output devices 50 may also be included 
in server device 22. Output device 50, in some examples, is 
configured to provide output to a user using tactile, audio, or 
video stimuli. Output device 50, in one example, includes a 
presence-sensitive screen, a sound card, a video graphics 
adapter card, or any other type of device for converting a 
signal into an appropriate form understandable to humans or 
machines. Additional examples of output device 50 include a 
speaker, a cathode ray tube (CRT) monitor, a liquid crystal 
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display (LCD), organic light emitting diode (OLED) display, 
or any other type of device that can generate intelligible 
output to a user. 
0061 Server device 22 may include operating system 54. 
Operating system 54, in some examples, controls the opera 
tion of components of server device 22. For example, oper 
ating system 54, in one example, facilitates the interaction of 
one or more applications and/or modules with processors 40. 
communication unit 44, storage devices 42, input device 48, 
and output device 50. 
0062. As shown in FIG. 2, server device 22 may further 
include communication server 24, server module 26, real 
time communication session 28, user datastore 30, and ses 
sion datastore 32, as described in FIG. 1. Applications 56, 
communication server 24, and server module 26 may each 
include program instructions and/or data that are executable 
by server device 22. For example, applications 56, commu 
nication server 24, server module 26, and operating system 54 
may include instructions that cause server device 22 to per 
form one or more of the operations and actions described in 
the present disclosure. 
0063. In one example, server module 26 may initially gen 
erate real-time communication session 28. Server module 26 
may generate real-time communication session 28 in 
response to receiving a request from a client device via com 
munication unit 44. In some examples, server module 26 may 
associate an identifier that identifies real-time communica 
tion session 28 with real-time communication session 28. For 
instance, an identifier that identifies real-time communication 
session 28 may be a Uniform Resource Locator (URL). 
0064. In some examples, various communication clients 
may couple to real-time communication session 28 by access 
ing the identifier. For instance, the identifier that identifies 
real-time communication session 28 may be included in a 
web page that is hosted by communication server 24. In Such 
examples, user 2A for example may cause client device 4A to 
retrieve the web page from communication server 24. User 
2A may provide a user input to select the identifier that 
identifies communication session 28. Communication mod 
ule 8A may generate a request that is sent to server module 26. 
Upon receiving the request via communication unit 44, server 
module 26 may couple communication module 8A to real 
time communication session 28. In this way, communication 
module 8A may couple to real-time communication session 
28 by accessing the identifier. 
0065. User 2B may subsequently couple to real-time com 
munication session 28 by access the identifier that identifies 
real-time communications session 28. For instance, user 2B 
may provide a user input to input device 10B that causes 
communication module 8B to generate a request to couple to 
real-time communication session 28. The request may be sent 
by communication module 8B to server module 26. 
0066. The request may initially be received by communi 
cation unit 44 and sent to server module 26. Server module 26 
may determine whether to enable communication using real 
time communication session 28 between users 2A and 2B. In 
the current example, upon receiving the request, server mod 
ule 26 may determine that user 2B may communicate with 
user 2A and therefore couple communication module 8B to 
real-time communication session 28. In one example, to 
couple communication module 8B to real-time communica 
tion 28, server module 26 may send a message to communi 
cation module 8B using communication unit 44 that enables 
communication module 8B to establish a network connection 
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to real-time communication session 28. In some examples, 
the message may include authentication credentials or other 
information usable to establish the network connection to 
real-time communication session 28. Once communication 
module 8B is coupled to real-time communication session 28, 
server module 26 may send audio and/or video feeds to vari 
ous communication modules 8A and 8B coupled to real-time 
communication session 28. 
0067. At a later time, user 2A may wish to prevent user 2B 
from communicating with user 2A using real-time commu 
nication session 28. For instance, user 2A may provide a user 
inputat input device 10A to select a user interface component 
included in GUI 16. The user interface component may indi 
cate that, when selected, communication between user 2A 
and 2B may be disabled. When user 2A selects the user 
interface component, communication module 8A may gen 
erate a request that is sent to server module 26 to disable 
communication between user 2A and 2B. 
0068 Communication unit 44 may initially receive the 
request, which is sent to server module 26. Server module 26 
may, in response to receiving the request, disable communi 
cation between communication modules 8A and 8B. In some 
examples, disabling communication between communica 
tion modules 8A and 8B may include server module 26 
refraining from sending video and/or audio feeds generated 
by communication module 8A to communication module 8B. 
Disabling communication between communication modules 
8A and 8B may include server module 26 refraining from 
sending video and/or audio feeds generated by communica 
tion module 8B to communication module 8A. 
0069. In another example, user 2C may wish to commu 
nicate using real-time communication session 28. In Such an 
example, user 2C may provide a user input at input device 
10C that causes communication module 8C to generate a 
request to couple to real-time communication session 28. In 
Some examples, communication module 8C may send a user 
identifier that identifies user 2C to server module 26. Com 
munication unit 44 may receive the request, which may be 
sent to server module 26. 

0070. In some examples, server module 26 may determine 
whether user2C is indicated in an access control list associ 
ated with user 2A. In one example, an access control list may 
be a blacklist that indicates a group of one or more users that 
are not allowed to communicate with a user using a real-time 
communication session. In another example, an access con 
trol list may be a whitelist that indicates a group of one or 
more users that are allowed to communicate a user using a 
real-time communication session. Anaccess control user may 
be configurable by a user, stored in user datastore 30, and 
associated with the user for later retrieval. 

0071. In the current example, server module 26 may deter 
mine that user 2A is communicating using real-time commu 
nication session 28. Server module 26 may select a blacklist 
associated with user 2A from user datastore 30. In some 
examples, server module 26 may compare the user identifier 
that identifies user2C with the blacklist associated with user 
2A. Real-time communication session 28 may determine that 
user 2C is included in the blacklist. Consequently, in one 
example, server module 26 may disable communication 
between user 2A and 2C using real-time communication ses 
sion 28. In other examples, server module 26 may decouple 
communication module 2A from server module 26 in 
response to determine that user2C is indicated on the black 
list associated with user 2A. 
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0072. In some examples, server module 26 implements 
techniques that may deter Some users from accessing real 
time communication session 28 from unauthorized remote 
computing devices, thereby improving user privacy of users 
communicating using the real-time communication session. 
For instance, in one example, user 2B may include an iden 
tifier (e.g., URL) that identifies real-time communication ses 
sion 28 in a web page hosted on a remote computing device 
that is not authorized to share the identifier. In the current 
example, only server device 22 may be authorized to share the 
identifier, e.g., include the identifier in a web page that is 
hosted by communication server 24. 
0073 User2C may, in one example, access real-time com 
munication session 28 using a communications client execut 
ing at client device 4C that includes a web browser applica 
tion and communications module 8C. User 2G may use the 
web browser application to load the web page that includes 
the identifier that identifies real-time communication session 
28. The web page may be hosted by an unauthorized remote 
computing device. User 2C may provide a user input at input 
device 10A to select a hyperlink that corresponds to the 
identifier that identifies real-time communication session 28. 
In Such examples, the web browser application may send a 
request to server module 26 that includes the identifier that 
identifies real-time communication session 28. The request 
may further include request data Such as a Hypertext Transfer 
Protocol cookie. The web browser may select the request data 
for inclusion in the request based in part information associ 
ated with the unauthorized remote computing device. For 
instance, the web browser may include request databased on 
a network domain associated with the unauthorized remote 
computing device. The request data selected by the web 
browser may be specific the network domain of the unautho 
rized remote computing device. 
0074. When communication unit 44 receives the request 
from the web browser executing at client device 4C, commu 
nication unit 44 may send the request to server module 26. 
Sever module 26 may determine whether the request received 
from client device 4C includes an identifier that identifies 
real-time communication session 28. When the request 
includes an identifier that identifies real-time communication 
session 28, server module 26 may determine whether the 
identifier was accessed from a remote computing device that 
is not authorized to share the identifier. For instance, server 
module 26 may determine whether request data (e.g., HTTP 
cookie data) included in the request indicates the identifier 
was accessed from an authorized remote computing device. 
0075. In one example, server module 26 may check for the 
presence of one or more values in the request data that indi 
cate the identifier was accessed from an authorized remote 
computing device. For instance, if the request was generated 
by a web browser in response to accessing the identifier from 
an authorized remote computing device, the web browser 
may select one or more values based on attributes of the 
authorized remote computing device (e.g., domain name) that 
indicate the server is authorized. The selected one or more 
values may be included in the request data of the request 
generated by the web browser. 
0076 Server module 26, upon receiving the request, may 
check for the presence of the one or more values in the request 
data. If the request data includes the one or more values that 
indicate the server is authorized, server module 26 may send 
a message to client device 4C that enables communication 
module 4C to couple to real-time communication session 28. 
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In other examples, if the identifier was accessed from an 
unauthorized remote computing device, the web browser 
executing at client device 4C, when generating the request, 
will not select the one or more values that indicate the remote 
computing device is authorized. When the request is received 
by server module 26, server module 26 may determine 
whether the request data included in the request includes the 
one or more values that indicate the remote computing device 
is authorized. In the current example, because the identifier 
was accessed from an unauthorized remote computing 
device, the request data included in the request will not 
include the one or more values that indicate the remote com 
puting device is authorized. Consequently, server module 26 
may deny communication module 4C from coupling to real 
time communication session 28. 

EXAMPLE OPERATIONS 

0077 FIG. 3 is a flow diagram illustrating example opera 
tions of a computing device that may enable a second user 
participating in a real-time communication session to choose 
whether to communicate with a first user that joins the real 
time communication session, in accordance with one or more 
aspects of this disclosure. For purposes of illustration, the 
example method is described below within the context of 
remote server device 22 and computing devices 4 as described 
in FIGS. 1 and 2. 
0078. In the example of FIG. 3, communication module 
8A of communication client 6A may be initially coupled to 
real-time communication 28 by server module 26. At a later 
time, user 2C may wish to communicate using real-time 
communication 28. Consequently, user 2C may provide a 
user input at input device 10C that causes communication 
module 8C to generate a request to couple communication 
module 8C to real-time communication session 28. Commu 
nication module 8C may send the request to server module 
26. 
0079 Server module 26 may initially receive the request 
from user 2C to couple to real-time communication session 
28 (70). Upon receiving the request, server module 26 may 
determine if any of the users currently communicating using 
real-time communication session 28 are associated a with a 
privacy attribute (72). The privacy attribute may indicate that 
a user associated with the privacy attribute will be prompted 
to choose whether to communicate with new users that join a 
real-time communications session. For instance, a privacy 
attribute may be associated with users who are identified as 
minors, for example, user who are under a pre-defined age 
(e.g., 18 years of age). In other examples, any user may select 
that the privacy attribute be associated with his/her profile 
information stored in user datastore 30. If, for example, user 
2A is not associated with a privacy attribute (74), server 
module 26 may enable communication between communica 
tion modules 8A and 8C using real-time communication ses 
sion 28 (98). 
0080. If user 2A is associated with a privacy attribute, 
server module 26 may determine that user 2A is associated 
with the privacy attribute (78). Consequently, server module 
26 may determine whether a relationship exists between user 
2A and 2C. For instance, server module 26 may query user 
datastore 30 determine whether user 2C is included in user 
2A's social network. For instance, server module 26 may 
determine if data in user datastore 30 indicates that a relation 
ship exists between user 2A and user2C. In some examples, 
the relationship between user 2A and 2C must have been 
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initiated and/or otherwise authorized by user 2A. For 
example, the relationship may be an asymmetric relationship 
initiated or authorized by user 2A that empowers user 2A to 
decide, using techniques of the present disclosure, whether 
communication may be disabled in a communication session 
with other users. Thus, in Some examples, the relationship 
between user 2A and 2C may not be a generic multi-way 
relationship or a relationship that is generated by user 2C 
without user 2A's authorization or initiation. For instance, 
user 2A may initiate a relationship by adding user 2C to a 
Social group that user 2A uses to organize groups of users in 
a social network. User 2A may also initiate a relationship by 
inviting user 2C to create a relationship. Such as becoming 
“friends in a social network. User 2A may also authorize a 
relationship if, for example, user2C invited user 2A to create 
a relationship in the Social network. In contrast, server mod 
ule 26 may determine that a relationship does not between 
users 2A and 2C if user2C adds user 2A to a user2C's social 
group but user 2A does not further initiate or authorize the 
relationship. Returning to FIG. 3, if a relationship exists 
between user 2A and 2C (80), server module 26 may enable 
communication between communication modules 8A and 8C 
using real-time communication session 28 (98). 
0081. If a relationship does not exist between user 2A and 
2C (82), server module 26 may disable communication 
between communication modules 8A and 8C (84). In other 
examples, ifa relationship does not exist between user 2A and 
2C, server module 26 may disable communication between 
communication module 8A and all other communication 
modules currently coupled to real-time communication ses 
sion 28. Server module 26 may, in Some examples, send 
messages to a group of communication modules coupled to 
real-time communication session 28 that cause the commu 
nication modules to display an indication that communication 
of user 2A using real-time communication session 28 has 
been disabled. For instance, in response to communication 
modules receiving the messages, the video feed associated 
with user 2A that is displayed by other communication mod 
ules coupled to real-time communication session 28 may 
display an indication that communication of user 2A using 
real-time communication session 28 has been disabled. In 
Some examples, the group of communication modules may 
not include communication module 8C. 

0082 In an alternative example, server module 26 may 
disable communication between communication modules 8A 
and 8C by disallowing communication module 8C executing 
on client device 4C from initially coupling to the real-time 
communication session 28. For example, communication 
module 8C may be required to wait to couple to real-time 
communication session 28 until server module 26 receives a 
message from communication module 8A that enables com 
munication module 8C to couple to real-time communication 
session 28. For instance, when communication module 8C 
initially attempts to couple to real-time communication ses 
sion 28, server module 26 may send a message to communi 
cation module 8C indicating that the communication module 
8C can couple to real-time communication session 28 only 
after receiving a Subsequent message from server module 26 
that enables communication module 8C to couple to real-time 
communication session 28. In one example, the message may 
cause communication module 8C to display a graphical user 
interface that indicates and/or represents a virtual waiting 
room, wherein user2C can wait until a message is received by 
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communication module 8C that allows or prevents user 2C 
from communicating with users 2A and/or 2B using real-time 
communication session 28. 

I0083. In the current example, server module 26 may send 
a request to communication module 8A to provide informa 
tion to user 2A, Such that communication module 8A is 
capable of receiving input from user 2A to enable communi 
cation module 8C to couple to the real-time communication 
session 28. For instance, communication module 8A may 
display a graphical user interface 100 with functionality as 
described in FIG. 4. User 2A may provide a user input to 
indicate whether to enable or disable communication module 
8C from communicating with communication module 8A 
using real-time communication session 28. Communication 
module 8A may send a message to server module 26 with the 
indication. Server module 26 may then receive the message 
from communication module 8A that either enables or dis 
ables communication between communication module 8A 
and communication module 8C using the real-time commu 
nication session 28. Server module 26 may then enable or 
disable communication between communication module 8A 
and communication module 8C based on the indication in the 
message. For instance, if the message from communication 
module 8A includes an indication to enable communication 
between communication module 8C communication module 
8A, server module 26 may send a message to communication 
module 8C that enables communication module 8C to couple 
to the real-time communication session. Alternatively, if the 
message from communication module 8A includes an indi 
cation to disable communication between communication 
module 8C communication module 8A, communication 
module 8C may receive a message to indicate this and prevent 
communication module 8C from coupling to real-time com 
munication session 28. 

I0084. In yet another alternative example, server module 26 
may disable communication between communication mod 
ules 8A and 8C by enabling communication module 8C to 
couple to real-time communication session 28 but preventing 
communication between users 2A and 2C using real-time 
communication session 28 until user 2A enables communi 
cation with user2C. For example, communication module 2C 
may initially couple to communication session 28. To disable 
communication between communication modules 2A and 
2C, server module 26 may send one or more messages to 
communication module 8A that disables communication 
module 8A from outputting audio and/or video feeds associ 
ated communication module 8C. Similarly, server module 26 
may send one or more messages to communication module 
8C that disables communication module 8C from outputting 
audio and/or video feeds associated communication module 
8A. In this way, communication module 2C may couple to 
real-time communication session 28 thereby enabling user 
2C to participate, while preventing user 2C from communi 
cating with user 2A until user 2A approves of Such commu 
nication. For example, server module 26, upon determining 
that communication module 8C has couple to real-time com 
munication session 28, may send a message to communica 
tion module 8A. The message, when received by communi 
cation module 8A may allow user 2A to select whether to 
enable communication between communication modules 8A 
and 8C. Communication module 8A may send a message that 
indicates user 2A's selection to server module, which subse 
quently enables or continues to disable communication 
between communication modules 8A and 8C. 
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0085. Returning to FIG.3, in some examples, server mod 
ule 26 may send a request to communication module 8A that 
enables user 2A to select whether to enable communication 
with user2C using real-time communication session 28 (86). 
For instance, Subsequent to disabling the real-time commu 
nication between communication modules 8A and 8C, server 
module 26 may send a request to communication module 8A 
to provide information to user 2A, such that communication 
module 8A is capable of receiving input from user 2A to 
enable real-time communication between communication 
modules 8A and 8B. In one example, the request, when 
received by communication module 8A, may cause commu 
nication module 8A to generate GUI 100 as shown in FIG. 4 
with information usable by user 2A to enable real-time com 
munication between communication modules 8A and 8B. 
Server module 26 may, in some examples, select profile infor 
mation associated with user 2C from user datastore 30 and 
send the profile information to communication module 8A for 
display at client device 4A. In this way, user 2A may evaluate 
the profile information associated with user 2C. 
I0086. In one example, communication module 8A, upon 
receiving the request from server module 26, may cause out 
put device 12A to include one or more user interface compo 
nents. The one or more user interface components may enable 
user 2A to select whether to enable communication between 
user 2A and 2C using real-time communication session 28. In 
one example, user2A may provide a user input to selecta user 
interface component that cause communication module 8A to 
generate a message that indicates to server module 26 to 
enable communication between user 2A and 2C using real 
time communication session 28. Upon selecting the user 
interface component, communication module 8A may send 
the message to server module 26. 
0087 Server module 26 may receive the message from 
communication module 8A that indicates whether to enable 
communication between user 2A and 2C using real-time 
communication session 28 (88). Server module 26 may deter 
mine whether the messages indicates that server module 26 
may enable communication between user 2A and 2C using 
real-time communication session 28 (90). In the current 
example, the message indicates that server module 26 may 
enable communication between user 2A and 2C using real 
time communication session 28 (92). Consequently, server 
module 26 may enable communication between users 2A and 
2C using real-time communication session 28 (98). In some 
examples, enabling communication between users 2A and 2C 
using real-time communication session 28 may include 
server module 26 sending video and/or audio feeds generated 
by communication module 8C to communication module 8C. 
Enabling communication between users 2A and 2C using 
real-time communication session 28 may include server mod 
ule 26 sending video and/or audio feeds generated by com 
munication module 8C to communication module 8A. 

0088. In some examples, the message received by server 
module 26 from communication module 8A may indicate that 
server module 26 may not enable communication between 
user 2A and 2C using real-time communication session 28 
(94). In such examples, server module 26 may decouple real 
time communication module 8A from real-time communica 
tion session 28 (96). Thus, in some examples, when user 2A 
does not wish to communicate with user 2C, user 2A may 
cause communication module 8A to generate a message that 
further causes server module 26 to decouple from real-time 
communication session 28. 
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I0089 Techniques of the present disclosure may also pre 
vent a user from impersonating another identity when using a 
real-time communication session based on one or more 
attributes. Such as age, parental control, etc. To illustrate, a 
user in a social networking service may initially create a user 
account associated with the user. The user may also create a 
separate entity account that represents an entity, Such as a 
business, organization, etc. In some examples, the Social net 
working service may associate the user account with the 
entity account to enable the user administer the entity 
account. When the user wishes perform an administrative 
action for the entity account, the user may authenticate using 
the separate entity account. Administrative actions may 
include updating content associated with the entity account 
Such as web pages, multimedia content, etc. In this way, the 
user may impersonate the identity of the separate entity 
account, such that administrative actions taken by the user are 
performed using the entity account. 
0090. As previously indicated, server module 26 may 
maintain associations between user accounts and entity 
accounts created by users (e.g., associations may be stored in 
user datastore 30). In accordance with techniques of the dis 
closure, server module 26 may prevent a user from imperson 
ating an entity account when using a real-time communica 
tion session based on one or more attributes. For instance, 
user 2A, as shown in FIG. 1, may be a minor, e.g., under the 
age of 18 years old. An attribute may therefore be associated 
with user 2A's account in user datastore 30 to indicate user 
2A is a minor. Furthermore, user 2A may be associated with 
the entity account created by user 2A. 
0091. In one example, user 2A may authenticate as the 
entity account thereby impersonating an identity other than 
user 2A's user account. Upon authenticating as the entity, 
user 2A may send a request using communication module 8A 
to server module 26 to couple to real-time communication 
session 28. Server module 26 may initially determine whether 
user 2A is associated with multiple accounts in the Social 
network service. For instance, server module 26 may deter 
mine that user 2A is using the entity account that is associated 
with user 2A’s user account. Server module 26 may therefore 
determine that user 2A is associated with multiple user iden 
tifiers, i.e., a first user identifier for user2A's user account and 
a second user identifier for the entity account. If user 2A has 
used multiple entity and/or user accounts to perform the 
impersonation, server module 26 may traverse the sequence 
of associations between accounts to identify the originating 
user account in the sequence of impersonated accounts. 
0092. When server module 26 determines that user 2A is 
using multiple accounts, server module 26 may determine 
whether one or more user identifiers of user 2A are associated 
with one or more attributes that prevent user impersonation. 
In the current example, user 2A's user account is associated 
with an attribute that indicates an age of user 2A. Server 
module 26, may determine that when the attribute indicates 
that the age of user 2A is less than a predefined age, server 
module 26 enables communication module 8A to couple to 
real-time communication session 28 only using the user iden 
tifier associated with user 2A’s user account. In this way, user 
2A may only communicate in real-time communication ses 
sion 28 using user's 2A's user account that indicates user 2A 
is a minor and not as the entity account. Consequently, tech 
niques of the present disclosure may prevent user imperson 
ation based on one or more attributes when a user is associ 
ated with multiple user accounts by requiring the user to 
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participate in communication sessions using the user's actual 
identity and not an identity of an entity account created by 
user 2A. While age was described as one example, any Suit 
able attribute such as parental controls or other rules may be 
associated with a user account to prevent impersonation in 
real-time communication sessions. 

0093 Techniques of the present disclosure may enable a 
user associated with a privacy attribute to determine whether 
to continue using a real-time communication session when 
another user has added application functionality to the real 
time communication session. For example, real-time commu 
nication session 28 may be configured as a shared application 
space that enables users participating in real-time communi 
cation session 28 to add application functionality to the real 
time communication session. In some examples, application 
functionality may include operations and/or graphical con 
tent associated with a video game, multimedia player, calen 
dar, office Suite application, etc. One example of adding 
application functionality to a real-time communication ses 
sion may include a user sharing video using a video player in 
the real-time communication session. 

0094. In accordance with techniques of the present disclo 
sure, server module 26 may enable user 2A associated with a 
privacy attribute to determine whether to continue using real 
time communication session 28 when user 2B has added 
application functionality to the real-time communication ses 
Sion. For instance, communication modules 2A and 2B may 
each be initially coupled to real-time communication session 
28. User 2B may wish to share video content with user 2A 
using real-time communication 28. Consequently, user 2B 
may send a request to server module 26 to associate applica 
tion functionality of a video player with the real-time com 
munication session 28. The request may, for example, include 
video content or an identifier of the video content. Upon 
receiving the request, server module 26 may determine 
whether user 2A is associated with a privacy attribute (e.g., an 
attribute that indicates user 2A is a minor). If user 2A is not 
associated with a privacy attribute, server module 26 may 
send one or more indications of the application functionality 
associated with the video player to communication module 
8A. The indication of application functionality may include 
the video content, an identifier of the video content (e.g., a 
Uniform Resource Locator), an identifier of video player 
usable by communication module 8A to play the video con 
tent, a video player application, and/or any other information 
usable to display the video content at client device 4A. 
0095. In the current example, user 2A may be associated 
with a privacy attribute. Consequently, when server module 
2A determines that user 2A is associated with the privacy 
attribute, server module 26 may refrain from sending one or 
more indications of the application functionality associated 
with the video player to communication module 8A. In this 
way, user 2A may not be immediately exposed to the appli 
cation functionality associated with the video player. Com 
munication module 8A may, instead, receive a request that is 
sent by server module 26, which enables user 2A to determine 
whether to enable the application functionality associated 
with the video player using communication module 8A. In 
one example, communication module 8A may display a 
graphical user interface similartographical user interface 100 
of FIG. 4 that enables user 2A to determine whether to exit the 
real-time communication session. In some examples, the 
graphical user interface may enable user 2A to determine 
whether to enable the application functionality associated 
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with the video player using communication module 8A while 
remaining coupled to real-time communication session 28. 
User 2A may provide a user input to, for example, enable the 
application functionality using communication module 8A, 
which may also cause communication module 8A to send a 
message to server module 26 to send one or more indications 
of the application functionality for the video content. Conse 
quently, communication module 8A may begin outputting the 
video content initially indicated by user 2B based on indica 
tions received from server module 26. 

0096. In some examples, server module 26 may perform 
techniques to reduce notifications to user 2A. For instance, as 
shown in FIG. 3, user 2A may decide to enable communica 
tion with user2C using real-time communication session 28. 
If user 2C leaves real-time communication session 28 but 
later returns, user 2A may not wish to be re-notified by server 
module 26 and decide again whether to enable communica 
tion between user 2A and user 2C using real-time communi 
cation session 28. 

0097. To reduce notifications to user 2A, server module 26 
may initially store data that indicates user 2A has elected to 
enable communication with user2C using real-time commu 
nication session 28. Server module 26 may subsequently 
determine that communication module 8C has decoupled 
from real-time communication session 28 (e.g., user2C is no 
longer communicating using real-time communication ses 
sion 28). At a later time, user2C may wish to re-join real-time 
communication session 28. Consequently, user2C may pro 
vide a user input to re-join, which causes communication 
module 8C to send a request to server module 26 to couple to 
real-time communication session 28. 

0098. Upon receiving the request, server module 26 may 
determine, using the previously stored data, whether user 2A 
has previously decided to enable real-time communication 
between the communication modules 8A and 8C. In the cur 
rent example, because user has previously enabled real-time 
communication with user2C, server module 26 may refrain 
from disabling real-time communication between the com 
munication modules 8A and 8C. In some examples, server 
module 26 also refrains from sending a message to commu 
nication module 8A to request whether user 2A wishes to 
enable communication between communication modules 8A 
and 8C. Instead, server module 26 may enable communica 
tion module 8C to re-couple to real-time communication 
session 28 without sending a notification to communication 
module 8A. In this way, user 2A may not be required to 
re-submit a decision to communicate with user 2C and user 
2C may be able to immediately couple to real-time commu 
nication session 28. In some examples, server module 26 may 
configure real-time communication session 28 Such that 
when user 2A attempts to join the communication session, 
server module 26 may notify user 2A that real-time commu 
nication will not be disabled between communication module 
8C and client devices coupled to real-time communication 
session 28 that are associated with users not having a rela 
tionship to user 2A. For instance, server module 26 may 
initially receive a request from communication module 8A to 
couple to real-time communication session 28. Upon receiv 
ing the request, server module 26 may send a message to 
communication module 8A that that indicates real-time com 
munication will not be disabled between communication 
module 8A and other client devices coupled to real-time 
communication session 28 that are associated with users not 
having a relationship to user 2A. The message may further 
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include information that describes the real-time communica 
tion session Such as the topic, content, participants or other 
corresponding information. 
0099 Communication module 8A, upon receiving the 
request, may enable user 2A to decide whether to join real 
time communication session 28. Upon receiving a selection 
from user 2A, communication module 8A may send a request 
to server module 26 to couple to real-time communications 
session 28. Server module 26 may then enable communica 
tion module 8A to couple to real-time communication session 
28, and, in some examples, send a message to communication 
module 8A that enables the module to couple to the session. 
When subsequent users that do not have a relationship with 
user 2A join real-time communication session 28, server 
module may refrain from disabling real-time communication 
between communication module 8A and communication 
modules of client devices associated with the users not having 
relationships with user 2A. In this way, techniques of the 
disclosure allow user 2A to decide whether to participate in a 
real-time communication session that may be configured to 
refrain from notifying user 2A when another user not having 
a relationship to user 2A joins the session. 

EXAMPLE USER INTERFACE 

0100 FIG. 4 is a diagram illustrating one example of a 
graphical user interface of a communication client, in accor 
dance with one or more aspects of the present disclosure. As 
shown in FIG. 4, computing device 4A may include commu 
nication client 4A, communication module 8, input device 
10A, and output device 12A as described in FIG.1. Commu 
nication module 8A may cause output device 12A to display 
GUI 100 in response to receiving a request from server mod 
ule 26. The request from server module 26 may be generated 
in response to user2C (as shown in FIG. 1) joining real-time 
communication session 28. For instance, server module 26 
may couple communication module 8C to real-time commu 
nication session 28. In response, server module 26 may dis 
able communication between user 2A and 2C using real-time 
communication session 28. Server module 26 may further 
send the request to communication module 8A that causes 
output device 12A to display GUI 100. Server module 26 may 
also send profile information associated with user2C to com 
munication module 8A. 
0101. As shown in FIG. 4, communication module 8A, in 
response to receiving the request, may include profile infor 
mation associated with user2C in GUI 100. As shown in FIG. 
4, profile information may include an image associated with 
user2C. GUI 100 may also include other profile information 
in GUI 100 or include a link 116 to the profile information 
associated with user2C that when selected retrieves the pro 
file information for display in GUI 100. 
0102. In some examples, communication module 8A may 
cause GUI 100 to include a user interface component 104 to 
create a relationship between user 2A and 2C. For instance, 
when user 2A provides a user input to select user interface 
component 104, communication module 8A may generate a 
message that includes an indication to create a relationship 
between user 2A and 2C. In one example, communication 
module 8A may send the message to server module 26. Server 
module 26, upon receiving the message, may generate the 
relationship between user 2A and 2C. For example, upon 
receiving the message, server module 26 may store an asso 
ciation in user datastore 30 that indicates user2C is included 
in user 2A's Social network. 
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0103) In some examples, communication module 8A may 
cause GUI 100 to include user interface components 106 and 
108. When user 2A provides a user input at input device 10A 
to select user interface component 106, communication mod 
ule 8A may generate a message that causes server module 26 
to enable communication between user 2A and 2C using 
real-time communication session 28. Communication mod 
ule 8A may send the message to server module 26. When user 
2A alternatively provides a user input to select user interface 
component 108, communication module 8A may generate a 
message that causes server module 26 to decouple commu 
nication module 8A from real-time communication session 
28. Communication module 8A may send the message to 
server module 26 as previously described. 
0104. In some examples, GUI 100 may include video 
feeds generated by communication modules associated with 
real-time communication session 28. Video feed 118 may 
include a visual representation of user 2B's participation in 
real-time communication session 28. Video feed 114 may be 
generated by communication module 8A and include a visual 
representation of user 2A Sparticipation in real-time commu 
nication session 28. In some examples, GUI 100 may not 
include a video feed of user2C. Similarly, in some examples, 
the GUI displayed by output device 12C of client device 4C 
may not include a video feed of user 2A. 
0105. In other examples, a video feed of user 2A may be 
included in the GUI of client device 4C but the content of the 
Video feed may be blocked by an image. Such as a completely 
black image. In other examples, the video feed of user 2A 
may be disabled and a placeholder may be indicated in the 
GUI of client device 4C. When a video feed blocked by an 
image or a video feed placeholder is included in the GUI of 
client device 4C, the audio feed associated with user 2A may 
also be disabled by communication module 8C until a mes 
sage is received by communication module 8C to enable 
real-time communication using real-time communication 
session 28. 

0106 GUI 100 may also include a user interface compo 
nent 116 that, when selected, indicates to server module 26 
not to disable real-time communication between user 2A and 
Subsequent users that join real-time communication session 
28. For example, user 2A may provide a user input to select 
user interface component 116 (e.g., a checkbox control). 
Communication module 8A, in response determining the user 
input, may send a message to server module 26 that indicates 
to server module 26 not to disable real-time communication 
between the communication module 8A and another commu 
nication module that Subsequently couples to real-time com 
munication session 26 event though a relationship does not 
exist between user 2A and the user associated the subse 
quently coupled communication module. In some examples, 
server module 26 may therefore allow subsequent users that 
do not have a relationship to user 2A to join real-time com 
munication 28 without disabling real-time communication 
with communication module 8A. In this way, the previously 
described example techniques may enable user 2A to prevent 
further notifications and/or disabling of communications 
when users join real-communication session that do not have 
a relationship with user 2A. 
0107. In one example, when user2C joins real-time com 
munication session 28, a request is sent by server module 26 
to communication module 8A to enable communication 
between user 2A and 2C using real-time communication ses 
sion 28 as previously described. Communication module 8A, 
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upon receiving the request, may cause video feed 114 to 
indicate that communication between user 2A and 2C using 
real-time communication session 28 has been disabled. As 
shown in FIG.4, the indication may be a “pause' indicator to 
indicate that communication between user 2A and 2C using 
real-time communication session 28 has been disabled, e.g., 
paused. 
0108. In some examples, when user 2G joins real-time 
communication session 28, a message is sent by server mod 
ule 26 to communication module 8B that indicates commu 
nication between users 2A and 2C using real-time communi 
cation session 28 has been disabled. Communication module 
8B may include similar video feeds as shown in GUI 100 that 
are each associated with users communicating using real 
time communication session 28. In response to receiving the 
message, communication module 8B may display an indica 
tion at the video feed associated with user 2A that indicates 
communication between users 2A and 2C using real-time 
communication session 28 has been disabled. In some 
examples, the indication may further include a user interface 
component such as a hyperlink that when selected causes 
communication module 8B to access a privacy policy or other 
notification that provides and explanation why communica 
tion between users 2A and 2C using real-time communication 
session 28 has been disabled. 
0109 As described in FIG. 1, multiple users may simul 
taneously or in short period of time, (e.g., 0-30 seconds) 
attempt to join real-time communication session 28. In Such 
examples, communication modules executing on client 
devices of each user attempting to join real-time communi 
cation session 28 may generate requests that are sent to server 
module 26. Server module 26 may receive the requests and 
queue the requests in the order in which the requests are 
received by server module 26. 
0110. In one example, server module 26 may determine 
that a privacy attribute is associated with user 2A. Server 
module 26 may subsequently send indications that indicate 
the requests to communication module 8A. In some 
examples, the indications may be sent by server module 26 to 
communication module 8A in the order in which the requests 
have been queued by server module 26. When the indications 
of the requests are received at communication module 8A, 
communication module 8A may cause output device 12A to 
configure GUI 100 for each indication in sequential order as 
the indications are received. Thus, user 2A may make a deci 
sion whether to re-join real-communication session 28 using 
GUI 100 for each indication received by communication 
module 8A. Once user 2A has provided a user input with 
respect to re-joining real-time communication session 28 for 
a first user indicated in GUI 100, communication module 8A 
may configure GUI 100 to display relationship and/or profile 
information associated with the user of the next queued indi 
cation that indicates a request. 

EXAMPLE OPERATIONS 

0111 FIG. 5 is a flow diagram illustrating example opera 
tions of a computing device that may enable a second user 
participating in a real-time communication session to choose 
whether to communicate with a first user that joins the real 
time communication session, in accordance with one or more 
aspects of this disclosure. For purposes of illustration, the 
example method is described below within the context of 
server device 22 as described in FIGS. 1 and 2. The operation 
s of FIG. 5 may include sending, by a computing device, a 
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plurality of video feeds for display at a plurality of graphical 
user interfaces (GUIs) of client devices coupled to a real-time 
communication session (190). The real-time communication 
session enables communication among a plurality of users 
associated with the client devices, and wherein at least one of 
the plurality of video feeds comprises a visual representation 
ofuser participation in the real-time communication session. 
The operations may include receiving, by the computing 
device, a request from a first client device to couple to the 
real-time communication session, wherein a first user is asso 
ciated with the first client device (192). The operations may 
also include, in response to receiving the request, determin 
ing, by the computing device, whether to enable communi 
cation using the real-time communication session between 
the first user and a second user associated with a second client 
device coupled to the real-time communication session. 
0112 In some examples, the operations may include 
determining, by the computing device, whethera relationship 
exists between the first user and the second user; and when the 
relationship does not exist between the first user and the 
second user, disabling communication between the first client 
device and the second client device. In some examples, the 
operations may include in response to disabling communica 
tion between the first client device and the second client 
device, sending, by the computing device, a request to the 
second client device that enables the second user to select 
whether to enable communication between the first client 
device and the second client using the real-time communica 
tion session. 

0113. In some examples, the operations may include 
receiving, by the computing device, a message from the sec 
ond client device that indicates whether to enable communi 
cation between the first client device and the second client 
using the real-time communication session; when the mes 
sage comprises an indication to enable communication 
between the first and second client devices, enabling, by the 
computing device, communication between the first client 
device and the second client device using the real-time com 
munication session; and when the message does not comprise 
an indication to enable communication between the first and 
second client devices, decoupling, by the computing device, 
the second client device from the real-time communication 
session. In some examples, the operations may include select 
ing, by the computing device, profile information associated 
with the first user, wherein the profile information comprises 
one or more attributes associated with the first user; and 
sending, by the computing device, the profile information for 
display at the second client device. 
0114. In some examples, the operations may include 
determining, by the computing device, whether the message 
comprises an indication to create a relationship between the 
first user and the second user; and when the message com 
prises the indication to create the relationship, generating, by 
the computing device, the relationship between the first user 
and the second user. In some examples, the operations may 
include refraining from sending, by the computing device, a 
first video feed associated with the first client device to the 
second client device; and refraining from sending, by the 
computing device, a second video feed associated with the 
second client device to the first client device. 
0.115. In some examples, the operations may include send 
ing to a group of the client devices coupled to the real-time 
communication session, by the computing device, an indica 
tion that indicates communication has been disabled between 



US 2013/0179491 A1 

the first client device and the second client device, wherein 
the group of the client devices does not include the first client 
device. In some examples, the operations may include deter 
mining, by the computing device, whether the second user is 
included in a social network associated with the first user. In 
Some examples, the operations may include selecting, by the 
computing device, profile information associated with the 
first user, wherein the profile information comprises one or 
more attributes associated with the first user; and sending, by 
the computing device, the profile information to at least one of 
the client devices coupled to the real-time communication 
session. 
0116. In some examples, the operations may include 
determining, by the computing device, whether a relationship 
exists between the first user and at least one user associated 
with at least one of the client devices coupled to the real-time 
communication session; and when the relationship exists 
between the first user and the at least one user, sending, by the 
computing device, an indication of the relationship to at least 
one of the client devices coupled to the real-time communi 
cation session. In some examples, the operations may include 
receiving, by the computing device, a group of indications 
from the client devices coupled to the real-time communica 
tion session, wherein the indications indicate whether the first 
user is allowed to communicate using the real-time commu 
nication session; and when a quantity of indicators of the 
group of indicators that indicate the first user is not allowed to 
communicate using the real-time communications session is 
greater than a defined value, disallowing, by the computing 
device, the first computing device from coupling to the real 
time communication session. 
0117. In some examples, the operations may include 
receiving, by the computing device, an indication from the 
second client device, wherein the indication indicates 
whether the first user is allowed to communicate using the 
real-time communication session; determining, by the com 
puting device, whether the second user is associated with an 
attribute that enables the second user to deny the first com 
puting device from coupling to the real-time communication 
session; when the second user is associated with the attribute, 
determining, by the computing device, whether the indication 
indicates that the first user is not allowed to couple to the 
real-time communication session; and when the indication 
indicates that the first user is not allowed to couple to the 
real-time communication session, disallowing, by the com 
puting device, the first computing device from coupling to the 
real-time communication session. 
0118. In some examples, the operations may include 
receiving, by the computing device, a second request from a 
third client device after receiving the request from the first 
client device; queuing, by the computing device, the second 
request and the request from the first client device in a queue, 
wherein the second request and the request from the first 
client device are queued in an order in which the second 
request and the request from the first client device are 
received by the computing device; and sending, by the com 
puting device to a group of the client devices coupled to the 
real-time communication session, indications that indicate 
the second request and the request from the first client, 
wherein the indications are sent in the order in which the 
second request and the request from the first client device are 
received by the computing device. 
0119. In some examples, the operations may include 
determining, by the computing device, whether the first user 
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is indicated in an access control list, wherein the access con 
trol list indicates a group of users that are not allowed to 
communicate with the first user using the real-time commu 
nication session; and when the first user is indicated in the 
access controllist, disabling communication between the first 
client device and the second client device. In some examples, 
the operations may include receiving, by the computing 
device, a request from at least one of the client devices 
coupled to decouple the first client device from the real-time 
communication session; and in response to receiving the 
request, decoupling, by the computing device the first client 
device from the real-time communication session. 
I0120 In some examples, the operations may include 
receiving, by the computing device, a request from at least 
one of the client devices coupled to the real-time communi 
cation session to disable communication between the first 
client device and the second client device; and in response to 
receiving the request, disabling communication between the 
first client device and the second client device. In some 
examples, the operations may include associating, by the 
computing device, an identifier with the real-time communi 
cation session, wherein the identifier identifies real-time 
communication session. 
0121. In some examples, the operations may include 
determining, by the computing device, whether the request 
received from the first client device comprises the identifier 
that identifies the real-time communication session; when the 
request comprises the identifier, determining, by the comput 
ing device and based in part on the request, whether the 
identifier was accessed by the first client device from a remote 
computing device that is not authorized to share the identifier; 
when the identifier was accessed from the remote computing 
device that is not authorized to share the identifier, disallow 
ing, by the computing device, the first computing device from 
coupling to the real-time communication session. In some 
examples, the identifier may include a Uniform Resource 
Locator. 

I0122. It will be understood that components included in 
the figures of this disclosure are illustrated in various con 
figurations and arrangements for example purposes. Such 
components may be distributed among one or more comput 
ing devices in different example configurations and arrange 
ments to perform the techniques as described herein. As such, 
the example configurations and arrangements of the compo 
nents as shown in the various figures should not be interpreted 
as the only Such possible configurations and arrangements to 
perform the techniques of the disclosure. 
I0123. The techniques described in this disclosure may be 
implemented, at least in part, in hardware, Software, firm 
ware, or any combination thereof. For example, various 
aspects of the described techniques may be implemented 
within one or more processors, including one or more micro 
processors, digital signal processors (DSPs), application spe 
cific integrated circuits (ASICs), field programmable gate 
arrays (FPGAs), or any other equivalent integrated or discrete 
logic circuitry, as well as any combinations of Such compo 
nents. The term “processor or “processing circuitry' may 
generally refer to any of the foregoing logic circuitry, alone or 
in combination with other logic circuitry, or any other equiva 
lent circuitry. 
0.124. A control unit including hardware may also perform 
one or more of the techniques of this disclosure. 
0.125 Such hardware, software, and firmware may be 
implemented within the same device or within separate 
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devices to Support the various techniques described in this 
disclosure. In addition, any of the described units, modules or 
components may be implemented together or separately as 
discrete but interoperable logic devices. Depiction of differ 
ent features as modules or units is intended to highlight dif 
ferent functional aspects and does not necessarily imply that 
Such modules or units must be realized by separate hardware, 
firmware, or Software components. Rather, functionality 
associated with one or more modules or units may be per 
formed by separate hardware, firmware, or software compo 
nents, or integrated within common or separate hardware, 
firmware, or software components. 
0126 The techniques described in this disclosure may also 
be embodied or encoded in an article of manufacture includ 
ing a computer-readable storage medium encoded with 
instructions. Instructions embedded or encoded in an article 
of manufacture including a computer-readable storage 
medium encoded, may cause one or more programmable 
processors, or other processors, to implement one or more of 
the techniques described herein, such as when instructions 
included or encoded in the computer-readable storage 
medium are executed by the one or more processors. Com 
puter readable storage media may include random access 
memory (RAM), read only memory (ROM), programmable 
read only memory (PROM), erasable programmable read 
only memory (EPROM), electronically erasable program 
mable read only memory (EEPROM), flash memory, a hard 
disk, a compact disc ROM (CD-ROM), a floppy disk, a cas 
sette, magnetic media, optical media, or other computer read 
able media. In some examples, an article of manufacture may 
include one or more computer-readable storage media. 
0127. In some examples, a computer-readable storage 
medium may include a non-transitory medium. The term 
“non-transitory' may indicate that the storage medium is not 
embodied in a carrier wave or a propagated signal. In certain 
examples, a non-transitory storage medium may store data 
that can, over time, change (e.g., in RAM or cache). Various 
embodiments have been described. These and other embodi 
ments are within the scope of the following claims. 
What is claimed is: 
1. A method comprising: 
receiving, by one or more computing devices, a request 

from a first client device to couple to a real-time com 
munication session, wherein the first client device is 
associated with device first user, and wherein the real 
time communication session enables real-time commu 
nication among a plurality of users associated with client 
devices coupled to the real-time communication ses 
sion; 

determining, by the one or more computing devices, 
whether a second user associated with a second client 
device that is coupled to the real-time communication 
session is associated with a privacy attribute; 

when the second user is associated with the privacy 
attribute, determining, by the one or more computing 
devices, whether a relationship exists between the first 
user and the second user; 

when the relationship does not exist between the first user 
and the second user, disabling real-time communication 
between the first client device and the second client 
device; and 

Subsequent to disabling the real-time communication, 
sending, by the one or more computing devices, a 
request to the second client device to provide informa 
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tion to the second user, Such that the second client device 
is capable of receiving input from the second user to 
enable real-time communication between the first client 
device and the second client device. 

2. The method of claim 1, wherein disabling real-time 
communication between the first client device and the second 
client device further comprises: 

enabling, by the one or more computing devices, the first 
client device to be coupled to the real-time communica 
tion session; 

sending a first group of one or more messages to the first 
client device, by the one or more computing devices, that 
disables output at the first client device of audio and 
video feeds associated with the second client device; and 

sending a second group of one or more messages to the 
second client device, by the one or more computing 
devices, that disables output at the first client device of 
audio and video feeds associated with the first client 
device. 

3. The method of claim 1, wherein disabling real-time 
communication between the first client device and the second 
client device further comprises: 

disallowing, by the one or more computing devices, the 
first client device from coupling to the real-time com 
munication session; 

receiving, by the one or more computing devices, a mes 
Sage from the second client device to enable communi 
cation between the first client device and the second 
client using the real-time communication session; 

in response to receiving the message, enabling, by the one 
or more computing devices, the first client device to be 
coupled to the real-time communication session. 

4. The method of claim 3, wherein the message is a first 
message, the method further comprising: 

sending, by the one or more computing devices, a second 
message to the first client device indicating that the first 
client device can couple to the real-time communication 
session only after receiving a third message from the one 
or more computing devices, wherein the third message 
enables the first client to couple to the real-time commu 
nication session; and 

in response to receiving, by the one or more computing 
devices, the first message from the second client device 
to enable communication between the first client device 
and the second client, sending, by the one or more com 
puting devices, the third message to the first client device 
to enable the first client to couple to the real-time com 
munication session. 

5. The method of claim 1, further comprising: 
receiving, by one or more computing devices, a request 

from the second client device to couple to the real-time 
communication session; 

determining, by the one or more computing devices, 
whether the second user associated with the second cli 
ent device is associated with a plurality of user identifi 
ers; 

when the user is associated with the plurality of user iden 
tifiers, determining, by the one or more computing 
devices, whether a user identifier of the plurality of user 
identifiers is associated with an attribute that indicates 
an age of the second user; and 

when the attribute indicates that the age of the second user 
is less than a predefined age, enabling, by the computing 
device, the second client device to couple to the real 
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time communication session only using the user identi 
fier associated with the attribute that indicates the age of 
the second user. 

6. The method of claim 1, further comprising: 
receiving, by the one or more computing devices, a request 

from the first client device to associate application func 
tionality with the real-time communication session; 

when the second user is associated with a privacy attribute, 
refraining, by the one or more computing devices, from 
sending one or more indications of the application func 
tionality to the second client device; and 

sending, by the one or more computing devices, a request 
to the second client device that enables the second user 
to determine whether to enable the application function 
ality associated with the real-time communication. 

7. The method of claim 1, further comprising: 
receiving, by the one or more computing devices, a mes 

sage from the first client device that indicates to the one 
or more computing devices not to disable real-time com 
munication between the first client device and a third 
client device when a relationship does not exist between 
the first user and a third user associated with the third 
client device. 

8. The method of claim 1, wherein the request is a first 
request, the method further comprising: 

determining, by the one or more computing devices, that 
the first client device has decoupled from the real-time 
communication session; 

receiving, by the one or more computing devices, a second 
request from the first client device to couple to the real 
time communication session; 

when the second user has previously enabled real-time 
communication between the first client device and the 
second client device, refraining from disabling, by the 
one or more computing devices, real-time communica 
tion between the first client device and the second client 
device; and 

enabling, by the one or more computing devices, the first 
client device to couple to the real-time communication 
session. 

9. The method of claim 1, further comprising: 
when the relationship exists between the first user and the 

second user, determining, by the computing device, 
whether the relationship has been at least initiated or 
authorized by the second user; and 

when the relationship has not been initiated or authorized 
by the second user, disabling, by the one or more com 
puting devices, real-time communication between the 
first client device and the second client device. 

10. The method of claim 1, further comprising: 
receiving, by one or more computing devices, a first 

request from the second client device to couple to the 
real-time communication session; 

sending, by the one or more computing devices, a message 
to the second client device that indicates real-time com 
munication will not be disabled between the second 
client device and client devices coupled to the real-time 
communication session that are associated with users 
not having a relationship to the second user; 

receiving, by the one or more computing devices, a second 
request from the second client device to couple to the 
real-time communication session; and 
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enabling, by the one or more computing devices, the sec 
ond client device to couple the real-time communication 
session. 

11. The method of claim 1, further comprising: 
receiving, by the one or more computing devices, a mes 

sage from the second client device that indicates whether 
to enable communication between the first client device 
and the second client using the real-time communication 
session; 

when the message comprises an indication to enable com 
munication between the first and second client devices, 
enabling, by the one or more computing devices, com 
munication between the first client device and the sec 
ond client device using the real-time communication 
session; and 

when the message does not comprise an indication to 
enable communication between the first and second cli 
ent devices, decoupling, by the one or more computing 
devices, the second client device from the real-time 
communication session. 

12. The method of claim 11, further comprising: 
determining, by the one or more computing devices, 

whether the message comprises an indication to create a 
relationship between the first user and the second user; 
and 

when the message comprises the indication to create the 
relationship, generating, by the one or more computing 
devices, the relationship between the first user and the 
second user. 

13. The method of claim 1, further comprising: 
selecting, by the one or more computing devices, profile 

information associated with the first user, wherein the 
profile information comprises one or more attributes 
associated with the first user; and 

sending, by the one or more computing devices, the profile 
information for display at the second client device. 

14. The method of claim 1, wherein determining whether 
the relationship exists between the first user and the second 
user further comprises: 

determining, by the one or more computing devices, 
whether the first user is included in a social network 
associated with the second user. 

15. The method of claim 1, further comprising: 
receiving, by the one or more computing devices, a second 

request from a third client device after receiving the 
request from the first client device; 

queuing, by the one or more computing devices, the second 
request and the request from the first client device in a 
queue, wherein the second request and the request from 
the first client device are queued in an order in which the 
second request and the request from the first client 
device are received by the one or more computing 
devices; and 

sending, by the one or more computing devices to a group 
of the client devices coupled to the real-time communi 
cation session, indications that indicate the second 
request and the request from the first client, wherein the 
indications are sent in the order in which the second 
request and the request from the first client device are 
received by the one or more computing devices. 

16. A system, comprising: 
one or more processors; 
a server module executable by the one or more processors 

tO: 
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receive a request from a first client device to couple to a 
real-time communication session, wherein the first 
client device is associated with device first user, and 
wherein the real-time communication session enables 
real-time communication among a plurality of users 
associated with client devices coupled to the real-time 
communication session; 

determine whether a second user associated with a sec 
ond client device that is coupled to the real-time com 
munication session is associated with a privacy 
attribute; 

determine, when the second user is associated with the 
privacy attribute, whether a relationship exists 
between the first user and the second user; 

disable real-time communication between the first client 
device and the second client device when the relation 
ship does not exist between the first user and the 
second user; and 

send, Subsequent to disabling the real-time communica 
tion, a request to the second client device to provide 
information to the second user, Such that the second 
client device is capable of receiving input from the 
second user to enable real-time communication 
between the first client device and the second client 
device. 

17. The system of claim 16, wherein the server module is 
executable by the one or more processors to: 

receive a message from the second client device that indi 
cates whether to enable communication between the first 
client device and the second client using the real-time 
communication session; 

enable communication between the first client device and 
the second client device using the real-time communi 
cation session when the message comprises an indica 
tion to enable communication between the first and sec 
ond client devices; and 

decouple the second client device from the real-time com 
munication session when the message does not comprise 
an indication to enable communication between the first 
and second client devices. 

18. The system of claim 16, wherein the server module, to 
disable real-time communication between the first client 
device and the second client device, is further executable by 
the one or more processors to: 

send a first group of one or more messages to the first client 
device that disables output at the first client device of 
audio and video feeds associated with the second client 
device; and 

send a second group of one or more messages to the second 
client device that disables output at the first client device 
of audio and video feeds associated with the first client 
device. 

19. A method comprising: 
sending, by one or more computing devices, a plurality of 

Video feeds for display at a plurality of graphical user 
interfaces (GUIs) of client devices coupled to a real-time 
communication session, wherein the real-time commu 
nication session enables communication among a plu 
rality of users associated with the client devices, and 
wherein at least one of the plurality of video feeds com 
prises a visual representation of user participation in the 
real-time communication session; 

receiving, by one or more computing devices, a request 
from a first client device to couple to the real-time com 
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munication session, wherein a first user is associated 
with the first client device; and 

in response to receiving the request, determining, by the 
one or more computing devices, whether to enable com 
munication using the real-time communication session 
between the first user and a second user associated with 
a second client device coupled to the real-time commu 
nication session. 

20. The method of claim 19, wherein determining whether 
to enable communication using the real-time communication 
session between the first user and the second user comprises: 

selecting, by the one or more computing devices, profile 
information associated with the first user, wherein the 
profile information comprises one or more attributes 
associated with the first user; and 

sending, by the one or more computing devices, the profile 
information to at least one of the client devices coupled 
to the real-time communication session. 

21. The method of claim 19, wherein determining whether 
to enable communication using the real-time communication 
session between the first user and the second user comprises: 

determining, by the one or more computing devices, 
whethera relationship exists between the first user and at 
least one user associated with at least one of the client 
devices coupled to the real-time communication ses 
sion; and 

when the relationship exists between the first user and the 
at least one user, sending, by the one or more computing 
devices, an indication of the relationship to at least one 
of the client devices coupled to the real-time communi 
cation session. 

22. The method of claim 19, wherein determining whether 
to enable communication using the real-time communication 
session between the first user and the second user comprises: 

receiving, by the one or more computing devices, a group 
of indications from the client devices coupled to the 
real-time communication session, wherein the indica 
tions indicate whether the first user is allowed to com 
municate using the real-time communication session; 
and 

when a quantity of indicators of the group of indicators that 
indicate the first user is not allowed to communicate 
using the real-time communications session is greater 
than a defined value, disallowing, by the one or more 
computing devices, the first client device from coupling 
to the real-time communication session. 

23. The method of claim 19, wherein determining whether 
to enable communication using the real-time communication 
session between the first user and the second user comprises: 

receiving, by the one or more computing devices, an indi 
cation from the second client device, wherein the indi 
cation indicates whether the first user is allowed to com 
municate using the real-time communication session; 

determining, by the one or more computing devices, 
whether the second user is associated with an attribute 
that enables the second user to deny the first client device 
from coupling to the real-time communication session; 

when the second user is associated with the attribute, deter 
mining, by the one or more computing devices, whether 
the indication indicates that the first user is not allowed 
to couple to the real-time communication session; and 

when the indication indicates that the first user is not 
allowed to couple to the real-time communication ses 
sion, disallowing, by the one or more computing 
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devices, the first client device from coupling to the real 
time communication session. 

24. The method of claim 19, further comprising: 
Selecting, by the one or more computing devices, profile 

information associated with the first user, wherein the 
profile information comprises one or more attributes 
associated with the first user; and 

sending, by the one or more computing devices, the profile 
information for display at the second client device. 

25. The method of claim 19, wherein determining whether 
the relationship exists between the first user and the second 
user, further comprises: 

determining, by the one or more computing devices, 
whether the first user is included in a social network 
associated with the second user. 

26. The method of claim 19, further comprising: 
receiving, by the one or more computing devices, a request 

from at least one of the client devices coupled to the 
real-time communications session to decouple the first 
client device from the real-time communication session; 
and 

in response to receiving the request, decoupling, by the one 
or more computing devices, the first client device from 
the real-time communication session. 

27. The method of claim 19, further comprising: 
receiving, by the one or more computing devices, a request 

from at least one of the client devices coupled to the 
real-time communication session to disable communi 
cation between the first client device and the second 
client device; and 

in response to receiving the request, disabling communi 
cation between the first client device and the second 
client device. 

28. The method of claim 19, further comprising: 
sending to a group of the client devices coupled to the 

real-time communication session, by the one or more 
computing devices, an indication that indicates real 
time communication has been disabled between the first 
client device and the second client device, wherein the 
group of the client devices does not include the first 
client device. 

29. The method of claim 19, further comprising: 
determining, by the one or more computing devices, 

whether the request received from the first client device 
comprises an identifier that identifies the real-time com 
munication session, wherein the identifier is associated 
with the real-time communication session; 

when the request comprises the identifier, determining, by 
the one or more computing devices and based in part on 
the request, whether the identifier was accessed by the 
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first client device from a remote computing device that is 
not authorized to share the identifier; and 

when the identifier was accessed from the remote comput 
ing device that is not authorized to share the identifier, 
disallowing, by the one or more computing devices, the 
first client device from coupling to the real-time com 
munication session. 

30. A system, comprising: 
one or more processors; 
a server module executable by the one or more processors 

tO: 
send a plurality of video feeds for display at a plurality of 

graphical user interfaces (GUIs) of client devices 
coupled to a real-time communication session, 
wherein the real-time communication session enables 
communication among a plurality of users associated 
with the client devices, and wherein at least one of the 
plurality of video feeds comprises a visual represen 
tation of user participation in the real-time communi 
cation session; 

receive a request from a first client device to couple to 
the real-time communication session, wherein a first 
user is associated with the first client device; and 

determine, in response to receiving the request, whether 
to enable communication using the real-time commu 
nication session between the first user and a second 
user associated with a second client device coupled to 
the real-time communication session. 

31. The system of claim 30, wherein the server module is 
further executable by the one or more processors to: 

determine whether a relationship exists between the first 
user and at least one user associated with at least one of 
the client devices coupled to the real-time communica 
tion session; and 

send an indication of the relationship to at least one of the 
client devices coupled to the real-time communication 
session when the relationship exists between the first 
user and the at least one user. 

32. The system of claim 30, wherein the server module is 
further executable by the one or more processors to: 

receive a group of indications from the client devices 
coupled to the real-time communication session, 
wherein the indications indicate whether the first user is 
allowed to communicate using the real-time communi 
cation session; and 

disallow the first client device from coupling to the real 
time communication session when a quantity of indica 
tors of the group of indicators that indicate the first user 
is not allowed to communicate using the real-time com 
munications session is greater than a defined value. 
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