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(57) ABSTRACT 

Techniques are disclosed for backing up or restoring the state 
of a mobile computing device in response to a single action 
performed by a user. A user may, for example, insert the 
mobile computing device into a cradle and press a “backup 
button on the cradle or device, in response to which the state 
of the mobile computing device may be backed up to persis 
tent storage media, Such as a hard disk, in the cradle. Simi 
larly, a user may insert the mobile computing device into the 
cradle and press a “restore' button on the cradle or device, in 
response to which the saved state of the mobile computing 
device may be restored. State that may be backed up to the 
cradle includes the contents of persistent media, RAM, and 
CMOS in the mobile storage device. 
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ONE-TOUCH BACKUP SYSTEM 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims priority from U.S. Provi 
sional Patent Application Ser. No. 60/617,999 filed on Oct. 
12, 2004, entitled “One-Touch Backup System, which is 
hereby incorporated by reference. 

BACKGROUND 

0002 1. Field of the Invention 
0003. The present invention relates to storage systems for 
personal computing devices and, more particularly, to backup 
systems for personal computing devices. 
0004 2. Related Art 
0005. It is critical that computer data be backed up regu 
larly and reliably in the event that the original data become 
corrupted, erased, or lost. The importance of regular and 
reliable backup has been gaining attention as individuals and 
enterprises store an increasingly large amount of increasingly 
important data electronically. The crash of a single hard drive 
can have devastating consequences if the data previously 
stored on the hard drive were not backed up properly or 
recently. 
0006. It must also be possible to restore backup-up data 
quickly and reliably if a backup solution is to be complete and 
effective. For a restore operation to be successful, the original 
data must be accessible and means must be available for 
retrieving the lost data from the backup media. 
0007 Relatively effective backup solutions have been 
developed and implemented for desktop computers and 
workstations, particularly in cases where such computers are 
permanently connected to a network. Such computers may, 
for example, be individually equipped with high-capacity 
storage devices, such as tape backup drives, that may be 
scheduled to perform periodic (e.g., daily) backup operations 
automatically. Alternatively, Such computers may equipped 
with Software for automatically backing up data over a net 
work to a backup server equipped with storage capacity Suf 
ficient to satisfy the backup needs of all computers on the 
network. Restoring data to Such computers requires restoring 
the appropriate files from the tape on which it is stored or 
restoring files over the network from the backup server. 
0008 Even in the case of such systems, many factors tend 
to mitigate the effectiveness ofbackup and restore operations. 
For example, in Some cases it is desirable to backup less than 
all of the data stored on a particular hard disk drive or asso 
ciated with a particular user. It may, for example, be desirable 
to back up only critical data files to reduce the amount of 
resources devoted to backup operations. In Such cases it is 
typically necessary for the user or system administrator to 
identify those files that should be backed up and to configure 
the backup system to back up only the identified files. In such 
cases it is possible that the user or system administrator will 
fail to identify critical files that need to be backed up, thereby 
decreasing the effectiveness of the backup system. Selecting 
the set of files to be backed up can be a difficult task, in part 
because it may not become apparent that particular files are 
critical until after they have been corrupted or lost. 
0009 More generally, even backup systems that are rela 

tively automated typically require some degree of manual 
configuration and intervention. For example, backup tapes 
may need to be replaced and catalogued as they become full, 
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and backup tapes containing particular data may need to be 
identified in order to perform a restore operation. Performing 
a backup or restore operation using the Software interfaces 
provided by backup systems typically requires the user to 
perform a sequence of steps. Such as selecting the data to be 
backed up or restored, selecting the storage media to use for 
the backup or restore operation, and selecting the time at 
which to perform the backup or restore operation. For these 
reasons, performing a backup or restore operation can be 
tedious and time-consuming. 
0010 Mobile computing devices, such as laptop comput 
ers, personal digital assistants (PDAs), and tablet computers, 
can be particularly difficult to backup and restore reliably and 
easily. For example, mobile computing devices often do not 
include high-capacity removable storage devices, such as 
tape backup drives, and often are not permanently connected 
to a high-bandwidth network. As a result, users often perform 
backups on their mobile computing devices less regularly 
than is desirable or not at all. 

0011. One way to backup a mobile computing device is to 
connect it to a computer (Such as a backup server) equipped 
with backup software and a high-capacity storage device. 
Such a connection may be established using a direct connec 
tion or over a network. The mobile computing device's data 
may then be backed up by transferring it over the connection 
to the computer and storing the data using the computer's 
high-capacity storage device. In addition to having all of the 
general disadvantages described above with respect to con 
ventional backup solutions, this technique has the additional 
disadvantage of requiring the mobile computing device to be 
connected to a computer to performa backup or restore opera 
tion. Because mobile computing devices are typically used in 
transit, it may be inconvenient or infeasible to connect a 
mobile computing device to a computer on a regular basis in 
order to perform backups. Similarly, when it is necessary to 
restore data to a mobile computing device, it may be incon 
Venient or infeasible to connect the mobile computing device 
to a computer on which the necessary data are stored. 
0012. Furthermore, even when it is possible to connect a 
mobile computing device to a computer to perform a backup 
or restore operation, it is particularly desirable that Such 
operations be easy to perform. Users of mobile computing 
devices typically use Such devices while traveling and there 
fore may not have the time to engage in lengthy and compli 
cated interactions with backup software and hardware. Fur 
thermore, mobile computer users may not have easy access, 
while in transit, to technical support staff or other technical 
assistance should they encounter difficulty performing a 
backup or restore. Therefore, it is particularly important that 
backup solutions for mobile computing devices be particu 
larly easy to operate. 
0013 Mobile devices are also particularly susceptible to 
being lost, along with all of the data they contain. It may, in 
fact, be more likely that a mobile computer device be lost than 
that some of the data stored on it become corrupted or erased. 
It is therefore desirable that backup solutions for use with 
mobile computing devices be capable of easily backing up 
and restoring all of the data stored on Such devices so that the 
data can be restored to a new device if an existing one is lost. 
0014 What is needed, therefore, are improved techniques 
for backing up and restoring data stored on mobile computing 
devices. 
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SUMMARY 

0015 Techniques are disclosed for backing up or restoring 
the state of a mobile computing device in response to a single 
action performed by a user. A user may, for example, insert 
the mobile computing device into a cradle and press a 
“backup' button on the cradle or device, in response to which 
the state of the mobile computing device may be backed up to 
persistent storage media, such as a hard disk, in the cradle. 
Similarly, a user may insert the mobile computing device into 
the cradle and press a “restore' button on the cradle or device, 
in response to which the saved state of the mobile computing 
device may be restored. State that may be backed up to the 
cradle includes the contents of persistent media, RAM, and 
CMOS in the mobile storage device. 
0016 For example, in one aspect of the present invention, 
techniques are provided for use in a system including a com 
puting device coupled to a cradle. The techniques include: (A) 
receiving a single backup initiation input action from a user; 
(B) in response to the single backup initiation input action, 
transferring, from a hard disk drive and random access 
memory of the computing device to the cradle, state informa 
tion descriptive of a state of the device; and (C) storing the 
state information in a hard disk drive of the cradle. 
0017. In another aspect of the present invention, tech 
niques are provided for use in a system including a computing 
device coupled to a cradle. The techniques include: (A) 
receiving a single restore initiation input action from a user; 
(B) in response to the single restore initiation input action, 
transferring, from a hard disk drive of the cradle to the com 
puting device, state information descriptive of a device state; 
and (C) storing the state information in a hard disk drive and 
at least one component in the group consisting of a CMOS of 
the computing device and a system chipset of the computing 
device to put the computing device into the device state. 
0018. In a further aspect of the present invention, tech 
niques are provided for use in a system including a computing 
device coupled to a cradle. The computing device includes a 
hard disk drive. The techniques include: (A) receiving a 
backup initiation input from a user; (B) in response to the 
backup initiation input, transferring to the cradle, from the 
hard disk drive of the computing device and at least one 
component in the group consisting of a CMOS of the com 
puting device and a system chipset of the computing device, 
state information descriptive of a state of the computing 
device; and (C) storing the state information in a hard disk 
drive of the cradle. 
0019. In yet a further aspect of the present invention, tech 
niques are provided for use in a system including a computing 
device coupled to a cradle. The computing device includes a 
hard disk drive. The techniques include: (A) receiving a 
restore initiation input from a user; (B) in response to the 
restore initiation input, transferring, from a hard disk drive of 
the cradle to the computing device, State information descrip 
tive of a state of a random access memory of the computing 
device and at least one component in the group consisting of 
a CMOS of the computing device and a system chipset of the 
computing device; and (C) storing the state information in the 
hard disk drive of the computing device. 
0020. In yet another aspect of the present invention, tech 
niques are provided for use in a system including a computing 
device coupled to a cradle. The cradle includes a hard disk 
drive. The techniques include: (A) receiving a backup initia 
tion input from a user; (B) in response to the backup initiation 
input, transferring to the cradle, from a hard disk drive of the 
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computing device and at least one component in the group 
consisting of a CMOS of the computing device and a system 
chipset of the computing device, state information descriptive 
of a state of the computing device; and (C) storing the state 
information in the hard disk drive of the cradle. 
0021. In a further aspect of the present invention, tech 
niques are provided for use in a system including a computing 
device coupled to a cradle. The cradle includes a hard disk 
drive. The techniques include: (A) receiving a restore initia 
tion input from a user; (B) in response to the restore initiation 
input, transferring, from the hard disk drive of the cradle to the 
computing device, state information descriptive of a state of 
the computing device; and (C) storing the state information in 
a hard disk drive of the computing device and at least one 
component in the group consisting of a CMOS of the com 
puting device and a system chipset of the computing device. 
0022. In yet a further aspect of the present invention, tech 
niques are provided for: (A) receiving a backup initiation 
input from a user; (B) in response to the backup initiation 
input, transferring, from a random access memory of a com 
puting device and at least one component in the group con 
sisting of a CMOS of the computing device and a system 
chipset of the computing device, state information descriptive 
of a state of the device; and (C) storing the state information 
in a hard disk drive of a cradle coupled to the computing 
device. 
0023. In yet another aspect of the present invention, tech 
niques are provided for: (A) receiving a restore initiation 
input from a user; (B) in response to the restore initiation 
input, transferring, from a hard disk drive of a cradle to a 
computing device coupled to the cradle, state information 
descriptive of a state of the computing device; and (C) storing 
the state information in a random access memory of the 
computing device and at least one component in the group 
consisting of a CMOS of the computing device and a system 
chipset of the computing device. 
0024. Other features and advantages of various aspects 
and embodiments of the present invention will become appar 
ent from the following description and from the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0025 FIG. 1A is a block diagram of a system for perform 
ing a backup operation according to first embodiment of the 
present invention; 
0026 FIG. 1B is a block diagram of a system for perform 
ing a backup operation according to a second embodiment of 
the present invention; 
0027 FIG. 2 is a flowchart of a method that may be per 
formed by the system of FIG. 1A or FIG. 1B to back up the 
state of a mobile computing device in response to perfor 
mance of a backup initiation action by a user; 
0028 FIG.3 is a block diagram of a system for performing 
a restore operation according to one embodiment of the 
present invention; 
0029 FIG. 4 is a flowchart of a method that may be per 
formed by the system of FIG.3 to restore the state of a mobile 
computing device in response to performance of a restore 
initiation action by a user, 
0030 FIG. 5A is a front perspective view of the mobile 
computing device of FIG. 1A according to one embodiment 
of the present invention; 
0031 FIG. 5B is a front perspective view of the cradle of 
FIG. 1A according to one embodiment of the present inven 
tion; and 
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0032 FIG. 5C is a front perspective view of the mobile 
computing device of FIG. 5A when seated in the cradle of 
FIG. 5B according to one embodiment of the present inven 
tion. 

DETAILED DESCRIPTION 

0033 Referring to FIG. 1A, a block diagram is shown of a 
system 100a for performing a backup operation according to 
one embodiment of the present invention. The system 100a 
includes a mobile computing device 102 and a cradle 114 to 
which the mobile computing device 102 may be coupled. 
0034. The mobile computing device 102 may include all 
of the functional modules of a "computing system, as that 
term is defined below. The mobile computing device 102 may 
therefore be an example of a computer. The mobile comput 
ing device 102 may, for example, provide computing power 
comparable to that of conventional laptop computers and 
execute an operating system (such as the Microsoft(R) Win 
dows(R 2000 Professional operating system) and application 
software (such as the Microsoft(R) Office business application 
Suite) comparable to that executed by conventional personal 
(desktop and laptop) computers. Such operating systems are 
typically not found in appliances, as that term is defined 
below. 
0035 More specifically, in the embodiment illustrated in 
FIG. 1A, the mobile computing device 102 includes one or 
more persistent storage media 104. For example, the mobile 
computing device 102 may include a hard disk drive, and the 
persistent storage media 104 may be one or more hard disks 
within the hard disk drive. The persistent storage media 104 
may contain a variety of data, Such as application programs 
and other software, as well as content Such as text files, image 
files, video files, audio files, and databases. One example of a 
hard disk drive that may be used in the mobile computing 
device 102 is the model MK2003GAH hard disk drive from 
Toshiba America Electronic Components, Inc. of Irvine, 
Calif. The persistent storage media 104 and the persistent 
storage device(s) used to access the persistent storage media 
104 are an example of a storage Subsystem. 
0036. The mobile computing device 102 also includes a 
random access memory (RAM) 106 that serves as the main 
memory of the mobile computing device 102. In one embodi 
ment of the present invention, the RAM 106 is 256 MB of 
RAM, such as 8x256 Mbit DDR SDRAM available from 
Nanya Technology Corp. of Linkou, Taiwan. The mobile 
computing device 102 also includes a processor 110. In one 
embodiment of the present invention, the processor 110 is a 
Crusoe 0.13 micron TM5800 processor from Transmeta Cor 
poration of Santa Clara, Calif. The processor 110 and RAM 
106 are examples of components that may be used to imple 
ment a processing Subsystem in the mobile computing device 
102. 
0037. The mobile computing device 102 also includes a 
complementary metal oxide semiconductor (CMOS) 108 for 
persistently storing BIOS (basic input/output system) set 
tings and other system information for the mobile computing 
device 102. A CMOS typically has very low power require 
ments, and is typically battery-powered so that it may retain 
the information that it stores even when the computing device 
to which it is connected (e.g., the mobile computing device 
102) is turned off. Data that are typically stored in a CMOS 
include: (1) the current date, (2) the current time, (3) whether 
daylight savings time adjustment is enabled; (4) parameters 
for any attached hard disk drives; and (5) parameters for any 
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attached floppy disk drives. Different CMOS memories may 
be capable of storing additional parameters, and the present 
invention is not limited to use with any particular kind of 
CMOS or any particular set of CMOS data. More generally, 
the CMOS 108 represents any memory or storage medium 
that may persistently store system settings, and is not limited 
to implementation as a CMOS. Techniques for reading data 
from and writing data to CMOS memories are well-known to 
those of ordinary skill in the art. 
0038. The mobile computing device 102 also includes a 
system chipset 111. In general, the term “chipset' refers to a 
number of integrated circuits designed to perform one or 
more related functions. Newer chipsets generally include 
functions provided by two or more older chipsets. In some 
cases, older chipsets that required two or more physical chips 
can be replaced with a chipset on one chip. The term “chipset 
is often used to refer generally to the core functionality of a 
motherboard. As is well known to those having ordinary skill 
in the art, a chipset may contain state information stored in 
registers and other forms of memory. 
0039. The mobile computing device 102 also includes 
backup software 112 which may be stored in the persistent 
storage media 104 and/or RAM 106 and which may execute 
on the processor 110. Operations that may be performed by 
the backup software 112 will be described in more detail 
below. 

0040. In one embodiment of the present invention, the 
mobile computing device 102 includes, in addition to the 
components described above: a five-inch, high-resolution 
super-bright VGA color LCD, such as a 5-inch Transflective 
WVGATFT LCD (800*480, 64k color) active-matrix trans 
flective color display from Samsung Electronics, Ltd. of 
Hong Kong; a ClearPadTM touchscreen from Synaptics Incor 
porated of San Jose, Calif.; an advanced lithium polymer 
battery such as the UP295385 Li-polymer battery cell from 
Sony Electronics, Inc. of Park Ridge, N.J.; input/output ports 
for IEEE 1394 (FireWire), Universal Serial Bus (USB), audio 
in/out, and a docking connector, and built-in 802.11 and 
Bluetooth wireless networking. In one embodiment, the 
mobile computing device 102 is 4.1" (105 mm) widex2.9" 
(74 mm) longx0.9" (22 mm) thick and weighs less than 9 
ounces (250 grams). 
0041. The cradle 114 includes a persistent storage device 
116, such as a hard disk drive. The cradle 114 may also 
include a processor or controller (not shown) for performing 
the functions described herein. The cradle 114 may, for 
example, include the same model of processor and hard disk 
drive as the mobile computing device 102. Those of ordinary 
skill in the art will appreciate how to configure a processor or 
controller to perform the functions described herein with 
respect to the cradle 114. 
0042. The cradle 114 also includes a backup button 130a. 
Examples of ways in which the backup button 130a may be 
used will now be described. 

0043. In one embodiment of the present invention, the 
system 100a may back up the state of the mobile computing 
device 102 to the cradle's persistent storage device 116 in 
response to performance of a single backup initiation action 
126a by a user 124. For example, referring to FIG. 2, a 
flowchart is shown of a method 200 that may be performed by 
the system 100a to back up the state of the mobile computing 
device 102 in response to performance of the backup initia 
tion action 126a by the user 124. 
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0044 Prior to initiation of the method 200, the user 124 
may establish a connection 122 between the mobile comput 
ing device 102 and the cradle 114 by, for example, placing the 
mobile computing device 102 in a seat of the cradle 114. For 
example, referring to FIG. 5A, a front perspective view is 
shown of the mobile computing device 102 according to one 
embodiment of the present invention. Referring to FIG. 5B, a 
front perspective view is shown of the cradle 114 according to 
one embodiment of the present invention. The mobile com 
puting device 102 may be equipped with one or more con 
nectors (e.g., connectors 502a-c) that mate with a correspond 
ing port(s) (e.g., ports 504a-c) of the cradle 114 upon being 
placed in the cradle seat. For example, in one embodiment of 
the present invention, the mobile computing device 102 
includes a Molex(R55768-1411 connector, a Molex(R55768 
3611, and a power connector which may, for example, be any 
of a variety of conventional power connectors. 
0045 Referring to FIG. 5C, a front perspective view is 
shown of the mobile computing device 102 once the user has 
seated it in the cradle 114. When seated in the cradle, con 
nectors 502a-c on the device 102 are coupled to ports 504a-c 
on the cradle, thereby enabling the cradle 114 to provide 
power to the device 102 and enabling data to be communi 
cated between the device 102 and cradle 114. Furthermore, in 
the examples illustrated in FIGS.5A-5C, cradle 114 includes 
a backup button 130a and a restore button 130b. 
0046. After establishing the connection 122, the user 124 
may perform the backup initiation action 126a at the cradle 
114 (step 202). For example, the cradle 114 may include 
backup button 130a and restore button 130b. The backup and 
restore buttons 130a-b may be designated as Such using tex 
tual labels, distinctive colors, or other visual indicia of their 
function. The user 124 may, for example, perform the backup 
initiation action 126a by pressing the backup button 130a 
OCC. 

0047. In response to receiving the backup initiation action 
126a from the user 124, the cradle 114 may transmit a backup 
initiation request 128 over the connection 122 to the mobile 
computing device 102 (step 204). 
0048. In response to receiving the backup initiation 
request 128, the backup software 112 executing on the mobile 
computing device 102 may transmit state information 120 
representing some or all of the current state of the mobile 
computing device 102 to the cradle 114 over the connection 
122" (step 206). The state 120 may include, for example, some 
or all of the data stored on the persistent storage media 104, 
some or all of the information stored in the RAM 106, some 
or all of the information stored in the CMOS 108, some or all 
of the information stored in the system chipset 111, or any 
combination thereof. 

0049. Note that the mobile computing device 102 may 
include a backup button instead of or in addition to the backup 
button 130a on the cradle 114. For example, referring to FIG. 
1B, a block diagram is shown of a system 100b for performing 
a backup operation according to an embodiment of the 
present invention in which the mobile computing device 
includes a backup button 132a and a restore button 132b. 
0050. As in the system 100a illustrated in FIG. 1A, the 
user 124 may establish connection 122 between the mobile 
computing device 102 and the cradle 114. After establishing 
the connection 122, the user 124 may perform the backup 
initiation action 126b at the mobile computing device 102 
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(step 202). The user 124 may, for example, perform the 
backup initiation action 126b by pressing the backup button 
132a once. 

0051. There is no need for the backup initiation request 
128 (FIG. 1A) in the system 100b illustrated in FIG. 1B. 
Therefore, step 204 may be omitted in the system 100b illus 
trated in FIG. 1B. In response to performance of the backup 
initiation action 126b, the backup software 112 executing on 
the mobile computing device 102 may transmit state infor 
mation 120 representing some or all of the current state of the 
mobile computing device 102 to the cradle 114 over the 
connection 122 (step 206). 
0.052 For example, in one embodiment of the present 
invention, the state information 120 includes all of the infor 
mation stored in the persistent storage media 104 and all of 
the information stored in the CMOS 108. In such an embodi 
ment, the state information 120 represents a “snapshot of the 
current persistent state of the mobile computing device 102, 
thereby enabling the persistent state of the mobile computing 
device 102 to be restored at a subsequent time if necessary or 
desired, as described in more detail below. 
0053. The cradle 114 receives the state information 120 
and stores it as saved state information 118 in the persistent 
storage device 116 (step 208). Step 208 may be performed 
under control of the backup software 112. If, for example, the 
persistent storage device 116 is a hard disk drive, the cradle 
114 may store the saved state information 118 in one or more 
files on the hard disk drive. State information retrieved from 
the persistent storage media 104, RAM 106, and CMOS 108 
may be tagged when saved in the saved State information 118, 
so that such information may be restored to the appropriate 
storage medium when a restore operation (FIGS. 3-4) is per 
formed. Upon completion of the method 200, the mobile 
computing device 102 may be removed from the cradle 114 
and continue to be used by the user 124. 
0054 Because the backup operation performed by steps 
204-208 does not require the involvement of the user 124, and 
because the backup operation is initiated by the single backup 
initiation action 126a performed by the user 124 in step 202, 
the method 200 effectively backs up the state of the mobile 
computing device 102 in response to the single action 126a of 
the user 124. 

0055. The method 200 illustrated in FIG.2 may be imple 
mented in any of a variety of ways. For example, the backup 
initiation request 128 may be transmitted over a USB (Uni 
versal Serial Bus) interface. The cradle 114 may, for example, 
emulate a keyboard and transmit the backup initiation request 
128 as a special key sequence to a Software program that is 
resident in the RAM 106 of the mobile computing device 102. 
Alternatively, for example, the cradle 114 may transmit the 
backup initiation request 128 through the power interface 
connecting the cradle 114 to the device 102. 
0056. The mobile computing device 102 may, for 
example, initiate a “suspend-to-RAM operation, causing the 
device 102 to enter an 'S3' state, in which the states of the 
processor 110 and chipset 111 are saved to the RAM 106. 
Alternatively, for example, the mobile computing device 102 
may initiate a 'suspend-to-disk operation, causing the 
device 102 to enter an “S4” state, in which the states of the 
processor 110, chipset 111, and RAM 106 are saved to the 
persistent storage media 104. Both of these operations may be 
performed by versions of the Microsoft(R) Windows operating 
system. 
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0057 The backup software 112 may instruct a power man 
agement processor in the device 102 that a backup operation 
is being initiated. Upon completion of either kind of Suspend 
operation just described, a power management processor 102 
in the mobile computing device 102 may, upon determining 
that a backup operation is being performed, initiate a power 
up sequence in the device 102 and inform the BIOS in the 
device 102 that a backup operation (rather than a normal 
resume from an S3 or S4 state) is being performed. In 
response, the BIOS may transmit the stored state (e.g., the 
State of the CMOS 108 and media 104 in the case of an S4 
operation or the state of the CMOS 108, media 104, and RAM 
106 in the case of an S3 operation) to the cradle 114, which 
may save the transmitted State in the persistent storage device 
116. 
0058. Once the data 118 are saved in the cradle 114, the 
BIOS may allow a normal resume from an S3 or S4 state to 
occur. Upon completion of this resume operation, the mobile 
computing device 102 will be in the same state as it was injust 
prior to performance of the backup operation. In this way, the 
state of the mobile computing device 102 may be backed up 
to the cradle 114 while the device 102 is running. 
0059 Referring to FIG. 3, a block diagram is shown of a 
system 300 for performing a restore operation according to 
one embodiment of the present invention. The system 300 
includes the mobile computing device 102 and the cradle 114, 
described above with respect to FIG. 1A. 
0060. In one embodiment of the present invention, the 
system 300 may restore the saved state 118 to the mobile 
computing device 102 (or to another mobile computing 
device of the same kind) from the persistent storage device 
116 of the cradle 114 in response to performance of a single 
restore initiation action 326 by the user 124. For example, 
referring to FIG. 4, a flowchart is shown of a method 400 that 
may be performed by the system 300 to restore up the saved 
state 118 to the mobile computing device 102 in response to 
performance of the restore initiation action 326 by the user 
124. 

0061 Prior to initiation of the method 400, the user 124 
may establish the connection 122 between the mobile com 
puting device 102 and the cradle 114 by, for example, placing 
the mobile computing device 102 in the seat of the cradle 114. 
After establishing the connection 122, the user 124 may per 
form the restore initiation action 126a at the cradle 114 (step 
402). The user 124 may, for example, perform the restore 
initiation action 326 by pressing the restore button 130b once. 
0062. In response to receiving the restore initiation action 
326 from the user 124, the cradle 114 may transmit a restore 
initiation request 328 over the connection 122 to the mobile 
computing device 102 (step 404). 
0063. In response to receiving the restore initiation request 
328, the backup software 112 executing on the mobile com 
puting device 102 may transmit some or all of the saved State 
information320 from the cradle 114 to the mobile computing 
device 102 over the connection 122 (step 406). In one 
embodiment of the present invention, all of the saved state 
information 118 is transmitted to the mobile computing 
device 102 by default. 
0064. The backup software 112 saves the saved state infor 
mation 320 in the mobile computing device 102, thereby 
replacing the current state of the mobile computing device 
102 with the state represented by the saved state information 
320 (step 408). As described above with respect to FIGS. 1-2, 
the saved state information 118 may include information 
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previously stored in the persistent storage media 104, RAM 
106, CMOS 108, or any combination thereof. The backup 
Software 112 may copy portions of the saved state informa 
tion 320 into appropriate ones of the persistent storage media 
104, RAM 106, and CMOS 108, so that the state of the mobile 
computing device 102 is properly restored. 
0065. The result of the restore operation performed by the 
method 400 is that the state of the mobile computing device 
102 is restored to the state that it was in when the backup 
method 200 was performed. Upon completion of the method 
400, the mobile computing device 102 may be removed from 
the cradle 114 and be used by the user 124. 
0066. Because the restore operation performed by steps 
404–408 does not require the involvement of the user 124, and 
because the restore operation is initiated by the single restore 
initiation action 326 performed by the user 124 in step 402, 
the method 400 effectively backs up the state of the mobile 
computing device 102 in response to the single action 326 of 
the user 124. 

0067. Restoration of information stored in the CMOS 108 
or other similar memory may require particular steps to be 
taken because modifying such memory while the mobile 
computing device's operating system is executing may cause 
problems. If, for example, the mobile computing device 102 
executes a version of the Microsoft(R) Windows.(R) operating 
system, part of the backup software 112 may be implemented 
as a driver program which terminates the operating system 
(after the backup software 112 restores the state of the per 
sistent storage media 104) and then runs a DOS program 
which restores the CMOS state and then reboots the mobile 
computing device 102 to complete the restore operation. 
0068. The method 400 illustrated in FIG.4 may be imple 
mented in any of a variety of ways. For example, the cradle 
114 may include a chip which connects to a USB port con 
nected to the mobile device 102. This chip may emulate a 
CD-ROM drive, and the BIOS in the mobile computing 
device 102 may be capable of booting the mobile computing 
device 102 from a USB CD drive. 

0069. In one embodiment of the present invention, in 
response to the restore initiation action 326 (e.g., pressing the 
restore button 130b) the cradle 114 activates the virtual CD 
ROM drive and initiates a reset of the mobile computing 
device 102. During the reset, the mobile computing device 
102 boots from the virtual CD-ROM drive, causing the device 
102 to load a minimal operating system and the backup soft 
ware 112. The backup software 112 initiates the restore pro 
cess, which includes steps 406 and 408 of method 400 (FIG. 
4), thereby restoring the saved stated 118 into the mobile 
computing device 102. The backup software 112 then ini 
tiates a resume-from-suspend operation, causing the operat 
ing system on the mobile computing device 102 to resume 
operation as it if were resuming from a normal Suspend opera 
tion rather than a restore. 
0070 Most conventional computing systems are com 
posed of subsystems, also referred to herein as “functional 
modules” or simply as “modules. For example, a conven 
tional computing system may include one or more of each of 
the following Subsystems: (1) an information processing Sub 
system (which may include, for example, a central processing 
unit (CPU)), (2) a power input and distribution subsystem 
(which may include, for example, a power Supply and power 
bus), (3) a user input Subsystem (which may include, for 
example, a conventional mouse and/or keyboard), (4) a user 
output Subsystem (which may include, for example, a con 
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ventional monitor and/or printer), (5) a mass media storage 
and access Subsystem (which may include, for example, a 
conventional hard disk drive), and (6) a network or inter 
device communication Subsystem (which may include, for 
example, a conventional network interface card (NIC) or a 
serial or parallel cable). The relationship of functional mod 
ules to physical components in computer systems is described 
in more detail in the commonly-owned patent application Ser. 
No. 10/173,734, entitled “Modular Computing System.” filed 
on Jun. 18, 2002, hereby incorporated by reference. 
0071. As used herein, the term “functional module” refers 
to a set of hardware and/or software in a computing system 
that performs a particular function. The terms “subsystem 
and “module” are used synonymously with “functional mod 
ule' herein. For example, a display module in a conventional 
desktop computer may include the computer's CPU. graphics 
card, Video memory, monitor, and portions of the operating 
system that process display information. Examples of other 
modules include processing modules, input modules, and 
power modules. A functional module may be embodied in 
hardware, Software, data and/or instruction streams, and any 
combination thereof. A single physical device in a computer 
system may be part of more than one functional module. 
0072. As used herein, the term “computer refers to a 
system that includes an information processing module, a 
power module, a user input module, a user output module, and 
a storage module. These modules are interconnected to form 
a unified system that is powered by the power module, 
receives user input using the user input module, processes the 
user input (and other information) using the processing mod 
ule, provides user output using the user output module, and 
stores user input (and other information) using the storage 
module. Examples of computers include conventional desk 
top computers and laptop computers. 
0073. As used herein, the term “appliance' refers to a 
device that includes a power module, a user input module, and 
a user output module, but that lacks components that provide 
Some or all of the functionality of a conventional computer 
processing module and/or storage module. An appliance 
therefore may rely at least in part on a connection to a network 
system or removable media to provide the missing function 
ality of the processing and/or media storage modules. The 
modules in an appliance are interconnected to form a unified 
system that is powered by the power module, receives user 
input using the user input module, processes the user input 
(and other information) using the (at least partially external) 
processing module, provides user output using the user output 
module, and stores user input (and other information) using 
the (at least partially external) storage module. Examples of 
appliances include personal digital assistants, cellular tele 
phones, and web pads. 
0074 As used herein, the term “computing system” refers 
to both computers and appliances. A computing system 
includes an input module, an output module, a power module, 
a processing module, and a storage module. A computing 
system may also include other modules, such as an interde 
Vice communication module. 
0075 One well-known implementation of a modular com 
puting system is the conventional desktop computer, which 
typically includes a processing module, a networking mod 
ule, an input module, an output module, a storage module, and 
a power module. 
0076. As used herein, the term “input module” refers to 
any functional module (Subsystem) that provides input to a 
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computing system. Input modules may include devices Such 
as keyboards, mice, styluses, trackballs, touch location 
devices such as touchpads and touch screens, microphones, 
scanners, cameras and video capture devices, wireless receiv 
ers, buttons, and Switches. Input may, for example, be 
obtained by the input module as the result of actions per 
formed by a user (Such as typing on a keyboard). Input may, 
however, be obtained without user activity. For example, a 
network interface card may receive input over a network from 
another computer performing automated actions, and a digi 
tal camera may be configured to periodically capture images 
and provide them as input to a computing system without 
further interaction from the user. 

(0077. As used herein, the term “output module” refers to 
any functional module (Subsystem) that provides output to a 
user, to another module, or to another computing device. 
Output modules may include, for example, devices such as 
display monitors, speakers, printers, projectors, and wireless 
transmitters. 
0078. As used herein, the term “processing module” refers 
to any functional module (Subsystem) that processes infor 
mation. Processing modules may include one or more kinds 
of processor in any combination, such as a central processing 
unit (CPU), graphics processing unit, math co-processing 
unit, or a digital signal processor. 
0079. As used herein, the term “storage module” refers to 
any functional module (Subsystem) that stores digital infor 
mation. Storage modules may include devices such as RAM, 
ROM, hard disk drives, floppy disk drives, optical drives 
(such as CD-ROM, CD-R, CD-RW, DVD-RAM, or DVD 
ROM drives), or tape drives. 
0080. As used herein, the term “interdevice communica 
tion module” refers to any functional module (subsystem) 
that enables a component to communicate with another com 
ponent. Typically, each component that is to communicate 
with another component contains its own interdevice com 
munication module. Interdevice communication modules 
may enable communication over any kind of connection, 
such as serial cables, parallel cables, USB cables, or wireless 
connections. Interdevice communication modules may 
include devices such as serial controllers, parallel controllers, 
and network interface cards (NICs). 
I0081. In a desktop computer, the entire processing mod 
ule, the entire networking module, and most or all of the 
media storage module are typically embodied in components 
contained within a single physical housing. Although Such 
housings have various form factors, some of which (such as 
the “tower” model) are designed to rest on a floor rather than 
a desk, all such form factors fall within the desktop computer 
paradigm as described herein. For purposes of explanation, 
any Such housing and the devices contained within it are 
referred to herein as the “desktop component of a desktop 
computer. 
I0082 For example, a typical desktop computer system 
includes a desktop component, a keyboard, a mouse, a moni 
tor, and a printer. The processing module of the desktop 
computer is embodied in a central processing unit (CPU) and 
related components within the desktop component. Similarly, 
the networking module of the desktop computer is embodied 
in a network interface card (NIC) and related components 
within the desktop component, and the power module of the 
desktop computer is embodied in a power Supply, trans 
former, and related components within the desktop compo 
nent. The input module of the desktop computer consists of a 
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keyboard, a mouse, and related components within the desk 
top component. The output module of the desktop computer 
consists of a monitor, a printer, and related components 
within the desktop component. The storage module of the 
desktop computer consists of a hard disk drive (not shown) 
within the desktop component, an external optical storage 
device, and related components within the desktop compo 
nent. The “related components’ described above typically 
include device drivers and other hardware and software for 
communicating with and controlling the keyboard, mouse, 
monitor, printer, and optical storage device, which are typi 
cally referred to as “peripheral devices.” 
0083 Conventional desktop components typically com 
municate with peripheral devices (such as the keyboard and 
the printer) via data ports, wireless streams, or physical con 
nectors having various bandwidths and form factors and 
employing various protocols. Such peripheral devices are 
generally powered either independently by power modules 
unique to each device, or draw power parasitically from the 
desktop component. 
0084. In portable (mobile) computing systems, such as 
laptop computers, a single device often encapsulates a set of 
components that embody user input modules (e.g., keyboard, 
trackpad, touchpad, buttons, levers, touchscreen; stylus, 
operating system, etc.), user output modules (e.g., monitor, 
speakers, LEDs, vibration, etc.), processing modules (e.g., 
CPU, memory, video processor, decoder), media storage 
modules (e.g., hard disk drive, flash memory, Smart card, 
ROM), and power modules (e.g., batteries, transformers, 
Super capacitors, Solar cells, springs). Encapsulation of input, 
output, and power modules within a single device is a com 
mon way in which portable computing systems address the 
need for portability. In addition to this encapsulation of mul 
tiple functional modules within a single device, portable com 
puting systems often also include peripheral devices that 
provide the functionality of network modules (e.g., modems), 
inter-device communication modules (e.g., port replicators, 
expansion cards), user input modules (e.g., mice, keyboards, 
microphones), user output modules (e.g., printers, external 
speakers), and power modules (e.g., external batteries and 
chargers). 
0085 Laptop computers, handheld computers, and per 
Sonal digital assistants (PDAs) are examples of such portable 
computing systems. Devices such as MP3 players, calcula 
tors, and handheld Voice recorders are also portable comput 
ing systems with processing, input, output, power, and media 
modules specifically scaled and tailored to these niche 
devices. Among portable computing systems are also special 
ized “media readers' Such as digital phones, pagers, digital 
cameras, tape players, CD players, wireless email devices, 
portable DVD-players, mini-disc players, and portable game 
players, which read a stream of media to the user, either from 
a wireless source or from a removable media source. These 
readers, like appliances, may have some or all of their pro 
cessing or media storage modules abstracted over a network 
or removable device. 
I0086 Among the advantages of the invention are one or 
more of the following. 
0087 Techniques disclosed herein may be used to enable 
the processes of backing up and restoring the state of the 
mobile computing device 102 in response to a single action 
performed by the user. Such techniques therefore greatly 
simplify the backup/restore process from the perspective of 
the user in comparison to systems which require the user to 
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engage in many steps to perform a backup or restore opera 
tion. The techniques disclosed herein are particularly benefi 
cial to the users of mobile computing devices, who may not 
have time to learn and engage in complex backup/restore 
procedures, and who may not have access to technical Support 
staff or other technical support resources if they encounter 
difficulty performing a backup or restore operation. 
0088. In addition, the use of the cradle 114, rather than a 
cable, to connect the mobile computing device 102 to the 
corresponding backup device, further simplifies the backup 
and restore process. The use of the cradle 114 frees the user 
from the need to transport and use a separate cable which 
needs to be connected at both ends to the mobile computing 
device 102 and corresponding backup device. Rather, the user 
need merely insert the mobile computing device 102 itself 
into the cradle 114 (as shown in FIG.5C), thereby establish 
ing a connection between the two. This both simplifies the 
backup/restore process and requires fewer parts than a solu 
tion involving a cable and backup device. 
I0089 Another advantage oftechniques disclosed herein is 
that they may be employed to save both the contents of the 
persistent storage media 104 and the CMOS 108 in the mobile 
computing device 102. Although it may be useful to back up 
the contents of the persistent storage media 104 but not the 
CMOS 108, in such a case it may be necessary to perform 
additional configuration of the mobile computing device 102 
after the completion of a restore operation (such as setting its 
system date and time) to completely restore the state of the 
mobile computing device 102 as it existed at the time the 
backup operation was performed. Backing up the contents of 
CMOS 108 in addition to the contents of the persistent storage 
media 104 makes it possible to replicate the state of the 
mobile computing device 102 more complete. This is yet 
another way in which the techniques disclosed herein sim 
plify the process of restoring the state of the mobile comput 
ing device 102 quickly and completely. 
0090 Although such techniques are generally helpful in 
cases in which part of the state of the mobile computing 
device 102 becomes corrupted or erased. Such techniques are 
also helpful in cases in which the original mobile computing 
device 102 is lost or unavailable. In such cases the techniques 
disclosed herein may be used to restore the saved state 118 to 
a different mobile computing device, thereby enabling it to be 
used as a replacement for the original mobile computing 
device 102 without any additional manual setup or configu 
ration. 

0091 Another advantage oftechniques disclosed herein is 
that the cradle 114 itself may be small and lightweight, 
include a relatively small number of components, and be 
manufactured relatively inexpensively. The cradle 114 may, 
for example, be implemented with little more thana hard disk 
drive and controller, backup and restore buttons, and an input/ 
output connector and path for communicating with the 
mobile computing device 102. The cradle 114 may therefore 
be easily transportable with the mobile computing device 102 
and therefore be readily available for use to perform a restore 
operation if data on the mobile computing device 102 
becomes erased or corrupted. Use of the cradle 114 also 
eliminates the need to connect the mobile computing device 
102 to a personal computer to perform a backup or restore 
operation, further simplifying such processes. The cradle 114 
may also double as a power charging station for the mobile 
computing device 102. 
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0092. It is to be understood that although the invention has 
been described above in terms of particular embodiments, the 
foregoing embodiments are provided as illustrative only, and 
do not limit or define the scope of the invention. Various other 
embodiments, including but not limited to the following, are 
also within the scope of the claims. 
0093. Although the backup and restore buttons 130a-bare 
illustrated and described hereinas physical buttons, this is not 
a limitation of the present invention. Rather, the backup and 
restore buttons 130a-b may be implemented as any means for 
receiving a single action from the user 124. Each of the 
backup button 130a and the restore button 130b may, for 
example, be a lever, Switch, or a virtual button displayed on a 
display Screen Such as a touch screen. Furthermore, the 
backup and restore buttons 130a-b may be implemented as a 
single button or other input means. For example, the cradle 
114 may include a single “backup/restore' button rather than 
the two backup and restore buttons 130a-b. When the user 
presses such a backup/restore button, the operation to be 
performed may be selected based on other criteria or input, 
such as the length of time for which the button is pressed or 
the identity of an on-screen icon selected by the user. 
0094 Furthermore, the techniques disclosed herein are 
not limited to performing a backup/restore operation in 
response to a single action performed by the user. Rather, the 
techniques disclosed herein may be employed to perform 
backup/restore operations in response to multiple actions by 
the user. 

0095. The techniques disclosed herein are not limited to 
performing backup/restore operations in response to actions 
performed by the user 124 at the cradle 114. Rather, the 
mobile computing device 102 may be equipped with means 
(such as one or more buttons) for initiating a backup/restore 
operation. The user 124 may activate such means to perform 
a backup/restore operation. In Such a case, the backup initia 
tion request 128 and the restore initiation request 328 may 
either be unnecessary or may be transmitted by the mobile 
computing device 102 to the cradle 114 rather than vice versa. 
0096. Although the backup software 112 is described 
herein as executing on the mobile computing device 102, this 
is not a limitation of the present invention. Rather, the backup 
software 112 may additionally or alternatively execute on the 
cradle 114. 
0097 Although the mobile computing device 102 may be 
a computer, as that term is defined herein, this is not a require 
ment of the present invention. Rather, the mobile computing 
device 102 may be an “appliance' as that term is defined 
herein. 
0098. The particular mobile computing device 102 and 
cradle 114 shown in FIGS. 5A and 5B, respectively, are 
shown merely for purposes of example and do not constitute 
limitations of the present invention. More generally, the 
mobile computing device 102 and cradle 114 may have any 
form factor and appearance. The cradle 114 may be any 
device to which the mobile computing device 102 may be 
connected by placing the mobile computing device 102 into 
contact with the cradle 114 such that the mobile computing 
device 102 comes to be seated, at least in part, within the 
cradle 114. 
0099. The connection 122 between the cradle 114 and the 
mobile computing device 102 may be established using any 
kind of interface, such as a USB, FireWire (IEEE 1394), or 
PCI Split BridgeTM interfaces. Note that although the persis 
tent storage device 116 is illustrated in FIGS. 1A-1B as a 
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component of the cradle 114, this is not a requirement of the 
present invention. Rather, the persistent storage device 116 
may, for example, be an external device that is connected to 
the cradle 114. 

0100. Note that the term “cradle' as used herein is not 
limited herein to an apparatus as shown in FIGS.5A-5C. The 
cradle 114 may, for example, be a laptop docking station and 
the mobile computing device 102 may be a laptop computer. 
The use of a docking station in conjunction with a computing 
device. Such as the computing device 102, is described in 
more detail in the above-referenced patent application 
entitled “Docking Station for Mobile Computing Device.” 
Embodiments of the docking station disclosed therein act as 
an interface between a computing device and one or more 
peripheral devices, such as monitors, keyboards, printers, and 
external storage devices (such as hard disk drives and optical 
media drives). 
0101 Elements and components described herein may be 
further divided into additional components or joined together 
to form fewer components for performing the same functions. 
0102 The techniques described above may be imple 
mented, for example, in hardware, Software, firmware, or any 
combination thereof. The techniques described above may be 
implemented in one or more computer programs executing on 
a programmable computer including a processor, a storage 
medium readable by the processor (including, for example, 
Volatile and non-volatile memory and/or storage elements), at 
least one input device, and at least one output device. Program 
code may be applied to input entered using the input device to 
perform the functions described and to generate output. The 
output may be provided to one or more output devices. 
0103) Each computer program within the scope of the 
claims below may be implemented in any programming lan 
guage. Such as assembly language, machine language, a high 
level procedural programming language, or an object-ori 
ented programming language. The programming language 
may, for example, be a compiled or interpreted programming 
language. 
0104. Each such computer program may be implemented 
in a computer program product tangibly embodied in a 
machine-readable storage device for execution by a computer 
processor. Method steps of the invention, may be performed 
by a computer processor executing a program tangibly 
embodied on a computer-readable medium to perform func 
tions of the invention by operating on input and generating 
output. Suitable processors include, by way of example, both 
general and special purpose microprocessors. Generally, the 
processor receives instructions and data from a read-only 
memory and/or a random access memory. Storage devices 
Suitable for tangibly embodying computer program instruc 
tions include, for example, all forms of non-volatile memory, 
such as semiconductor memory devices, including EPROM, 
EEPROM, and flash memory devices; magnetic disks such as 
internal hard disks and removable disks; magneto-optical 
disks; and CD-ROMs. Any of the foregoing may be supple 
mented by, or incorporated in, specially-designed ASICs (ap 
plication-specific integrated circuits). A computer can gener 
ally also receive programs and data from a storage medium 
Such as an internal disk (not shown) or a removable disk. 
These elements will also be found in a conventional desktop 
or workstation computer as well as other computers Suitable 
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for executing computer programs implementing the methods 
described herein, which may be used in conjunction with any 
digital print engine or marking engine, display monitor, or 
other raster output device capable of producing color or gray 
scale pixels on paper, film, display Screen, or other output 
medium. 
What is claimed is: 
1. in a system including a device coupled to a cradle, a 

method comprising steps of 
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(A) receiving a single backup initiation input action from a 
user, 

(B) in response to the single backup initiation input action, 
transferring, from the device to the cradle, state infor 
mation descriptive of a state of the device; and 

(C) storing the state information in the cradle. 
2-108. (canceled) 


