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Certificate :~ SIGNED { SEQUENCE {

version [0] Version DEFAULT v1,

serialNumber CertificateSerialNumber,

signature Algorithmldentifier,

igsuer Name,

validity Validity,

subject Namec,

subjectPublicKeyInfo SubjectPublicKeyinfo, 10

issuerUniqueldentifier [13 IMPLICIT Uniqueldentifier OPTIONAL,
-~ if present, version shall be v2 or v

subjectUniqueldentifier [2] IMPLICIT Unicqueldentifier OFTIONAL,
-- if present, version shall be v2 orvi

extensions [3] Extensions OPTIONAL

— If'present, version shall be v3 -- } }

Version := INTEGER { v1(0), v2(I), v3(2) }
CertificateSerialNumber ::= INTEGER
Algorithmldentifier :;= SEQUENCE {
algorithm ALGORITHM .&id ({SupportedAlgorithms}),

parameters ALGORITHM.&Type ({Supported Algorithms} { @algorithm})
OPTIONAL }

20

— Definition of the following information object set is deferred, perhaps to
standardized

-- profiles or to protocol implementation conformance statements. The set is
required to
— specify a table constraint on the parameters component of Algorithmidentifier.
— Supported Algorithms ALGORITHM ::= { ... }
Validity ::= SEQUENCE {
notBefore Time,
notAfiler Time }
SubjectPublicKeyInfo ;= SEQUENCE {
algorithm Algorithmldentifier,
subjectPublicKey BIT STRING }
Time ;= CHOICE {
uicTime UTCTime,
generalizedTime GeneralizedTime } 40
Extensions = SEQUENCE OF Extension
Extcnsion ::=SEQUENCE {
cxtuld EXTENSION.&id ({ExtensionSet}),
critical BOCLEAN DEFAULT FALSE,
extnValue OCTET STRING
- contains a DER encoding of a value of type &ExtnIype

30

-« for the extension object identified by extnid - }
ExtensionSet EXTENSION = { ...}

Do0oo0Q 50
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