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An architecture
for providing operations and
maintenance functionality in
an open access wireless signal
distribution system. The open
access system makes use of a
common, shared, distributed radio
frequency distribution network and
associated network entities that
enable a system operator to offer
access to wireless infrastructure
that may be shared among multiple
wireless service providers (WSPs).
The WSPs, or tenants of the
operators, may obtain access in
a tenant lease-space model. The
open access system provides the
ability for multiple tenants in a
given community to share wireless
equipment such as remotely located
antenna sites, regardless of their
specific requirements for radio
frequency (RF) air interface signal

(57) Abstract:

protocols and/or management messaging formats. The present invention is directed to an open access Network Management

System (NMS) that provides multiple tenants with an appropriate level of access and control over the system elements that carry
their signaling. For example, in addition to forwarding messages from tenant-controlled NMSs to the open access system elements,
the open access NMS preferably acts as a caching firewall to ensure that the tenant NMS are permitted privileges to access only
those system elements to which they are properly assigned. A database function included with the open access NMS may be used
to build and maintain a database of operations and maintenance information from autonomously initiated poll and status functions.

This then permits queries from tenant NMSs to be answered without the need to duplicate open system network traffic.
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OPERATIONS AND MAINTENACE ARCHITECTURE FOR MULTIPROTOCOL
DISTRIBUTED SYSTEM

BACKGROUND OF THE INVENTION

The wireless telecommunication industry continues to experience significant
growth and consolidation. In the United States, market penetration is near 32 %
with approximately 86 million users nationwide. In 1999 the total number of
subscribers increased 25% over the previous year, with the average Minutes of Use
(MOU) also increasing by about 20% per user. If one considers growth in the digital
market, in as short as three years, the digital subscriber base has grown to 49 million
users, or approximately equal to the installed number of users of analog legacy
systems. Even more interesting is an observation by Verizon Mobile that 70% of
their busy hour traffic (an important system design parameter) is digital traffic,
although only approximately 40% of the total number of their subscribers are digital
users. The Verizon Mobile observation indicates the digital subscriber will drive the
network design through its increasing usage, whereés the analog user is truly a |

passive “glovebox” subscriber.

Similar growth has been witnessed in other countries, especially in Northern
and Western Europe, where market penetration is even higher, approaching 80% in

some areas, and digital service is almost exclusively used.
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With the availability of Personal Communications Service (PCS) frequencies in the
United States, and additional continuing auctions of spectrum outside of the
traditional 800-900 MegaHertz (MHz) radio band, the past few years have also seen
increased competition among service providers. For example, it has also been
estimated that 88% of the US population has three or more different wireless service
providers from which to choose, 69% have five or more, and about 4% have as

many as seven service providers in their local area.

In 1999 total wireless industry revenue increased to $43B, representing an
approximate 21% gain over 1998. However, a larger revenue increase would have
been expected given the increased subscriber count and usage statistics. It is clear
that industry consolidation, the rush to build out a nationwide footprint by multiple
competing service providers, and subsequent need to offer competitive pricing plans
has had the effect of actually diminishing the dollar-per-minute price that customers

are willing to pay for service.

These market realities have placed continuing pressure on system designers
to provide system infrastructure at minimum cost. Radio tower construction
companies continue to employ several business strategies to serve their target
market. Their historical business strategy, is build-to-suit (i.e., at the specific
request and location as specified by a wireless operator). But some have now taken
speculation approach, where they build a tower where it may be allowed by local
zoning and the work with the new service providers to use the already existing
towers. The speculative build spawned by the recently adopted zoning by-law is
actually encouraged by communities to mitigate the “unsightly ugliness” of cellular
phone towers. Towns adopted the by-laws to control tower placement since Federal
laws prohibit local zoning authorities to completely ban the deployment of wireless
infrastructure in a community. Often the shared tower facility is zonéd far removed
from residential areas, in more commercialized areas of town, along heavily traveled
roads, or in more sparsely populated rural sections. But providing such out of the
way locations for towers often does not fully address each and every wireless

operator’s capacity or coverage need.
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Each of the individual wireless operators compete for the household wireline
replacement, and as their dollar-per-MOU is driven down due to competition in the
“traditional” wireless space, the “at home” use is one of the last untapped markets.
As the industry continues to consolidate, the wireless operator will look for new
ways to offer enhanced services (coverage or products) to maintain and capture new

revenue.

Considering the trends that have appeared over recent years, when given the
opportunity to displace the household wireline phone with reliable wireless service,
a wireless service operator may see their average MOUs increase by a factor of 2 to
4, thereby directly increasing their revenue potential 200 to 400%. In order to
achieve this, the wireless operator desires to gain access throughout a community as
easily as possible, in both areas where wireless facilities are an allowed use and in

where they are not, and blanket the community with strong signal presence.
SUMMARY OF THE INVENTION

Certain solutions are emerging that provide an alternative to the tower build
out approach. In particular, wireless signal distribution systems may employ a high
speed distribution media such as a cable television infrastructure or optical fiber data
network to distribute Radio Frequency (RF) signals. This allows the capacity of a
single base station to be distributed over an area which is the equivalent of multiple

microcellularsites without degradation in RF signal quality.

However, even these systems have a shortcoming in that they are typically
built out for one selected over the air protocol and are controlled by a single service
provider. Thus, even with such systems as they are presently known, it becomes
necessary to build out and oveﬂay multiple base stations and multiple signal

distribution networks for multiple service providers.
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The present invention is an open access signal distribution system in which a
variety of wireless voice, data and other services and applications are supported.
The open access systems makes use of a distributed Radio Frequency (RF)
distribution network and associated Network Management System (NMS) entities
that enable the system operator to employ a wireless infrastructure network that may
be easily-shared among mulﬁple wireless service providers in a given community.
The open access system provides the ability for such-operators and service providers
to share access to the infrastructure regardless of the specific RF air interface or
other signal formatting and/or managing messaging formats that such operators

choose to deploy.

More particularly, the present invention is concerned with a technique for
implementing an open access Network Management System (NMS) that acts a
common control message interface for respective network management systems
operated by multiple wireless service providers in a given community. This open
network management system consists of a software element that communicates
control messages with open access system elements, such as radio hubs and Remote
Access Nodes (RANs). In the preferred embodiment, the control messages consist
of Simple Network Management Protocol (SNMP) messages and other similar
messages using, for example, Transmission Control Protocol-Internet Protocol

(TCP/IP) packets.

The open access NMS architecture enables different tenants to have access to
the control and status information they need in a familiar form while preventing
access to information that they do not need to have or have their privilege is to see.
For example, the open access Network Management System preferably includes a
statefull firewall for SNMP traffic. The statefull firewall looks like an SNMP agent
for the tenant interfaces, but looks like an SNMP client to the open access system
elements such as the radio hubs and RANs. The statefull firewall software system
contains configuration information that defines which SNMP privileges a particular

tenant client may use, such as based on the IP address of the client.
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The open access NMS thus provides each respective wireless operator with a
set of alarms, operation and maintenance signaling, built-in testing and other remote
control messaging privileges for their own respective wireless acceés systems. They
can thus perform SNMP functions for the open access system elements using their
own tenant-specific Network Management System (tenant NMS). However, a
hierarchy is employed between the tenant NMSs and the open access system NMS,
to minimize the signaling across multiple wireless operators, and to, perhaps more
importantly, create a firewall to prevent one tenant from obtaining information from
or even sending control messages to open system elements that are under the control

of other tenants.

The open network management system also provides a facility whereby
information to which common access is needed maybe cached or accessed through
database queries. In particular, the open access NMS can autonomously initiate
queries to the open access system elements to determine status information, and then
place this information in its own database. This serves two purposes. First, when an
SNMP request message is received from a tenant NMS, the local database can be
queried for the information rather than sending request messages out to the system
elements. This prevents unnecessary network traffic when a different tenant NMS’s
are making queries for common information such as, for example, fault states,
temperature information and the like which should be sharable among the various
system operators. A second benefit is provided in that relatively large amounts of
data can be passed to the tenant NMS without crating correspondingly large amounts

of traffic on the internal open access system communication network.
BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, features and advantages of the invention
will be apparent from the following more particular description of preferred
embodiments of the invention, as illustrated in the accompanying drawings in which

like reference characters refer to the same parts throughout the different views. The
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drawings are not necessarily to scale, emphasis instead being placed upon

illustrating the principles of the invention.

Fig. 1 is a block diagram of an open.access system according to the
invention.

Fig. 2 illustrates one possible deployment for the open access system.

Fig. 3 is a more detailed diagram of a hub signal path for the open access
system.

Fig. 4 is a more detailed diagram of a Radio Access Node signal path.

Fig. 5 is a more detailed view of a cross connect providing for the ability to
connect multiple base stations for different Wireless Service Providers (WSPs) or
tenants of the open system to a network of Radio Access Nodes.

Fig.6isa diagram illustrating how RAN slices may be allocated to different-
tenants and sectors in simulcast.

Fig. 7 is a message flow diagram illustrating how the open access system
may provide for shared or open access Network Management System (NMS)
functionality. |

Fig. 8 is an illustration of a messaging scenario where a one tenant sends an
SNMP message that the open access NMS may determine violates a privilege.

Fig. 9 illustrates a messaging scheme where a caching firewall is used to
reduce SNMP message traffic to the open system components.

Fig. 10 is an illustration of how tenants may gatherblocks of data from an

operator NMS without incurring overhead of SNMP.
DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT
Turning attention now to the drawings more particularly, Fig. 1 is a diagram

of an open access system 10. The open access system 10 is an open access network

supporting a multitude of wireless voice, data, video services and applications.

" Wireless Service Providers (WSP) and Wireless Internet Service (WISP) Providers,

commonly known herein also as tenants, may use open access system 10 to either
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enhance or replace existing networks, wired or wireless, or to develop new

networks.

Open access system 10 is a multi-frequency, mﬁlti—protocol Radio Frequency
(RF) access network, providing cellular, Personal Communication Services (PCS),
and wireless data coverage via a distributed RF access system. Open access system
10 is comprised of base transceiver stations (BTSs) 20, located at hub sites 30. The
base stations 20 are connected via high speed data links 40 to distributed RF access
nodes (RANSs) 50. The system 10 is, in effect, a signal distribution network and
associated management entities that enable a network operator to deploy a wireless
infrastructure network that may easily be shared among multiple wireless system
operators in a given community. The open access network may be shared regardless
of the specific RF air interface formatting and management messaging formats that

each wireless operator chooses to deploy.

Figs. 2 depicts one possible deployment scenario for the open access system
10. As shown, the system consists of a multiple Radio Frequency (RF) Access Node
50 (RAN) units that may be located at relatively lower height locations such as
utility poles. The open access network 10 distributes RF signals to and from the
RANSs 50, using a shared transport media 40 such as an optical fiber using high
speed transport signaling. The physical deployment of the open access system is

thus quite different from the higher radio towers required in a conventional system.

Returning attention to Fig. 1, the hub 35 provides the hardware and software
interfaces between the high speed data link 40 and the individual wireless carrier
base stations 20. The base stations 20 are considered to be original equipment
manufacturer (OEM) type equipment to be provided and/or specified by the tenant
15 and are not provided as part of the open access system 10 itself. Hub 35 co-
locates with the base stations 20 at a designated hub site 30. In a maximum
configuration, a 3-sector base station 20 connects to 24 RAN Units 50, via an open
access Hub 35. Hub 35 can be expanded to connect multiple base stations 20 (one

or multiple wireless carriers) and their associated RAN Units 50.
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RAN units 50 are distributed throughout a given community in accordance
with the network operator’s RF plan. RAN Units 50, along with associated antennas
56, are typically installed on utility poles 58, and connect to Hub Unit 35 via a fiber
optic cable 40.

An operator controlled, common or open access Network Management
System 60 provides remote monitoring and control of the open access network 10 by
the network operator. The open access Network Management System 60 also allows
for the network operator to pass selected control or status information concerning
the open access network 10 to or from the individual wireless carriers or tenants.
The present invention relates in particular to the manner in which the open access
NMS 60 communicates with tenant NMSs 62a, 62b. By “tenant” herein, it is meant
to refer to the wireless carrier, Wireless Service Provider (WSP), or other business
entity that desires to provide wireless service to end customers using the open access

system 10.

The open access system 10 supports essentially any wireless protocol to be
an open access platform. In one configuration, open access system 10 supports the
multiple 800/1900 MHz and/or WCS/ISM/MMDS/U-NII wireless service providers,
and wireless data providers who require last mile access to their targeted customers,

all at the same time.

In a preferred configuration, the open access network consists of radio access
nodes (RAN) 50 distributed to achieve the desired RF signal presence and a hub 35
and high speed data link 40, which interconnects the base station RF signals with the
RANSs 50.

The distributed architecture is comprised of multi-protocol, frequency-
independent radio access nodes 50. In the preferred embodiment at the present time,
each RAN 50 supports from 1 to 8 tenants of various protocols and frequencies. It
should be understood that other configurations could support a smaller or greater

number of tenants per RAN 50. Within each RAN 50, the wireless service provider
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“tenants™ have typically leased space from the operator of the open access system
10, so that the operators can install corresponding, appropriate individual radio
elements in a RAN slice 52. Each HUB 35 can scale to support one to thrée sectors
each for multiple base stations 20. It should be understood that base stations with a

greater number of sectors 20 may also be supported.

RANSs 50 are inferconnected via fiber links 40 to centrally located HUB sites
30 and associated base stations 20. RANs 50 provide a wide area distribution
network that is logically a “horizontal radio tower” with access provided to a single
“tenant” or shared amongst multiple tenants (wireless service providers). The
generic architecture supports scaling from a single operator to supporting up to
multiple operators across the multiplé frequency bands per shelf. Multiple slices

may be stacked to serve additional tenants, as needed.

Open access network elements such as the HUBs 35 and RANs 50
incorporate a System Network Management Protocol (SNMP) communication
scheme to facilitate integration with the host operator’s open access network
management system (NMS) 60. The open access NMS is in turn connected to
tenant-specific NMSs 62a, 62b through convenient data networking equipment such
as wide area data networks (WANS) 65. This architecture allows easy and complete
communication across the open access system 10 with a high level of control and
visibility. The preferred manner in which the open access NMS 60 coordinates
requests from tenant NMSs 62a, 62b to communicate SNMP messages with the

open access system elements is described below.

But before discussing the NMS messaging hierarchy, it is instructive to
understand the basic functionality of the open access system elements. Referring
now to Fig. 3, an RF signal is transmitted from a BTS 20 to open access hub 35.

The RF signal is of any bandwidth up to typically 15 MHz (but future bandwidths
may be greater) and follows the hub signal path as shown in Fig. 3. The signal is
down converted to a 50 MHz (+/- 7.5 MHz) Intermediate Frequency (IF) signal by
the down converter (D/C) 100. The IF signal is then converted to a 14 bit-wide data
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stream, at least at 42.953 Msps, by analog-to-digital (A/D) channelizer 102. Two
control bits are added to the stream at a field programmable gate array (FPGA)
within the A/D channelizer 102. These control bits can be used for a link layer to
support SNMP messaging between the open access system elements over the fiber
40, or for other purposes. The 16 bit wide stream, still at 42.953 Msps, is then
serialized using 8B/10B encoding producing a 859 Mbps bit stream or an STS-12
type transport signal. The STS-12 signal is then distributed along a number of paths
equal to the number of RAN in simulcast for each BTS sector. The STS-12 signal
is preferably transmitted to the designated RAN Units 50 by interconnect 106 cross-
connecting the STS-12 signal to a 4:1 multiplexer 108 that converts the STS-12
signal to an OC-48 signal. In a preferred embodiment, as shown in Fig. 1, a base -
station 20 located at any hub site 30 can transmit its associated signal to any RAN
Unit 50 using a digital cross-connect 37 connected between Hubs 35. In one
example, lower rate signals (STS-3, 4, etc.) may be combined into higher rate shared

transport signals (e.g. 0C-192).

Referring to Fig. 4, the OC-48 signal enters a multiplexer 108 where the
signal is converted from an OC-48 signé.l back to a STS-12 signal. The STS-12
signal is then digital-to-analog (D/A) converted to a 50 MHz (+/- 7.5 MHz) signal
by the D/A Channelizer 110. The 50 MHz (+/- 7.5 MHZz) signal is up converted 112
(U/C) to the required RF signal between. The RF signal is then power amplified
(PA) 114 at its associated RF frequency and transmitted through RF feed network
117 that couples transmit and receive signals to the same antenna. The RF signal is

then radiated by the antenna.

Referring to Fig. 4, an RF signal is received by an antenna or antenna array
and the signal is then down converted (D/C) 100 to a 50 MHz (+/- 7.5 MHz) signal.
The RF signal is then converted to a 14 bit stream, at least at 42.953 Msps, in the
(A/D) channelizer 102. Two control bits are added to the bit stream at a digital filter
implemented in a Field Programmable Gate Array (FPGA) within the A/D
channelizer 102. The 16 byte stream, at least at 42.953 Msps, is serialized using
8B/10B encoding producing a 859 Mbps bit stream or STS-12 signal. The STS-12



WO 01/74013 PCT/US01/40394

10

15

25

30

11

signal is then combined with the other tenant signals by a 4:1 multiplexer 108 that
converts the STS-12 signal to an OC-48 signal. This signal is then transmitted to the
designated open access hub 335.

Referring back now to Fig. 3, the OC-48 signal is received at the open access
hub 35 at the multiplexer 108 that converts the OC-48 signal to a STS-12 signal.
The STS-12 signal is then cross-connected through interconnect 106 to a designated

"BTS 20. The STS-12 signal is summed up to 8:, 1 (embodiments greater than 8 are

also possible) with signals from other RANs in the same simulcast and is then D/A
converted 110 to a 50 MHz (+/- 7.5MHz) IF signal. It should be understood that in
other configurations, more than 8 signals could be summed together. The 50 MHz
signal IF signal is the up converted (U/C) 112 to the désired radio carrier and
forwarded to the BTS 20. Providing for two receive paths iﬁ the system 10 allows

for receive diversity.

The location of the RANs will be selected to typically support radio link
reliability of at least 90% area, 75% at cell edge, as a minimum, for low antenna
centerline heights in a microcellular architecture. The radio link budgets, associated
with each proposed tenant, will be a function of the selected air protocol and the
RAN 50 spacing design will need to balance these parameters, to guarantee a level
of coverage reliability. For more details concerning link budget allocation, refer to
our co-pending U.S. Patent Application serial number... filed March 27, 2001 and

assigned to Transcept OpenCell, Incl, the same assignee as the present invention.

Turning attention now to Fig. 5, this type of infrastructure build-out requires
a distributed RF system capable of cross-connecting multiple base stations 20 from
different “tenants” or Wireless Service Providers (WSPs) to a network of RANs 50
using distribution ratios that differ for each wireless protocol. A network that does
not support this aspect of the invention would simply connect the base station
sectors for all the WSPs to the same complement of RANs 50. Sector 1/ WSP 1
through sector 1/ WSP n would all commect to the same RANSs 50. Similarly, sector
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2/ WSP 1 through sector 2/ WSP n connect to a different but common group of
RANSs 50.

Referring to Figs. 5 and 6, the syétem described by this invention selects a
different simulcast scheme for each individual sector of each wireless tenant and the
total collection of RANs 50 distributed through a geographic coverage area. For
example: Sectorl/WSP1 does not necessarily connect to the same complement of
RANSs 50 as sector 1/WSP 2 through sector 1/WSP n. There may be only partial or
even no overlap between the connectivity assignments due to the variable simulcast
ratios across the differing protocols. Sector 2/WSP 1 not only does not fully overlap
with sector 2/(WSP 2 through n) but also may also partially overlap with sector 1/ (2
though n) in RAN assignménts.

Referring in particular to the example shown in Figs. 5 and 6, WSP or tenant
1 is simulcasting a group of 8 RANs within a total number of 24 RANs 50. Each RF
sector is connected to a different grouping of 8 RANs. The illustrated drawing in
Fig. 6 is for a group of 24 contiguous cells showing how the three tenants may share

them.

Tenant 2 is operating with a simulcast group size of 5. Thus 5 different
RANSs are allocated to each of the 5 sectors for this tenant. Note that since simulcast
number of 5 is not an integer divisor of the number of cells in the RAN group, that

number being 24 in this example, sector 3 has only 4 cells allocated to it. Tenant 3

~ is operating with the simulcast group size of 3 and thus is operating with 8 sectors,

each having 3 RANs associated with it.

The hub interconnect in Fig. 5 then selects RAN 50 simulcast groupings for
each sector based upon the desired groupings desired for each tenant. This permits
for equalization of the radio frequency link budgets in each RAN 50 group. The
open access product allows a tenant to customize the RAN 50 RF parameter settings
to control the radio link environment, such as signal attenuatiqn, gain, and other

methods for strong signal mitigation.
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In sector configuration of the system, the Hub/RAN ratio is configurable
from 1 to 8 RANSs per BTS sector. The RANSs 50 is remote configurable through the
open access operator’s NMS 60, to support what is commonly referre& to as sector
re-allocation. The sector allocation is defined by the hosted wireless service
provider’s traffic loading analysis and controlled by the inputs from the specific

tenant’s NMS 62 via the wide area network 65..

What is important to note here in the context of the present invention is that
any given WSP or tenant may require access to only certain ones of the RAN slices
at particular RANs 50, depending upon the simulcast configuration presently in
place, and depending upon the types and amount of access that the individual tenant

has requested from the operator of the open access system.

Returning attention now to Figs. 1 and 2 briefly, in general, the data link uses
one or more fiber optic connections between a hub 35 and one or more RANs 50.
Data link uses a mix of electrical multiplexing, wavelength multiplexing, and

multiple fibers to support the bandwidth requirements of the configuration in a cost-

_effective manner. Data link design should optimize its cost by using the best

combination of different multiplexing schemes based on physical fiber costs, leased
fiber costs and technology evolution. Data link supports whole RF band
transportation (digitized RF), IP packets, ATM cells, and other traffic as need for

open access signal transmission and system management and control.

' The data link 40 conneots a Hub 35 and mul’éiple RANSs 50 using either a
Ring or Star network topology, or possibly a mix of the two. In one configuration,
open access system 10 should support up to, for either a ring or star topology, at
least several miles of fiber length. The actual fiber lengths will be guided by optical
path link budgets and specific RF protocol limits.

With continuing reference to Fig. 1, it can now be better understood how

operations and maintenance works for the open access system 10. Recall that the
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open access system 10 provides wireless signal distribution service for a number of
different tenants or Wireless Service Providers (WSP) who ultimately provide
service to the end users. The open access system tenants may typically lease RF
bandwidth services and network management services from the operator of the open

access system 10.

Such tenants are likely to require and benefit from having certain levels of
operations, maintenance and control information concerning the open access system
elements over which their own customers signals and information travel. For
example, even a tenant is extremely concerned when system elements are not
functional; however, such tenant have often devised their own management schemes
for detecting, reporting, and acting upon such system events. The operator of the
open access system 10 therefore implements the open access network management
system (NMS) 60 and provides operational procedures that permit the tenants to

perform certain system management functions in a coordinated manner.

The open access NMS 60 consists of a software system that is typically the
sole or at least primary path for communication of control messages with the open
access system elements such as the Hubs 35 and RANs 50. The communication
consists of SNMP (Simple Network Management Protocol) messages and other
messages using TCP/IP packets. The NMS 60 performs the functions of discovery,
poll, status, control, forward, filter-SNMP, database, query and filter-query. For
example, the discovery function polls the range of IP addresses to identify new Hubs
35 or RANs 50. The poll function polls specific Hubs 35 or RANs 50 to monitor
health of network communication. The status function exchanges messages with
specific services at Hub 35 or RAN 50 to monitor status. The control function sends
messages from operator to Hub 35 or RAN 50. The forward function forwards
messages from tenant NMSs 15 to Hub 35 or RAN 50. The filter-SNMP function
filters forwarded messages to limit access by tenants 15 to status and control. The
database function builds a database of information from the poll and status

functions. The query function responds to database access queries from tenant
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NMSs 15. The filter-query function filters database queries to limit access by

tenants 15 to status and control functions only.

Tenants need to monitor and control their leased portion of the open access
network. 10 including certain aspects of the Hubs 35 and RANs 50. Tenants expect
to have access to the information needed in a familiar form (compatible with
industry NMS), and therefore expect to be able to use their own tenant NMS
facilities 62a, 62b to accomplish this. The operator of the open access system 10
thus desires to provide these services to his tenants, however, while preventing
access to information that individual tenants do not need or should not have the
privileges to see. For example, one tenant should not have access to certain
proprietary information concerning the slices installed for that tenant in a RAN, even

when the RAN is shared among multiple tenants.

The tenant NMS 62 can use two forms of access to gather information,
SNMP and database queries made to a local database maintained by the open access
NMS 60. The open access NMS 60 can then either allow access or prevent access to
the requested based upon privileges granted to specific tenants and for specific types

of queries.

Fig. 7 depicts a first scenario for communication of operations, maintenance
and control messages. The open access NMS can in one manner of thinking be
described as a Statefull Firewall for SNMP traffic traveling between the tenant NMS
62 and the open access system elements 35, 50. The statefull firewall looks like an
SNMP agent for the whole open access network 10 but looks like an SNMP client
(or NMS) to the Hubs 35 and RAN's 50.

The statefull firewall software system in the open access NMS 60 contains a
configuration file that defines the SNMP privileges (get, set, etc) that each SNMP
client (e.g., the tenant NMS 62) can use, based upon, for example, the IP address of
the client. Another portion of the TCP/IP protocol stack ensures that IP addresses

actually come from an authorized client (to prevent IP address spoofing).
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The scenario depicted in Fig. 7 in particular relates to a situation where a

originates a valid SNMP message and the open access NMS 60 forwards the

message to one of the open access system elements 35, 50, which in turn résponds

with the requested information, that is then relayed back to the requesting tenant

NMS.

10.

In a preferred embodiment, a sequence of events occurs as follows.

. Tenant NMS has a Management Information Block (MIB) 61 that defines

valid types and formats for SNMP GETs and SETs messages to be sent to
the open access system elements 35, 50; V

Tenant NMS creates an SNMP message that fits one of the MIB 61 entries;

. Tenant NMS send an SNMP message to the open access statefull firewall

NMS 60 over an wide area network 65;

The open access statefull firewall 60 then receives SNMP message with its
SNMP agent software;

The incoming message is identified with the IP address of originating
authorized tenant NMS 62;

The SNMP agent in the open access NMS 60 uses the Tenant identification
information and SNMP address to look up the validity of message in a local
MIB copy 63 of the MIB 61 in the originating tenant NMS 62;

The Message is determined to be valid, so the SNMP agent in the open
access statefull firewall NMS forwards the message to open access Hub
35/RAN 50 network;

The addressed Hub 35 or RAN 50 receives the SNMP message and responds
with a message back to the open access statefull firewall NMS 60;

The open access statefull firewall NMS 60 receives response and verifies its
association with an SNMP message; it may also verifies the origin and
destination IP addresses and perform other client to agent verification
needed; and

The open access statefull firewall NMS 60 forwards the response on to the
Tenant NMS 62 that originated the transaction.



WO 01/74013

10

15

20

25

30

PCT/US01/40394
17

Fig. 8 describes another scenario where a tenant NMS 62 sends an SNMP

message that the open access NMS 60 finds violates privileges and blocks the

message Here,

. Tenant NMS 62 has a MIB 61 that defines valid SNMP GETs and SETs;
. Tenant NMS 62 creates an SNMP message that does not fit one of the MIB

entries 61; for example the tenant NMS 62 may be originating a message that

requests status information for a RAN slice in which it has not leased space;

. The tenant NMS 62 send the SNMP message to the open access statefull

NMS 60;

. The open access statefull NMS 60 receives the SNMP message with its

SNMP agent;

. The incoming message is identified with IP address of the originating tenant

NMS 62;

. The SNMP agent uses the tenant identification and SNMP address in the

message to look up the validity of message in its MIB 63;

. The message is determined to be invalid; the SNMP agent in the dpen access

statefull NMS 60 then sends an SNMP error message to back to the
originating tenant NMS 62; and ’

. The open access statefull NMS60 writes a system log message noting an

access privilege violation.

A "caching firewall" function may be implemented in the open access NMS

60 as a means to reduce SNMP network traffic on the open access system 10, such
as may be due to several tenant NMS 62 making SNMP queries for the same
information. The caching firewall functionality of the open access NMS 60 looks
like an SNMP agent for the whole open access network 10. Where the statefull
firewall feature described above forwards an SNMP message to the open access
Hub/RANS, the caching firewall function may first attempt to access information
gathered recently in its own database or cache 64, and responds with that data

instead of creating additional network traffic to the hubs 35 and RANs 50.
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Fig. 9 in particular further describes one scenario where a tenant NMS 62

sends SNMP Get message that the open access NMS 60 actual replies to by using

recently cached data stored in its cache 64. The process proceeds as follows.

1.

The tenant NMS 62 has a MIB 61that defines valid SNMP GET and SET
messages;

The tenant NMS 62 creates an SNMP message that fits one of the MIB 61
entries;

The tenant NMS 62 sends the SNMP message to open access caching
firewall NMS 60;

The open access caching firewall NMS 60 receives the SNMP message with
its SNMP agent;

The incoming message is identified with the IP address of the originating
tenant NMS 62;

. The SNMP agent uses the tenant identification and SNMP address to look up

the validity of the message;

The message is valid, so the open access SNMP agent 60 then checks for a
recent copy of the same information in its data base or cache 62;

Noting that the request information exists with a recent update in the cache
62, the open access SNMP agent then formulates an SNMP reply with the
information; and

The open access caching firewall 60 function then sends the response on to

the tenant NMS 62 that originated the transaction.

Fig. 10 illustrates a messaging scenario where tenants 62 may gather large

blocks of data from the open access NMS 60 without the overhead of SNMP

messaging. In particular, the open access NMS 60 maintains a database of recently

gathered SNMP data, such as in its cache 64. This recently gathered data can come
from keeping cached copies of SNMP GETS made by tenant NMS 62or by SNMP
GETs made by the open access NMS 60. In some cases, the open access NMS 60
will make SNMP requests autonomously, typically solely for the purpose of keeping

its cache 64 current.
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In the Fig. 10 process:

1. Tenant NMS 62 has database query scripts written to gather data efficiently;
2. Tenant NMS 62 creates a valid database query message;
3. Tenant NMS 62 sends the query message to the open access caching firewall
5 60;
4. The open access caching firewall 60 receives the query message, such as
with a database server 66;
5. The incoming message is identified with the IP address of the originating
tenant NMS 62;
10 6. The database server 66 uses thé tenant identification and query to check the
validity of the database access message;vand
7. If the message is valid, the open access database server 66 sends data back to
the tenant NMS 62 that originated the query.
15 While this invention has been particularly shown and described with references

to preferred embodiments thereof, it will be understood by those skilled in the art

that various changes in form and details may be made therein without departing

from the scope of the invention encompassed by the appended claims.
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CLAIMS

What is claimed is:

1.

A system comprising:

a first tenant base station operated by a first wireless communication
service provider;

a second tenant base station operated by a second wireless
communication service provider, and co-located with the first base station;

a transport medium interface for converting radio frequency signals

transmitted by the first and second base stations and control messages
relating thereto to a common transport medium;

a plurality of remotely located radio access nodes, each radio access
node associated with a predetermined portion of a total system coverage
area, and each radio access node coupled to receive signals from the common
transport medium, with each radio access node containing at least a first and
second tenant slice module associated with the respective first and second
tenant base stations; and -

a first tenant network management system operated by the first
wireless communication service provider;

a second tenant network management system operated by the second
wireless communication service provider;

a common network management system that forwards control
messages from the respective tenant network management system to the
intended tenant slice modules associated with respective ones of the radio

access nodes using the shared transport medium.

2. A system as in claim 1 where in the common network management

system additionally filters forwarded messages to limit access by tenants to
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status and control information associated only with radio access node

equipment operated by other tenants.

3. A system as in claim 2 wherein the common network management
system further comprises:

‘a statefull firewall configured such that the common network
management system appears to be an agent for interfaces ot tenant network

management systems, but appears as a client to open access system elements

4, A system as in claim 3 wherein the statefull firewall additionally
comprises:

a management information block for maintaining configuration
information that defines access privileges that a particular tenant client may

have.

5. A system as in claim 1 wherein the common network management
system additionally comprises:

a local database store containing information from poll and status
information requests that the common network management system

originates.

6. A systém as in claim 5 wherein the common network management
system additionally comprises: ‘

a poll and status request message interceptor, which intercepts
messages from the tenant network management systems intended for the
radio access nodes and attempts to respond from information contained in the

jocal database.

7. A method for providing multiple wireless communication service
providers with access to radio equipment distributed throughout a coverage

area, the method comprising the steps of:
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accepting requests for distribution service from multiple tenant
service providers, the requests specifying a desired air interface for wireless
communication from among a plurality of available air interfaces, and an
indication of which portions in the coverage area the particular air interface
is to be supported;

providing communication network connections to network
management system equipment for operating and controlling the base
stations equipment as provided by the multiple tenant service providers;

a plurality of remotely located radio access nodes, each radio access
nodé associated with a predetermined portion of a total system coverage
area, and each radio access node coupled to receive signals from the common
transport medium, with each radio access node containing at least a first and
second tenant slice module associated with the respective first and second
tenant service providers;

mstalling, at a central location, a common network management
system for intercepting control message traffic from and to the network
management systems operated by the multiple wireless service providers
intended to control to radio access nodes, and routing such messages to a

common control message handler.

8. A method as in claim 7 wherein the common control message handler
is a shared transport medium over which control messages are routed to the

radio access nodes.

9. A method as in claim 7 wherein the common control message handler
is process comprising the steps of: .

sending generic status query messages to the radio access nodes;

storing, in a local information database, responses to the generic
status query messages; and

in response to control message originating from one of the tenant
network management systems, obtaining status information from the local

database.
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10. A system comprising:
a first tenant network access device specified by a first
_ communication service provider;
5 a second tenant network access device specified by a second
communication service provider;

a transport medium interface for converting radio frequency signals
transmitted by the first and second base stations and control messages
relating thereto to a common transport medium;

10 a plurality of remotely located network access nodes, each network
| access node associated with a predetermined portion of a total network
system coverage area, and each network access node coupled to receive
signals from the common transport medium, with each network access node
containing at least a first and second tenant slice module associated with the
15 respective first and second tenant networks; and

a first tenant network management system operated by the first
communication service provider;

a second tenant network management system operated by the second
communication service provider;

20 a common, network management system that forwards control
messages from the respective tenant network management system to the
intended tenant slice modules associated with respective ones of the network

access nodes using the shared transport medium.

25 11. A system as in claim 10 where in the common network management
system additionally filters forwarded messages to limit access by tenants to
status and control information associated only with network access node

equipment operated by other tenants.

30 12. A system as in claim 10 wherein the common network management

system further comprises:
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a statefull firewall for filtering messages such that the common
network management system appears to be an agent for interfaces of tenant
network management systems, but appears as a client to open access system

elements.

13. A system as in claim 12 wherein the statefull firewall additionally
comprises:
a local data store for maintaining configuration information that

defines access privileges that a particular tenant client may have.

14, A system as in claim 10 wherein the common network management
system additionally comprises:

a local database for storing data taken from poll and status
information requests originated by the common network management

system.
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