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(57) Abrége/Abstract:

The invention relates to a security module characterized in that saild module contains a data input port via which information can
be inputted into the security modul. The security module has at least two data output ports whereby data can be outputted via a
first data output port and transferred to an authentication unit and whereby data can be outputted via a second data output port.
Sald data can be transferred to a document to be exported. Said security module has at least two combination machines. A first
combination machine generates a first result value for a first data output and a second combination machine generates a result
value for the second data output. The invention relates to the use of a security module for generating forge-proof documents.
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< (57) Abstract: The invention relates to a security module characterized in that said module contains a data input port via which
information can be inputted into the security modul. The security module has at least two data output ports whereby data can be

&\ outputted via a first data output port and transferred to an authentication unit and whereby data can be outputted via a second data

output port. Said data can be transferred to a document to be exported. Said security module has at least two combination machines.

Ya A first combination machine generates a first result value for a first data output and a second combination machine generates a result

e value for the second data output. The invention relates to the use of a security module for generating forge-proof documents.
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(57) Zusammenfassung: ErfindungsgemiB zeichnet sich das Sicherungsmodul dadurch aus, dass es einen Dateneingang enthalt,
durch den Informationen in das Sicherungsmodul eingegeben werden konnen, dass das Sicherungsmodul wenigstens zwei Daten-
ausginge enthalt, wobei durch einen ersten Datenausgang
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Description

Security module and method for producing forgery-proof documents

The invention relates to a security module.

The invention also relates to a mcthod for producing forgery-proof documents, whereby

input data is input into a data input port of a security module.

The invention has the objective of creating a security module by means of which

forgery-proof documents can be generated.

This objective 1s achieved according to the invention in that a security module is con-
figured in such a way that it has a data input port via which information can be input
into the security module, in that the security module has at least two data output ports,
whereby data can be output via a first data output port and then transferred to an
authentication unit and whereby data can be output via 2 second data output port and
then be transferred to a document to be issued, in that the security modulc has at least
two combination machines, whereby a first combination machinc generates a result
value for the first data output port and whercby a sccond combmation machine gener-

ates a result value for the second data output port.

In order to enhance the security of the data, it is advantageous for the security module to
be configured in such a way that it has a secret generator that generates an unpredictable
secret.

In this context, it 18 particularly advantageous for the secret generator to be connected to
the first combination machine and/or to the second combination machine in such a way
that a secret generated by the secret gencrator is introduced into the first combination

machine and/or into the second combination machine.
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When the security module is used in systems that effectuate payments, especially pay-
ments for services, it 1s particularly practical for the security module to be configured in
such a way that it has an identification register, whereby an output value of the identifi-
cation register is connected to the first combination machine in such a manner that a
value of the identification register is introduced into a data combination issued by the

first combination machine.

The sccurity of the data can be advantageously further enhanced in that the security
module has at least onc cneryption machine that encrypts an output value of one of the

combination machines.

Here, it is practical for the encryption machine to be connected to a key register,
whereby at least one value contained in the key regisler can be used in the encryption

machine for encryption purposes.

An advantageous implementation of the sccurity module 1s characterized in that it has a
hash machine.

Further advantages, special features and practical refinements of the invention can be
gleaned from the subordinate claims and from the following presentation of preferred

embodiments with reference to the drawing.

The drawing, Figure 1, shows a schematic diagram of a security module suitable for
producing forgery-proof documents.

The security module shown in Figure 1 has a data input port via which information can

be input into the security module.

The security module also has two data output ports DA1 and DA2.

The first data output port DA1 can output data that is transferred to an external unit, for

instance, an authentication unit.
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The second data output port DA2 can transmit data to a document that is going to be

1ssued.

The security module also has at ]east two combination machines K1, K2. The first com-
bination machine K1 generates a result valuc for the first data output port DAL. The

second combination machine K2 generates a result value for the second data output port
DA2.

Furthermore, the secunty module has at least one secrel generator GG that generates an
unpredictable secret. The secret generator is connected to the first combination machine
K1 as well as to the second combination machine K2. The secret generator GG and the
combination machine K2 are preferably connected by means of an intermediate memory

unit.

The intermediate memory unit preferably serves the function of temporarily storing the

secret generated by the secret generator.

The security module also has an idcntification register that is connected to the first
combination machine K1 in such a way that a value of the identification register is
introduced into a data combination that is output by the first combination machine.

An encryption machine coutained in the security module is programmed in such a way
that it encrypts an output value of one of the combination machines, namely, combina-

tion machine K1 in the case described here.

In order to save memory space, il is practical to use an asymmetrical key pair based on a
suitable security standard such as, for example, RS A, for purposes of the encryption and
the signature. Since no random texts predefined by the user can be introduced into the
cncryption, signature and hash value formation, this step is warranted.

The key length is preferably at lcast 128 bits, advantageously much more, for instance,
at least 1024 bits, RSA.
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The hash value 1s prceferably generated according to standard SHA-1. The hash machine
irreversibly hnks introduced data to a secret. As a result, when the same data is linked
again in the same manner, an identical result is obtained without allowing any conclu-
sions about the secret. Preferably, the secret is temporary since this improves the level
of security. This, however, is not nccessary. For instance, the secret can be permanently

stored into a data memory unit.

The operating principle of the security module will be explained below with reference
to the especially preferred example of the franking of mailed letters.

However, the security module is likewise suitable for other encryption purposes. The
use of the security module for producing forgery-proof documents is particularly
advantageous. The expression “forgery-proof document” should be understood in its
broadest sense. In addition to the franking described as examples, the forgery-proof
documents can also be transportation tickets or entrance tickets. The capability to gen-
erate every singlc document on the basis of individual data also allows the creation of

unique documents such as personal identity cards, seat tickets or lists containing per-
sonalized values.

The security module preferably processes information that can be individualized such

as, for example, certificates and digitally signed licenses.

In a preferred example of an application for the franking of letters at Deutsche Post AG,
this is done as follows:

A digital signature is a digital data seal that is generated with a private signature key and
that uses an associated public key, which is provided with a signature key certificate, to
recognize the owner of the signature key and the integrity of the data (see Article 2,
Clause 1 of SigG - German Signature Law). Using the terminology employed there, a
checking unit is able to examine the digital signature of a document producer and thus
also its identity, as well as the integrity of the data contained in the document if the

checking unit knows the public signature key of the document producer that is provided
with a signature key certificate.
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Every sccurity module produced is “digitally licensed” by the client system producer. In
order to communicatc with the security modules, the authentication unit creates its own

signed communication license in the same format.

The certification and the signed licensing preferably take place as follows:

The secunity module internally generates a key pair whose public key Pgp is digitally
licensed using the private signature key of the client system issucr Sy (issuer). Like the
public key of the authentication unit, the public key of the client system issuer P, is gen-
crated and certified by the certification unit (CA), where it is available for checking.

Altogether, the following keys, certificates and signed licenses are used in the system.

The security module contains a private key of the security module, a public key of the
security modulc and a liccnsc of the public key of the sccurity module signed by the cli-

ent system issuer.

Preferably, at least one private key of the authentication unit and one public key of the

authentication unit are available to the authentication unit.

The secunty module checks the validily of the signed license, for example, by contact-

Ing a cerhfication umit.

The authentication unit checks the validity of the signed license of a security module —
and thus the identity of the client system issuer via the identity of the natural person
who 1s responsible for the client system issuer according to the attribute entry in the
certificate — by contacting the certification unit.

The issuer of the signature cards ensures that the appertaining attributes (for instance,
legal authorization to issue licenses for security modules) are exclusively issued in
coordination with the unit to which the forgery-proof documents are submitted.
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A regular replacement of the key pair of the sccurity module is not necessary although it
is possible. The envisaged duration of validity of the key should be as long as possible
In order to increase the user-friendliness. Preferably, the key of the security module is
valid for several months or years, whereby values hetween 3 months and 15 years are
options. Preferably, the duration of validity lies between 3 and 10 years, 6 years being
particularly suitable.

At any time, the client system producer is authorized to change the keys with which it
digitally licenses the licenses of the issued seéurity modules. At the latest alter one year,
the client system producer is obliged to change the signature key with which it digitally
signs the licenses of the issued security modules and concurrently to block the old S1g-
nature key. The client system producer identifies the signature key in coordination with

the authentication umit.

A unit authorized to check the forgery-proof documents rejects transactions when a cor-
ruption of a key is noted. When the security module is employed to produce forgery-
proof postage stamps, the unit anthorized to check the documents is the postal service
operator, for example, Deutsche Post AG. In this case, a corruption of a key of a client
system issuer results in an immediate rejection on the part of the postal systemn of any

transactions with security modules of the client system producer whose signed licenses
have been produced with this key.

The admimstration of the keys of the certification unit is done in accordance with the
applicable statutory and legal administrative stipulations. In Germany, these are the
German Signature Law (SigG) and the German Signature Regulations (SigV). The secu-
rity can be further improved by incorporating internal processing stipulations. |

The keys of the authentication unit can be changed at any time without the need for
changes to be made in the client systems.

An authentication process will be described below with reference to the use of symmet-
ncal keys of the authentication unit.
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SRAARMEE————

Symmetncal keys allow very fast encrypting and decrypting. The use of symmetrical
keys presupposes that the key of the sender matches the key of the recipient. In the case
of communication between the authentication unit and numerous client systems, sym-

metrical keys can be employed if the authentication unit has sufficient memory capacity
for the individual keys that match the appertaining client systems.

The use of asymmetrical keys, in contrast, means that the sender encrypts the communi-
cation with the public key of the recipient and that the recipient decrypts the communi-

cation with its private key.

Depending on the area of application, either symmetrical or asymmetrical keys should

be employed. The methods described, however, can fundamentally function with sym-
metrical keys as well as with asymmetrical keys.

Security tasks of the security module

For purposes of initialization, communication with the authentication unit and deactiva-

tion, the security module essentially has to perform the following tasks:

Key generation
Generation and storage of an asymmetrical key pair within the security module.

Issuing the public key
Issuing the generated public key within the scope of the digital signature of the license

by the client system issuer. The private key must never leave the security module.

Certificate storage

Permanent storage of one’s own public key or of one’s own signed license within the
scope of the mitiahzation.

Signature generation

Generation of a digital signature employing one’s own private signature key.
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Signature check
Checking the digital sighature of an authenfication module of the authentication unit

using the signed license of thc authentication unit and its certificate according to a suit-

able security standard such as, for instance, SigG.

Certificate check
Checking a certificate through an inquiry to the certification unit.

Temporary certificate storage

Temporary storage of a certificate or of a signed license within the scope of a communi-

cation sSession.

Asymmetrical encryption

Encryption of data with a verified public key of a communication partner.

Asymmetrical decryption

Decryption of data with one’s own private key, the data having been encrypted with
one’s own public key.

Random number generation

Gencration and permanent storage of a demonstrably high-quality random number
within a numerical space o[ at least 16 bytes.

Storage of a session key
Temporary storage of a session key having a length of 16 bytes.

Storage of two identification numbers of the loading operation

Storage of cach of the two most recent identification numbers having a length of 16
bytes each.

Storage of the current register value of the currency depot

Storage of the currency and of the sum that can currently be used to produce postage
stamps; ‘“‘descending register”.
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Storage of the ascending register value
Storage of all of the sums that have been spent for franking with the security module,

~ preferably in a single currency, for example, the euro; “ascending register”.

User identification
Personal identification of the security module user who is authorized for certain utiliza-
tion options by using a PIN to be encrypted with the user’s own public key.

Status output of the identification number of the loading operation

Output of the validity of the current loading system to the client system without the pos-
sibility of changes by the client system.

Status output of the register value of the currency depot

Output of the currently available depot value to the client system without the possibility
of changes by the basic system.

Hash formation of the transmission-specific dala

Formation of a hash value, for example, according to SHA-1 of the transmission-spe-
cific data transmitted by the client system and of the stored random number.

Reduction of register values of a currency depot

Preferably, the security module works together with a digital currency depot. This cur-
rency depot can be integrated into the security module or else be accommodated sepa-
ratcly. A separate accommodation 18 cffcctuated, for example, in a digital wallet. The
storage operation ensures that only actually available sums will be used. During the

utilization, where, for instance, a hash value is formed, the sum and thus also the regis-
ter value associated with it are reduced.

Digital signature of the transmission-specific data

Formation and issuing of the digital signature of the transmission-specific data for each
hash formation of the transmission-specific data.
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Error log
Logging the activity of valid as well as invalid communication attempts with the secu-

rity module.

Self-test
Carrying out a self-test during each activation.

Deactivation

Deactivation of the security module after identification and request by an operator.

Security level according to FIPS PUB 140

The objective of the security module is to ensure the confidentiality and integrity of
information that 1s stored and processed in the security module within a client system.
In order to attain a uniform security level with different client systems and different
security modules, the correspondence with and certification according to a pre-specified
security level, for example, according to a secunty level defined by FIPS PUB 140
(FIPS PUB 140: “Security Level”) is advantageous.

The use of FIPS PUB 140, Security Level 4, is particularly advantageous.

The security level recommended for the execution is FIPS PUB 140, Sccurity Level 3
because it combines a high degree of data security with simple handling.

It is particularly advantageous for the system to fulfill requirements that exceed FIPS
PUB 140-1.

In order to further enhance the security of the data, it is advantageous to carry out the

safety-relevant processes of the client system as follows:

The security module is produced and initialized in a secure environment in accordance
with the security standard coordinated with Dcutsche Post AG. The risk of corruption of

the signature key employed to create the signed licenses of the produced security mod-
ule is minimized by inspections. In the production proccss, a key pair is generated, a

CA 02425176 2003-04-07
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public key for generating the signed license by the client system issuer 1s created, a
signed license of the security module (including the security module ID) is stored in the

security module and the attribule entry is stored in an employed certificate.

Activation of the security module by the client system

In order to activate the security module from the client system, the security module is
requested to submit its signed license (including its publi¢ key Psi) as well as a random
number Xgum having a length of 16 bytes to the client system. (The random number
especially serves to safeguard against replay attacks whenever there is an unsecured
transmission value between the keyboard of the client system and the security module,
for instance, in the case of Internet solutions involving a central security module server
on the Internet and decentralized PCs as input terminals for login information such as,
for example, the PIN.)

Handling of errors

If the signed license and random number are requested several times, for instance, three
times in a row, without login data being subsequently transmitted from the client system
to the security module, this has to be logged in the security module. In this mode, all
that is permissible is a subsequent connection with the authentication unit for error cor-

rection with a transmission of the log status, but not the production of forgery-proof

documents such as entrance tickets or postage stamps.

After the authentication of the client system or client, the security module reads the cur-
rent identification number of the loading operation, the preceding identification number,
the current value sum and the validity of the value and transmits these to the basic sys-
tem. There can be no change to these values by this user (FIPS PUB 140: role) in this
user utilization possibility (FIPS PUB 140: service).
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1. A security module, characterized in that it has a data iput port via which

information can be input into the security module, in that the security module has
at least two data output ports, whereby data can be output via a first data output
port and then transferred to an authentication upit and whereby data can be output
via a second data output port and then be transferred to a document to be 1ssued,
with at lcast two combination machines (K1, K2), whereby a first combination
machine (K1) generates a result value for the first data output port and whereby a
second combination machine (K2) generates a result value for the second data

output port.

The securily module according to Claitn 1, characterized in that it has a secret

generator that generates an unpredictable secret.

The security module according to Claim 2, characterized in that the secret
generator is connccted to the first combination machine and/or to the second com-
bination machine in such a way that a secret generated by the secret generator is

introduced into the first combination machine (K.1) and/or into the second comba-
nation machine (K2).

The security module according to one or more of the preceding claims, character-
ized in that il has an 1dentification register, whereby an output value of the identi-
fication register is connected to the first combination machine (K1) in such a

manner that a value of the 1dentification register is introduced into a data combi-

nation issued by the first combination machine.

The security module according to one or more of the preceding claims, character-
ized in that i1t has at least one encryption machine that cncrypts an output value of
one of the cornbination machines (K1).
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The security module according to Claim 5, characterized in that the encryption
machine is connected to a key register, whereby at least one value contained in the
key register can be used in the encryption machine for encryption purposes.

The security module according to one or morc of the preceding claims, character-
ized in that it has a hash machine.

A method for producing forgery-proof documents, whereby input data is input
into a data input port of a secunity module and whereby the security module gen-
erates information that serves to identify individual documents, characterized in
that the input data is input into a data input port of a security module, where it is
combined with data representing a secret and in that the secret is further processed
in a processing step separate from the combiming operation, and in that data 1s
acquired from the combination of the data representing the secret and the input
data.

The method according to Claim 8, characterized in that the secret is output by a
first data output port and in that the data acquired from the combination of the

data representing the secret and the input data is output at a second data output
port.

The method according to one or more of the preceding claims, characterized in

that the data representing the secret and the input data are combined in a second
combination machine (K2).

The method according to Claim 10, characterized in that the data representing
the secret and the input data are irreversibly linked o each other, whereby this
irreversible linking is done in such a way that, exclusively when the same data is
linked again in the same manner, an identical result is obtained, without allowing

any conclusions about the temporary secret.
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12.

13.

14,

135.

16.

17.

The method according to one or more of Claims 8 through 11, characterized in
that the data representing the secret is further linked while introducing data of an

identification register.

The method according to Claim 12, characterized in that the result of the

combination of the data representing the secret and the data of the identification
register (ID) is encrypted in an encryption machine.

The method according to Claim 13, characterized in that the encryption takes
place while introducing a key whose value 1s stored in a key register (SR).

The method according 10 one of more of Claims 8 through 14, characterized in
that this data that 1s output from the first data output port is transferred to an

authentication unit.

The method according to Claim 15, characterized in that thc authentication unit
hnks the data with another key.

The method according to one of more of Claims 8 through 16, characterized in
that the data that is output from the second data output port is output as forgery-
proof information to the forgery-proof documents to be issued.
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