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(57) ABSTRACT 

An authorization framework is provided that protects data 
records in a platform, such as a service-based platform, by 
requiring multiple level entities to be authorized with respect 
to the data records. For example, the data records can have an 
associated owner user that can grant access to other users with 
respect to the data. Additionally, however, the user can also 
grant access to certain applications that access the platform 
such that the data records can be initially closed for a user 
requiring the user to explicitly grant desired access to appli 
cations and/or users. In this regard, applications can be for 
bidden from accessing the data, even on behalf of the user, 
unless expressly authorized to do so by the user. Thus, the user 
can make informed decisions regarding who is to have access 
to its data. 
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MULTIPLE ENTITY AUTHORIZATION 
MODEL 

CROSS-REFERENCE TO RELATED 
APPLICATION(S) 

0001. This application claims the benefit of U.S. Provi 
sional Patent Application Ser. No. 60/911,794 filed on Apr. 
13, 2007, entitled “PLATFORMAUTHORIZATION AND 
AUTHENTICATION,” the entirety of which is incorporated 
herein by reference. 

BACKGROUND 

0002 The evolution of computers and networking tech 
nologies from high-cost, low performance data processing 
systems to low cost, high-performance communication, prob 
lem solving, and entertainment systems has provided a cost 
effective and time saving means to lessen the burden of per 
forming every day tasks such as correspondence, bill paying, 
shopping, budgeting information and gathering, etc. For 
example, a computing system interfaced to the Internet, by 
way of wire or wireless technology, can provide a user with a 
channel for nearly instantaneous access to a wealth of infor 
mation from a repository of web sites and servers located 
around the world. Such a system, as well, allows a user to not 
only gather information, but also to provide information to 
disparate sources. As such, online data storing and manage 
ment has become increasingly popular. 
0003 Financial information systems and the like provide 
access to sensitive data, which can be convenient for a user; 
however, strong security with respect to Such systems is 
desired so the information can remain protected. To this end, 
developers of these systems are increasingly implementing 
more secure associations between users and their credentials 
or the platform being accessed. In an open online environ 
ment, such as the World WideWeb, packet sniffing and other 
communication compromising techniques are fairly simple 
requiring increased security methods and credentials. Many 
systems have started adding avatars or other verification ques 
tions/facts that a user must appropriately select or answer in 
addition to providing a user name and password. Addition 
ally, tokens can be used in Such systems and can comprise a 
plurality of data fields that are typically encrypted. The 
tokens, as well as the encryption/decryption algorithms, can 
be of increasing complexity and must be encrypted and 
decrypted at least at the system node. Moreover, protocols for 
accessing the systems are becoming more secure, requiring 
greater processing power which can slow access. The trends 
in security are moving toward the more secure association of 
users and platform by requiring more secure passwords, addi 
tional information beyond user name and password, better 
encryption algorithms for the credentials, and the like. Addi 
tionally, applications are continually being developed to uti 
lize Such platforms, and platforms are responding by being 
more open with respect to available methods and mechanisms 
for accessing Such. In this regard, applications can be devel 
oped for the platform without preplanning by the platform— 
thus, rouge applications can become a problem in this con 
figuration. 

SUMMARY 

0004. The following presents a simplified summary in 
order to provide a basic understanding of some aspects 
described herein. This summary is not an extensive overview 
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nor is intended to identify key/critical elements or to delineate 
the scope of the various aspects described herein. Its sole 
purpose is to present Some concepts in a simplified form as a 
prelude to the more detailed description that is presented later. 
0005. An authorization framework is provided for a plat 
form configuration, such as a service-based platform for 
example, that facilitates authorizing on multiple levels with 
respect to one or more entities. In this way, data related to a 
user can be substantially private until the user chooses to open 
the data records after providing informed consent as to what 
certain entities are requiring/requesting. For example, an 
application can desire access to one or more records owned by 
a user; however, the user can be required to explicitly grant 
access to the application before access can proceed. For 
instance, the application can provide the platform with a 
minimum required record set to perform one or more func 
tions. The user can be presented this information upon access 
ing the application and decide whether it wants to authorize 
the application. Thus, records can be protected not only on a 
user access basis, but also an application access basis to 
prevent rogue applications or applications over-extending 
their intended functionality. 
0006. In one embodiment, the platform can receive a 
request for data access from an application on behalf of a user. 
The data access can be to create, retrieve, update, and/or 
delete a record, set of records, type of record, etc., for 
example. The platform can initially ensure the application is 
registered with the platform and Subsequently check the 
desired record for explicit application access. If the applica 
tion is not authorized to access the record, the user can be 
prompted with a required data record set for the application to 
decide whether to authorize the application. If the application 
is authorized to access the record, the user authorization can 
be checked next. Since users can grant other users access to 
their data, the user authorization can be checked if the user is 
not the owner of the data. If this succeeds, the request can be 
processed. It is to be appreciated that additional layers of 
authorization can be added as well for other entities as will be 
described herein. 
0007 To the accomplishment of the foregoing and related 
ends, certain illustrative aspects are described herein in con 
nection with the following description and the annexed draw 
ings. These aspects are indicative of various ways which can 
be practiced, all of which are intended to be covered herein. 
Other advantages and novel features may become apparent 
from the following detailed description when considered in 
conjunction with the drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0008 FIG. 1 illustrates a block diagram of an exemplary 
system that registers and application for access of authorized 
data in a platform. 
0009 FIG. 2 illustrates a block diagram of an exemplary 
system that facilitates multiple user contexts accessing data 
records via an application. 
0010 FIG. 3 illustrates a block diagram of an exemplary 
system that provides record data access to one or more user 
COInteXtS. 

0011 FIG. 4 illustrates a block diagram of an exemplary 
system that facilitates using set functionality in providing 
authorized access to data records in a platform. 
0012 FIG. 5 illustrates a block diagram of an exemplary 
system that facilitates accessing record data from compo 
nents of a health integration network. 
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0013 FIG. 6 illustrates a block diagram of an exemplary 
system that facilitates multiple entity authorization on device, 
application, and user levels. 
0014 FIG. 7 illustrates an exemplary flow chart for regis 
tering an application and requesting authorization for the 
application. 
0015 FIG. 8 illustrates an exemplary flow chart for 
responding to a request for accessing authorized data. 
0016 FIG. 9 is a schematic block diagram illustrating a 
Suitable operating environment. 
0017 FIG. 10 is a schematic block diagram of a sample 
computing environment. 

DETAILED DESCRIPTION 

0018. An authorization framework is provided to facilitate 
robust entity-specific securing of data in a platform. For 
example, considerations other than an accessing user can be 
taken into account when making decisions regarding autho 
rization for data in the platform. Thus, for instance, users can 
select and/or specify one or more considerations that are to 
affect access to one or more data records belonging to the 
user. One such consideration can be an accessing application 
whether operated by a user or not. In this regard, unauthorized 
accessing of certain data by a rogue application (which can 
mimic the user context as well, for example) can be mitigated 
as the application can be denied access to the data on the 
application level. In this example, the data is secured on a 
multiple entity level as the correct user context is required 
along with an allowed application. Moreover, applications 
can be required to register with the platform to be considered 
for data access. In this way, applications can specify data 
required to execute one or more components of the applica 
tion; the information can be provided to the user for deciding 
whether to grant the application access to its data. 
0019. In one embodiment, the platform can be a service 
based platform comprising a plurality of accessible web 
methods (such as web services, for example). The platform 
can also house data, Such as records, related to one or more 
users of the platform. The record data can be protected by the 
platform Such that the owner user of the record data can grant 
permission to other users and applications with respect to the 
data. The platform can initially be in a closed position, for 
example, such that no application, save the application that 
allows the user to specify permissions, can access the data 
without first receiving permission from the user owner. Addi 
tionally, only the owner user can have initial access to the data 
in one embodiment. Subsequently, the user can open up the 
system as desired, providing data access to users and appli 
cations as desired making informed decisions to allow the 
aCCCSS, 

0020 Various aspects of the subject disclosure are now 
described with reference to the annexed drawings, wherein 
like numerals refer to like or corresponding elements 
throughout. It should be understood, however, that the draw 
ings and detailed description relating thereto are not intended 
to limit the claimed subject matter to the particular form 
disclosed. Rather, the intention is to cover all modifications, 
equivalents and alternatives falling within the spirit and scope 
of the claimed subject matter. 
0021 Now turning to the figures, FIG. 1 illustrates a sys 
tem 100 that facilitates registering an application with a plat 
form for certifying data access. An application component 
102 is provided that desires access to portions of data and/or 
methods accessible in a platform component 104. The plat 
form component 104 comprises a record access component 
106 that controls access to records in the platform component 
104 as well as methods that result in accessing Such records. 
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In one embodiment, the application component 102 can reg 
ister with the platform component 104 specifying one or more 
fields to which it requires access to function properly and/or 
in different modes. 

0022. In one embodiment, the platform component 104 
can comprise one or more data records related to users of the 
platform component 104, for example. In this regard, the 
platform component 104 can be service-based facilitating 
storing, retrieving, modifying, and otherwise accessing cer 
tain data records. A record, for purposes of the Subject matter 
described herein, can be defined as a collection of data that is 
tied to an entity, such as a user/individual; the entity (user/ 
individual, for example) can have one or more associated 
records. The platform component 104 can house such 
records, which can relate to Substantially any type of data. 
Each record, for example, can have one or more data fields or 
entries. For example, the data can be sensitive data, Such as 
financial and/or health information related to one or more 
users, less sensitive data, Such as productivity files, gaming 
data, etc., or many other types and/or combinations of data. 
Moreover, the platform component 104 can expose one or 
more methods to access the data, Such as web methods (e.g. 
web services). 
0023. In one embodiment, the application component 102 
can desire to provide access to the data stored in the platform 
component 104. For example, the application component 104 
can add value to the data, Such as by combining the data to 
create interesting views, graphs, illustrations, predictions, 
etc. In this regard, the application component 102 can desire 
access to sensitive data stored in the platform 104; however, 
the application component 102 can be denied access to the 
data with respect to the users of the platform component 104 
to keep a closed secure system. To this end, the application 
component 102 can be required to register with the platform 
component 104 to gain trust by the platform component 104. 
Though many registration processes can be imagined, in one 
embodiment, the platform component 104 can request and/or 
receive information from the application component 102 
regarding the records, types of records, set of records, etc. that 
the application component 102 needs access to for proper 
functioning. In this regard, the onus can be placed on the 
application component 102, or a developer thereof for 
example, to provide a minimum required access of the record 
data. It is to be appreciated that the application component 
102 can desire access anonymously or on behalf of a user to 
data records stored in the platform component 104. Addition 
ally, trust levels can be assigned by the platform component 
104 based in part on a type and/or configuration of the appli 
cation component 102, for example. 
0024. Additionally, in one embodiment, the application 
component 102 can operate in different modes and require 
access to different records, sets of records, types of records, 
etc. than in other modes. Moreover, the application compo 
nent 102 can operate in different packages, such as disparate 
configurations or versions (such as basic and/or feature-rich 
versions according to a purchased level, for example). The 
disparate configurations and versions of the application com 
ponent 102 can require access to different records, types of 
records, sets of records, and/or the like, for example. In this 
regard, the platform component 104 can store the requested 
access. Such as in a mask for example, for presentation thereof 
to a user upon desiring to access/initialize the application 
component 102 or a configuration/version thereof, for 
example. In this regard, a user can make an informed decision 
regarding which applications it will allow access to based at 
least in part on the information the application component 
102 desires. Thus, the application component 102 cannot 
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have total control of a users data merely by being allowed by 
the user, rather, the application component 102 can have 
access only to the data the user has authorized it to, for 
example. The information regarding the desired access and/or 
allowed access can be stored in the record access component 
106, for example, for Subsequent use in making authorization 
decisions. 
0025 Referring to FIG. 2, a system 200 for authorizing 
and utilizing an application to access platform data is shown. 
An application component 102 is shown that accesses data 
and/or methods (such as web methods) of a platform compo 
nent 104. The platform component 104 comprises a record 
access component 106 that can store and enforce access rights 
with respect to given records. Additionally, two user context 
components 202 and 204 are provided that communicate with 
the same application component 102 for data stored in the 
platform, or a value-added representation of such, for 
example. It is to be appreciated that the user context compo 
nents 202 and 204 can access different application compo 
nents; rather, they are shown accessing the same application 
component 102 in this figure to facilitate discussion. In one 
embodiment, the application component 102 can be an appli 
cation that allows users, such as the user context components 
202 and 204, to specify rights and authorizations to their 
respective data records (e.g. data records they own) with 
respect to certain entities of the platform component 104 
(such as applications and other users, for example). The rights 
and authorizations selected can be stored in the record access 
component 106, for example, and enforced in Subsequent 
access requests for certain data records. It is to be appreciated 
that, in this embodiment the application component 102, can 
have automatic access to change the properties of the records 
related to a given user. 
0026. In another embodiment, the application component 
102 can be an application that requires authorization to one or 
more records, record types, record sets, etc. to function prop 
erly. A user context component 202 and/or 204 can desire to 
utilize the application component 102 to access (e.g. Store, 
retrieve, and/or modify) their respective data records in the 
platform component 104, for example. It is to be appreciated 
that the user context component 202 and/or 204 and the 
application component 102 can be required to complete an 
authentication process to initially determine that they are 
authorized to access the platform component 104 at all. 
0027. Upon an initial request for usage, the record access 
component 106, for example, can determine that the applica 
tion component 102 is not authorized to access the required 
record(s) in the platform component 104 with respect to the 
given user context. In this embodiment, an authorization 
request for the application component 102 can be sent to the 
user context component 202 and/or 204 comprising one or 
more records to which the application component 102 desires 
access to function properly. Based in part on this information, 
the user context component 202 and/or 204 can choose to 
authorize the application component 102 or not with respect 
to the data record. Subsequently, the record access compo 
nent 106 can enforce the desired access with respect to the 
record(s) and/or methods that attempt to access Such record 
(s). 
0028. Additionally, user context components 202 and/or 
204 can authorize disparate user contexts to access (Store, 
retrieve, modify, delete, etc.) their data records. In one 
embodiment, the user context component 202 and/or 204 that 
owns the data record must still authorize applications utilized 
by the disparate user context(s) to access their data. Thus, in 
this embodiment, the application-level authorization can be 
more strict that a user context-level, for example. For 
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example, in this embodiment, the user context component 
202 can be the owner of a data record in the platform com 
ponent 104 and can provide authorization to the user context 
component 204 to the data record. However, if the user con 
text component 202 has not authorized the application com 
ponent 102 to access the data record, the record access com 
ponent 106 can ensure that user context component 204 
cannot access the data record via application component 102. 
for example. Likewise, if application component 102 has 
been granted access to the data record by the owner user 
context component 202, the recordaccess component 106 can 
ensure that user context component 204 cannot access the 
data record unless it has been explicitly authorized to do so by 
the owner user context component 202. 
0029. In another embodiment, the user context component 
204, upon receiving permission to access the data record(s) 
owned by user context component 202, can still be required to 
authorize the application component 102 to use the record(s) 
as if user context component 204 owned the record(s) itself. 
In one embodiment, doing so simply authorizes the applica 
tion component 102 to access the record belonging to user 
context component 202 on behalf of user context component 
204; in another embodiment, doing so authorizes application 
component 102 to access Substantially any record to which 
user context component 204 owns or has rights. It is to be 
appreciated that the record access component 106 can also 
implement security on a per user context per application basis 
as well having security options for given users for each appli 
cation. Additionally, other entity layers can be added as well, 
which will be described infra, such as a device layer and the 
like. Thus, the user context component 202 and/or 204 can 
make informed decisions regarding which entities can receive 
access to their data records of the platform component 104. In 
one embodiment, artificial intelligence can be used to recom 
mend applications that a user can authorize upon the user 
adding records, for example. Furthermore, on-line and off 
line status authorizations can be selected as well; on-line can 
relate to a user context component 202 or 204 utilizing an 
application component 102 to access their data records in the 
platform component 104, and off-line can relate to the appli 
cation component 102 accessing the records anonymously, 
for example. Additionally, the user context component 202 or 
204 can authorize the application component 102 for single 
current records and/or for future records, record types, record 
Sets, etc. 
0030 Turning now to FIG.3, a system 300 for storing and 
applying multiple entity authorization rules is displayed. An 
application component 102 is provided that accesses data 
and/or methods (such as web methods/services) from a plat 
form component 104 on behalf of a user context component 
202 and/or 204. The platform component 104 can secure the 
data by providing a record access component 106 to store and 
enforce authorization rules. To facilitate this end, the record 
access component 106 can comprise an authorized users data 
store 302, an authorized applications 304 data store, as well as 
an authorized methods data store 306 that respectively store 
authorization rules with respect to users, applications, and 
methods (such as for administration, for example). In one 
embodiment, a user context component 202 and/or 204 can 
access the application component 102 to set one or more 
authorization rules with respect to a user oran application; the 
application component 102 can communicate the desired 
access modification to the platform component 104 and/or the 
record access component 106 for storage thereof in the autho 
rized users data store 302 and/or authorized applications data 
store 304. The record access component 106 can create an 
appropriate entry in the authorized users data store 302 and/or 
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the authorized applications data store 304, for example. In 
one embodiment, the authorized methods data store 306 can 
be reserved for situations in which a user or group of users can 
imitate an owner user of a given record for custodial purposes 
(such as a customer service representative, administrator, 
and/or the like), for example. 
0031. In another embodiment, the user context compo 
nents 202 and/or 204 can desire access to some data record(s) 
in the platform component 104 and can utilize the application 
component 102 to retrieve the data (and/or a value-added 
representation of such, for example). In this embodiment, the 
application component 102 can send a request for data to the 
platform component 104 on behalf of the user context com 
ponent 202 and/or 204. Upon receiving the request, for 
example, the platform component 104 can leverage the record 
access component 106 to ensure the user context component 
202 and/or 204 and application component 102 have suffi 
cient privileges to access the desired data record (and/or a 
method, Such as a web service, to access the data record, for 
example). In this regard, the record access component 106 
can initially apply a global policy mask, for example. Addi 
tionally, the record access component 106 can apply permis 
sions from the authorized users data store 302 by querying for 
an id of the record, for example. Moreover, the authorized 
applications data store 304 can be queried for the record to 
ensure the user/application combination is valid, for example. 
It is to be appreciated that the record access component 106 
can take a closed approach Such that if something is not in the 
data store, access is implicitly unauthorized. In one embodi 
ment, the user context components 202 and/or 204 can 
specify other user identifiers as well. Such as group member 
ships, which can be used in the authorization process as well. 
It is to be appreciated that caching techniques can be 
employed as well for more efficient authorization, for 
example. 
0032. In another embodiment, a user context component 
202 and/or 204 can be a custodial context, such as a customer 
service representative and/or an administrator of the platform 
component 104, for example. The rules for authorization of 
these entities can be separately stored in the authorized meth 
ods data store 306, for example. In this regard, the platform 
component 104 can expose a plurality of methods (such as 
web methods or services, for example) that can be utilized for 
management of the platform component 104 or records stored 
therein, for example. In one embodiment, administrators can 
be a group having rights to call Substantially all methods with 
respect to Substantially all users, for example. Customer Ser 
Vice representatives can be allowed to access methods to 
change contact information, for example. Thus, in these 
cases, the operator can impersonate a given user to access the 
record(s) and/or call a method that accesses the record. The 
authorized methods data store 306, which controls the 
described security scheme with respect to entities that can call 
given methods by impersonating a user context 202 and/or 
204, can have the following schema, for example. 

auth person id The (Guid) ID of a person or group to 
which the right of calling a method is 
being granted. 
The (Guid) ID of a person or group on 
which the calling person can operate or 
impersonate. 
An extensible markup language (XML) 
fragment that comprises the methods that 
can be called based on the IDs above. 

target person id 

method mask xml 
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-continued 

date created An audit field specifying the date the 
entry was created in the table. 
An audit field specifying the date the 
entry was last updated in the table. 

date updated 

It is to be appreciated that applications can be regulated on a 
per method per user basis and/or a per method per user per 
application basis as well. 
0033 Referring now to FIG. 4, a system 400 that facili 
tates using record set functionality in providing authorization 
for one or more records (or sets) is shown. An application 
component 102 is provided to access data records in a plat 
form component 104 on behalf of one or more user context 
components 202 and/or 204. The platform component 104 
can comprise a record access component 106 that controls 
access to one or more records Stored in the platform compo 
nent 104 (and/or one or more exposed methods that provide 
access to the one or more records, for example). Additionally, 
the platform component 104 can comprise a set definition 
component 402 that can group records (or elements/fields of 
a record) into virtual sets; the set definition component 402 
can comprise a system sets data store 404 and a user sets 406 
data store that can respectively store set information for sets 
created by the system and by a given user. Also, the platform 
component 104 can comprise an audit component 408 that 
can log activity on the platform component 104 with respect 
to records, sets, and/or authorization modifications to both 
(such as in the record access component 106), for example. 
0034. In one embodiment, sets can be defined to logically 
group one or more records and/or elements/fields of one or 
more records. In this regard, authorization can be controlled 
for an entire set as well as other management activities to ease 
handling of the records. In one embodiment, system sets can 
be created in the system sets data store 404 for maintenance 
and management of records from a platform standpoint. For 
example, the platform component 104 can store and provide 
access to health information for one or more users, and sys 
tem sets can be defined in the system set data store 404 for 
groupings of private health data, Such as mental health 
records, AIDS/HIV health records, substance abuse health 
records, genetic tests, and the like. To this end, system sets can 
override authorizations set by a user context component 202 
and/or 204, for example, to meet requirements of the platform 
component 104 and/or governing bodies enforcing Such 
requirements (such as real-world standards, like the Health 
Information Portability and Accountability Act (HIPAA), for 
example). Thus, for given user health records, for example, 
HIPAA can govern that certain records be kept private or that 
only certain individuals (such as physicians, for example) be 
given access to the records to keep the platform component 
104 in line with HIPAA requirements, for example. The 
record access component 106 can enforce authorization with 
respect to the sets by additionally utilizing the set definition 
component 402, for example. It is to be appreciated that the 
system sets can provide benefit for other types of platforms as 
well. Such as financial or Substantially any type of data plat 
form. It is to be appreciated as well that other system sets can 
be defined not just those for authorization override. For 
example, sets can be defined for given date ranges, as related 
to one or more types of data in the platform component 104 
(such as data types where the data types can be controlled or 
enforced by one or more schemas, for example), as other 
values for certain fields are satisfied, etc. In one example, data 
can be grouped in a set by data type. Such as health data in one 
set, fitness data in another, vital health data in a set, and the 
like. One or more sets can have similar fields as well to allow 
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for many combinations of data to facilitate sensible grouping 
of the data. Additionally, by using date ranges and types to 
define a set, a set can be created for monthly exercise metrics, 
for example. 
0035. In addition, the user sets data store 406 can define 
one or more sets related to the records as desired by a user. For 
example, a user context component 202 and/or 204 can access 
an application component 102 to define one or more sets 
comprising one or more records and/or fields of records, for 
example. The application component 102 can forward the 
request to the platform component 104, which can utilize the 
set definition manager 402 to define the sets. Once defined, 
the user context component 202 and/or 204 can manage the 
sets (and authorization thereto, for example) to ease the bur 
den of defining security for each record at each level. It is to 
be appreciated that granting access to a set does not neces 
sarily grant access to the individual records in the set (or other 
combinations thereof), for example. Sets can be authorized in 
Substantially the same manner as records (shown Supra) with 
respect to applications and user contexts, for example. Addi 
tionally, applications, such as application component 102. 
can define sets for required data to perform certain functions, 
for example, and request access to the set upon a user context 
component 202 and/or 204 requesting to use the application 
component 102. 
0036. In one embodiment, the audit component 408 can 
create an audit trail for changes made to records and/or autho 
rizations thereto (Such as by the record access component 
106, for example) as well as changes to sets by the set defi 
inition component 402. In this regard, changes can be rolled 
back where they are later deemed undesired. Additionally, the 
audit component 408 can serve as a logging mechanism that 
can be queried to determine when changes are made to the 
records and/or sets (and/or authorizations thereto), who made 
the changes, and what changes were made, for example. 
0037 Referring to FIG. 5, an example system 500 that 
facilitates accessing information within a health integration 
network is shown. As described above, one possible platform 
implementation is for health-related data, which can be man 
aged in the network provided in this figure. An application 
component 102 can at least one of display or specify health 
related data. It is to be appreciated that the application com 
ponent 102 can be many different types of applications 
including software applications, electronic devices executing 
a Software application, electronic devices alone, legacy 
devices interfaceable with a device executing a software 
application, and the like. The application can operate in a user 
context and can utilize an application program interface (API) 
502 to request and store data within a health integration 
network 506. It is to be appreciated that the API 502 can 
synchronously or asynchronously communicate with a plu 
rality of application components 102 of similar or different 
types. The API 502 can also have a software layer 504 to 
leverage in interpreting and processing the request. The Soft 
ware layer 504 can be separated out as shown, or it can be 
integrated within the API 502, the health integration network 
506, or both. Upon interpreting and processing a request from 
the application component 102, the software layer 504 can 
access the health integration network 506 for any necessary 
data or to store necessary data to fulfill the request. The 
software layer 504 can also provide value-add to the data such 
as assembling data from the health integration network 506, 
applying business models or processes in conjunction with 
data, caching data, and/or applying transformations or addi 
tional information to/with the data. It is to be appreciated that 
there may be a plurality of APIs 502 and software layers 504 
connecting to a centralized health integration network 506, 

Oct. 16, 2008 

and the centralized health integration network 506 may be a 
single system or distributed across multiple systems, plat 
forms, and the like. 
0038. The health integration network 506 can comprise a 
plurality of data stores including a record database 508, a 
directory database 510, and a dictionary database 512. In 
addition, the health integration network 506 can comprise 
many other systems and/or layers to facilitate data manage 
ment and transfer. Furthermore, the databases can be redun 
dant such that multiple versions of each database are available 
for other APIs and applications and/or a back-up source for 
other versions of the databases. Additionally, the databases 
can be logically partitioned among various physical data 
stores to allow efficient access for highly accessed systems. 
Moreover, the databases can be hierarchically based, such as 
XML and/or relationally based. The record database 508 can 
be highly distributed and comprise personal health related 
data records for a plurality of users. The records can be of 
different formats and can comprise any kind of data (single 
instance, structured or unstructured). Such as plain data, data 
and associated type information, self-describing data (by way 
of associated Schemas, such as XSL schemas for example), 
data with associated templates (by way of stylesheets for 
example), data with units (such as data with conversion 
instructions, binary data (such as pictures, X-rays, etc.), and 
the like. Moreover, the record database 508 can keep an audit 
trail of changes made to the records for tracking and restora 
tion purposes. Additionally, any data type or related instances 
of the foregoing information can be stored in a disparate 
database such as the dictionary database 512 described infra. 
The record database 508 can be partitioned, distributed, and/ 
or segmented based on a number of factors including perfor 
mance, logical grouping of users (e.g. users of the same 
company, family, and the like). 
0039. The directory database 510 can store information 
Such as user account data, which can include user name, 
authentication credentials, the existence of records for the 
user, etc. The directory database 510 can also house informa 
tion about records themselves including the user to whom 
they belong, where the record is held (in a distributed record 
database 508 configuration) authorization rules for the 
records, etc. For example, a user can specify that a spouse 
have access to his/her fitness related data, but not medical 
health related data. In this way, a user can protect his/her data 
while allowing appropriate parties (such as spouse, doctor, 
insurance company, personal trainer, etc.) or applications/ 
devices (blood pressure machine, pacemaker, fitness watch, 
etc.) to have access to relevant data. In addition, the directory 
database 510 can comprise data regarding configuring appli 
cation components 102 to interact with the health integration 
network 506; application components 102 can be required to 
register with the health integration network 506, and thus, the 
application data in the directory database 510 can include the 
registration information. 
0040. The dictionary database 512 can hold information 
relating to Vocabulary definitions used by the health integra 
tion network 506 and requesting entities such as the API 502 
and software layer 504. Such definitions can include data type 
definitions and information on how to display the different 
data types or transform them. Additionally, the dictionary 
database 512 can hold information for display layouts and 
templates, etc. Furthermore, the dictionary database 512 can 
hold different look-up tables that define codes through the use 
of standards and the like. For example, the dictionary data 
base 512 can support International Classification of Diseases, 
ninth revision (ICD-9) released by the National Center for 
Health Statistics. These codes identify different diseases and 
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diagnoses; thus a doctor can put one of these codes on a user's 
chart in the health integration network 506, and the dictionary 
database 512 can allow the software layer 504 (or API 502) to 
translate this code into Something that makes more sense to 
the user, Such as medical name and/or different, other, or 
additional information concerning the diagnosis. The dictio 
nary database 512 can also be used to retrieve other metadata 
such as plural and abbreviated forms of codes (such as ICD-9 
codes). It can also hold information that allows conversion 
between different measurement units, such as between feet to 
meters, Fahrenheit to Celsius, pounds to kilograms, etc. 
0041. In one embodiment, the application component 102, 
which can be more than one application, can make a call to the 
API 502 to request, store, or modify data, for example. The 
API 502 leverages the software layer 504 to process the call 
made by the application component 102. The software layer 
504 can then query its own internal cache or the health inte 
gration network 506 for desired data; additionally or alterna 
tively, the software layer 504 can directly query one or a 
plurality of the databases 508, 510, and 512 for the desired 
data. The health integration network 506 can provide an 
authorization scheme similar to that disclosed herein and 
ensure the application component 102 and/or a user context 
thereof is authorized to receive the requested data. The soft 
ware layer 504 can serially or asynchronously query for data 
until all data is obtained from the health integration network 
506. The software layer 504 can then manipulate portions of 
the data using other data it has obtained to formulate the result 
desired by the application component 102 and return that 
result to the application component 102 via the API 502. For 
example, an application component 102 can request a user's 
blood pressure reading by calling the API 502, which in turn 
can communicate with the software layer 504 to formulate the 
desired reading. The software layer 504 can query, directly or 
through the health integration network 506, the directory 
database 510 to obtain the location of the blood pressure 
reading, the dictionary database 512 to obtain schema, style, 
and general type information for blood pressure types, and the 
record database 508 to obtain the actual reading. Querying the 
record database, for example, can require authorization of the 
application component 102 and/or a user context provided by 
the application component 102 before returning the data. 
Using the schema, the software layer 504 can interpret the 
record as two integers representing a systolic and diastolic 
pressure (and perhaps a pulse rate), and return these numbers 
to the application component 102 through the API 502, or also 
apply a style, units, or other template to the numbers and 
return the result whether it be a string, XML, HTML, a 
picture, or the like. Additionally, the software layer 504 can 
return the raw data along with the transformation, style, and/ 
or schema information to the application component 102 
through the API 502 to allow the application component 102 
to apply the these at will. Also, the software layer 504 can 
store the result in cache memory for future access. It is to be 
appreciated that the subject matter described is not so limited 
to the foregoing example? embodiment, but rather this is one 
of many possible embodiments of an authorization scheme 
and platform. 
0042. Now referring to FIG. 6, a system 600 is displayed 
that facilitates multiple entity authorization for accessing data 
in a platform. Application components 102 are provided for 
accessing data in a platform component 104 on behalf of one 
or more device components 602 and/or 604. The device com 
ponents can execute an application component 102 (which 
can be the same or different for each device component 602/ 
604). The platform component 104 can comprise a record 
access component 106 that controls access to one or more 
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records in the platform component 104 (and/or exposed 
methods that return record data, for example) based on mul 
tiple entity authorization. In one embodiment, the user con 
text components 202 and 204 leverage the respective device 
components 602 and 604 to access (retrieve, store, modify, 
delete, or otherwise, for example) records in the platform 
component 104. The device components 602 and 604 can 
utilize their respective application components 102 to gain 
the desired access, and the record access component 106 can 
regulate access to the records. 
0043. In one embodiment, the record access component 
106 can store additional entity levels for authorization pur 
poses. For example, records can be protected on a per userper 
application per device basis. In this regard, the authorization 
scheme can scale to many different types and numbers of 
entities. In this embodiment, a user context component 202 
and/or 204 can be required to authorize a device component 
602/604 and an application component 102 to access data 
owned by the user context component 202/204. Thus, simi 
larly to the application component 102, the device component 
602/604 can register with the platform component 104 and 
the record access component 106 specifying records, record 
types, record fields, record sets, and/or the like to which it 
needs access for proper functioning. Additionally, the appli 
cation component 102 operated by the device component 
602/604 can be required to do the same. 
0044. In another embodiment, the application component 
102 can provide access to records in the platform component 
104 owned by the user context component 202. Authorization 
permission can be explicitly required for the application com 
ponent 102 and the device component 602, for example. The 
permission request can be presented to the user contextcom 
ponent 202, as described Supra, such that an informed deci 
sion is made regarding the authorization decision. The user 
context component 202 can also authorize the user context 
component 204 to access the data; however, the user context 
component 204 can be required to authorize application com 
ponent 102 and device component 604 to access the data. If, 
for example, the user context component 202 had authorized 
application component 102 and device component 602 to 
access the data, it still can be required to explicitly authorize 
device component 604 to access the data if it wishes to utilize 
device component 604, for example. In this regard, even 
though application component 102 has been granted access, 
the device components 602/604 can separately require access 
granting as well. Thus, multiple entity authorization can span 
beyond the user/application/record triangle. 
0045. The aforementioned systems, architectures and the 
like have been described with respect to interaction between 
several components. It should be appreciated that such sys 
tems and components can include those components or Sub 
components specified therein, some of the specified compo 
nents or Sub-components, and/or additional components. 
Sub-components could also be implemented as components 
communicatively coupled to other components rather than 
included within parent components. Further yet, one or more 
components and/or Sub-components may be combined into a 
single component to provide aggregate functionality. Com 
munication between systems, components and/or Sub-com 
ponents can be accomplished in accordance with eitherapush 
and/or pull model. The components may also interact with 
one or more other components not specifically described 
herein for the sake of brevity, but known by those of skill in 
the art. 

0046. Furthermore, as will be appreciated, various por 
tions of the disclosed systems and methods may include or 
consist of artificial intelligence, machine learning, or knowl 
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edge or rule based components, Sub-components, processes, 
means, methodologies, or mechanisms (e.g., Support vector 
machines, neural networks, expert Systems, Bayesian belief 
networks, fuZZy logic, data fusion engines, classifiers . . . ). 
Such components, inter alia, can automate certain mecha 
nisms or processes performed thereby to make portions of the 
systems and methods more adaptive as well as efficient and 
intelligent, for instance by inferring actions based on contex 
tual information. By way of example and not limitation, Such 
mechanism can be employed with respect to generation of 
materialized views and the like. 
0047. In view of the exemplary systems described supra, 
methodologies that may be implemented in accordance with 
the disclosed subject matter will be better appreciated with 
reference to the flow charts of FIGS. 7-8. While for purposes 
of simplicity of explanation, the methodologies are shown 
and described as a series of blocks, it is to be understood and 
appreciated that the claimed subject matter is not limited by 
the order of the blocks, as some blocks may occur in different 
orders and/or concurrently with other blocks from what is 
depicted and described herein. Moreover, not all illustrated 
blocks may be required to implement the methodologies 
described hereinafter. 

0048 FIG. 7 illustrates a methodology 700 that facilitates 
registering an application and Subsequently processing a 
request to authorize the application. As mentioned, this can 
occur in a platform scenario where the platform stores data 
records and controls access thereto. Access can be controlled 
based not only on user accounts but also per application. At 
702, a registration request is received from an application. 
The application can be required to register with the platform 
before it can access the data records stored in the platform. 
The application can be substantially any application that can 
communicate with the platform by calling methods exposed 
by the platform for data access. The registration request can 
provide some information regarding the application Such as 
an identifier, name, developer contact information, and the 
like. At 704, a minimum required record set is received for the 
application as well. This can comprise the records the appli 
cation must have access to for proper functioning. It is to be 
appreciated, as described Supra, that this can be with respect 
to modes, versions, configurations, etc. of the application, for 
example. The minimum record set requirements can be stored 
at the platform for Subsequent use. It is to be appreciated that 
communication can occur between the platform and applica 
tion as well to validate the set requirements; for example, the 
platform can deny access to certain records based on a type or 
configuration of the application (thick-client vs. application 
server, for example). 
0049. At 706, a request is received to authorize the appli 
cation, such as with respect to a data record. For example, this 
can come from a user context and/oran application requesting 
data records on behalf of a user context. The user context can 
be the owner of the data record or otherwise have some access 
to the data record, for example, and can desire to authorize the 
application to utilize the data. This can take place, for 
example, when a useruses the application for the first time. At 
708, the minimum record set required by the application can 
be presented (such as to the user). Using this, the entity to 
whom the information is presented can make an informed 
decision regarding whether to allow the application access to 
the record set. As described, the application can have multiple 
modes and the modes can each be presented with their 
required record sets. Using this data, the entity can select a 
mode as well, for example. 
0050 FIG. 8 shows a methodology 800 for authorizing a 
request made to a platform for accessing record data. At 802. 
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a request for record access is received. The request, for 
example, can be received by an application operating on 
behalf of a user context. The record can be part of a platform 
that stores and manages access to one or more records owned 
by a user context, for example. The platform can require both 
user and application authorization as described herein. At 
804, the application is checked for authorization. It is to be 
appreciated that the user context can be required to authorize 
the application to access its record(s) before the application is 
truly authorized. To this end, if the application is not autho 
rized, the option to authorize the application can be provided 
at 806. The option can comprise the minimum record set 
required by the application for proper functioning, for 
example. 
0051. At 808, the option can be checked for acceptance by 
an entity, such as the user context. If the authorization is not 
accepted, an error can be returned at 810. If the authorization 
for the application is accepted, the user authorization is 
checked at 812. Had the application already been authorized 
at step 804, the user authorization can have been checked at 
812. This step determines if the user is authorized to access 
the data record in the manner requested. It is to be appreciated 
that a user context can likely access records it creates in 
Substantially any manner available. However, user contexts 
can receive access to other users’ records and this access is 
checked at 812. If the user is not authorized, an error can be 
returned at 810. If the user is authorized, the request for the 
data record can be further processed at 814. 
0052. As used herein, the terms “component,” “system' 
and the like are intended to refer to a computer-related entity, 
either hardware, a combination of hardware and software, 
Software, or software in execution. For example, a component 
may be, but is not limited to being, a process running on a 
processor, a processor, an object, an instance, an executable, 
a thread of execution, a program, and/or a computer. By way 
of illustration, both an application running on a computer and 
the computer can be a component. One or more components 
may reside within a process and/or thread of execution and a 
component may be localized on one computer and/or distrib 
uted between two or more computers. 
0053. The word “exemplary” is used herein to mean serv 
ing as an example, instance or illustration. Any aspect or 
design described herein as "exemplary' is not necessarily to 
be construed as preferred or advantageous over other aspects 
or designs. Furthermore, examples are provided solely for 
purposes of clarity and understanding and are not meant to 
limit the subject innovation or relevant portion thereof in any 
manner. It is to be appreciated that a myriad of additional or 
alternate examples could have been presented, but have been 
omitted for purposes of brevity. 
0054 Furthermore, all or portions of the subject innova 
tion may be implemented as a method, apparatus or article of 
manufacture using standard programming and/or engineer 
ing techniques to produce Software, firmware, hardware, or 
any combination thereof to control a computer to implement 
the disclosed innovation. The term “article of manufacture' 
as used herein is intended to encompass a computer program 
accessible from any computer-readable device or media. For 
example, computer readable media can include but are not 
limited to magnetic storage devices (e.g., hard disk, floppy 
disk, magnetic strips . . . ), optical disks (e.g., compact disk 
(CD), digital versatile disk (DVD)...), smart cards, and flash 
memory devices (e.g., card, Stick, key drive...). Additionally 
it should be appreciated that a carrier wave can be employed 
to carry computer-readable electronic data such as those used 
in transmitting and receiving electronic mail or inaccessing a 
network such as the Internet or a local area network (LAN). 
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Of course, those skilled in the art will recognize many modi 
fications may be made to this configuration without departing 
from the scope or spirit of the claimed subject matter. 
0055. In order to provide a context for the various aspects 
of the disclosed subject matter, FIGS. 9 and 10 as well as the 
following discussion are intended to provide a brief, general 
description of a suitable environment in which the various 
aspects of the disclosed subject matter may be implemented. 
While the subject matter has been described above in the 
general context of computer-executable instructions of a pro 
gram that runs on one or more computers, those skilled in the 
art will recognize that the Subject innovation also may be 
implemented in combination with other program modules. 
Generally, program modules include routines, programs, 
components, data structures, etc. that perform particular tasks 
and/or implement particular abstract data types. Moreover, 
those skilled in the art will appreciate that the systems/meth 
ods may be practiced with other computer system configura 
tions, including single-processor, multiprocessor or multi 
core processor computer systems, mini-computing devices, 
mainframe computers, as well as personal computers, hand 
held computing devices (e.g., personal digital assistant 
(PDA), phone, watch...), microprocessor-based or program 
mable consumer or industrial electronics, and the like. The 
illustrated aspects may also be practiced in distributed com 
puting environments where tasks are performed by remote 
processing devices that are linked through a communications 
network. However, some, if not all aspects of the claimed 
Subject matter can be practiced on stand-alone computers. In 
a distributed computing environment, program modules may 
be located in both local and remote memory storage devices. 
0056. With reference to FIG.9, an exemplary environment 
900 for implementing various aspects disclosed herein 
includes a computer 912 (e.g., desktop, laptop, server, hand 
held, programmable consumer or industrial electronics . . . ). 
The computer 912 includes a processing unit 914, a system 
memory 916 and a system bus 918. The system bus 918 
couples system components including, but not limited to, the 
system memory 916 to the processing unit 914. The process 
ing unit 914 can be any of various available microprocessors. 
It is to be appreciated that dual microprocessors, multi-core 
and other multiprocessor architectures can be employed as 
the processing unit 914. 
0057 The system memory 916 includes volatile and non 
volatile memory. The basic input/output system (BIOS), con 
taining the basic routines to transfer information between 
elements within the computer 912. Such as during start-up, is 
stored in nonvolatile memory. By way of illustration, and not 
limitation, nonvolatile memory can include read only 
memory (ROM). Volatile memory includes random access 
memory (RAM), which can act as external cache memory to 
facilitate processing. 
0058 Computer 912 also includes removable/non-remov 
able, volatile/non-volatile computer storage media. FIG. 9 
illustrates, for example, mass storage 924. Mass storage 924 
includes, but is not limited to, devices like a magnetic or 
optical disk drive, floppy disk drive, flash memory or memory 
Stick. In addition, mass storage 924 can include storage media 
separately or in combination with other storage media. 
0059 FIG.9 provides software application(s) 928 that act 
as an intermediary between users and/or other computers and 
the basic computer resources described in Suitable operating 
environment 900. Such software application(s) 928 include 
one or both of system and application Software. System soft 
ware can include an operating system, which can be stored on 
mass storage 924, that acts to control and allocate resources of 
the computer system 912. Application software takes advan 
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tage of the management of resources by System Software 
through program modules and data stored on either or both of 
system memory 916 and mass storage 924. 
0060. The computer 912 also includes one or more inter 
face components 926 that are communicatively coupled to the 
bus 918 and facilitate interaction with the computer 912. By 
way of example, the interface component 926 can be a port 
(e.g., serial, parallel, PCMCIA, USB, FireWire . . . ) or an 
interface card (e.g., Sound, video, network...) or the like. The 
interface component 926 can receive input and provide output 
(wired or wirelessly). For instance, input can be received 
from devices including but not limited to, a pointing device 
Such as a mouse, trackball, Stylus, touch pad, keyboard, 
microphone, joystick, game pad, satellite dish, Scanner, cam 
era, other computer and the like. Output can also be supplied 
by the computer 912 to output device(s) via interface compo 
nent 926. Output devices can include displays (e.g., CRT, 
LCD, plasma . . . ), speakers, printers and other computers, 
among other things. 
0061 FIG. 10 is a schematic block diagram of a sample 
computing environment 1000 with which the subject innova 
tion can interact. The system 1000 includes one or more 
client(s) 1010. The client(s) 1010 can be hardware and/or 
Software (e.g., threads, processes, computing devices). The 
system 1000 also includes one or more server(s) 1030. Thus, 
system 1000 can correspond to a two-tier client server model 
or a multi-tier model (e.g., client, middle tier server, data 
server), amongst other models. The server(s) 1030 can also be 
hardware and/or software (e.g., threads, processes, comput 
ing devices). The servers 1030 can house threads to perform 
transformations by employing the aspects of the subject inno 
Vation, for example. One possible communication between a 
client 1010 and a server 1030 may be in the form of a data 
packet transmitted between two or more computer processes. 
0062. The system 1000 includes a communication frame 
work 1050 that can be employed to facilitate communications 
between the client(s) 1010 and the server(s) 1030. Here, the 
client(s) 1010 can correspond to program application com 
ponents and the server(s) 1030 can provide the functionality 
of the interface and optionally the storage system, as previ 
ously described. The client(s) 1010 are operatively connected 
to one or more client data store(s) 1060 that can be employed 
to store information local to the client(s) 1010. Similarly, the 
server(s) 1030 are operatively connected to one or more 
server data store(s) 1040 that can be employed to store infor 
mation local to the servers 1030. 

0063. By way of example, one or more client(s) 1010 can 
desire access to one or more server(s) 1030 and/or one or 
more data records stored in the server data store(s) 1040. The 
request can be made on behalf of a user context from the 
client(s) 1010 and sent across the communication framework 
1050 to the one or more server(s) 1030. The server(s) can 
determine if the client(s) 1010 and associated user contexts 
are authorized to access the requested data. If so, the data can 
be retrieved from the server data store(s) 1040 and transmit 
ted back across the communication framework 1050 to the 
client(s) 1010. In one embodiment, the client(s) 1010 can 
store the requested data in its local client data store(s) 1060. 
0064. What has been described above includes examples 
of aspects of the claimed Subject matter. It is, of course, not 
possible to describe every conceivable combination of com 
ponents or methodologies for purposes of describing the 
claimed subject matter, but one of ordinary skill in the art may 
recognize that many further combinations and permutations 
of the disclosed Subject matter are possible. Accordingly, the 
disclosed subject matter is intended to embrace all such alter 
ations, modifications and variations that fall within the spirit 
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and scope of the appended claims. Furthermore, to the extent 
that the terms “includes.” “has or “having or variations in 
form thereof are used in either the detailed description or the 
claims, such terms are intended to be inclusive in a manner 
similar to the term "comprising as "comprising is inter 
preted when employed as a transitional word in a claim. 
What is claimed is: 
1. A system for securing records in a web method acces 

sible platform, comprising: 
a platform component that stores at least one data record 

related to an entity, the data record is accessible by at 
least one web method exposed by the platform; and 

a record access component that restricts access to the data 
record to one or more applications that are granted 
authorization to access the data record by an entity 
authorized to access the data record. 

2. The system of claim 1, the one or more applications 
accesses the data record on behalf of the entity. 

3. The system of claim 1, the application registers with the 
platform component prior to requesting the data record from 
the platform component. 

4. The system of claim 3, the application communicates a 
minimum required data record set, for proper functionality of 
the application, to the platform component. 

5. The system of claim 4, the record access component 
presents the minimum required data record set for the appli 
cation to the entity, the entity grants or denies authorization to 
the application for access to the data record based on the 
minimum required data record set. 

6. The system of claim 1, an owner entity of the data record 
grants authorization to access the data record to the entity. 

7. The system of claim 1, the data record is part of a set of 
data records, the entity grants or denies access to the set of 
data records. 

8. The system of claim 1, the platform component exposes 
one or more web methods that allow the application to request 
the data record from the platform component. 

9. The system of claim 1, the platform component exposes 
one or more web methods that provide administrative func 
tionality to the entity, groups of entities are authorized to call 
certain web methods, impersonating the entity, to change 
properties of the entity's data records. 

10. A method for securing data records in a service-based 
web platform, comprising: 

Verifying authorization for an application requesting 
access to one or more data records in the platform; 
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verifying authorization for one or more users on whose 
behalf the request for access to the one or more data 
records is made; and 

granting or denying access to the one or more data records 
based in part on the authorization verifications. 

11. The method of claim 10, further comprising receiving 
a registration request from the application. 

12. The method of claim 11, further comprising receiving 
a minimum required data record set for proper functioning of 
the application. 

13. The method of claim 12, further comprising presenting 
the minimum required data record set to the one or more users 
to obtain informed consent to authorize the application to 
access the minimum required data record set for the user. 

14. The method of claim 12, further comprising denying 
access requests from the application for data records outside 
of the minimum required data record set. 

15. The method of claim 10, further comprising creating 
one or more sets of data records and controlling authorization 
for the one or more sets as a whole. 

16. The method of claim 15, the one or more sets are 
created by the system and system authorization rules for the 
one or more sets Supersede authorization rules desired by the 
user for the one or more sets or individual data records in the 
SetS. 

17. The method of claim 16, further comprising satisfying 
a real-world Standard by allowing the system set authoriza 
tion rules to Supersede other authorization rules. 

18. The method of claim 10, further comprising verifying 
authorization for a device utilizing the application to request 
access to the one or more data records. 

19. A system for securing one or more data records in a 
web-service platform, comprising: 
means for storing data records in a centralized platform and 

exposing one or more web methods to access the data 
records; and 

means for controlling access to data records and web meth 
ods based at least in part on one or more authorization 
rules related to a calling application and an associated 
user COInteXt. 

20. The system of claim 19, further comprising means for 
registering the application on the platform and presenting a 
minimum required data record set for the application Such 
that the user context can create the authorization rule based at 
least in part on the minimum required data record set. 
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