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(57) Abstract: According to one aspect, embodiments of the invention provide a
node comprising a processor, a memory including a predefined mapping, the pre-
defined mapping correlating network characteristics to related critical thresholds
at which a delivery ratio of the node is close to a maximum level and at which a
total number of transmissions by the node is close to a minimum number neces -
sary to achieve the delivery ratio, and a component configured to communicate
with one-hop neighbors of the node and configured to determine at least one
characteristic of a dynamic network based on information received from the one-
hop neighbors of the node, wherein, in reference to the predefined mapping, the
processor is configured to identity a critical threshold associated with the at least
one characteristic of the network and is configured to transmit a first packet to at
least one one-hop neighbor based on the critical threshold.
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DISRUPTED ADAPTIVE ROUTING

FEDERALLY SPONSORED RESEARCH

This invention was made with U.S. government support under Contract No. FA8750-07-
C-0169(WAND/WNaN) awarded by the Defense Advanced Research Projects Agency
(DARPA) STO. The U.S. government has certain rights in this invention.

RELATED APPLICATION

This application claims priority under 35 U.S.C. § 119(e) to U.S. Provisional Application
No. 61/824,595 entitled “DISRUPTED ADAPTIVE ROUTING,” filed May 17, 2013, which is

hereby incorporated by reference in its entirety for all purposes.

BACKGROUND OF THE DISCLOSURE

Field of the Invention

Aspects of the present invention relate generally to transmission routing in dynamic

networks.

Discussion of Related Art

Dynamic networks (e.g., such as a Mobile Ad hoc NETwork (MANET) or a Delay (or

Disruption) Tolerant Network (DTN)) are networks in which the network topology may change
over time. For example, in a dynamic network, nodes within the network may come and go and
the configuration of nodes may change at any time. Such dynamic networks are commonly
utilized in military, disaster recovery, and emergency response type situations.

MANET: are self-configuring dynamic networks in which each node within the network
is free to move independently and thus each nodes links to other devices may change frequently.
Each node in a MANET is capable of routing information on behalf of other nodes. Nodes within
a MANET typically transmit data over defined end-to-end contemporaneous paths.

DTN s are similar to MANETS in that the nodes within a DTN are also able to route
information on behalf of other nodes. However, in a DTN, transmission of data via end-to-end
contemporaneous paths is the exception rather than the rule. For example, common DTNs

typically employ store-and-forward mechanisms where a node may queue packets until a
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forwarding opportunity arises. As a result of the store-and-forward mechanisms, it is typically

acceptable in a DTN for the transmission of data to be delayed.

SUMMARY

Embodiments described herein provide a scalable gossip-based DTN routing protocol,
entitled Disrupted Adaptive Routing (DAR), where a node within a DTN probabilistically
rebroadcasts packets to its neighbors to limit network transmissions and provide a relatively high
delivery ratio. The gossip-based DAR protocol reduces the network transmission overhead by
having each node forward packets based on at least one critical threshold at which the delivery
ratio of a node is close to its highest level (but beyond which provides very little additional
benefit to the delivery ratio) and at which a total number of transmissions by the node is close to
a minimum number of transmissions necessary to achieve the relatively high delivery ratio.
Applicant has appreciated that the critical threshold(s) of a node within a dynamic network may
be based on certain network characteristics (e.g., network size or density).

In one example, the critical threshold variable is a critical gossip probability (p.). By
broadcasting packets from a node to a random subset of neighbors based on a fixed gossip
probability of at least p., a delivery ratio close to a maximum level may be achieved. In addition,
by broadcasting packets from a node to a random subset of neighbors based on a fixed gossip
probability of at least p,, the delivery ratio close to the maximum level may be achieved with a
number of network transmissions that is close to a minimum number of network transmissions
necessary to achieve the delivery ratio close to the maximum level.

In another example, the critical threshold variable is a critical packet lifetime (z.). By
assigning a packet lifetime (i.e., a time that the packet will exist in the network) to packets
broadcast from a node, a delivery ratio close to a maximum level may be achieved while also
reducing the number of transmissions by the node to a number that is close to a minimum
number of transmissions necessary to achieve the high delivery ratio. In one embodiment, a
packet lifetime is assigned to a sent packet, and the value of the packet lifetime is at least as long
as the critical packet lifetime (7.).

Additionally, the gossip-based DAR protocol may also reduce the network transmission

overhead by including the random subset of neighbors within metadata (or within a packet
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header) of a packet transmitted by a node to inform other nodes of the transmission and reduce
the need for separate control signals.

To accomplish one or more aspects of the present invention as described herein, a
network device or node may be provided that is capable of evaluating characteristics of a
network to determine a minimum number of nodes to forward data to, to ensure a high
probability of delivery of the data. For instance, based on a determination of a number of nodes
in a network and/or a density of a network, a network node may transmit a number of copies of
the data to other nodes in the network to ensure a high probability of delivery of the data.

Further, in another embodiment, a network node may also evaluate characteristics of a
network to determine a lifetime of the data such that a particular delivery probability is achieved.
For example, based on a determination of a number of nodes in a network and/or a density of a
network, the network node may communicate a specified lifetime of the data to exist in the
network to other nodes. Such a data lifetime may maximize the probability that data will be
delivered, yet will reduce the amount of time that the data is saved in the network to achieve the
desired probability.

Aspects in accordance with the present invention are directed to a node configured to
communicate with other nodes of a dynamic network, the node comprising a processor, a
memory coupled to the processor, the memory including a predefined mapping, the predefined
mapping correlating network characteristics to related critical thresholds at which a delivery ratio
of the node is close to a maximum level and at which a total number of transmissions by the
node is close to a minimum number necessary to achieve the delivery ratio, and a component
coupled to the processor, the component configured to communicate with one-hop neighbors of
the node and configured to determine at least one characteristic of the dynamic network based on
information received from the one-hop neighbors of the node, wherein, in reference to the
predefined mapping, the processor is configured to identify a critical threshold associated with
the at least one characteristic of the network and is configured to transmit a first packet to at least
one one-hop neighbor based on the critical threshold.

According to one embodiment, the critical thresholds of the predefined mapping include
critical gossip probabilities. In one embodiment, in reference to the predefined mapping, the
processor is configured to identify a critical gossip probability associated with the at least one

characteristic of the network and transmit the first packet to a group of the at least one one-hop
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neighbors, the group determined by the processor based on the critical gossip probability. In
another embodiment, the processor is further configured to identify, within a portion of the first
packet, the group of the at least one one-hop neighbors.

According to another embodiment, the critical thresholds of the predefined mapping
include critical packet lifetimes. In one embodiment, in reference to the predefined mapping, the
processor is configured to identify a critical packet lifetime associated with the at least one
characteristic of the network, program the first packet with the critical packet lifetime, and
transmit the first packet to the at least one one-hop neighbor of the node.

According to one embodiment, the processor is further configured to receive a second
packet from a one-hop neighbor of the node, the second packet identifying, within a portion of
the second packet, a group of intended recipients of the second packet. In one embodiment, the
processor is further configured to determine whether the node is included within the group of
intended recipients, and, in response to a determination that the node is included within the group
of intended recipients, to forward the second packet to at least one one-hop neighbor based on
the critical threshold.

According to another embodiment, the at least one characteristic of the network
determined by the component is a size of the network. In another embodiment, the at least one
characteristic of the network determined by the component is a node density of the network.

According to one embodiment, the component is further configured to periodically
update the at least one characteristic of the dynamic network based on information received from
the one-hope neighbors of the node and, in reference to the predefined mapping, the processor is
further configured to adjust the critical threshold based on an updated at least one characteristic
of the dynamic network.

Another aspect in accord with the present invention is directed to a method for
transmitting packets between nodes of a dynamic network, the method comprising receiving, by
a component of a first node, information from at least one one-hop neighbor of the first node, the
information indicative of at least one characteristic of the dynamic network, referencing a
predefined table stored in the first node, the predefined table correlating network characteristics
to related critical thresholds at which a delivery ratio of the first node is close to a maximum
level and at which a total number of transmissions by the first node is close to a minimum

number necessary to achieve the delivery ratio, identifying, in response to referencing the
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predefined table, a critical threshold of the first node, and transmitting, by the first node, a packet
to at least one one-hop neighbor of the first node based on the critical threshold.

According to one embodiment, identifying a critical threshold includes identifying, in
reference to the predefined table, a critical gossip probability of the first node. In one
embodiment, transmitting the packet to at least one one-hop neighbor of the first node includes
transmitting the packet to a subset of the first nodes one-hop neighbors, the subset based on the
critical gossip probability. In another embodiment, the method further comprises identifying,
within a portion of the packet, the subset of the first nodes one-hop neighbors.

According to another embodiment, the method further comprises receiving, by a second
node, the transmitted packet from the first node, determining, by the second node, whether the
second node is included in the subset of nodes identified in the received packet, and in response
to a determination, by the second node, that the second node is included in the subset of nodes
identified in the received packet, forwarding the packet to at least one one-hop neighbor of the
second node.

According to one embodiment, forwarding the packet to at least one one-hop neighbor of
the second node comprises referencing a predefined table stored in the second node, the
predefined table correlating network characteristics of the second node to related critical
thresholds of the second node at which a delivery ratio of the second node is close to a maximum
level and at which a total number of transmissions by the node is close to a minimum number of
transmissions necessary to achieve the delivery ratio of the second node, identifying, in response
to referencing the predefined table of the second node, a critical threshold of the second node;
and transmitting, by the second node, the packet to the at least one one-hop neighbor of the
second node based on the critical threshold of the second node.

According to another embodiment, identifying a critical threshold includes identifying, in
reference to the predefined table, a critical packet lifetime of the first node. In one embodiment,
the method further comprises assigning the critical packet lifetime to the packet.

According to one embodiment, receiving information indicative of at least one
characteristic of the dynamic network includes receiving information indicative of at least one of
a size of the dynamic network and a node density of the dynamic network. In another
embodiment, the method further comprises generating the predefined table based on a plurality

of network simulations including varying network characteristics.
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One aspect in accord with the present invention is directed to a computer readable
medium comprising computer-executable instructions that when executed on a processor
performs a method for transmitting packets between nodes of a dynamic network, the method
comprising receiving, by a component of a first node, information from at least one one-hop
neighbor of the first node, the information indicative of at least one characteristic of the dynamic
network, referencing a predefined table stored in the first node, the predefined table correlating
network characteristics to related critical thresholds at which a delivery ratio of the first node is
close to a maximum level and at which a total number of transmissions by the first node is close
to a minimum number necessary to achieve the delivery ratio, identifying, in response to
referencing the predefined table, a critical threshold of the first node, and transmitting, by the
first node, a packet to at least one one-hop neighbor of the first node based on the critical

threshold.

BRIEF DESCRIPTION OF DRAWINGS

The accompanying drawings are not intended to be drawn to scale. In the drawings, each
identical or nearly identical component that is illustrated in various FIGs. is represented by a like
numeral. For purposes of clarity, not every component may be labeled in every drawing. In the
drawings:

FIGS. 1A and 1B are graphs illustrating the relationship between a critical gossip
probability (p.) of a DTN, the size of the DTN, and the density of nodes within the DTN in
accordance with one aspect of the present invention;

FIGS. 2A and 2B are graphs illustrating the relationship between a critical packet lifetime
(t.) of a DTN, the size of the DTN, and the density of nodes within the DTN in accordance with
one embodiment of the present invention;

FIG. 3A illustrates a DTN in accordance with one embodiment of the present invention;

FIG. 3B illustrates a DTN with an out of range node in accordance with one embodiment
of the present invention;

FIG. 4 is a block diagram of a node within a DTN in accordance with one aspect of the
present invention;

FIG. 5 is a flow chart illustrating a process for broadcasting packets from a node of a

DTN in accordance with one aspect of the present invention;
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FIG. 6 is a block diagram of a general-purpose computer system upon which various
embodiments of the invention may be implemented; and
FIG. 7 is a block diagram of a computer data storage system with which various

embodiments of the invention may be practiced.

DETAILED DESCRIPTION

Embodiments of the invention are not limited to the details of construction and the
arrangement of components set forth in the following description or illustrated in the drawings.
Embodiments of the invention are capable of being practiced or of being carried out in various
ways. Also, the phraseology and terminology used herein is for the purpose of description and

should not be regarded as limiting. The use of "including," "comprising," or "having,"

“containing”, “involving”, and variations thereof herein, is meant to encompass the items listed
thereafter and equivalents thereof as well as additional items.

As discussed above, it is commonly accepted in a DTN for the transmission of data to be
somewhat delayed as DTNs typically employ store-and-forward mechanisms. Such store-and-
forward mechanisms, in addition to reliability and disconnection problems commonly associated
with links and nodes in a dynamic network, may make it difficult to successfully route
transmissions in a DTN.

Accordingly, common DTN routing protocols utilize a variety of different solutions to
achieve a high delivery ratio (i.e., a high percentage of successful transmissions). In one solution,
a DTN routing protocol relies on network knowledge (e.g. node contact schedule, route history,
location, mobility patterns, etc.) to broadcast packets only towards nodes that have a high
probability of delivery. In such an embodiment, the number of network transmissions is reduced.
However, the potential for transmission failure is relatively high as a failure in the nodes or links
to which the relatively small number of packets are transmitted will likely result in transmission
failure. In addition, this solution is unworkable in networks where network knowledge is
unobtainable.

Another solution for achieving a high delivery ratio within a DTN is a multi-copy
approach. For example, an extreme case of a multi-copy approach is epidemic routing, in which
every node within the DTN floods received packets to all of its neighbors while storing a copy of

every packet for future transmissions to any new neighbors. While an epidemic routing protocol
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achieves a high delivery ratio, it also leads to a high level of unnecessary packet rebroadcasts,
and wasted bandwidth and memory resources. In addition, epidemic routing protocols are
typically not scalable, as the traffic load or network size is increased, due to the high overhead of
network transmissions.

Therefore, embodiments described herein provide a scalable gossip-based DTN routing
protocol, entitled Disrupted Adaptive Routing (DAR), where a node within a DTN
probabilistically broadcasts packets to its neighbors to limit network transmissions and provides
a relatively high delivery ratio. The gossip-based DAR protocol reduces the network
transmission overhead by having each node broadcast packets to a random subset of neighbors.
The random subset of neighbors is generated based on a critical gossip probability at which the
delivery ratio is close to its highest level but beyond which provides little additional benefit to
the delivery ratio. Additionally, the critical gossip probability also corresponds to a number of
transmissions that is close to a minimum number of network transmissions necessary to achieve
a high delivery ratio.

Applicant has appreciated that nodes within a DTN typically share similar transmission
coverage. By providing a protocol that includes randomly transmitting to some nodes (while
randomly not transmitting to other nodes) based on a fixed probability, network resources may
be saved without causing a reduction in delivery ratio.

Applicant has also appreciated that DTNs applying a gossip-based protocol exhibit a
phase transition property. Associated with this phase transition property is a critical threshold,
above which a desirable global property exists with a high probability. An example of a desirable
global property is the node reachability, or delivery ratio. In other words, there exists a critical
threshold variable at which the delivery ratio of a node is close to its highest level, but beyond
which provides very little additional benefit to the delivery ratio.

In one example, the critical threshold variable is a critical gossip probability (p.). By
broadcasting packets from a node to a random subset of neighbors based on a fixed probability of
at least p,, a delivery ratio close to a maximum level may be achieved. In addition, by
broadcasting packets from a node to a random subset of neighbors based on a fixed probability of
at least p., the delivery ratio close to the maximum level may be achieved with a number of
network transmissions that is close to a minimum number of network transmissions necessary to

achieve the delivery ratio close to the maximum level. Also, broadcasting packets from the node
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to a random subset neighbors based on a fixed probability greater than p. will not substantially
increase the delivery ratio. Alternatively, broadcasting packets from the node to a random subset
of neighbors based on a fixed probability less than p. may substantially lower the delivery ratio.

According to one embodiment, broadcasting packets from a node to a random subset of
neighbors based on the critical gossip probability (p.) results in a delivery ratio that is between
80% and 100% of a maximum delivery ratio. In another embodiment, broadcasting packets from
a node to a random subset of neighbors based on the critical gossip probability (p.) results in a
delivery ratio that is between 88% and 100% of a maximum delivery ratio. However, in other
embodiments, broadcasting packets from a node to a random subset of neighbors based on the
critical gossip probability (p.) may result in a delivery ratio that is a different percentage of the
maximum delivery ratio. Applicant has appreciated that the percentage of maximum delivery
ratio provided by the critical gossip probability (p.) may vary depending on properties or
characteristics (e.g., size or density) of the network.

In another example, the critical threshold variable is a critical packet lifetime (z.). By
assigning a packet lifetime (i.e., a time that the packet will exist in the network) at least as long
as 7. to packets broadcast from a node, a delivery ratio close to a maximum level may be
achieved while also reducing the number of transmissions by the node to a number that is close
to a minimum number of transmissions necessary to achieve the high delivery ratio. Assigning a
packet lifetime longer than 7. to packets broadcast from a node will not substantially increase the
delivery ratio. Alternatively, assigning a packet lifetime shorter than 7, to packets broadcast from
a node may substantially lower the delivery ratio.

Applicant has also appreciated that the critical threshold (i.e., the critical gossip
probability (p.) or critical packet lifetime (7)) of a DTN, above which a desirable global property
exists with a high probability, may vary depending on certain properties or characteristics of the
DTN such as the size of the DTN or the density of nodes within the DTN. For example, FIGS.
1A and 1B include graphs which illustrate the relationship between the critical gossip probability
(p.) of a DTN, the size of the DTN, and the density of nodes within the DTN. FIGS. 2A and 2B
include graphs which illustrate the relationship between the critical packet lifetime (.) of a DTN,
the size of the DTN, and the density of nodes within the DTN.

FIG. 1A includes a graph 100 that illustrates a relationship between gossip probability

(shown on the x-axis 102), delivery ratio (shown on the y-axis 104), and density of nodes (in
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nodes/km?) within a 100 node DTN. A first line 106 represents the relationship between delivery
ratio 104 and gossip probability 102 in a 100 node DTN with a density of 500 nodes/km>. A
second line 108 represents the relationship between delivery ratio 104 and gossip probability 102
in a 100 node DTN with a density of 1000 nodes/km?. A third line 110 represents the relationship
between delivery ratio 104 and gossip probability 102 in a 100 node DTN with a density of 1500
nodes/km?. A fourth line 112 represents the relationship between delivery ratio 104 and gossip
probability 102 in a 100 node DTN with a density of 2000 nodes/km”. A fifth line 114 represents
the relationship between delivery ratio 104 and gossip probability 102 in a 100 node DTN with a
density of 3000 nodes/km”.

As can be seen in FIG. 1A, each DTN (represented by the different lines 106-114 in the
graph 100) includes a critical gossip probability (p.) 116 at which the delivery ratio 104 is close
to its maximum value, above which the delivery ratio 104 will not substantially increase, and
also at which the number of transmissions within the DTN is reduced (i.e., close to a minimum
level necessary to achieve the high delivery ratio).

FIG. 1B includes a graph 150 that illustrates a relationship between gossip probability
(shown on the x-axis 102), delivery ratio (shown on the y-axis 104), and density of nodes (in
nodes/km?) within a 25 node DTN. A first line 156 represents the relationship between delivery
ratio 104 and gossip probability 102 in a 25 node DTN with a density of 500 nodes/km®. A
second line 158 represents the relationship between delivery ratio 104 and gossip probability 102
in a 25 node DTN with a density of 1000 nodes/km”. A third line 160 represents the relationship
between delivery ratio 104 and gossip probability 102 in a 25 node DTN with a density of 1500
nodes/km®. A fourth line 162 represents the relationship between delivery ratio 104 and gossip
probability 102 in a 25 node DTN with a density of 2000 nodes/km?>. A fifth line 164 represents
the relationship between delivery ratio 104 and gossip probability 102 in a 25 node DTN with a
density of 3000 nodes/km”.

As can be seen in FIG. 1B, each DTN (represented by the different lines 156-164 in the
graph 150) includes a critical gossip probability (p.) 116 at which the delivery ratio 104 is close
to its maximum value, above which the delivery ratio 104 will not substantially increase, and
also at which the number of transmissions within the DTN is reduced (i.e., close to a minimum

level necessary to achieve the high delivery ratio).
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Applicant has appreciated that the critical gossip probability (p.) 116 of a DTN varies
based on the size of the DTN. As can be seen in FIGS. 1A and 1B, when the size of the DTN is
increased, the critical gossip probability of the DTN decreases. For example, each one of the 100
node DTNs illustrated in FIG. 1A has a critical gossip probability less than the critical gossip
probability of each one of the 25 node DTNss illustrated in FIG. 1B.

Applicant has also appreciated that the critical gossip probability (p.) 116 of a DTN may
also vary based on the density of nodes within a DTN. As can be seen in FIG. 1A, when the
density of nodes within a DTN increases, the critical gossip probability decreases. For example,
the DTN with the lowest density (i.e., the DTN with a density of 500 nodes/km” represented by
the first line 106 in FIG. 1A) has a critical gossip probability (p.) that is greater than the critical
gossip probability (p.) of each one of the DTNs with a higher density of nodes (i.e., the DTNs
represented by lines 108, 110, 112 and 114).

FIG. 2A includes a graph 200 that illustrates a relationship between packet lifetime (in
seconds, shown on the x-axis 202), delivery ratio (shown on the y-axis 204), and density of
nodes (in nodes/km?®) within a 100 node DTN. A first line 206 represents the relationship
between delivery ratio 204 and packet lifetime 202 in a 100 node DTN with a density of 500
nodes/km®. A second line 208 represents the relationship between delivery ratio 204 and packet
lifetime 202 in a 100 node DTN with a density of 1000 nodes/km”. A third line 210 represents
the relationship between delivery ratio 204 and packet lifetime 202 in a 100 node DTN with a
density of 1500 nodes/km”. A fourth line 212 represents the relationship between delivery ratio
204 and packet lifetime 202 in a 100 node DTN with a density of 2000 nodes/km”. A fifth line
214 represents the relationship between delivery ratio 204 and packet lifetime 202 in a 100 node
DTN with a density of 2500 nodes/km®. A sixth line 216 represents the relationship between
delivery ratio 204 and packet lifetime 202 in a 100 node DT with a density of 3000 nodes/km?.

As can be seen in FIG. 2A, each DTN (represented by the different lines 206-216 in the
graph 200) includes a critical packet lifetime (#.) 218 at which the delivery ratio 204 is close to
its maximum value, above which the delivery ratio 204 will not substantially increase, and also
at which the number of transmissions within the DTN is reduced (i.e., close to a minimum level
necessary to achieve the high delivery ratio).

FIG. 2B includes a graph 250 that illustrates a relationship between packet lifetime (in
seconds, shown on the x-axis 202) of a 25 node DTN, delivery ratio (shown on the y-axis 204),

11
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and density of nodes (in nodes/km?) within a 25 node DTN. A first line 256 represents the
relationship between delivery ratio 204 and packet lifetime 202 in a 25 node DTN with a density
of 500 nodes/km>. A second line 258 represents the relationship between delivery ratio 204 and
packet lifetime 202 in a 25 node DTN with a density of 1000 nodes/km®. A third line 260
represents the relationship between delivery ratio 204 and packet lifetime 202 in a 25 node DTN
with a density of 1500 nodes/km”. A fourth line 262 represents the relationship between delivery
ratio 204 and packet lifetime 202 in a 25 node DTN with a density of 2000 nodes/km”. A fifth
line 264 represents the relationship between delivery ratio 204 and packet lifetime 202 in a 25
node DTN with a density of 2500 nodes/km®. A sixth line 266 represents the relationship
between delivery ratio 204 and packet lifetime 202 in a 100 node DT with a density of 3000
nodes/km?.

As can be seen in FIG. 2B, each DTN (represented by the different lines 256-266 in the
graph 250) includes a critical packet lifetime (#.) 218 at which the delivery ratio 204 is close to
its maximum value, above which the delivery ratio 204 will not substantially increase, and also
at which the number of transmissions within the DTN is reduced (i.e., close to a minimum level
necessary to achieve the high delivery ratio).

Applicant has appreciated that the critical packet lifetime (.) 218 of a DTN generally
varies based on the size of the DTN (especially at higher densities). As can be seen in FIGS. 2A
and 2B, the critical packet lifetime 218 of a DTN may increase with an increase in network size.
For example, the critical packet lifetime 218 of the 100 node DTN represented by the fourth line
212 in FIG. 2A is greater than the critical packet lifetime 218 of the 25 node DTN represented by
the fourth line 212 in FIG. 2B.

Applicant has also appreciated that the critical packet lifetime (#,) 218 of a DTN may also
generally vary based on the density of nodes within a DTN. As can be seen in FIG. 2A, the
critical packet lifetime 218 of a DTN may decrease with an increase in network density. For
example, the DTN with the lowest density (i.e., the DTN with a density of 500 nodes/km*
represented by the first line 206 in FIG. 2A) has a critical packet lifetime (¢.) that is greater than
the critical packet lifetimes (#.) of the DTNs with the highest density of nodes (i.e., the DTNs
represented by lines 212, 214, and 216).

Accordingly, based on these relationships between the critical thresholds (e.g., critical

gossip probability and critical packet lifetime) and network characteristics (e.g., network size and

12



WO 2014/186614 PCT/US2014/038258

network density) as discussed above, associations between certain network characteristics and
certain critical thresholds may be formulated. Therefore, based on a determined network
characteristic, a node of a DTN may be configured to identify an associated critical threshold and
broadcast based on that associated critical threshold. For example, by having a node of a DTN
broadcast packets to a random subset of neighbors based on a critical threshold (gossip
probability and/or critical packet lifetime) identified in response to a determined network
characteristic (e.g., network size or density), the delivery ratio for transmissions by the node
within the DTN may be increased to a high level (e.g., close to its maximum level) while at the
same time the number of transmissions within the DTN may be reduced (e.g., close to a
minimum level necessary to achieve the high delivery ratio).

FIG. 3A illustrates a DTN 300 implementing a DAR based protocol as discussed above.
The DTN 300 includes a plurality of nodes 302-310.Each node 302-310 is capable of
broadcasting information to its neighbors, receiving information from its neighbors, and of
forwarding received information on to its neighbors. According to one embodiment, each node
302-310 is assigned at least one critical threshold (e.g., a critical gossip probability (p.) or a
critical packet lifetime (7.)), above which the delivery ratio of transmissions broadcast by the
node is near a maximum level. As described above, the critical threshold may be determined
based on characteristics of the DTN 300 such as the size of the network or the density of nodes
within the network 300.

According to one embodiment, each node 302-310 within the network 300 includes at
least one table, within a storage unit of the node, that maps at least one determined characteristic
of the network 300 (e.g., such as the size of the network or density of nodes within the network)
to a specific critical threshold (e.g., such as the critical gossip probability (p.) or the critical
packet lifetime (7.) of the node. According to one embodiment, the mapping within each table is
preprogrammed based on series of simulations that are run to determine the critical thresholds
(e.g., the critical gossip probability or the critical packet lifetime) associated with different types
of networks with different network characteristics (e.g., different sized networks or networks
with different node densities).

For example, according to one embodiment, each node 302-310 within the network 300
includes a table that maps a determined network size and/or a determined node density of the

network (as seen by the node) to a critical gossip probability (p.) at which packets broadcast by
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the node should be transmitted. In another embodiment, each node 302-310 within the network
300 includes a table that maps a determined size and/or a determined node density of the network
(as seen by the node) to a critical packet lifetime (¢.) which is intended to be assigned to packets
sourced by the node and broadcast to other nodes.

When a node 302-310 attempts to transmit or forward a packet, the node determines at
least one characteristic of the network 300, maps the determined characteristic(s) to at least one
critical threshold defined in the pre-programmed table within the node, and transmits the data
packet based on the critical threshold(s) defined in the tables. According to one embodiment,
each node 302-310 determines the size of the network 300 based on a link state routing protocol.
However, in other embodiments, any other appropriate method of determining the size of the
network 300 may be utilized. According to another embodiment, each node 302-310 determines
the density of nodes within the network 300 by determining the number of one-hop neighbors in
communication with the node (i.e., the number of nodes in direct communication with the node).
However, in other embodiments, any other appropriate method of determining the density of
nodes within the network 300 may be utilized.

For example, in reference to FIG. 3A, when node A 302 attempts to transmit packets to a
desired destination (e.g., node E 310), node A 302 first determines at least one characteristic
(e.g., network size or node density) of the network 300. For instance, node A 302 may store a
count of the number of nodes with which the node communicates. For example, node A 302 may
maintain an address table (e.g., an Address Resolution Protocol (ARP) table) that records address
information for various nodes on the network. The size of the network may be determined based
on the count of the number of unique addresses within the table. Also, as the network changes
over time (e.g., in ad hoc networks, nodes may be added/removed), the network size and/or
density determination may be updated periodically by node A 302, and the number of nodes to
which node A 302 communicates data to and the assigned packet lifetimes can be adjusted based
on the updated network information.

In reference to the table(s) within the node 302, node A 302 determines at least one
critical threshold (e.g., critical gossip probability or critical packet lifetime) based on the
determined characteristic(s) of the network 300. For example, in one embodiment, node A 302
utilizes a pre-programmed table to map the determined size and/or density of the network 300 to

a specific critical gossip probability (p.). Based on the critical gossip probability (p.) identified in
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the table, node A 302 determines how many nodes it should randomly transmit the packets to, to
ensure the high (e.g., near maximum) delivery ratio of the packets to the desired destination.
Upon randomly selecting nodes to which the packets will be sent (based on the critical gossip
probability (p.)), node A 302 identifies the intended recipients within the metadata (or as a
header) of the packets and transmits the packets to the intended recipients (e.g., nodes B 304 and
D 308) using a MAC-layer broadcast.

According to one embodiment, as node A 302 is a source node, node A 302 also utilizes a
pre-programmed table to map the determined size and/or density of the network 300 to a specific
critical packet lifetime (z.). Prior to transmitting packets to any intended recipients, node A 302
programs packets to have a lifetime equal to the critical packet lifetime (7).

Upon receiving packets from node A 302 in which it is not identified (in the metadata or
packet header) as an intended recipient, node C 306 is allowed to locally deliver the packets (if
appropriate), but is not allowed to rebroadcast or forward the received packets.

Upon receiving packets from node A 302 in which they are identified (in the metadata or
packet header) as intended recipients, nodes B 304 and D 308 are allowed to rebroadcast (or
forward) the received packets to other nodes. As similarly described above with regards to node
A 302, each of nodes B 304 and D 308 determines at least one characteristic of the network 300
(e.g., a network size or node density), maps the determined characteristic(s) to a critical gossip
probability (p.) defined in a pre-programmed table within the node, and forwards the received
packets based on the critical gossip probability (p.). As described above, each of nodes B 304
and D 308 selects a random number of nodes to forward the received packets to (based on the
critical gossip probability (p.)). Upon randomly selecting nodes to which the packets will be sent
(based on the critical gossip probability (p.)), nodes B 304 and D 308 identify the intended
recipients within the metadata (or as a header) of the packets and transmit the packets to the
intended recipients using a MAC-layer broadcast.

Packets may be forwarded amongst nodes of the network 300 as discussed above until the
packets reach the desired destination (node E 310). By forwarding packets based on a critical
gossip probability and/or a critical packet lifetime, a high (e.g., near maximum) delivery ration
may be achieved while at the same time reducing the number of transmissions within the

network 300.
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According to one embodiment, a DTN 300 implementing the DAR based protocol may
also implement additional flooding optimization techniques to enhance the delivery ratio while
simultaneously reducing the number of transmissions within the network 300. For example, in
one embodiment, the DTN 300 also utilizes a self-pruning flooding optimization technique in
which redundant transmissions are reduced.

According to one embodiment, the nodes 302-310 are configured to utilize the metadata
and header information in received packets to implement a self-pruning optimization technique
to reduce redundant transmissions within the network 300. For example, as discussed above,
upon receiving packets from node A 302 in which they are identified (in the metadata or packet
header) as intended recipients, nodes B 304 and D 308 are allowed to rebroadcast (or forward)
the received packets to other nodes. As also discussed above, nodes B 304 and D 308 each
identify their own intended forwarding recipients based on their own critical gossip probability
(pc). According to one embodiment, as the intended forwarding recipients of each node are
randomly generated based on the critical gossip probabilities of the nodes, the intended recipients
of each of nodes B 304 and D 308 may include at least one same node. For example, as seen in
FIG. 3A, both node B 304 and node D 308 may need to forward packets to node C 306.

By utilizing a self-pruning optimization technique, nodes B 304 and D 308 may eliminate
a redundant transmission of packets to node C 306. For example, prior to forwarding received
packets to node C 306, each of nodes B 304 and D 308 may implement random jitter (e.g., a
Random Assessment Delay (RAD)). As the RAD of each of the nodes B 304 and D 308 passes,
node B 304 and node D 308 both attempt to forward the received packets to intended recipient
node C 306. However, as the RAD of each node is different, one node (B 304 or D 308) may
forward packets to node C 306 before the RAD of the other node has passed.

For example, in such a situation where both node B 304 and node D 308 need to forward
packets to node C 206, and node D 308 has already forwarded packets (including metadata or a
packet header indicating node C 306 as an intended recipient) to node C 306 (while node B 304
is waiting for its RAD to pass), node B 304 overhears the transmission from node D 308 to node
C 306. Node B 304 is not identified in the metadata or packet header as an intended recipient
from node D 308, so node B 304 does not forward the packets from node D 308. However, node
B 304 does identity, in the metadata or packet header of the forwarded packet from node D 308,

that node C 306 is an intended recipient. As node C 306 is also an intended recipient of node B
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304 (for packets forwarded from node A 302), node B 304 cancels its own transmission of
packets to node C 306. Accordingly, a redundant transmission to node C 306 may be eliminated
and the number of transmissions within the network 300 may be reduced. Node C 306 may
forward packets in the same manner as discussed above.

According to one embodiment, the nodes 302-310 in the network 300 may also track
nodes that move out of range of other nodes in the network 300. For example, as seen in relation
to FIG. 3B, when node A 302 desires to transmit to node E 310 (e.g., because node E 310 is a
random recipient for packet forwarding identified by node A 302 based on the critical gossip
probability (p.) of node A 302), but node E 310 is out of range of node A 310, node A 310
remembers that node E 310 is down and creates a “packet, node” association in relation to the
failed node E 310 within a storage unit of node A 310. If node C 306 receives packets identifying
it as an intended recipient (e.g., based on the metadata or packet headers within the packets) and
desires to forward the received packets to node E 310 (e.g., because node E 310 is a random
recipient for packet forwarding identified by node C 306 based on the critical gossip probability
(p.) of node C 306), node C 306 will also realize that node E 310 is out of range. As a result,
node C 306 will also remember that node E 310 is down and create a “packet, node” association
in relation to the failed node E 310 within a storage unit of node C 306.

When node E 310 comes back into range, both node A 302 and node C 306 identify,
based on their “packet, node” associations, that they are currently storing a packet that must be
sent to node E 310. After each introducing a RAD, both node A 302 and node C 306 attempt to
transmit the stored packet to node E 310. However, as the RAD of each node is different, one
node (A 302 or C 306) may forward packets to node E 310 before the RAD of the other node has
passed.

For example, in such a situation where both node A 302 and node C 306 need to forward
packets to node E 310 and node C 306 has already forwarded packets (including metadata or a
packet header indicating node E 310 is an intended recipient) to node E 310 (while node A 302 is
waiting for its RAD to pass), node A 302 overhears the transmission from node C 306 to node E
310. Node A 302 is not identified in the metadata or packet header as an intended recipient so
node A 302 does not forward the packets from node C 306. However, node A 302 does identify,
in the metadata or packet header of the forwarded packet from node C 306, that node E 310 is an
intended recipient. As node E 310 is also an intended recipient of node A 302, node A 302
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cancels its own transmission of packets to node E 310. Accordingly, a redundant transmission to
node E 310 may be eliminated and the number of transmissions within the network 300 may be
reduced.

By generating a list of intended recipients of a node (based on the critical gossip
probability (p.)) and including the list of intended recipients as metadata or a packet header
within a packet to be transmitted by the node as discussed above, the need for separate control
packets is reduced as information regarding the nodes and the transmissions is automatically sent
along with each packet. Accordingly, the number of transmissions within the network 300 may
be reduced while still providing a high delivery ratio.

FIG. 4 is a block diagram of one embodiment of a node 400 capable of implementing a
DAR based protocol within a DTN (e.g., such as the DTN 300 of FIGS. 3A and 3B). The node
400 includes a routing module 402. The routing module 402 includes a DTN routing module
404, a forwarding module 404, and a link state routing module 406. The forwarding module 404
is coupled to the DTN routing module 404. The link state routing module 406 is coupled to the
forwarding module 404 and the DTN routing module 404.

The DAR based protocol, as discussed above, is implemented by the DTN routing
module 404. The DTN routing module 404 receives one-hop neighbor (i.e., neighbors in direct
communication with the node 400) and network size updates 407 from the link state routing
module 406.

The link state routing module 406 receives MAC layer 408 updates 410 from the one-hop
neighbors of the node 400, the updates 410 providing the link state routing module 406 with
information regarding the number of one-hop neighbors in communication with the node 400.
This information may be utilized to determine the density of nodes within the network of the
node 400, as described above. The link state routing module 406 may also receive MAC layer
408 link state updates 412 from the link state routing modules of other nodes. The link state
updates may be utilized to determine the size of the network of the node 400, as described above.
For example, in one embodiment, the node 400 determines the size of the network based on the
other nodes it “sees” (i.e., the other nodes it has received link state updates 412 from). Based on
the link state updates 412, the node 400 is able to generate a “map” of the network and determine

the size of the network.
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Applicant has appreciated that as the network is forming, the link state updates 412 and
the one-hop neighbor information 410 is in the process of being exchanged between nodes and it
may take some time for the link state routing module 406 to generate a complete list of one-hop
neighbors and an accurate network size. Accordingly, as the network density (based on the
number of one-hop neighbors) and the network size are utilized in the DAR based protocol
within the DTN routing module 404 to compute the critical gossip probability (p.) and/or the
critical packet lifetime (z.), the DTN routing module 404 may initially calculate a critical gossip
probability (p.) and/or a critical packet lifetime (7.) based on a smaller network size and lower
number of one-hop neighbors than is actually present in the network. However, despite this
miscalculation, there is no loss of functionality (i.e., a lower delivery ratio) as the miscalculation
will only result in a higher critical gossip probability (p.) and/or a higher critical packet lifetime
(t.) as compared to the critical gossip probability (p.) and/or the critical packet lifetime (z.)
calculated when the network is fully formed. Such a higher critical gossip probability (p.) and/or
a higher critical packet lifetime (#.) will merely result in an increased delivery ratio.

The node 400 receives MAC layer 208 packets 414 from a local source or from another
node within the network. The MAC layer 208 received packets 414 are passed to the forwarding
module 404. The forwarding module 404 makes a determination 405 whether a received packet
414 is eligible for DAR protocol based treatment by the DTN routing module 404 or for
treatment using traditional Connected Routing (CR) mechanisms. For example, according to one
embodiment, a Type of Service (ToS) field in the header of received packets indicates whether
the packet is eligible for treatment by the DTN routing module 404. Certain real time packets
may not be eligible for treatment by the DTN routing module 404 as they require immediate
transmission and cannot be delayed. In response to a determination that a received packet 414 is
meant for traditional CR mechanisms (and not for treatment via the DTN routing module 404),
the packet is transmitted as a MAC layer 208 unicast or broadcast 416 as instructed by the
appropriate CR mechanisms.

In response to a determination that a received packet 414 is not meant for traditional CR
mechanisms but is instead appropriate for treatment by the DTN routing module 404, the
received packet 414 is passed to the DTN routing module 404. For a received packet, the DAR
protocol based DTN routing module 404 examines the list of intended recipients within the

metadata or packet header of the received packet and determines if it is an intended recipient. If
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the node 400 is not an intended recipient, the DTN routing module 404 does not forward the
packet. If the node 400 is an intended recipient, the DTN routing module 404 attempts to
broadcast or forward the packet.

To transmit the packet, the DTN routing module 404 references the network size and
neighbor information 407 received from the link state routing module 406 against a predefined
table to determine an appropriate critical gossip probability (p.) and/or critical packet lifetime (z.)
of the node 400. Based on the determined critical gossip probability (p.), the DTN routing
module 404 selects a subset of its one-hop neighbors as intended recipients and lists the subset of
one-hop neighbors in the metadata (or packet header) of the packet. Additionally, if the node 400
sources the packet, the DTN routing module 404 also sets the packet lifetime field of the packet
based on the critical packet lifetime (7.).

The DTN routing module 404 checks any overheard transmissions from other nodes
within the network to determine if the packet has been previously transmitted to any of the
intended recipients within the subset by another node within the network. If the packet has
previously been transmitted to one of the intended recipients, the DTN routing module 404
cancels a redundant transmission of the packet to that intended recipient. If the packet has not
previously been transmitted to an intended recipient, the DTN routing module 404 transmits the
packet to the intended recipient via a MAC layer 408 broadcast 416.

According to one embodiment, the DTN routing module 404 also periodically monitors
stored packets, for the purpose of expiring any packets that have exceed their packet lifetimes.
According to another embodiment, the forwarding module 404 also performs duplicate packet
detection and discards any received duplicative packets, only informing the DTN routing module
404 about unique packets.

The broadcast of packets from the node 400 is discussed in greater detail below with
regards to FIG. 5. FIG. 5 illustrates a flow chart 500 of a process for broadcasting packets from a
node 400 of a DTN as described herein.

At block 502, the node 400 receives a packet. The packet may be received from a
neighbor of the node 400 as a MAC layer unicast or broadcast or it may be sourced locally. At
block 504 a decision is made, e.g., by the forwarding module 404, whether the received packet is
eligible for DAR protocol based treatment, e.g., by the DTN routing module 404. In response to

a determination that the received packet is not eligible for DAR protocol based treatment (e.g.,
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because its transmission cannot be delayed), at block 506 the packet is transmitted as a MAC
layer unicast or broadcast as instructed by the appropriate CR mechanisms.

In response to a determination that the received packet is eligible for DAR protocol based
treatment, at block 508, the received packet is passed to the DTN routing module 404 and a
determination is made whether the node 400 is an intended recipient of the received packet.
According to one embodiment, the DTN routing module 404 checks the metadata (or packet
header) of the received packet to identify whether the node 400 is identified in the metadata (or
packet header) as an intended recipient. In response to a determination that the node 400 is not an
intended recipient, at block 510 the packet is not broadcast by the node 400 and it is locally
delivered (if possible).

In response to a determination that the node 400 is an intended recipient of the packet
(e.g., because the node 400 is listed in the metadata or packet header of the packet), the node 400
attempts to broadcast the packet. At block 512, the node 400 identifies at least one characteristic
of the DTN. As described above, according to one embodiment, a link state module 406 within
the node 400 receives information from one-hop neighbors of the node 400 and based on this
information, provides the DTN routing module 404 with information regarding at least one
characteristic of the DTN (e.g., the size of the DTN or the node density of the DTN).

At block 514, based on the at least one identified network characteristic, the DTN routing
module 404 references a predefined mapping or table within the node that correlates network
characteristics (e.g., network size and/or density) to critical thresholds. As described above, the
critical thresholds within the predefined mapping may include critical gossip probabilities (p.)
and/or critical packet lifetimes (z.). Based on the identified network characteristics and the
predefined mapping, the DTN routing module 404 identifies at least one corresponding critical
threshold at which the delivery ratio of the node is close to its highest level (but beyond which
provides very little additional benefit to the delivery ratio) and at which a total number of
transmissions by the node is close to a minimum number of transmissions necessary to achieve
the relatively high delivery ratio.

At block 516, if one of the identified critical thresholds is a critical packet lifetime (z.)
and the node 400 is a source node, the packet is programmed with a packet lifetime equal to the

critical packet lifetime (z.).
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At block 518, if one of the identified critical thresholds is a critical gossip probability
(pc), the DTN routing module 404 identifies a random subset of one-hop neighbors of the node
400, the number of one-hop neighbors within the subset determined based on the critical gossip
probability (p.). At block 520, the subset of one-hop neighbors (i.e. the intended recipients) is
identified within a portion of the packet (e.g., in the metadata or packet header of the packet).

At block 522, the packet is transmitted or forwarded as a MAC layer unicast or broadcast
transmission based on the critical threshold(s) (e.g., programmed with the critical packet lifetime
(t.) and/or broadcast with a list of intended recipients determined based on the critical gossip
probability (p.). For example, according to one embodiment, the packet is transmitted
simultaneously to each one of the subset of one-hop neighbors as a single broadcast
transmission. In another embodiment, the packet is transmitted individually to each one of the
subset of one-hope neighbors as a plurality of unicast transmissions.

According to one embodiment, the node 400 may transmit a packet as either a broadcast
transmission or a unicast transmission based on a network characteristic identified by the link
state module 406. For example, the node 400 may transmit a packet as a single broadcast
transmission in response to a determination that the number of one-hop neighbors of the node
400 is greater than a threshold number of one-hop neighbors. Alternatively, the node 400 may
transmit a packet as, at least one, unicast transmission in response to a determination that the
number of one-hop neighbors of the node 400 is less than a threshold number of one-hop
neighbors.

Various embodiments according to the present invention may be implemented on one or
more computer systems or other devices. A computer system may be a single computer that may
include a minicomputer, a mainframe, a server, a personal computer, a networking device such
as a switch or router, or a combination thereof. The computer system may include any type of
system capable of performing remote computing operations (e.g., cell phone, PDA, tablet, smart-
phone, set-top box, or other system). A computer system used to run the operation may also
include any combination of computer system types that cooperate to accomplish system-level
tasks. Multiple computer systems may also be used to run the operation. The computer system
also may include input or output devices, displays, or data storage units. It should be appreciated
that any computer system or systems may be used, and the invention is not limited to any

number, type, or configuration of computer systems.
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These computer systems may be, for example, general-purpose computers such as those
based on Intel PENTIUM-type processor, Motorola PowerPC, Sun UltraSPARC, Hewlett-
Packard PA-RISC processors, or any other type of processor. It should be appreciated that one or
more of any type computer system may be used to partially or fully automate operation of the
described system according to various embodiments of the invention. Further, the system may be
located on a single computer or may be distributed among a plurality of computers attached by a
communications network.

For example, various aspects of the invention may be implemented as specialized
software executing in a general-purpose computer system 600 such as that shown in FIG. 6. The
computer system 600 may include a processor 602 connected to one or more memory devices
(i.e., data storage) 604, such as a disk drive, memory, or other device for storing data. Memory
604 1s typically used for storing programs and data during operation of the computer system 600.
Components of computer system 600 may be coupled by an interconnection mechanism 606,
which may include one or more busses (e.g., between components that are integrated within a
same machine) and/or a network (e.g., between components that reside on separate discrete
machines). The interconnection mechanism 606 enables communications (e.g., data, instructions)
to be exchanged between system components of system 600. Computer system 600 also includes
one or more input devices 608, for example, a keyboard, mouse, trackball, microphone, touch
screen, and one or more output devices 610, for example, a printing device, display screen,
and/or speaker. In addition, computer system 600 may contain one or more interfaces (not
shown) that connect computer system 600 to a communication network (in addition or as an
alternative to the interconnection mechanism 606).

The storage system 612, shown in greater detail in FIG. 7, typically includes a computer
readable and writeable nonvolatile recording medium 702 in which signals are stored that define
a program to be executed by the processor or information stored on or in the medium 702 to be
processed by the program. The medium may, for example, be a disk or flash memory. Typically,
in operation, the processor causes data to be read from the nonvolatile recording medium 702
into another memory 704 that allows for faster access to the information by the processor than
does the medium 702. This memory 704 is typically a volatile, random access memory such as a
dynamic random access memory (DRAM) or static memory (SRAM). It may be located in

storage system 612, as shown, or in memory system 604. The processor 602 generally
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manipulates the data within the integrated circuit memory 604, 704 and then copies the data to
the medium 702 after processing is completed. A variety of mechanisms are known for
managing data movement between the medium 702 and the integrated circuit memory element
604, 704, and the invention is not limited thereto. The invention is not limited to a particular
memory system 604 or storage system 612.

The computer system may include specially-programmed, special-purpose hardware, for
example, an application-specific integrated circuit (ASIC). Aspects of the invention may be
implemented in software, hardware or firmware, or any combination thereof. Further, such
methods, acts, systems, system elements and components thereof may be implemented as part of
the computer system described above or as an independent component.

Although computer system 600 is shown by way of example as one type of computer
system upon which various aspects of the invention may be practiced, it should be appreciated
that aspects of the invention are not limited to being implemented on the computer system as
shown in FIG. 6. Various aspects of the invention may be practiced on one or more computers
having a different architecture or components that that shown in FIG. 6.

Computer system 600 may be a general-purpose computer system that is programmable
using a high-level computer programming language. Computer system 600 may be also
implemented using specially programmed, special purpose hardware. In computer system 600,
processor 602 is typically a commercially available processor such as the well-known Pentium
class processor available from the Intel Corporation. Many other processors are available. Such a
processor usually executes an operating system which may be, for example, the Windows 95,
Windows 98, Windows NT, Windows 2000 (Windows ME), Windows XP, or Windows Visa
operating systems available from the Microsoft Corporation, MAC OS System X available from
Apple Computer, the Solaris Operating System available from Sun Microsystems, or UNIX
available from various sources. Many other operating systems may be used.

The processor and operating system together define a computer platform for which
application programs in high-level programming languages are written. It should be understood
that the invention is not limited to a particular computer system platform, processor, operating
system, or network. Also, it should be apparent to those skilled in the art that the present

invention is not limited to a specific programming language or computer system. Further, it
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should be appreciated that other appropriate programming languages and other appropriate
computer systems could also be used.

One or more portions of the computer system may be distributed across one or more
computer systems (not shown) coupled to a communications network. These computer systems
also may be general-purpose computer systems. For example, various aspects of the invention
may be distributed among one or more computer systems configured to provide a service (e.g.,
servers) to one or more client computers, or to perform an overall task as part of a distributed
system. For example, various aspects of the invention may be performed on a client-server
system that includes components distributed among one or more server systems that perform
various functions according to various embodiments of the invention. These components may be
executable, intermediate (e.g., IL) or interpreted (e.g., Java) code which communicate over a
communication network (e.g., the Internet) using a communication protocol (e.g., TCP/IP).

It should be appreciated that the invention is not limited to executing on any particular
system or group of systems. Also, it should be appreciated that the invention is not limited to any
particular distributed architecture, network, or communication protocol. Various embodiments of
the present invention may be programmed using an object-oriented programming language, such
as SmallTalk, Java, C++, Ada, or C# (C-Sharp). Other object-oriented programming languages
may also be used. Alternatively, functional, scripting, and/or logical programming languages
may be used. Various aspects of the invention may be implemented in a non-programmed
environment (e.g., documents created in HTML, XML or other format that, when viewed in a
window of a browser program, render aspects of a graphical-user interface (GUI) or perform
other functions). Various aspects of the invention may be implemented as programmed or non-
programmed elements, or any combination thereof.

As described herein, the phase transition property for delivery ratio has been observed in
dynamic networks when gossip probability or packet lifetime is varied. According to some
embodiments, the DAR based protocol can be based on critical gossip probabilities, critical
packet lifetimes, or both.

As described herein, the DAR based protocol is utilized with a DTN; however, in other
embodiments, the DAR based protocol may also be utilized with other types of dynamic
networks, such as a MANET, a wired dynamic network, or a peer to peer network. In addition,

the DAR based protocol described above may be utilized with a wireless or wired network.
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As described herein, a table is used to map determined characteristics of a network (e.g.,
size and/or density) to a critical threshold such as critical gossip probability or critical packet
lifetime. According to one embodiment, the table is a simple lookup table; however, in other
embodiments, other types of tables may be used.

As described herein, the DAR based protocol is utilized with a self-pruning optimization
technique; however, in other embodiments, the DAR based protocol may be used in
combination with other existing mechanisms for network-wide broadcasting optimizations such
as counter-based schemes, distance-based schemes, location-based schemes, a scalable-broadcast
algorithm, dominant pruning, multipoint relaying, CDS-based algorithm, lightweight and
efficient network-wide broadcast, or any other type of broadcast optimization technique.

As described herein, each node receives one-hop neighbor information to assist in
performing these optimizations; however, in other embodiments, a node may receive two-hop
neighbor information to assist in performing other optimizations.

Accordingly, embodiments described herein provide a scalable gossip-based DTN
routing protocol, entitled Disrupted Adaptive Routing (DAR), where a node within a DTN
probabilistically rebroadcasts packets to its neighbors to limit network transmissions and provide
a relatively high delivery ratio. The gossip-based DAR protocol reduces the network
transmission overhead by having each node forward packets to a random subset of neighbors.
The random subset of neighbors is generated based on a critical gossip probability at which the
delivery ratio is close to its highest level but beyond which provides little additional benefit to
the delivery ratio. In addition, by broadcasting packets from a node to a random subset of
neighbors based on a critical gossip probability, the delivery ratio close to the maximum level
may be achieved with a number of network transmissions that is close to a minimum number of
network transmissions necessary to achieve the high delivery ratio.

The gossip-based DAR protocol may also reduce the network transmission overhead by
having source nodes program packets with a packet lifetime based on a critical packet lifetime at
which the delivery ratio is close to its highest level but beyond which provides little additional
benefit to the delivery ratio. Additionally, the gossip-based DAR protocol may also reduce the
network transmission overhead by including the random subset of neighbors within metadata (or
within a packet header) of a packet transmitted by a node to inform other nodes of the

transmission and reduce the need for separate control signals.
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Having described above several aspects of at least one embodiment, it is to be
appreciated various alterations, modifications, and improvements will readily occur to those
skilled in the art. Such alterations, modifications, and improvements are intended to be part of
this disclosure and are intended to be within the scope of the invention. Accordingly, the
foregoing description and drawings are by way of example only.

What is claimed is:
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CLAIMS

1. A node configured to communicate with other nodes of a dynamic network, the
node comprising:

a processor;

a memory coupled to the processor, the memory including a predefined mapping, the
predefined mapping correlating network characteristics to related critical thresholds at which a
delivery ratio of the node is close to a maximum level and at which a total number of
transmissions by the node is close to a minimum number necessary to achieve the delivery ratio;
and

a component coupled to the processor, the component configured to communicate with
one-hop neighbors of the node and configured to determine at least one characteristic of the
dynamic network based on information received from the one-hop neighbors of the node,

wherein, in reference to the predefined mapping, the processor is configured to identify a
critical threshold associated with the at least one characteristic of the network and is configured

to transmit a first packet to at least one one-hop neighbor based on the critical threshold.

2. The node of claim 1, wherein the critical thresholds of the predefined mapping

include critical gossip probabilities.

3. The node of claim 2, wherein, in reference to the predefined mapping, the
processor is configured to identify a critical gossip probability associated with the at least one
characteristic of the network and transmit the first packet to a group of the at least one one-hop

neighbors, the group determined by the processor based on the critical gossip probability.

4. The node of claim 3, wherein the processor is further configured to identity,

within a portion of the first packet, the group of the at least one one-hop neighbors.

5. The node of claim 1, wherein the critical thresholds of the predefined mapping

include critical packet lifetimes.
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6. The node of claim 5, wherein, in reference to the predefined mapping, the
processor is configured to identify a critical packet lifetime associated with the at least one
characteristic of the network, program the first packet with the critical packet lifetime, and

transmit the first packet to the at least one one-hop neighbor of the node.

7. The node of claim 1, wherein the processor is further configured to receive a
second packet from a one-hop neighbor of the node, the second packet identifying, within a

portion of the second packet, a group of intended recipients of the second packet.

8. The node of claim 7, wherein the processor is further configured to determine
whether the node is included within the group of intended recipients, and, in response to a
determination that the node is included within the group of intended recipients, to forward the

second packet to at least one one-hop neighbor based on the critical threshold.

9. The node of claim 1, wherein the at least one characteristic of the network

determined by the component is a size of the network.

10. The node of claim 1, wherein the at least one characteristic of the network

determined by the component is a node density of the network.

11. The node of claim 1, wherein the component is further configured to periodically
update the at least one characteristic of the dynamic network based on information received from
the one-hope neighbors of the node, and

wherein, in reference to the predefined mapping, the processor is further
configured to adjust the critical threshold based on an updated at least one characteristic of the

dynamic network.

12. A method for transmitting packets between nodes of a dynamic network, the
method comprising:
receiving, by a component of a first node, information from at least one one-hop neighbor

of the first node, the information indicative of at least one characteristic of the dynamic network;
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referencing a predefined table stored in the first node, the predefined table correlating
network characteristics to related critical thresholds at which a delivery ratio of the first node is
close to a maximum level and at which a total number of transmissions by the first node is close
to a minimum number necessary to achieve the delivery ratio;

identifying, in response to referencing the predefined table, a critical threshold of the first
node; and

transmitting, by the first node, a packet to at least one one-hop neighbor of the first node

based on the critical threshold.

13. The method of claim 12, wherein identifying a critical threshold includes

identifying, in reference to the predefined table, a critical gossip probability of the first node.

14. The method of claim 13, wherein transmitting the packet to at least one one-hop
neighbor of the first node includes transmitting the packet to a subset of the first nodes one-hop

neighbors, the subset based on the critical gossip probability.

15. The method of claim 14, further comprising identifying, within a portion of the

packet, the subset of the first nodes one-hop neighbors.

16. The method of claim 15, further comprising:
receiving, by a second node, the transmitted packet from the first node;
determining, by the second node, whether the second node is included in the
subset of nodes identified in the received packet; and
in response to a determination, by the second node, that the second node is
included in the subset of nodes identified in the received packet, forwarding the packet to at least

one one-hop neighbor of the second node.

17. The method of claim 16, wherein forwarding the packet to at least one one-hop
neighbor of the second node comprises:
referencing a predefined table stored in the second node, the predefined table

correlating network characteristics of the second node to related critical thresholds of the second
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node at which a delivery ratio of the second node is close to a maximum level and at which a
total number of transmissions by the node is close to a minimum number of transmissions
necessary to achieve the delivery ratio of the second node;

identifying, in response to referencing the predefined table of the second node, a
critical threshold of the second node; and

transmitting, by the second node, the packet to the at least one one-hop neighbor

of the second node based on the critical threshold of the second node.

18. The method of claim 12, wherein identifying a critical threshold includes

identifying, in reference to the predefined table, a critical packet lifetime of the first node.

19. The method of claim 18, further comprising assigning the critical packet lifetime

to the packet.

20. The method of claim 12, wherein receiving information indicative of at least one
characteristic of the dynamic network includes receiving information indicative of at least one of

a size of the dynamic network and a node density of the dynamic network.

21. The method of claim 12, further comprising generating the predefined table based

on a plurality of network simulations including varying network characteristics.

22. A computer readable medium comprising computer-executable instructions that
when executed on a processor performs a method for transmitting packets between nodes of a
dynamic network, the method comprising:

receiving, by a component of a first node, information from at least one one-hop neighbor
of the first node, the information indicative of at least one characteristic of the dynamic network;

referencing a predefined table stored in the first node, the predefined table correlating
network characteristics to related critical thresholds at which a delivery ratio of the first node is
close to a maximum level and at which a total number of transmissions by the first node is close

to a minimum number necessary to achieve the delivery ratio;
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identifying, in response to referencing the predefined table, a critical threshold of the first
node; and
transmitting, by the first node, a packet to at least one one-hop neighbor of the first node

based on the critical threshold.
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