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(57) Abstract: A computer-implemented method provides an early warning of an impending failure in a monitored system. The
method includes performing, by a processor, an oftline model learning process that generates a model of expected log rates in the
monitored system from historical log data. The model represents a normal behavior of the monitored system. The method further in-
cludes performing an online detection process that detects the impending failure in the monitored system prior to an actual occur -
rence thereof based on (i) the model of expected log rates and (ii) observed log rates. The method also includes displaying, by a dis-
play device based on (i) the model of expected log rates and (ii) observed log rates in the monitored system, information relating to
the impending failure prior to the actual occurrence of the impending failure. The online detection process identifies short term and
long term failures and long term failures.
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EARLY WARNING PREDICTION SYSTEM

RELATED APPLICATION INFORMATION
{0001}  This application claims priozity to U.S. Provisional Pat. App. Ser. No.

62/312,049 filed on March 23, 2016, incorporated herein by reference in its entivety.

BACKGROUND
Technical Field
[O002]  The present invention relates to warning systems and more particadarly to an

early warning prediction system,

Description of the Related Ant
{00031 Automated Information Techoology (IT) systems include complex software
with magy nter-dependent components. Failures in such systems can cavse financial
losses, unavailability of resources, and dissuption of people’s daily activities. In all these
system fatlyres, the common gspedt is that the fattures have not been detected in a timely
manner. Predicting these Batlures 1 advance would have mitigated the impact if not
completely avoided. Early detection of the onset of such failures will greatly improve the
reliability of IT systems and alse help m the recovery from fathues, by poiating out the

potential root causes. Thas, there 1s a need for an early warning prediction systen,

SUMMARY
{00041  According t© another aspect of the present invention, a computer-unplemented

method is provided for, in tumn, providing an early warning of an impending fatlure in a
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monitered systent. The method includes performing, by a processer, an offline model
learning process that generates 4 model of expected log rates in the monitored system
from historical log data. The expected log rates of the model represent a normal behavior
of the monitored system, The method further includes performing, by the processor, an
online detection process that detects the unpending fatlure 1n the monitored system prior
o an actual occnrrence of the mpending faitlure based on (1) the model of expected log
rates and (i1} observed log rates in the monitored system. The method also includes
displaying, by a display device based on (1) the model of expected log rates and (11}
observed log rates in the monitored system, information relating to the impending failure
prior to the getual occnrrence of the impending fadture. The online detection process
identities short term fatlures and long term fatlures in the mounitored system.

{00037  According o another aspect of the present invention, 8 computer program
product is provided for, in turn, providing an early warning of an impending fatlure in a
monitored svstem. The computer program praduct includes a non-transifory conyputer
readable storage medium having program instructions embodied therewith. The program
mnstructions are executable by a computer to cause the computer to perform a method.
The method meludes performing, by a processor, an offline model learning process that
generates a model of expected log rates 1o the monitored system from historical log data
The expected log rates of the model represent a normal behavior of the monitored system.
The method further includes performing, by the processor, an online detection process
that detects the impending failure in the monitored system prior 0 an actual occurrence
of the impending failure based on (i) the model of expected log rates and (i) observed log

rates in the monitored system. The method also includes displaying, by a display device
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based on {i) the model of expected log rates and (11} observed log rates in the monitored
system, information relating to the impending failure price © the actual ocomrence of the
trpending fatlure. The online detection process wentifies short torm fatlures and long
term failures m the monitored system,

160061 According to vetanother aspect of the present invention, a compuler processmg
systemn is provided for providing an early warning of an impendimg fatlure in a monitored
system. The computer processing system includes a processor. The processor is
configured to perform an offhne model learnimng process that generates a model of
expected log rates i the monitored system from historical log data. The expected log
rates of the model represent a normal behavior of the monitored system. The processor 15
further configured to perform an online detection process that detects the napendmg
fatlure in the monttored system prior to an actual occarrence of the impending fitare
based on (3} the model of expected log rates and (31) observed log rates in the monitored
system. The computer processing system additionally includes a displav device,
configured to display, based on () the model of expected log rates and (i1} observed log
rates in the monitored system, information relating o the impending fatlure prior to the
actual occurrence of the impending fatlure. The online detection process identifies short
term fatlures and long term fatlures wn the monitered systent.

[0007]  These and other featwes and advantages will become apparent from the
following detailed description of tlustrative embodiments thereof, which i3 1o be read in

connection with the accompanying drawings.
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BRIEF DESCRIPTION OF DRAWINGS

{00081 The disclosure will provide details in the following description of preferred
embodiments with reference to the following figures wherein:

{0009} FIG. 1 shows a block diagram of an exemplary processing system to which the
present invention may be applied, i accordance with an embodiment of the present
mvention;

{0010}  FIG. 2 shows a block diagram of an exemplary environment to which the
present wvention can be apphied, in accordance with an embodiment of the present
ivention:

[00111  FIGL 3 s a high level block/flow diagram showing an exemplary
systerm/method for early waming prediction, m accordance with an embodiment of the
present invention;

{00121 FIG. 4 s a flow diagram showing an exemplary method performed by the
model updater of FIG. 3, in accordance with an embodiment of the present invention;
{00131  FIG. 3 is a flow diagram showing an exemplary method performed by the
detection engine of FIG. 3, in accordance with an embodiment of the present invention;
{00141 FIG. 6 15 1 flow diagram further showing step 520 of the method of FIG. 5, in
accordance with an embodiment of the present invention; and

[0015]  FIG. 7 isa flow diagram showing an exemplary method performed by the

model updater of FIG. 3, in accordance with an embodiment of the present invention.
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DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

{0016] The present invention is directed to an Early Warning Prediction System
{(EWPS).

{0017}  Inan embodiment, the present invention provides a hight-weighted automatic
svstem to detect early signals about short texm and long term failures in monitored
systemns such as, for example, but not hmited to, Internet Techaology (IT) systems. Inan
embodiment, the present invention is placed m the domain of log analytics systems. Log
messages record important events that are useful for several purposes including, buat not
limited to: analyzing the operational state; ervor diagnosis; and knowledge discovery.
[0018]  Inan embodiment, the present invention studies/uses the agpregated log rate
hehavior of a system across diffevent scales o achieve carly detection of both short term
ad long termy fathwes. In an embodiment, such detection is achisved by maintaining a
history of the log rate deviations. That i3, the present invention uses a history of
deviations to predict the early-warning signals. The main advantage is that we use 8
unified signal to predict both short and long term farfores. Since we use aggregated log
rate as the signal, the present invention allows updating on-the-fly of a model of the
aormal behavior of a monitored system.

{00191 |k is 1o be appreciated that while one or more embodiments of the present
invention are described with respect {o an Internet Technology (1T} system, the present
mvention is aot hmited to solely IT systems and can be used with many other types of
svstems as readily appreciated by one of ordinary skill in the art, given the teachings of
the present invention provided herein, while maintaining the spirit of the present

myvention. Moreover, the present invention can be readily extended to manage such
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systemns, also as readily appreciated by one of ordinary skill in the art, given the teachings
of the present invention provided herein, while maintaining the spirit of the present
tnvention.

{00201 In an embodiment, the present invention provides a lightweight real-time
solution to detect fatlures in systemns such as, but not Himited to, IT systenis.

{0021]  In an cmbodiment, the present invention can be considered o mclude twi main
components, namely an offline modeling engine and an online early waming detection
engine. These two components cooperatively achieve early warning detection of short
and long term failures. For example, the offline modeling engive leamns the normal state
behayvior of the monstored systom using a st of waining logs, The onling detection
engine, after the offline models are leavat, continnously keeps track of the log rates at
vartous scales. Inrealytime, the detection engine compares the log rate it’s observing
against the normal log rate learned during the offline modeling phase. The detection
engine works by analyzing the deviations of the observed log rates (when the system 1s
running) compared to models (leamed from the training data). The detection engine
reports early warning predictions if theve are any statustically significant deviations.
{00221  The present invention updates the models in real-time based on the incoming
stream of logs. This feature makes the present mvention more robust 1o changes in the
monitored system. This feature also helps in lowering the false positive rate of the early
warning signals.

{00231  FIG. 1 is a block diagram showing an exemplary processing system 100 to
which the inveation principles may be applied, in accordance with an embodiment of the

present invention. The processing system 100 includes at least one processor {CPUY 104
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operatively coupled to other components via a system bus 102, A cache 106, a Read
Only Memory {ROM} 108, a Randon Access Memory (RAM) 110, an mputioutput (170}
adapter 120, a sound adapter 130, a network adapter 140, a user interface adapter 150,
and a display adapter 160, are operatively coupled to the system bus 102,

[00241 A first storage device 122 and 2 second storage device 124 are operatively
coupled to system bus 102 by the VO adapter 120, The storage devices 122 and 124 can
be any of a disk storage device {e.g., a magnetic or optical disk storage device), a solid
state magnetic device, and so forth. The storage devices 122 and 124 can be the same
type of storage device or different types of storage devices.

[0025] A speaker 132 15 operatively coupled to system bus 102 by the sound adapter
130, The speaker 132 can be used to provide an andible alanm or some other mdication
relating to resilient battery charging in accordance with the present mvention. A
iransceiver 142 ix operatively coupled 10 system bus 102 by network adapter 140, A
display device 162 1s operatively coupled to system bus 102 by display adapter 160.
{0026] A first user input device 152, a second user input device 1534, and a third user
input device 156 are operatively coupled to system bus 102 by vser interface adapter 150,
The user input devices 152, 154, and 156 can be any of a kevboard, a mouse, a keypad,
an umage capture device, a motion sensing device, a nucrophone, a device incorporating
the functionality of at least two of the preceding devices, and so forth, Of course, other
types of mput devices can also be used, while maintamning the spirit of the present
mvention. The user input devices 152, 154, and 156 can be the same type of user input
device or different tvpes of user input devices. The user input devices 152, 154, and 156

are used to input and output mformation to and from svstem 100,
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{0027}  Of course, the processing system 100 may alse include other elements (not
shown), as readily contemplated by ong of skill in the ant, as well as omit cevtain
glements, For example, vanous other inpat devices andfor output devices can be
included in processing system 108, depending upon the particolar implementation of the
same, as readily understood by one of ardinary skill w the art. For example, various
tvpes of wireless andfor wired input andfor output devices can be used. Moreover,
additional processors, controllers, memories, and so forth, in various configurations can
also be utilized as readily appreciated by one of ordinary skill in the art. These and other
variations of the processing system 100 are readily conteniplated by one of ordinary skill
in the art given the teachings of the present wvention provided herein,

[0028]  Moreover, it is 1o be appreciated that environment 200 described below with
raspect to FIG. 2 is an environment for implementing respective embodiments of the
present nvention. Part or all of processing system 100 may be implemented in one or
more of the elements of environment 200.

{0029]  Further, it 1s to be appreciated that processing system 100 may perform at least
part of the method described berein including, for example, at least part of method 300 of
FIG. 3 andéor at least part of method $00 of FIG. 4 andfor at least part of method 500 of
FIG. 5, andfor at least part of method 700 of FIG. 7. Simularly, part or all of environment
200 may be used 1o perform at least part of method 300 of FIG. 3 andior at least part of
method 400 of FIG. 4 andfor at least part of method 500 of FIG. §, and/or at least part of
method 700 of FIG. 7.

[0030]  Also, it 15 to be appreciated that system 300 described below with respect to

FIG. 315 a svstem for implementing respective embodimenis of the present invention.
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Part or all of processing system 100 and/or environment 200 may be implemented in one

or more of the elements of systeny 300
{00317 FIG. 2 is a block diagram showing an exemplary environment 200 to which the
present inveniion can be applied, in accordance with an embodiment of the present
myvention.

{0033} The environunent includes a computer processing system 210 and a nionitored
system 220,

[6033]  In an embodiment, the computer processimg system can be any type of
processar-based system including, but not limited to, a server, a desktop, a laptop, tablets,
a smart phone, a media playback device, and so forth,

{00341 Inan embodinent, the monttored system 220 is an IT system. However, as
aoted throaghout herein, the monttored system 220 can be any type of system for which
an eatly warnimng prediction system can prove useful in detecting short term and long term
failures.

{00351  In the embodiment shown m FIG. 2, the clements thereof are interconnected by
a network(s) 201. However, in other embodiments, other types of connections can also
be used, Additionally, one or more elements in FIG. 2 may be implemented by a vaniety
of devices, which include but are not linsted to, Digital Signal Processing {DSP) civcuits,
programmable processors, Application Specific Integrated Circuits {ASICs), Field
Programmable Gate Arrays (FPGAs), Complex Programmable Logic Devices {CPLDs),
and so forth, These and other variations of the elements of environment 200 are readily

determined by one of ordinary skill in the art, given the teachings of the present invention

provided heretn, while maintaimning the spinit of the present invention.
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{0036] FIG. 3 iz a hagh level block/flow diagrans showmg an exemplary
svstemy/method 300 for early waming prediction, in accordance with an embodiment of
the present invention.

{0037]  The system/method 300 inclodes an offline mode! leaming portion/process
{hereinafter “offline model learning portion” for the sake of brevity) 310 and an online
detection portion/process (hereinafter “onling detection portion” for the sake of brevity)
350

[0038]  The offtine model learning portion 310 learns the normal behavior of a
monitored system {(e.g., monitored system 220 of FIG. 2) from historical log data 313A
The online detection portion 350 detects failures in the monitored system in advance,

[0039]  The offline model learning portion 310 includes 8 time-series generator 311 (for

time series generation 31 1A} and 8 model leamer 312 (for model learming 3124). Tnan

embodiment, the time series generator 311 and model learner 312 are moplemented by a
processor and one or more memories {cache, RAM, ete.}. The offline mode! learning
portion 310 can include a historical log data store 313 for receiving historical log data
313A, or can simply recetve the historical log data 313A from an external source. Inan
embodiment, the historical log data store 313 is implementad by a memory device,
{00401  The online detection portion 350 includes a log rate extractor 351 (for log rate
extraction 351A), a detection engine 352, a model updater 353 {for performing model
updates 3534), and a visualization 354, In an embodiment, the log rate exiractor 351,
detection engine 352, and model updater 353 are implemented by a processor and one or
more memories {cache, RAM, etc)). In an embodiment, the visualization 1s implemented

by a display device. The online detection portion 3530 can include g real-time log streams

10
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store 354 for storing real-time log streams 3344, or can simply receive them from an
external source.

{00417 The online detection portion 350 can tinclude an action portion 355 for taking

actions 333A depending on the results of the detection engine 352, For example, the
action portion 338, which can be implemented by 3 processor and/or so forth, can take
different actions depending npon whether a short term tailure or a long term fatlure
predicted. The action can include shutting down one or more machines that will at least
one of (1} bkely cause the unpending fatture of one or more other machines, {11} suffer the
impending failure, and (1H) will be undesirably affected by the mpending fatlure. These
and other actions are readily determined by one of ordinary skill in the art, given the
teachings of the present invention provided herein, while mamtaming the spint of the
present nvention,

{00421  The offline modeling portion 310 perform offline modeling, which is the first
step and is performed before the online detection portion 350 commences operation. A
main goal of the offline modeling portion 310 s to learn the normal state behavior of the
monitored system that the EWPS of the present mvention is analvzing. The successful
execution of this step generates a model of the IT system. The model includes the
expected log rate i the momtored system at different times of the day. The model
information ts used doring the detection phase to check if an observed log rate is an
ncication of any upcoming faihures.

{00431  The time-series generator 311 can be considered to include a pre-processor
311B. The time-series generator 31 l/pre-processor 311B 1s used to process text logs and

extract time iformation from the text logs. We make the presumption that all the logs

11
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have embedded time tnformation. However, we do not enforce any specific format for
the text logs. The time-series generator 31 pre-processer 31 B automatically extracts
the tirae information using 8 huge st of time formats that the time-series generator

3 ipre-processor 3118 maintains. From the extracted time information, a time serigs is
generated. A time-series 1s an ordered sequence of observations where each observation
is associated with time mfornation.

{0044] The model learner 312, at a high level, estimates an expected log rate {e.g., at
each minute of the day). Of counrse, the user of the EWPS can confignre st torun at a
different time resolution, depending upon the implementation. The model leamer 312
outputs an nitial moded for the log rates. This mitial modeld for the log rates 1s used for
detection i the online detection portion 350,

{00431 The online detection portion 350 predicts both short term and long term failwes
by analvzing the deviation (i any) of the log rate compared to the expected log rate
estimate from the historical data (model learaning in the offline modeling portion 350).
The detection engine 352 keeps a running history of the deviations from the expected log
rates. The detection engine 352 raises a failore signal when it detects continuous
deviations from expected log rage.

{00461 The log rate extractor 351 extracts time information from the textual logs and
computes log rate for forther processing.

{0047} The detection engine 352 analyzes the log rate and makes a decision to raise an
early warning signal, if the log rate is not as expected. The detection engine 352 uses
various statistical methods to control the false alarm rate. An interface 352A can also be

provided for the users of EWPS 1o control the false glarm detection rate,

12
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{0048} The model updater 353 updates the model based on the new log rates that the
EWPS has observed after the detection engme 352 has started working.

[0049]  The visualization (display) 354 presents the carly waming signals, raised by the
detection engine 352, fo the wser of EWPS, eg., in the form of graphs. The graphs can
have specitfic information about the falures and also point cut the time at which fatlure
symptoms have begun.

{00501  FIG. 4 15 a flow diagram showing an exemplary method 400 performed by the
model updater 353 of FIG. 3, m accordance with an embodiment of the present invention.
{0031]  Atstep 410, divide training data mito multiple time-series and align the multiple
time series. A presumption relating to step 410 is that the log rate at aligned times is
expected to be nearly the same. Inan embodiment, the user is provided control over how
the training data is aligned.

[0052] At step 420, remove noisy log rate observations from the training data. In an
embaodiment, a log rate observation is considered noise if it 15 statistically significantly
different from the other observations in the data. In an embodiment, non-parameterized
statistical methods are used to remove such faunlty observations before computing the
aormal log rate moded from the data.

{00531 Atstep 430, compute an expected log rate. In an embodiment, the expected log
rate i3 computed by computing the mean {or median, or some other metric) of the normal
fog rates (after removing the cutliers per step 420). That is, as readily appreciated by one

of ordmary skill in the art, other metrics can be used mncluding, but not limited to,

median, and so forth

13
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{0054} FIG. § iz a flow diagram showing an exemplary method 300 performed by the
detection gngine 332 of FIG, 3, in accordance with an embodiment of the present
tnvention.

{00351 Atstep 310, compute deviations between an observed log rate-and o
corresponding expected observed log rate. The observed log rate is the rate at which logs
are being generated when the EWSP is in action. The deviation is estimated using the
observed log rate and the expected log rate at that time.

[0036]  Atstep 320, perform early warning prediction for short term fatlures and long
term failures.

{00571 FIG 615 a flow diagram forther showmg step 520 of method 500 of FIG. 5. in
gecordance with an embodinent of the present invention,

{0038} Atstep 610, relating to short term fathure prediction, maintain a short term
history of the log rate deviations, and raise a short texm early warning signal if continuous
deviations in recent history are observed.

{0039] At step 620, relating to long term fatlure prediction, maintain a long term

¢ signal if the

L)

history of the log rate deviations, and raise a long term early warnin
deviations seem to increase over time in the recent hstory.

{00601 FIG. 7 15 a Slow diagram showing an exemplary method 700 performed by the
model updater 353 of FIG. 3, m accordance with an embodiment of the present invention,
{0061}  Arstep 710, determine whether a new observed log rate should be used to
update the models. The determination is based on how similar the observed log rate is

compared against the expected log rate from the maodel,

14
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{0062}  Atstep 720, update the madel to reflect a new observation, as determined per

(00631 A description will now be given regarding specific competitive/commercial
advantages of the solution achieved by the present tnvention.

160641  One advantage is faster operation. For example, the onlive detection engme is
based on a constant time algorithin, In other words, the execution time of the detection

engine 1s the same trrespective of the volume of incomung log stream. This helps the

s

systen 1o scale very eastly and handle very large systems such as huge IT systems.
{0065]  Another advantage is lesser down-time for the monttored systems. For
example, the present invention pradicts fathures well 1n advance. This helps the system
adnunistrators to prevent/prepare for the fatlores,

{0066]  Yetanother advantage s that the present mvention 1s easy to meorporate. For
example, the present mvention is based on the aggregated log rates. Therefore, it 1s very
gasy to incorporate the present invention into any existing monored systems such as IT
SyStems,

(00671 Still another advantage 15 that the present invention aids in error diagnoses. For
example, the online detection engine not only predicts faidures in advance but also points
out a specific time in the past where the symptoms fitst began to show, This feature is
very helpful in finding the possible root cause{s) of the fathure.

{0068]  Embodiments described herein may be entirely hardware, entirely software or
mchuding both hardware and software elements. In a preferred embodiment, the present
invention is implemented in software, which includes but is not mited to firmware,

resident software, microcode, ele,

15
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{0069} Embodiments may include a computer program product accessibile froma
computer-usable or computer-readable medium providing program code foruse by orin
connection with a computer or gny msiruction execution system. A computer-usable or
computer readable mediom may inchude any apparatus that stores, commumnicates,
propagates, or transports the program for use by or i connection with the instruction
grecution systein, apparatus, or devige. The medium can be magnetic, optical, electronic,
electromagnetic, nfrared, or semiconductor system {or apparatus or device) or a
propagation medium. The medium may include a computer-readable storage mediam
such as a semiconductor or solid state memory, magnetic tape, a removable computer
diskette, a randon access memory {RAM), a read-only memory (ROM), a ngid magnetic
disk and an optical disk, etc,

{0070} Fach compuier program may be tangibly stored in a machine-readable storage
media or device {e.g., program memory or magnetic disk} readable by a general or
special purpose programmable computer, for configuring and controlling operation of a
computer when the storage media or device is read by the computer to perform the
proceduores described herein. The mnventive system may also be considered to be
embodied in a computer-readable storage medium, configured with a computer program,
where the storage mediuny so configured causes a computer 0 aperate in a speaific and
predefined manner to perform the functions described herein

{0071] A data processing system suitable for storing and/or executing program code
may include at least one processor coupled directly or indirectly o memory elements
through a svstem bus. The memory elements can include local memory employed during

actual execution of the program code, bulk storage. and cache memones which provide

16
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temporary storage of at least some program code to reduce the number of times code s
retrieved from bulk storage during execution. Input/output or YO devives (including but
not limited to keyboards, displays, pointing devices, etc. ) may be coupled to the system
exther directly or through intervening VO controllers.

[60721  Network adapters may also be coupled to the system to enable the data
processing svstem to become coupled to other data processing systems or remote printers
or storage devices through intervening private or public networks. Modems, cable
modem and Ethemet cards are just a few of the carvently available types of network
adapters.

00731 Reference in the specification 1o “one embodiment”™ or “an embodimen™ of the
present vention, as well as other variations thereof, means that a particular featwre,
stracture, characteristic, and so forth described in connection with the embodiment i3
mchuded in at least one embodiment of the present invention. Thus, the appearances of
the phrase “in one embodiment” or “itn an embodiment”, as well any other variations,
appearing in various places throughout the specification are not necessarily all referring
to the same embodiment.

{0074] It is to be appreciated that the use of any of the following */7, “and/or”™, and “at
least one of ", for example, in the cases of "A/B”, “A and/or B” and “at least one of A and
B is imended to encompass the selection of the first isted option (A only, or the
selection of the second listed option {B) only, or the selection of both options {A and B).
As a further exaraple, in the cases of “A, B, and/or €7 and “at least one of A, B, and (7,
such phrasing is intended to encompass the selection of the first listed option {A) only, or

the selection of the second listed option {(B) only, or the selection of the thied listed option
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{C) only, or the selection of the first and the second listed options (A and B} only, or the
selection of the first and third listed options (A and C) only, or the selection of the second
and thied listed options (B and O only, or the selection of all three options {A and B and
'} This may be extended, as readily apparent by one of ordinary skill in this and related
arts, for as many items bisted.

{0075] The foregoing is to be understood as being i every respect iHlosteative and
exemplary, but not restrictive, and the scope of the fnvention disclosed heremn is not to be
determined from the Detailed Description, but rather from the claims as interpreted
accordmg to the full breadth permitted by the patent laws. It is to be understood that the
embodiments shown and desenbed herem gre only illustrative of the principles of the
present invention and that those skilled i the art may implement various modifications
without departing from the scope and spirit of the invention. Those skilled in the art could
implement various other feature combinations without departing from the scope and spirit
of the invention. Having thus described aspects of the invention, with the details and
particularity required by the patent laws, what is claimed and desired protected by Letters

Patent is set forth in the appended clams,
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WHAT IS CLAIMED 1S

1. A corpputer-implemented method for providing an early warning of an
impending failure in 8 monitored system, the method comprising:

performing, by a processor, an offline model learning process that generates a
model of expected log rates in the monitorad system from historical log data, the
expected log rates of the model representing a normal behavior of the monitored system,

performing, by the processor, an online detection process that detects the
impending falure in the monitored system prior to an actual occurrence of the impending
fatlure based on (i} the medel of expected log rates and (11) observed log rates in the
monitored system; gnd

displaying, by a display device basad on (i} the model of expected log rates and
{11} observed log rates in the monitored system, information relating o the mpending
failure prior to the actual cccurrence of the impending fatlure,

wherein the online detection process identifies short term failures and long term

fatlures in the monitored system.

2. The computer-implemented method of claim 1, wherein the offline
leanming process comprises generating a plurality of timue series from the tustorical log
data, and wherein the model of the expected log rates of the monitored system is

generated based on the plurality of time sertes.
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3 The computer-implenented method of claim 2, wheremn the model of the
expected log rates of the monitored system includes the expected log mates m the

montiored systen for different times of a day.

4. The computer-implemented method of clamm 2, further comprising

npdating the model based on newly observed log rates in the monitored svstem.

S. The computer-implemented method of claim 1. wherein the online
detection process evaluates the model of expected log rates in the monitored system

against the observed log rates in the monitored system to wdentfy the mmpending fatares.

6. The computer-tmplemented method of elaim 1, wherein said online
detection process mainiains a running history of deviations between the expected log
rates from the model and the observed log rates in the monitored svstem, and raises a
failare signal when continuoas deviations are detected greater than a threshold time

period.

7. The computer-implemented methed of claim 1, further comprising

controthng a false alarm rate of the monitored system using at least one statistical based

method applied to the historical log data.

8. The computer-implemented method of claim 1, further comprising

controlling an operation of the monttored system based on g detection of the impending
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fatlure in order to prevent the impending faihure or mitigate undesivable vesults of the

impending fatlore.

9. The computer-implemented method of claim 8, wherein controlling the
operation of the montored system comprises powering dowy one or more machmes that
will at least one of (1) hkely cause the hopending failure of one or more other machines,
{11} suffer the tmpending fatlure, and (11) will be undesirably affected by the impending

failure.

10, The computer-implemented methed of claim |, wherein the mformation

relating to the impending falure 1 displayed as one or more graphs.

11, The computer-implemented method of claim 1, wherein the information
relating to the impending fatlure mcludes a time point at which failure symptoms began.

12, The computer-implemented method of claim 1, wherein the historical log
data comprises historical log rate observations, and the method further comprises
retnoving one or more of the historical log rate observations from the historical log data
as being noisy based on statistical significance to other ones of the historical log rate
observations, the one or more removed historical log rate observations being
unconsidered by the offline model learning process in generating the model of expected

log rates.
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13, The computer-implemented method of claim 12, further comprising
determining the statistical significance of the one or meore of the historical log rate
observations to the other ones of the historica! log rate observations using one or more

non-parameterized statistical methods.

14, The computer-implemented method of claim 1, distinguishing between
short term fattures and long term fatlures based on different time-based metrics, and
wherein the information displayed in said displaying step includes an identification of

which type of failure is mnplemented from among the short term failwre and the long term

fatture,
I3, The computer-implemented method of claim 1, wherein said displaying

step comprises identifying the impending fatlure as a long texm fatlure, responsive to a
number of deviations, between the expected log rates from the model and the observed

log rates in the monitored system, increasing over fime.

16, Acomputer program product for providing an early waring of an
wnpending failure w1 a monstoved system, the computer progrant product comyprising a
non-transitory computer readable storage mediom having program mstroctions embodied
therewith, the program mstructions executable by a computer to cause the computer 10

perform a method comprising:
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perforning, by a processor, an offline mode! learnmg process that generates a
model of expected log rates in the monitored systern from lustorical log data, the
expected log rates of the model representing a normal behavior of the monttored system;

performing, by the processor, an online detection process that detects the
iapending fadure m the monitored system prior to an actual occurrence of the impending
failure based on (1) the model of expected log rates and (11) observed log rates m the
monitored system; and

displaying, by a display device based on (1) the model of expected log rates and
(i1) observed log rates in the monitored system, imformation relating fo the impending
fatture prior 1 the actual occursence of the impending failure,

wheretn the online detection process identifies short term faitures and long term

fatlures in the monitored system.

17 The computer program product of claim 16, wherein said onling detection
process maintains a running history of deviations between the expected log rates from the
model and the observed log rates in the monitored system, and raises a fatlure signal

when continuons deviations are detected greater than a threshold time period.

18 The computer program product of claim 16, wherein the method further
comprises controlling an operation of the monitored system based on a detection of the
mmpending failure in order to prevent the impending failure or mitigate undesirable results

of the impending failure,
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19, The computer program product of claim 18, wherein controlling the
operation of the monitored system comprises powering down one or more machines that
will at least one of (i) likely cause the impending fatlure of one or more other machines,
{11} suffer the impending fatlure, and (11) will be undesirably affected by the impending

faiture.

20, A computer processing system for providing an early waming of an
impending failure m a monitored system, the computer processing system comprising:
a processor, configured to:
perform an offline model learning process that generates a model of
expected log rates 1w the montiored svstem from historical log data, the expected
fog rates of the model representing a sormal behavior of the monitored systeny;
and
perform an online detection process that detects the mmpending fatlure in
the monitored system prior to an actual occurrence of the impending
failure based on (1) the model of expected log rates and {(11) observed log
tates in the monitored system; and
a display device, configured to display, based on (i) the model of expected log
rates and {it) observed log rates in the monitored system, information relating to the
impending failure prior to the actual occwrence of the impending fatlure,
wherein the online detection process identifies short term fatlures and long term

failures in the monitored system.
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400

Divide training data into multiple time-series and align the

multiple time series. 410

v

Remove noisy log rate observations from the training data (e.g.,

based on statistical significance). 420

v

Compute an expected log rate. 430

End

FIG. 4
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- 500

Compute deviations between an observed log rate and a
corresponding expected observed log rate.

v

Perform early warning prediction for short term failures and long
term failures.

End

FIG. 5

57

510
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- 600

Relating to short term failure prediction, maintain a short
term history of the log rate deviations, and raise a short term early
warning signal if continuous deviations in recent history are
observed.

610

v

Relating to long term failure prediction, maintain a long term 620
history of the log rate deviations, and raise a long term early
warning signal if the deviations seem to increase over time in the
recent history.

End

FIG. 6
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700

Determine whether a new observed log rate should be used
to update the models. The determination can be based on how
similar the observed log rate is compared against the expected

log rate from the model.

v

Update the model to reflect a new observation, as determined per
step 710.

(E‘r:d)

FIG. 7

717

710

720
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