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HARDWARE ADDRESS ADAPTATION

1. Technical Field

The present invention relates generally to providing link layer
address transparency for security devices installed in Internet-connected
local area networks, and more particularly to an apparatus and method
for changing the Ethernet Media Access Control (MAC) address at each

port of a two-port device to match those of neighboring devices connected

to the opposite port.
2. Background

Alocal area network (LAN) may have a number of network nodes,
such as personal computers, connected through an Ethernet data
transmission line. The network may be connected, through a router, to a
wide area network (WAN) to allow sharing of information with other
computers or networks. An example of a WAN to which many LANs are

connected is the Internet, which is presently the largest WAN in the world.

A LAN typically will include security devices, e.g., a firewall, to
protect the network from unauthorized access and other forms of electronic
intrusion or attack. Advances in the techniques used to electronically
attack Internet-connected networks, however, has led to the need for
multi-layered security systems between the router, which connects the
network to the Internet, and the firewall, which is connected to the
network server. This portion of the network (including the router) usually

is not secure and therefore may be subject to unauthorized monitoring.

Many types of electronic attack begin with the monitoring of
network traffic in this unsecure portion of the network. In general, as data
packets travel through the network, each device replaces its hardware
address in the address header of received data packets with the hardware

address of the next device in the network. The hardware address of the
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device is referred to as a link-layer address, which may be, for example, an
Ethernet MAC address. An adversary can monitor the addresses contained
in the data packets to identify any changes in the network, such as the

addition of a new security device.

For example, an adversary may monitor network traffic for an
extended period of time. If a new security device is added to the network,
the adversary may detect the new Ethernet address corresponding to the
new device. From this, the adversary may surmise that the network
administrator has detected the unauthorized monitoring and has added a
new security device in response. Moreover, the adversary then will know
that the network in question is capable of supporting such security devices
and therefore is relatively sophisticated. From this, the adversary may
surmise that the network contains valuable information. Consequently, it
is desirable to provide a means for preventing the unauthorized detection

of network security devices through Ethernet address monitoring.

In another application, it may be desirable to add monitoring
devices to a network without these devices being detected by the LAN users
and administrators. For example, law enforcement may be authorized to
install a device to monitor LAN traffic. In such a case, it is desirable for the
monitoring device to have the capability to prevent detection through

address monitoring.

SUMMARY
Itis a general object of the present invention to provide a means for
preventing the unauthorized detection of network security devices

through Ethernet address monitoring.

It is another object of the present invention to provide a method of
hiding a device in a local network segment by assimilating the link-layer
addresses of its immediate peer devices, thereby preventing the detection
of the device itself or the detection of any alterations to the existing

network.
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It is another object of the present invention to use the Dynamic
Ethernet MAC Addressing (DEMA) technique in an Ethernet network-
based bastion device to dynamically reconfigure its Ethernet MAC

addresses to match those of the nearest neighbors and thereby appear

transparent to the surrounding network infrastructure.

It is another object of the present invention to allow monitoring
devices to be added to a network without these devices being detected by

the LAN users and administrators.

One aspect of the present invention provides an apparatus for

adapting a link layer address of a network device. The apparatus includes

- a first port connected to receive data from a first network node. The first

port has a link layer address and is configurable to one of a plurality of link
layer addresses. A second port is connected to output the data to a second
network node. The second port has a link layer address and is configurable
to one of a plurality of link layef addresses. A processor adapts the link
layer address of the first port to correspond to a link layer address of the

second network node.

Embodiments of the present invention may include one or more of
the following features. The link layer address of first port may be an
Ethernet MAC address. The processor may query the second network node
to obtain the link layer address of the second network node. The processor
may query the second network node to obtain the link layer address of the
second network node using Ethernet address resolution protocol. The link
layer address of the second network node may be stored in a memory of the

processor.

The processor may adapt the link layer address of the second port to
correspond to a link layer address of the first network node. The link layer
address of the second port may be an Ethernet MAC address. The processor
may query the first network node to obtain the link layer address of the

first network node. The processor may query the first network node to
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obtain the link layer address of the first network node using Ethernet

address resolution protocol. The link layer address of the first network

node may be stored in a memory of the processor.

Another aspect of the present invention provides an apparatus for
adapting a link layer address of a network node. The apparatus includes a
bus for carrying data. The apparatus further includes a first interface
card connected to receive the data from a first network node and output
the data to the bus. The first interface card has a link layer address and is

configurable to one of a plurality of link layer addresses.

A second interface card is connected to receive the data from the bus
and output the data to a second network node. The second interface card
has a link layer address and is configurable to one of a plurality of link

layer addresses.

A processor is connected to the first and second interface cards. The
processor adapts the link layer address of the first interface card to

correspond to a link layer address of the second network node.

Embodiments of the present invention may include one or more of
the following features. The processor may query the second network node
to obtain the link layer address of the second network node. The processor
may adapt the link layer address of the second interface card to correspond

to a link layer address of the first network node.

These and other objects, features and advantages will be apparent
from the following description of the preferred embodiments of the present

invention.

BRIEF DESCRIPTION OF THE DRAWINGS
The present invention will be more readily understood from a
detailed description of the preferred embodiments taken in conjunction

with the following figures.
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Fig. 1is a block diagram schematically illustrating local area

networks connected to the Internet;

Fig. 2 is a block diagram schematically illustrating a network node
with a TCP/IP protocol suite;

Fig. 3 is a diagram of the data structure of an RFC 894 Ethernet

frame containing an IP datagram;

Fig. 4 is a block diagram of a network having a DEMA-enabled

device positioned between a router and a firewall;
Fig. 5 is a block diagram of a DEMA-enabled bastion host.
DETAILED DESCRIPTION

As shown in Fig. 1, an Internet-connected local area network (LAN)
100 may include a number of network nodes 110 connected through an
Ethernet data transmission line 120. These nodes 110 may be computers,
such as a personal computers (PC), or other devices designed to
communicate over a network. Every electronic device manufactured for
use in Ethernet networks has a unique hardware address, which is referred
to as the Ethernet Media Access Control (MAC) address. The nodes 110
transmit and receive data through their respective Ethernet ports 130 to
other nodes 110 in the LAN using Ethernet MAC addresses embedded in the
data packets.

The LAN 100 is connected to a router 140, which handles the trans-
mission and reception of data packets to and from the Internet 150. A
security device, such as a firewall 160, may be positioned between the
router 140 and the network nodes 110 to provide security against unauth-
orized electronic intrusion and attack. Other security devices may be
positioned between the firewall and the router to provide a multi-layered

protection scheme.
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One area of security concern arises from embedded hardware
address information, such as Ethernet MAC addresses, in data packets
travelling between the firewall 160 and the router 140. Since this portion
of the network is unsecure, an adversary may gain valuable information
about network security devices by monitoring this data traffic and

detecting the address information.

Network security devices may be protected from unauthorized
detection by employing dynamic Ethernet MAC addressing (DEMA). As
further described below, a DEMA-enabled device 170 has the capability of
assuming the hardware addresses of adjacent components so that it
becomes essentially transparent in the hardware address space of the
network. This transparency reduces the chance that the DEMA-enabled
device 170 will be detected through unauthorized monitoring of the

network data traffic.

Fig. 2 shows the combination of hardware, firmware and software
within each network node 110 that is responsible for handling data packets
within the network using the Ethernet MAC addresses. Each network node
110 has a hardware/firmware portion 210 that includes an Ethernet card
220 to transmit and receive data over the Ethernet data transmission line

120.

The data transmission line 120 can be implemeﬁted by various
types of physical media, e.g., coaxial, twisted-pair, or fiber-optic cable,
that can transmit and receive data at rate of 100 Mb/s. However, any
physical or point-to-point wireless transmission media that supports the

Ethernet protocol may be used.

Each node 110 also has a software portion 230 that includes a multi-
layered suite of network protocols that enables the node to communicate
with other nodes 110 in the LAN 100 and with nodes located in other
Internet-connected networks. Each layer of the protocol performs the

particular functions necessary to handle the various aspects of data
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communication over a network. The combination of these functions allows
the network node to communicate with nodes in other networks that may

be running a variety of different operating systems and may be located

anywhere in the world.

The most commonly used protocol suite for Internet-connected
networks is Transmission Control Protocol/Internet Protocol (TCP/IP),

which as shown in Fig. 2, is a four-layer protocol suite.

The link layer, which is also referred to as the network interface
layer, handles the interface between the network node 110 and the
physical network data transmission medium, e.g., the Ethernet data
transmission line 120. The link layer includes an Ethernet driver 240,
which is a software module that controls the hardware on the Ethernet
card 220 and the transmission and reception of data packets through the
Ethernet cable 120.

Fig. 3 shows a typical structure for an RFC 894 Ethernet data
packet, i.e., Ethernet frame. The Ethernet destination address (the
address of the network node that is to receive the data packet) and the
source address (the address of the network node that is sending the frame)
are each six-byte values at the front end of the frame. The address fields
are followed by a two-byte type field, which identifies the type of data,
such as the IP datagram shown in this example. The data portion of the
frame ranges from 46 to 1500 bytes. The data is followed by a cyclic

redundancy check (CRC) for error detection.

The link layer handles the received frames in accordance with the
Ethernet source and destination addresses. Each node first determines
whether the source address corresponds to its MAC address. If so, then the
frame is stripped of the Ethernet header and passed to the network layer,
which is discussed below. The firewall, router, and other network devices

also transmit and receive data in this manner.
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The data portion of the frame contains an IP datagram, which is a
data structure designed for transmission over the Internet. The IP
datagram has a header portion with control and error correction bytes.
The header is followed by a source and destination IP address. Each
computer, or node, connected to the Internet has a unique IP address. The
IP addresses of the source node and the destination node are associated with
a particular packet of data from the time it is transmitted by the source

node until it is received by the destination node.

Referring again to Fig. 2, the network layer includes a software
module 250 to process the IP addresses to perform routing of the data
packets from node to node. The IP datagram is stripped of its header

information and passed to the transport layer.

The transport layer controls the data flow between the network
layer and the application layer of each node. In the example of Fig. 2, the
transport layer employs a TCP software module 260 to control the flow of
data. TCP performs such functions as dividing data received from
applications 270 into appropriately sized blocks for handling by the
network layer, acknowledging received packets, and setting timeouts to
ensure that the other node acknowledges transmitted packets. Through
these functions, the TCP module 260 provides a reliable flow of data across
the network and eliminates the need for the application programs 270 to

handle these functions.

The application layer includes the particular applications 270
running on the network node that may require the transmission or
reception of data over the network, including email programs, web

browsers, etc.

Dynamic Ethernet MAC addressing (DEMA) allows a device to
assume the link layer addresses of neighboring devices, rather than
having its own link layer address. Consequently, an adversary

monitoring the data packets traveling between the router and the firewall
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will not detect an address for the DEMA-enabled device and therefore will

not be alerted to the presence of the device.

DEMA may be implemented in a variety software and firmware
configurations. For example, as shown in Fig. 4, a DEMA-enabled network
security device 170 may be positioned between the router 140 and the
firewall 160. The device has software and/or firmware that automatically
configures the Ethernet addresses at its ports to match those of the network
devices connected to the opposite ports. In alternative embodiments, the

firewall 160 or the router 140 themselves may be DEMA-enabled.

In the example of Fig. 4, the DEMA-enabled security device 170 is
installed between the router 140, which has an Ethernet address of, e.g.,
0xAABBCCDDEEFF, and the firewall 160 which has lan Ethernet address
of, e.g., 0x112233445566. The DEMA-enabled device 170 has two ports,
an Internet-facing port 410 and a network-facing port 420, and is
connected in series in the network between the router 140 and the firewall
160. Upon installation, the DEMA-enabled device queries the devices
connected to its two ports, i.e., the router and the firewall, to determine
their link layer addresses, e.g., Ethernet addresses. This may be done, for
example, using an Ethernet address resolution protocol (ARP) request,
which causes devices receiving the request to output their Ethernet
addresses. Alternatively, the DEMA-enabled device may be directly

programmed with the Ethernet addresses of its neighboring devices.

The DEMA-enabled device then configures each of its ports to have
an Ethernet address corresponding to the device connected to the opposite
port. In this example, the Internet-facing port 410 of the DEMA-enabled
device 170 is configured to have the address of the firewall
(0x112233445566) and the network-facing port 420 is configured to have
the address of the router (0xAABBCCDDEEFF).

Data packets received from the Internet 150 having a destination
address of 0XxXAABBCCDDEEFF are received by the router 140 through its
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Internet-facing port 430. The router 140 strips the header and replaces it
with one having the router address (0xAABBCCDDEEFF) as the source
address and the firewall address (0x112233445566) as the destination
address. The router 140 then outputs the data packet through its network-
facing port 440.

The DEMA-enabled device 170 receives the data packet from the
router 140 through its Internet-facing port 410, which has assumed the
address of the firewall, and processes it. The DEMA-enabled device 170
leaves the header unchanged so that it has the router address
(0xAABBCCDDEEFF) as the source address and the firewall address
(0x112233445566) as the destination address when it is output through
the network-facing port 420 of the DEMA-enabled device 170 to the
firewall 160.

The firewall 160 receives the data packet at its Internet-facing port
450 and processes it. The firewall 160 replaces the header with one
having the address of a particular network node 110 as the destination
address and the firewall address (0x112233445566) as the source address.
The firewall 160 then outputs the data packet through its network-facing
port 460 to the Ethernet data cable 120 that connects to the network

nodes.

As shown in Fig. 5, a PC may be configured as a DEMA-enabled
bastion host 500 to protect a network from unauthorized intrusion and
attack. The bastion host 500 is a two-port device that is connected in series
in a network to act as a buffer between the network nodes and the Internet,
e.g., installed between a router and a firewall. The host has a central
processing unit (CPU) 510, read only and random access memory
(ROM/RAM) 520, and an input/output bus (I/0 bus) 530. The CPU 510
and ROM/RAM 520 run software modules that implement DEMA, a
network protocol suite, such as TCP/IP, and the bastion host security

functions to be performed by the host 500.



10

15

20

25

30

WO 02/19635 PCT/US01/24711
-11-

Two configurable Ethernet cards 540 and 550 are connected to the
I/0 bus 530, each of which includes firmware allowing the card to be
configured to a different Ethernet address. Each card 540 and 550 is
connected to a different one of the two ports of the device 130. In this
example, one of the cards 550 is configured by DEMA software to have the
same Ethernet address as the router (0xAABBCCDDEEFF) and the other
card 540 is configured to have the same Ethernet address as the fire wall
(0x112233445566). The device handles data packets in a manner similar
to that discussed above with respect to Fig. 4.

Each of the embodiments discussed above provides a novel link layer
address adaptation system and method that achieves the above-discussed

objects of the present invention.

In addition, because the DEMA-enabled device does not have its own
link layer address, it has the advantage that an adversary monitoring
data packets passing through the network would not be alerted to the
presence of the DEMA-enabled device. Moreover, because the DEMA-
enabled device determines (or is programmed with) the link layer
addresses of adjacent devices and assigns these addresses to a port opposite
to the respective adjacent device, the DEMA-enabled device has the

advantage of appearing to be transparent in the link layer address space.

It will be appreciated that a DEMA-enabled monitoring device may
be used to monitor a network without being detected by the LAN users,
administrators, or other parties accessing the network. Such a monitoring
device has the advantage of being able to prevent the detection thereof by
address monitoring of data packets or execution of tracing or routing

programs.

While the present invention has been described with respect to what
is presently considered to be the preferred embodiments, it is to be
understood that the invention is not limited to the disclosed embodiments.

To the contrary, the invention is intended to cover various modifications



10

WO 02/19635 PCT/US01/24711
-192~

and equivalent arrangements included within the spirit and scope of the

appended claims.

For example, and without limitation, while the discussion of DEMA
has been focused on the RFC 894 Ethernet link-layer protocol, this
technique can be readily implemented on other device-addressable link-
layer protocols. Other such protocols include IEEE 802.3 Carrier
Sense/Multiple Access with Collision Detection (CSMA/CD), IEEE 802.4
Token Bus, IEEE 802.5 Token Ring, Fast Ethernet, Fiber-Distributed Data
Interface (FDDI), and Asynchronous Transfer Mode (ATM). Other

protocols are feasible as well.
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WHAT IS CLAIMED IS:

1. An apparatus for adapting a link layer address of a network

device, said apparatus comprising:

a first input/output port connected to receive data from a first
network node, said first input/output port having a link layer address and

being configurable to one of a plurality of link layer addresses;

a second input/output port connected to output the data to a
second network node, said second input/output port having a link layer

address and being configurable to one of a plurality of link layer addresses;

a processor that adapts the link layer address of the first
input/output port to correspond to a link layer address of the second

network node.

2. The apparatus of Claim 1, wherein the link layer address of
said first input/output port is an Ethernet MAC address.

3. The apparatus of Claim 1, wherein said processor queries
the second network node to obtain the link layer address of the second

network node.

4. The apparatus of Claim 1, wherein said processor queries
the second network node to obtain the link layer address of the second

network node using Ethernet address resolution protocol.

5. The apparatus of Claim 1, wherein the link layer address of

the second network node is stored in a memory of said processor.

6. The apparatus of Claim 1, wherein said processor adapts
the link layer address of the second input/output port to correspond to a

link layer address of the first network node.
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7. The apparatus of Claim 6, wherein the link layer address of

said second input/output port is an Ethernet MAC address.

8. The apparatus of Claim 6, wherein said processor queries
the first network node to obtain the link layer address of the first network

node.

9. The apparatus of Claim 6, wherein said processor queries
the first network node to obtain the link layer address of the first network

node using Ethernet address resolution protocol.

10. The apparatus of Claim 6, wherein the link layer address

of the first network node is stored in a memory of said processor.

11. An apparatus for adapting a link layer address of a

network device, said apparatus comprising:

a first port connected to receive data from a first network
node, said first port having a link layer address and being configurable to

one of a plurality of link layer addresses;

a second port connected to output the data to a second network
node, said second port having a link layer address and being configurable

to one of a plurality of link layer addresses;

a processor that adapts the link layer address of the first port
to correspond to a link layer address of the second network node and adapts
the link layer address of the second port to correspond to a link layer

address of the first network node.

12. An apparatus for adapting a link layer address of a

network node, said apparatus comprising:

a bus for carrying data;
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a first interface card connected to receive the data from a first
network node and output the data to said bus, said first interface card

having a link layer address and being configurable to one of a plurality of

link layer addresses;

a second interface card connected to receive the data from said
bus and output the data to a second network node, said second interface
card having a link layer address and being configurable to one of a

plurality of link layer addresses;

a processor connected to the first and second interface cards,
wherein said processor adapts the link layer address of the first interface

card to correspond to a link layer address of the second network node.

13. The apparatus of Claim 1 2, wherein the link layer
address of said first interface card is an Ethernet MAC address.

14 . The apparatus of Claim 1 2, wherein said processor queries
the second network node to obtain the link layer address of the second

network node.

15. The apparatus of Claim 1 2, wherein said processor queries
the second network node to obtain the link layer address of the second

network node using Ethernet address resolution protocol.

16. The apparatus of Claim 1 2, wherein the link layer

address of the second network node is stored in a memory of said processor.

17. The apparatus of Claim 1 2, wherein said processor adapts
the link layer address of the second interface card to correspond to a link

layer address of the first network node.

18. The apparatus of Claim 1 7, wherein the link layer

address of said second interface card is an Ethernet MAC address.
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19. The apparatus of Claim 1 7, wherein said processor queries
the first network node to obtain the link layer address of the first network

node.

20. The apparatus of Claim 1 7, wherein said processor
queries the first network node to obtain the link layer address of the first

network node using Ethernet address resolution protocol.

21. The apparatus of Claim 1 77, wherein said processor is

programmed with the link layer address of the first network node.

22. An apparatus for adapting a link layer address of a

network node, said apparatus comprising:
a bus for carrying data;

a first interface card connected to receive the data from a first
network node and output the data to said bus, said first interface card
having a link layer address and being configurable to one of a plurality of

link layer addresses;

a second interface card connected to receive the data from said
bus and output the data to a second network node, said second interface
card having a link layer address and being configurable to one of a

plurality of link layer addresses;

a processor connected to the first and second interface cards,
wherein said processor adapts the link layer address of the first interface
card to correspond to a link layer address of the second network node and
said processor adapts the link layer address of the second interface card to

correspond to a link layer address of the first network node.

23. A device for preventing unauthorized network

monitoring and intrusion, said device comprising:
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a first port connected to receive data from a first network

node, said first port having a link layer address and being configurable to

one of a plurality of link layer addresses;

a second port connected to output the data to a second network
node, said second port having a link layer address and being configurable

to one of a plurality of link layer addresses;

a processor that adapts the link layer address of the first port

to correspond to a link layer address of the second network node.

24. The device of Claim 2 3, wherein said processor adapts the
link layer address of the second port to correspond to a link layer address of

the first network node.

25. A device for monitoring network data traffic while

preventing detection of said device, said device comprising:

a first port connected to receive data from a first network
node, said first port having a link layer address and being configurable to

one of a plurality of link layer addresses;

a second port connected to output the data to a second network
node, said second port having a link layer address and being configurable

to one of a plurality of link layer addresses;

a processor for adapting the link layer address of the first port

to correspond to a link layer address of the second network node.

26. A device of Claim 25, wherein said processor adapts the
link layer address of the second port to correspond to a link layer address of

the first network node.

27. An apparatus for adapting a link layer address of a

network device, said apparatus comprising:
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first means for receiving data from a first network node, said
first means having a link layer address and being configurable to one of a

plurality of link layer addresses;

second means for outputting the data to a second network
node, said second means having a link layer address and being

configurable to one of a plurality of link layer addresses;

processing means for adapting the link layer address of the
first means to correspond to a link layer address of the second network node
and adapting the link layer address of the second means to correspond to a

link layer address of the first network node.

28. An apparatus for adapting a link layer address of a

network node, said apparatus comprising:
means for carrying data;

first interface means for receiving the data from a first
network node and outputting the data to said means for carrying, said first
interface means having a link layer address and being configurable to one

of a plurality of link layer addresses;

second interface means for receiving the data from said means
for carrying and outputting the data to a second network node, said second
interface means having a link layer address and being configurable to one

of a plurality of link layer addresses;

means connected to the first interface means and the second
interface means for adapting the link layer address of the first interface
means to correspond to a link layer address of the second network node and
adapting the link layer address of the second interface means to correspond

to a link layer address of the first network node.

29. A method for adapting a link layer address of a network

device, said method comprising the steps of:
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receiving data at a first port from a first network node, the

first port having a link layer address and being configurable to one of a

plurality of link layer addresses;

outputting data from a second port to a second network node,
the second port having a link layer address and being configurable to one

of a plurality of link layer addresses;

adapting the link layer address of the first port to correspond

to a link layer address of the second network node.

30. The method of Claim 2 9, wherein the link layer address
of the first port is an Ethernet MAC address.

31. The method of Claim 2 9, wherein in said adapting step,
the second network node is queried to obtain the link layer address of the

second network node.

32. The method of Claim 2 9, wherein in said adapting step,
the second network node is queried to obtain the link layer address of the

second network node using Ethernet address resolution protocol.

33. The method of Claim 2 9, wherein in said adapting step,
the link layer address of the second network node is retrieved from a

memory.

34 . The method of Claim 2 9, further comprising the step of
adapting the link layer address of the second port to correspond to a link

layer address of the first network node.

35. The method of Claim 3 4, wherein the link layer address of
the second port is an Ethernet MAC address.

36. The method of Claim 3 4, wherein in said adapting step,
the first network node is queried to obtain the link layer address of the first

network node.
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37. The method of Claim 3 4, wherein in said adapting step,
the first network node is queried to obtain the link layer address of the first

network node using Ethernet address resolution protocol.

38. The method of Claim 3 4, wherein in said adapting step,
the link layer address of the first network node is retrieved from a

memory.

39. An method for adapting a link layer address of a network

device, said method comprising the steps of:

receiving data at a first port from a first network node, the
first port having a link layer address and being configurable to one of a

plurality of link layer addresses;

outputting data from a second port to a second network node,
the second port having a link layer address and being configurable to one

of a plurality of link layer addresses;

adapting the link layer address of the first port to correspond
to a link layer address of the second network node and adapting the link
layer address of the second port to correspond to a link layer address of the

first network node.

40. Computer code executable by a device having a link layer

address, said code comprising:

code for receiving data at a first port from a first network
node, the first port having a link layer address and being configurable to

one of a plurality of link layer addresses;

code for outputting data from a second port to a second
network node, the second port having a link layer address and being

configurable to one of a plurality of link layer addresses;
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code for adapting the link layer address of the first port to

correspond to a link layer address of the second network node.

41. The computer code of Claim 4 0, wherein the link layer
address of the first port is an Ethernet MAC address.

42. The computer code of Claim 4 o, further comprising code
for querying the second network node to obtain the link layer address of

the second network node.

43. The computer code of Claim 4 o, further comprising code
for querying the second network node to obtain the link layer address of

the second network node using Ethernet address resolution protocol.

44 . The computer code of Claim 4 0, further comprising code
for retrieving the link layer address of the second network node from a

memory.

45. The computer code of Claim 4 o, further comprising code
for adapting the link layer address of the second port to correspond to a link

layer address of the first network node.

46. The computer code of Claim 4 5, wherein the link layer
address of the second port is an Ethernet MAC address.

47 . The computer code of Claim 4 5, further comprising code
for querying the first network node to obtain the link layer address of the

first network node.

48. The computer code of Claim 45, further comprising code
for querying the first network node to obtain the link layer address of the

first network node using Ethernet address resolution protocol.

49. The computer code of Claim 4 5, further comprising code

- for retrieving the link layer address of the first network node from a

memory.
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50. Computer code executable by a device having a link layer

address, said code comprising:

code for receiving data at a first port from a first network
node, the first port having a link layer address and being configurable to

5 one of a plurality of link layer addresses;

code for outputting data from a second port to a second
network node, the second port having a link layer address and being

configurable to one of a plurality of link layer addresses;

code for adapting the link layer address of the first port to
10 correspond to a link layer address of the second network node and adapting
the link layer address of the second port to correspond to a link layer

address of the first network node.



WO 02/19635 PCT/US01/24711

/5

i LOCAL AREA NETWORK ;
: : 170
5 ROUTER —1
: 110 110 110 / 150
3 DEMA-ENABLED | ! —
! DEVICE I
! —
i NODE NODE NODE _ i 160
5 l 2 3 FIREWALL ;
i s
! ETHERNET \ — i
130 120
INTERNET
100
/
NETWORK
100
7/
NETWORK
\ 4

Fig. 1



WO 02/19635 PCT/US01/24711

2/5

270 110 270
NETWORK NODE / / /

SOFTWARE

230
4

! APPLICATION LAYER
§ APP APP | | APP § /
/ !
270— ; | :
\ / : | 260

250
LAYER MODULE

\

NETWORK IP . 240
LAYER | MODULE //
LINK | ETHERNET [ §
LAYER DRIVER i
HARDWARE/FIRMWARE 210
i il e e D R Y \ /
E 1‘/ 220
i ETHERNET 22
§ CARD i

_______________________________________________________

120

\ ETHERNET
130

Fig. 2



PCT/US01/24711

WO 02/19635

-, 08¥1-9C b y 4t
qaav dr | ¥aavdl TOYLNOD ANV
vivda 1s3a | F0¥NOS NOLLOTYH0D YOUHE
. 7
WYIOVLYA dl - \\\
\ 7 d \\\\
i L 00S1-9% z 9 9
m | . ssEaaav SsEYaAav
& g0¥NO0S NOILYNILSEd
0¥ WYHDVLVA dI F| 1aNusHIg TANNIHLT
7
INVE LINYIHLT

Fig. 3




WO 02/19635

PCT/US01/24711

*

4/5
140
0xAABBCCDDEEFF
ROUTER '\4
-~ OxAABBCCDDEEFF 30
40
1 410
170
:‘ \ 0x112233445566 ¥,
1 \\
N \
\ DEMA-ENABLED
DEVICE
\\A

0xAABBCCDDEEFF \4
20

450

160 \

7
/

0x 112233445566 *~

FIREWALL

N

g

0x112233445566 \4
120 60

ETHERNET —

Fig. 4

\

\

/150

INTERNET




WO 02/19635

PCT/US01/24711

5/5

120
130
500
ETHERNET
5 10\ DEMA-ENABLED BASTION HOST / 540
\\\\\\\\\\\ CONFIGURABLE
. CPU ETHERNET CARD
0x112233445566
2]
520 D 0
Q yd
RAM CONFIGURABLE
ROM/ ETHERNET CARD
0xAABBCCDDEEFF
530
ETHERNET .

\ \—\‘\130
120

Fig. 5



INTERNATIONAL SEARCH REPORT International application No.

PCT/USO01/24711
A. CLASSIFICATION OF SUBJECT MATTER
IPC(7) . HO4L 12/28
USCL : 373/389

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
U.S. : 370/389,401,404,713/200,201

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
370/400,402,403,410,466,467

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C.  DOCUMENTS CONSIDERED TO BE RELEVANT

Category * | . Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
AP 6,130,892 A (SHORT et al) 10 October 2000 , col. 8, lines 62-67
1,11,12,22,23,25,27,2
5 8,29,39,40,50
AP 6,047,325(JAIN et al) 08 August 2000, col. 4, lines 10-24
1,11,12,22,23,25,27,2
8,29,39,40,50
D Further documents are listed in the continuation of Box C. D See patent family annex.
i Special categories of cited documents: bt later d published after the i ional filing date or priority
date and not in conflict with the application but cited to understand the
“A™ document defining the general state of the art which is not considered to be principle or theory underlying the invention
of particular relevance
“X" document of particular relevance; the claimed inveation cannot be
“B"  carlier application or patent published on or after the international filing date considercd novel or cannot be considered to involve an inventive step
when the document is taken alone
“L"  document which may throw doubts on priority claim(s) or which is cited to
establish the publication date of anather citation or other special reason (as “y” document of particular relevance; the claimed invention cannot be
specified) considered to involve an inventive step when the document is
cambined with one or more ather such d , such bination
“O™  document referring to an oral disclosure, use, exhibition or other means being obvious to a person skilled in the art
“P”  document published prior to the international filing date but later than the & document member of the same patent family
priority date claimed
Date of the actual completion of the international search Date of mailing of the internati search report
10 September 2001 (10.09.2001) 13 FE B 2002 1 Ll
Name and mailing address of the ISA/US Authorized officer ]
Commissioner of Patents and Trademarks /
Box PCT Inder Mehra )
Washington, D.C. 231 \
Facsimile No. (703)305-3230 Telephone No. (703)305-47,
-

Form PCT/ISA/210 (second sheet) (July 1998)



	Abstract
	Bibliographic
	Description
	Claims
	Drawings
	Search_Report

