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(57) ABSTRACT 

A system for providing interactive two-way real-time media 
in desktop virtualization environment, the desktop virtualiza 
tion environment comprising at least one desktop virtualiza 
tion server computer and at least one desktop virtualization 
client endpoint device with an associated video camera. The 
system incorporates: at least one instance of server Software 
executing on the desktop virtualization server for providing at 
least interactive user interface functions to an associated 
desktop virtualization client endpoint device, the instance of 
Software configured to access a network; at least one instance 
of endpoint Software executing on a desktop virtualization 
client endpoint device, the instance of software further com 
prising access to the network; and a terminal-server/terminal 
client network connection between the instance of server 
Software and instance of endpoint Software, the network con 
nection implemented using the access to the network com 
prised by the instance of server software and the access to 
network comprised by the instance of endpoint Software. 
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RMEPCEient 

-m Connection Mode: <unspecified> = RemoteR 
-m pRMEPConnection 

+CallHangup() 
+OnCallStateNotify() 
+OnResponse() 
+OnFault() 
+OnDisconnected() 
+OnRequestTimeOut() 
+Send KeepAlive() 

&metaclass}} 
RMEPServer 

-m RMEPVersion 
-m ConnectionMode: <unspecified.> = Local Restricted 
-m prMEPConnection 
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MediaFngine initialization is required to always 
succeed, so that the application can continue 
to use the API. We need to implement error 
handling for the connection to the MediaEngine 
running on the terminal and successful 
initialization. 

Citrix. HPS 
3.SSS LS8. 

Connecting 
(to Mediangine on terminal) 

reCO 

- Network status: Down ^ 
- Firewall status: Not Connected 
- SIP status: Not Registered 
- Devices: None 

terminal user 

failure to connect 

o Startup 
Local Access 

tartup, --- 
logged-in Not Connected 

(to Mediangine on 
terminal) 

- Network status: Down 
- Firewal status: Not 
Connected 
- SIP status: Not Registered 
- Devices: None 
- Calls: don't work 
+ Config API is available 

nnects 

and initialize 
- Calls: don't work remote ME - Address Book 
+ Config API is available + Licensing 
- Address Book ... 
+ Licensing 

... 

successful connection and 
initialization of remote ME 

Figure 31 

—— 

terminal user 
disconnects 

Connected 
(to Mediaengine on terminal) 

+ Network status: UP 
- Firewall status: Connected 
+ SIP status: Registered 
+ Devices: Shows available devices 
+ Calls: work, assuming no config 
issues 
- AAPI functions Work 
- ... 

-- exit 

Local Mode 

+ Network status: UP 
+ Firewall status: Connected 
+ SIP status: Registered 
+ Devices: Shows available 
devices 
+ Calls: work, assuming no config 
issues 
+ AAPI functions work 

... 

exit 

exit 
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SCALABLE HIGH-PERFORMANCE 
INTERACTIVE REAL-TIME MEDIA 

ARCHITECTURES FOR VIRTUAL DESKTOP 
ENVIRONMENTS 

CROSS-REFERENCE TO RELATED PATENT 
APPLICATIONS 

0001. The present application relies on and claims benefit 
of priority under 35 U.S.C. 119 from U.S. provisional patent 
application Ser. No. 61/339,834, filed Mar. 9, 2010, and is 
related to commonly owned U.S. patent application Ser. Nos. 

(Attorney Docket No. 46218.3), (Attorney 
Docket No. 46218.4), (Attorney Docket No. 46218. 
5) and (Attorney Docket No. 46218.7), all entitled 
SCALABLE HIGH-PERFORMANCE INTERACTIVE 
REAL-TIME MEDIA ARCHITECTURES FOR VIRTUAL 
DESKTOP ENVIRONMENTS’, filed on the same day, 
which are all incorporated by reference herein in their 
entirety. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. The present application pertains to Virtual Desktop 
Infrastructure (“VDI) and Virtual Application Infrastructure 
(“VAI), and more specifically to real-time communication 
among thin-terminals, and in particular their operation and 
use in virtualization, remote terminal, and mobile device 
environments. 
0004 2. Description of the Related Art 
0005. Many organizations are moving away from tradi 
tional PC-based desktop architectures in favor of Virtual 
Desktop Infrastructure (VDI) and Virtual Application Infra 
structure (VAI). These enable knowledge workers to access 
Software applications and desktops located in data centers 
from anywhere that is reachable over a network using various 
types of computers, mobile devices, and low-power termi 
nals. 
0006 Virtual Desktop Infrastructure (VDI) is an adapta 
tion of the currently predominant commercial technology 
trend of platform virtualization (commercially referred to as 
“machine virtualization'). Abstractly, platform virtualization 
allows an operating system to run with a degree of separation 
(often over a network) from the underlying physical comput 
ing platform. In practical terms, a Software implementation or 
emulation of a computer is used to execute programs in the 
same way programs would execute on a hardware computer 
and its operating system. The Software implementation or 
emulation of a computer in Such a context is referred to as a 
“virtual machine” (VM). There are many adaptations, exten 
sions, and usage nuances of the virtualization concept in 
computing; for example, see the wiki page on the topic (http:// 
en.wikipedia.org/wiki/Virtualization). Many of these have 
commercial implementations that can provide (or claim to 
provide) Substantially improved efficiency, maintenance, 
reliability, and access to computer users within an enterprise. 
0007 Among the trends in the vast contemporary virtual 
ization marketplace is the notion of Virtual Desktop Infra 
structure (VDI), wherein desktop operating systems and 
applications execute on virtual machines (VMS) residing on 
a server or group of servers, computing cloud, etc. In the 
commercial enterprise computing industry, a desktop operat 
ing system executing in this fashion has been termed a “vir 
tual desktop' (http://www.vmware.com/pdf/virtual desk 
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top infrastructure wp.pdf, for example). A related concept is 
that of desktop virtualization. Accepted definitions can be 
readily found, for example in Wikipedia entries such as these: 
0008. Desktop virtualization is the concept of separating a 
personal computer desktop environment from the physical 
machine through a client-server computing model. The 
resulting “virtualized' desktop is stored on a remote central 
server, instead of on the local storage of a remote client; thus, 
when users work from their remote desktop client, all of the 
programs, applications, processes, and data used are kept and 
run centrally, allowing users to access their desktops on any 
capable device. Such as a traditional personal computer, note 
book computer, Smartphone, or thin client. (from http://en. 
wikipedia.org/wiki/Desktop virtualization, visited Mar. 1, 
2010.) 
0009 Virtual desktop infrastructure (VDI) is the server 
computing model enabling desktop virtualization, encom 
passing the hardware and Software systems required to Sup 
port the virtualized environment. (from http://en.wikipedia. 
org/wiki/Desktop virtualization, visited Mar. 1, 2010.) 
0010 VDI arrangements employ a client/server model in 
the sense that endpoint Software and devices rendergraphical 
display as instructed by Software applications executing on 
one or more other computers (such as servers), and further in 
which endpoint software and devices collect and forward 
input events and data from users and provide these to those 
Software applications executing on the one or more other 
computers. In many ways, VDI resembles the X Window 
System architecture from the mid 1980's through mid 1990's. 
0011. Among the advantages provided by desktop virtu 
alization and VDI are that significant portions of the software 
environment can be centrally operated, maintained, patched, 
upgraded, backed-up, protected, and managed. Subsequently, 
the staffing hours required by IT organizations can be con 
siderably reduced, and higher levels of performance and 
availability and reliability can be obtained. Additionally, the 
administration and management tasks at the desktop reduce 
considerably. Further, remaining at the desktop are far fewer 
functions needing far less computing power. The resulting 
amount of Software needed at the endpoint shrinks consider 
ably. 
0012. With this established, some brief remarks on termi 
nology are now provided to prevent confusion between tra 
ditional long-standing concepts and conventions in computer 
Science and increasingly commonplace VDI terminology: 
0013 1. The far-smaller article or instance of software 
executing at the endpoint would historically be referred to as 
a “thin client.” However, this previously established termi 
nology has now become Superseded as prominent VDI termi 
nal manufacturers use the term “thin client’ as a functional 
and product name for associated types of end terminal hard 
ware. As a result, those new to computing accordingly inter 
pret the term “thin client’ as hardware rather than software as 
it would be historically. In place of the historical terminology, 
the new terminology “terminal client' has become the VDI 
terminology for user-side Software executing strictly on a 
remote terminal. Accordingly, herein the VDI terminology 
“terminal client' will be employed. 
0014 2. Adding to the potential confusion, what would 
otherwise be the associated complementary term of “terminal 
server” has come into usage as the term for server hardware 
and background server operating system executing on server 
hardware or other higher-performance and/or centralized 
computing system. In VDI terminology, the complementary 
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instance of Software executing at a server or other type of 
computer and associated (in a client-server sense) with a 
given “terminal client' is called a “virtual machine.” 
Although the term “virtual machine' has its own historical 
usage and in other types of virtualization technology, herein 
the aforementioned VDI terminology will be employed. 
0015. Of key importance in the mass-acceptance of VDI is 
that fact that the performance of most applications operating 
in a VDI environment is nearly at parity with, if not exceed 
ing, that of the tradition desktop computing world. These and 
many other economic and operational advantages motivate a 
strong drive towards VDI inside the modern enterprise com 
puting environment. 
0016. However, no degradation in performance is actually 
not an accurate or complete story. Although most desktop 
computing applications do well or better operating in a VDI 
environment, in fact some applications are functionally and 
structurally not Suited for even adequate performance in a 
standard VDI environment. Among these, and perhaps the 
most important among them, are real-time communications 
applications such as VoIP, video conferencing, and some 
types of high-performance telemetry (for example as in 
remote medical monitoring). Another type of exception is that 
of advanced data visualization. In each of these exceptions, 
the Volume of data communications between the computa 
tional portion of applications executing at the server and 
rendering portion of applications executing at the endpoint 
can be exceedingly high and/or significantly adversely 
affected by delay and jitter effect inherent in the networking 
provided by VDI environments. 
0017 Thus, it would be desirable to have novel methods 
and systems for handling and implementation of real-time 
communications applications and other network-perfor 
mance sensitive applications in a VDI environment. 

SUMMARY OF THE INVENTION 

0018. The inventive methodology is directed to methods 
and systems that substantially obviate one or more of the 
above and other problems associated with conventional tech 
niques for handling and implementation of real-time commu 
nications applications and other network-performance sensi 
tive applications in a VDI environment. 
0019. In accordance with one aspect of the inventive con 
cept, there is provided a system for providing interactive 
two-way real-time media in a desktop virtualization environ 
ment, the desktop virtualization environment comprising at 
least one desktop virtualization server computer and at least 
one desktop virtualization client endpoint device with an 
associated video camera. The inventive system incorporates: 
at least one instance of server Software executing on the 
desktop virtualization server for providing at least interactive 
user interface functions to an associated desktop virtualiza 
tion client endpoint device, the instance of software config 
ured to access a network and at least one instance of endpoint 
Software executing on the desktop virtualization client end 
point device, the instance of Software further comprising 
access to the network and further configured to: accept real 
time media input from a video camera associated with the 
desktop virtualization client endpoint; provide an outgoing 
real-time compressed media stream to the network, the out 
going real-time compressed media stream responsive to at 
least the real-time video input from the video camera; receive 
an incoming real-time compressed media stream from the 
network; and provide at least real-time and display functions 
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on the desktop virtualization client endpoint device. The 
inventive system further incorporates a terminal-server/ter 
minal-client network connection between the instance of 
server Software and instance of endpoint Software, the net 
work connection implemented using the access to the net 
work comprised by the instance of server software and the 
access to the network comprised by the instance of endpoint 
Software. In the inventive system, the at least one instance of 
server Software and the at least one instance of endpoint 
Software are configured to exchange desktop virtualization 
information between the instance of server software and the 
instance of endpoint Software, the desktop virtualization 
information pertaining to the desktop virtualization environ 
ment though the terminal-server/terminal-client network 
connection; and the at least one instance of endpoint Software 
and at least one instance of endpoint Software are configured 
So as to transmit at least one real-time compressed media 
stream through the terminal-server/terminal-client network 
connection. 

0020. In accordance with another aspect of the inventive 
concept, there is provided a method for providing interactive 
two-way real-time media in a desktop virtualization environ 
ment, the desktop virtualization environment comprising at 
least one desktop virtualization server computer and at least 
one desktop virtualization client endpoint device with an 
associated video camera. The method involves providing, 
using at least one instance of server Software executing on the 
desktop virtualization server, at least interactive user inter 
face functions to an associated desktop virtualization client 
endpoint device, the instance of software configured to access 
a network and using at least one instance of endpoint Software 
executing on the desktop virtualization client endpoint 
device, the instance of software further comprising access to 
the network, to: accept real-time media input from a video 
camera associated with the desktop virtualization client end 
point; provide an outgoing real-time compressed media 
stream to the network, the outgoing real-time compressed 
media stream responsive to at least the real-time video input 
from the video camera; receive an incoming real-time com 
pressed media stream from the network; and provide at least 
real-time and display functions on the desktop virtualization 
client endpoint device. The inventive method further 
involves: establishing a terminal-server/terminal-client net 
work connection between the instance of server software and 
instance of endpoint Software, the network connection imple 
mented using the access to the network comprised by the 
instance of server Software and the access to the network 
comprised by the instance of endpoint Software; exchanging 
desktop virtualization information between the instance of 
server software and the instance of endpoint software, the 
desktop virtualization information pertaining to the desktop 
virtualization environment though the terminal-server/termi 
nal-client network connection; and transmitting, by the at 
least one instance of endpoint Software and at least one 
instance of endpoint Software, at least one real-time com 
pressed media stream through the terminal-server/terminal 
client network connection. 

0021 Additional aspects related to the invention will be 
set forth in part in the description which follows, and in part 
will be obvious from the description, or may be learned by 
practice of the invention. Aspects of the invention may be 
realized and attained by means of the elements and combina 
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tions of various elements and aspects particularly pointed out 
in the following detailed description and the appended 
claims. 
0022. It is to be understood that both the foregoing and the 
following descriptions are exemplary and explanatory only 
and are not intended to limit the claimed invention or appli 
cation thereof in any manner whatsoever. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0023 The accompanying drawings, which are incorpo 
rated in and constitute a part of this specification exemplify 
the embodiments of the present invention and, together with 
the description, serve to explain and illustrate principles of 
the inventive technique. Specifically: 
0024 FIG. 1 depicts an exemplary conventional desktop 
computing environment. 
0025 FIG.2 depicts an exemplary abstracted VDI decom 
position of the exemplary conventional desktop computing 
environment of FIG. 1. 
0026 FIG. 3a depicts an exemplary abstracted multiuser 
VAI computing environment. 
0027 FIG. 3b depicts an exemplary abstracted multiuser 
VDI computing environment. 
0028 FIG.3c depicts an exemplary abstracted computing 
environment that combines VAI and VDI approaches. 
0029 FIG. 4b depicts a first exemplary illustration of the 
wide range of topological variations viable within the appli 
cable VDI framework. 
0030 FIG.4b depicts various exemplary arrangements for 
employing and/or incorporating aspects of VDI architecture 
solely within a user platform. 
0031 FIGS. 5a-5e depict a second exemplary illustration 
of the wide range of topological variations viable within the 
applicable VDI framework and an exemplary event sequence 
among the entities to show exemplary roles and functions. 
0032 FIG. 6 illustrates concerns of high-bandwidth 
uncompressed streams flowing between virtual machine 
server sessions within and among server platforms as well as 
large full duty-cycle computation loads virtual machine 
server sessions on server platforms when attempting to 
employ traditional VDI and VAI architectures with real-time 
interactive media applications involving audio, video, high 
performance graphics, etc. 
0033 FIG. 7 shows an exemplary implementation of a 
Software application that uses a Media Engine for incorpo 
rating audio and video communications functionality. 
0034 FIG. 8 illustrates an exemplary arrangement dem 
onstrating the first structural feature of the partitioned media 
engine (i.e., eliminating the need to transmit high-bandwidth 
media streams through terminal-server/terminal-client net 
work connections). 
0035 FIG. 9 shows an arrangement in accordance with 
another embodiment. This arrangement demonstrates a Sub 
set of the structural features of the partitioned media engine. 
0036 FIG. 10 shows an arrangement in accordance with 
another embodiment similar to that described in FIG. 9. 

0037 FIG. 11 shows yet another embodiment demonstrat 
ing a Subset of the structural features. 
0038 FIG. 12 depicts an exemplary architecture of a con 
temporary high-functionality real-time interactive collabora 
tion application whose implementation comprises a media 
engine providing two-way audio and video. 
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0039 FIG. 13 illustrates an exemplary class diagram 
showing an aggregation association between the RMEPCli 
ent object and the RMEPConnection object. 
0040 FIG. 14 illustrates an exemplary class diagram 
showing the RMEP Client maintaining a list of ongoing trans 
actions to track the status of each sending request and receiv 
ingresponse, and the RMEP server keeping a list of incoming 
transactions. 
0041 FIG. 15 depicts an exemplary user experience pre 
sented by a GUI for a the exemplary contemporary high 
functionality real-time interactive collaboration application 
architecture of FIG. 12. 
0042 FIG. 16 depicts an exemplary implementation of the 
general arrangement depicted in FIG. 12. 
0043 FIG. 17 shows an exemplary partition of the exem 
plary application of FIGS. 15-16 which includes an exem 
plary partition of the media engine elements and the intro 
duction of an exemplary virtual channel between them. 
0044 FIG. 18 illustrates an alternate exemplary partition 
where the control element is arranged to execute at the server 
platform. 
0045 FIG. 19 depicts an exemplary architecture of parti 
tioned media engine modules integrated with Virtual Desktop 
Infrastructure and using that VDI infrastructure in order to 
establish a control channel between them. 
0046 FIG. 20 depicts an alternative exemplary architec 
ture of partitioned media engine modules integrated with 
Virtual Desktop Infrastructure. 
0047 FIG. 21 depicts another exemplary architecture of 
partitioned media engine modules integrated with Virtual 
Desktop Infrastructure. 
0048 FIG.22 illustrates an alternative exemplary arrange 
ment similar to that of FIG.8 but wherein server ME instances 
do not execute on virtual machines but rather on a special 
SeVe. 

0049 FIG. 23 illustrates another alternative exemplary 
arrangement similar to that of FIG. 8 but wherein terminal 
ME instances execute within terminal clients (rather than 
parallel to them). 
0050 FIG.24 illustrates yet another alternative exemplary 
arrangement combining the serverside modifications of FIG. 
22 and the terminal side modifications of FIG. 23. 
0051 FIG.25 is a block diagram illustrating an exemplary 
system architecture for enabling multimedia conferencing in 
a virtual desktop infrastructure environment. 
0.052 FIG. 26 provides an exemplary block diagram illus 
trating the RMEP Server version decision tree. 
0053 FIG. 27 provides an exemplary block diagram illus 
trating the RMEP Client version decision tree. 
0054 FIG. 28 illustrates an alternative embodiment simi 
lar to that of FIG. 8 but wherein each server ME instance runs 
on a dedicated server rather than on a virtual machine in the 
SeVe. 

0055 FIG. 29 depicts an exemplary logical representation 
of terminal access type handling as provided for by the inven 
tion. 
0056 FIG. 30 depicts an exemplary implementation of 
terminal access type handling as provided for by the inven 
tion. 
0057 FIG. 31 depicts exemplary media engine initializa 
tion handling as provided for by the invention. 
0.058 FIG. 32 depicts an exemplary media engine auto 
recovery sequence as provided for by the invention. 
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0059 FIG. 33 depicts a general exemplary arrangement 
delivering the solutions provided by the invention to CIT 
RIX(R) environments. 
0060 FIG. 34 depicts a representation of an exemplary 
CITRIX(R) XenApp deployment wherein all users in a connect 
to the same XenApp server. 
0061 FIG. 35 depicts an exemplary CITRIX(R) Best Prac 
tice using Standard VDisks to effectively disallowing write 
operations to the base image. 
0062 FIG. 36 depicts an exemplary XenDesktop arrange 
ment which is structured to avoid all the problems associated 
with executing multiple instances of an application executing 
on the same machine at the same time. 
0063 FIG. 37 depicts a representation of a “Virtual Apps 
to Hosted Desktops' arrangement comprising a combination 
of XenApp and XenDesktop scenarios. 
0064 FIG. 38 depicts an exemplary MOCA startup 
sequence as provided for by the invention. 
0065 FIG. 39 depicts an exemplary MOCA exit sequence 
as provided for by the invention. 
0066 FIGS. 40a-40e depict various configurations of a 
common article or instance of software as provided for by the 
invention. 
0067 FIGS. 41a-41c depict various information inputs 
used to configure the common article or instance of Software 
as provided for by the invention. 
0068 FIG. 42 depicts an exemplary peer-partition of a 
common article or instance of software that would otherwise 
execute unpartitioned on a single desktop platform Such as 
that depicted in FIG. 1; 
0069 FIG. 43 depicts an exemplary hierarchical-partition 
of a common article or instance of software that would oth 
erwise execute unpartitioned on a single desktop platform 
such as that depicted in FIG. 1; 
0070 FIG. 44 depicts an exemplary mixed-partition (i.e., 
partially peer-partitioned, partially hierarchical-partitioned) 
of a common article or instance of software that would oth 
erwise execute unpartitioned on a single desktop platform 
such as that depicted in FIG. 1. 
0071 FIG. 45 depicts an exemplary arrangement wherein 
an external webcam with internal microphone is made avail 
able to at an endpoint device operating as a VDI-client termi 
nal, and wherein one instance of the inventive article or 
instance of software is installed on the endpoint device and 
another instance of the same article or instance of software is 
installed on the associated server. The same software archi 
tecture is relevant if the webcam and microphone are inte 
grated into a computer monitor. 
0072 FIG. 46 depicts an exemplary arrangement wherein 
an external webcam without a microphone used together with 
a headset are made available to at an endpoint device operat 
ing as a VDI-client terminal, and wherein one instance of the 
inventive article or instance of software is installed on the 
endpoint device and another instance of the same article or 
instance of Software is installed on the associated server. 
0073 FIG. 47 depicts an exemplary arrangement wherein 
a built-in webcam and microphone are made available to at an 
endpoint device operating as a VDI-client terminal, and 
wherein one instance of the inventive article or instance of 
software is installed on the endpoint device and another 
instance of the same article or instance of software is installed 
on the associated server. Here the endpoint device may be a 
laptop computer (as depicted), tablet computer, etc. compris 

Sep. 15, 2011 

ing an internal microphone and internal speaker as well as 
internal audio compression and internal audio decompres 
Sion. 
0074 FIG. 48 depicts in more detail wherein a peripheral 
webcam further comprises internal video compression. The 
same software architecture is relevant if the webcam and 
internal video compression are integrated into a computer 
monitor. 
0075 FIG. 49 depicts an exemplary variation on the situ 
ation depicted in FIG. 48 wherein a webcam further com 
prises both an internal microphone and internal audio com 
pression. The same software architecture is relevant if the 
webcam, microphone, internal video compression, and inter 
nal audio compression are integrated into a computer moni 
tOr 

(0076 FIG. 50 illustrates an exemplary embodiment of a 
computer/server hardware platform upon and in the context 
which the inventive system may be implemented. 

DETAILED DESCRIPTION 

0077. In the following description, for purposes of expla 
nation, numerous specific details are set forth in order to 
provide a thorough understanding of the invention. It will be 
apparent, however, to one skilled in the art that the invention 
can be practiced without these specific details. In other 
instances, structures and devices are shown in block diagram 
form in order to avoid obscuring the invention. 
0078 Reference in the specification to “one embodiment” 
or “an embodiment’ means that a particular feature, structure, 
or characteristic described in connection with the embodi 
ment is included in at least one embodiment of the invention. 
The appearances of the phrase “in one embodiment” in vari 
ous places in the specification are not necessarily all referring 
to the same embodiment. 
0079. Some portions of the detailed descriptions that fol 
low are presented in terms of algorithms and symbolic rep 
resentations of operations on data bits within a computer 
memory. These algorithmic descriptions and representations 
are the means used by those skilled in the data processing arts 
to most effectively convey the substance of their work to 
others skilled in the art. An algorithm is here, and generally, 
conceived to be a self-consistent sequence of steps leading to 
a desired result. The steps are those requiring physical 
manipulations of physical quantities. Usually, though not 
necessarily, these quantities take the form of electrical or 
magnetic signals capable of being stored, transferred, com 
bined, compared, and otherwise manipulated. It has proven 
convenient at times, principally for reasons of common 
usage, to refer to these signals as bits, values, elements, sym 
bols, characters, terms, numbers or the like. 
0080 Some embodiments may be described using the 
expression “coupled' and “connected along with their 
derivatives. It should be understood that these terms are not 
intended as synonyms for each other. For example, some 
embodiments may be described using the term “connected 
to indicate that two or more elements are in direct physical or 
electrical contact with each other. In another example, some 
embodiments may be described using the term “coupled to 
indicate that two or more elements are in direct physical or 
electrical contact. The term “coupled, however, may also 
mean that two or more elements are not in direct contact with 
each other, but yet still co-operate or interact with each other. 
The embodiments are not limited in this context. 
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0081. As used herein, the terms “comprises.” “compris 
ing,” “includes.” “including.” “has “having or any other 
variation thereof, are intended to cover a non-exclusive inclu 
Sion. For example, a process, method, article, or apparatus 
that comprises a list of elements is not necessarily limited to 
only those elements but may include other elements not 
expressly listed or inherent to such process, method, article, 
or apparatus. Further, unless expressly stated to the contrary, 
“or refers to an inclusive or and not to an exclusive or. For 
example, a condition A or B is satisfied by any one of the 
following: A is true (or present) and B is false (or not present), 
A is false (or not present) and B is true (or present), and both 
A and B are true (or present). 
0082 In addition, use of the “a” or “an are employed to 
describe elements and components of the embodiments 
herein. This is done merely for convenience and to give a 
general sense of the invention. This description should be 
read to include one or at least one and the singular also 
includes the plural unless it is obvious that it is meant other 
W1S. 

0083. It should be borne in mind, however, that all of these 
and similar terms are to be associated with the appropriate 
physical quantities and are merely convenient labels applied 
to these quantities. Unless specifically stated otherwise as 
apparent from the following discussion, it is appreciated that 
throughout the description, discussions utilizing terms such 
as “processing or “computing or “calculating or “deter 
mining or “displaying or the like, refer to the action and 
processes of a computer system, or similar electronic com 
puting device, that manipulates and transforms data repre 
sented as physical (electronic) quantities within the computer 
system's registers and memories into other data similarly 
represented as physical quantities within the computer sys 
tem memories or registers or other Such information storage, 
transmission or display devices. Review of exemplary com 
puter systems and similar electronic computing devices is 
presented in Section 16. 
0084. The present invention also relates to an apparatus for 
performing the operations herein. This apparatus may be 
specially constructed for the required purposes, or it may 
comprise a general-purpose computer selectively activated or 
reconfigured by a computer program stored in the computer. 
Such a computer program may be stored in a computer read 
able storage medium, Such as, but is not limited to, any type of 
disk including floppy disks, optical disks, CD-ROMs, and 
magnetic-optical disks, read-only memories (ROMs), ran 
dom access memories (RAMs), EPROMs, EEPROMs, mag 
netic or optical cards, or any type of media Suitable for storing 
electronic instructions, each coupled to a computer system 
bus. 
0085 Finally, the algorithms and displays presented 
herein are not inherently related to any particular computer or 
other apparatus. Various general-purpose systems may be 
used with programs in accordance with the teachings herein, 
or it may prove convenient to construct more specialized 
apparatus to perform the required method steps. The required 
structure for a variety of these systems will appear from the 
description below. In addition, the present invention is not 
described with reference to any particular programming lan 
guage. It will be appreciated that a variety of programming 
languages may be used to implement the teachings of the 
invention as described herein. 

I0086. Upon reading this disclosure, those of skill in the art 
will appreciate still additional alternative structural and func 
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tional designs for a system and a process for data replication 
in a distributed database in a telephony System through the 
disclosed principles herein. Thus, while particular embodi 
ments and applications have been illustrated and described, it 
is to be understood that the disclosed embodiments are not 
limited to the precise construction and components disclosed 
herein. Various modifications, changes and variations, which 
will be apparent to those skilled in the art, may be made in the 
arrangement, operation and details of the method and appa 
ratus disclosed herein without departing from the spirit and 
Scope defined in the appended claims. 
I0087. The figures and the following description relate to 
preferred embodiments by way of illustration only. It should 
be noted that from the following discussion, alternative 
embodiments of the structures and methods disclosed herein 
will be readily recognized as viable alternatives that may be 
employed without departing from the principles of what is 
claimed. 
0088 Reference will now be made in detail to several 
embodiments, examples of which are illustrated in the 
accompanying figures. It is noted that wherever practicable 
similar or like reference numbers may be used in the figures 
and may indicate similar or like functionality. The figures 
depict embodiments of the disclosed system (or method) for 
purposes of illustration only. One skilled in the art will readily 
recognize from the following description that alternative 
embodiments of the structures and methods illustrated herein 
may be employed without departing from the principles 
described herein. 

1. Classical and Contemporary Desktop Computing 
Environments 

I0089 Although familiarity with details of computer sys 
tems and similar electronic computing devices is assumed for 
the description of the invention (Sections 1-15), for complete 
ness review of exemplary computer systems and similar elec 
tronic computing devices is provided in Section 16. 
0090 FIG. 1 illustrates an exemplary implementation of a 
conventional desktop computing. 
0091 Specifically, FIG. 1 illustrates a single operating 
system 102 executing on a hardware platform (not shown) 
associated with the specific desktop computing environment. 
Under the control and in communications with the operating 
system 102, one or more applications 103a-103n execute 
along side the operating system. Each of these one or more 
applications 103a-103n interface directly with the operating 
system 102, making OS calls and exchanging events and data 
via signal lines 104,106, 108, and 110. The operating system 
102 receives user interface events from the keyboard 114, 
pointing devices (such as a mouse), etc. In the embodiment 
illustrated in FIG.1, these devices are shown as external to the 
Computing Hardware Platform, but in other implementations 
they may also be integrated into the Computing Hardware 
Platform (for example, as in the case of a laptop/tablet com 
puter used as a desktop resource or Surrogate). 
0092. The operating system 102 additionally integrates or 
in other ways interacts with a window system 120. The win 
dow system 120 in turn receives user interface events from the 
keyboard 114, pointing devices (such as a mouse), etc., and 
additionally directs graphics operation commands, via the 
operating system 120, to graphics rendering hardware and 
software 112. In the embodiment illustrated in FIG. 1, such 
graphics rendering hardware and software reside in agraphics 
card, but in other implementations they may also be inte 
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grated into the Computing Hardware Platform (for example, 
as in the case of a laptop?tablet computer used as a desktop 
resource or Surrogate). 
0093. The aforementioned graphics operations may com 
prise text and graphics as used in typical applications, but may 
also include other higher-performance media types and/or 
high media update rates as may be needed for the rendering of 
animations or video. 
0094. The operating system 102 also provides one or more 
audio streams to audio rendering hardware (and in some 
implementations, audio software) 116 for audio to be pro 
vided to the user, etc. This audio may comprise Sonic indica 
tion of events as directed by the operating system, but may 
also comprise audio file playback (for example MP3 files), 
Voice-over-IP rendered MIDI file playback, etc. In the exem 
plary arrangement of FIG. 1. Such audio rendering hardware 
reside in an audio card and/or external device (such as pow 
ered speakers or headphones), but in other implementations 
they may also be integrated into the Computing Hardware 
Platform (for example, as in the case of a laptop/tablet com 
puter used as a desktop resource or Surrogate). 
0095. In many contemporary computers, the operating 
system 102 also receives streams from one or more audio 
and/or video capture devices 118. In the embodiment illus 
trated in FIG. 1, such audio and/or video capture devices 118 
are implemented as one or more external devices (such as 
“webcam’ component and/or or headphones), but in other 
implementations they may also be integrated into the Com 
puting Hardware Platform (for example, as in the case of a 
laptop/tablet computer used as a desktop resource or Surro 
gate). 

2. Overview of Virtualized Desktop Computing 
Environments 

0096 VDI arrangements of various types “divide the 
conventional desktop computing environment into a client/ 
server arrangement in the sense that endpoint Software and 
devices render visual display as instructed by Software appli 
cations executing on one or more other computers (typically 
server computers located at data centers), and further in 
which endpoint software and devices collect and forward 
input events and data from users and provide these to those 
Software applications executing on the one or more other 
“endpoint computers' (such as conventional PCs, stripped 
down PC, low performance PCs, specialized terminals such 
as those manufactured by WYSER/HEWLETT-PACK 
ARDR), and various types of handheld devices with commu 
nications provided over carrier services). Increasingly 
adopted terminology includes: 

0097. Use of “remote terminal as the term for the hard 
ware and internal operating system executing on the 
reduced functionality “endpoint computer: 

0098. Use of “terminal server as the term for the hard 
ware and operating system executing on the server or 
other higher-performance and/or centralized computing 
system; and 

0099 Use of “terminal client as the term for software 
executing strictly on a remote terminal. 

0100 Typically, VDI implementations transmit graphical 
output from application programs executing at the terminal 
server from the terminal server to the terminal client, and user 
input from the terminal client to the terminal server. This 
basic architecture works well for most data-based office 
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applications such as word processing, spreadsheets, database 
queries, standard web page browsing, etc. 
0101. In many ways, VDI in at least a high-level view, 
resembles the X Window System architecture from the mid 
1980's (and still used today as a windowing system on Linux 
desktops), not only architecturally (where in many ways the 
X window Server acts as the remote terminal software envi 
ronment) but also in regard the products and marketplace for 
X terminals made by WYSE(R) and HP(R), among others (see 
for example http://en.wikipedia.org/wiki/X terminal). 
0102 At a more detailed level, there is a range of imple 
mentations, variations, and ongoing evolutions in VDI real 
izations and product architectures. Rather than run through 
every possible detailed approach, FIG. 2 depicts an abstracted 
high-level overview of the decomposition of the exemplary 
conventional desktop computing environment of FIG. 1, 
showing at the top of the figure a conceptual instance of the 
Software (operating system, window system, and applica 
tions) comprised by the exemplary desktop computing envi 
ronment of FIG. 1, and in the bottom of the FIG. 2 showing a 
generalized split of that conceptual instance across a "Server” 
computing hardware platform and a “Terminal computing 
hardware platform. 
0103) Note that it is also possible for multiple terminal 
clients to share the same terminal server instances. In that 
case, applications and possibly desktops from a plurality of 
users all share the same operating system executing on the 
terminal server hardware. Each user's applications are 
accessed from a separate instance of the terminal client, one 
for each user. We refer to this type of environment as Virtual 
Application Infrastructure rather than Virtual Desktop Infra 
structure, since remote clients will access specific applica 
tions executing on the terminal server rather than that termi 
nal server's entire operating environment. 
0104. The portion of software (operating system, window 
system, and applications) that runs on the "Server” comput 
ing hardware platform can in principle run on any kind of 
computing environment. In certain circumstances, it may run 
on a dedicated computer. However, in industry, this portion of 
Software runs as one of many other instances of Such software 
on a server computer, for example as provided by a data 
center. In this situation, the server runs these instances as 
“virtual machines” that execute on a server, each virtual 
machine acting as if it were (i.e. emulating) a hardware com 
puter platform executing the aforementioned software. By 
executing a plurality of virtual machines a single server com 
puter, that single server computer not only may host a plural 
ity of active users but further the software executing on the 
virtual machine can be positioned to provide a number of 
administrative and user advantages. The number of advan 
tages, but general and specific to specific implementations, is 
large, but a representative list includes: 

0105 Virtual desktop and application infrastructure 
allows enterprises to centralize the management and 
delivery of applications and desktops, thereby signifi 
cantly reducing the cost of desktop management; 

0106 Virtual desktops support mobility by making it 
easy for users to work productively from anywhere with 
the best application performance and security regardless 
of location. The resultant “virtual desktops are tied to 
user identities rather than specific devices. A user may 
have one or more desktops which are able to be accessed 
by the user as the user moves from device to device, 
providing robust freedom and mobility; and 
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0107. Thin client infrastructure provides “green IT 
that is aimed at lowering power consumption, lowering 
heat generation which reduces the need for cooling, and 
saving energy (e.g. through the absence of servers in the 
building). 

0108 FIG. 3a depicts an exemplary abstracted multiuser 
VAI computing environment. Here, a server computing hard 
ware platform hosts the execution of a plurality of application 
sets (here N instances), each of which connect over a net 
worked environment via a VAI network Protocol with asso 
ciated "terminal client’ Software executing on an associated 
terminal computing hardware platform serving as a remote 
terminal. One or more of the remote terminals may include 
audio and/or video capabilities. 
0109 FIG. 3b depicts an exemplary abstracted multiuser 
VDI computing environment. Here, a server computing hard 
ware platform hosts the execution of a plurality of instances 
(here, N instances) of virtual machines, each of which con 
nect over a networked environment via a VDI network Pro 
tocol with associated “terminal client” software executing on 
an associated terminal computing hardware platform serving 
as a remote terminal. One or more of the remote terminals 
may include audio and/or video capture capabilities. 
0110 FIG.3c depicts an exemplary abstracted computing 
environment that combines VAI and VDI. Here, a server 
computing hardware platform hosts the execution of a plural 
ity of instances (here, Minstances) of virtual machines. Each 
virtual machine in turn hosts the execution of a plurality of 
applications sets (here N instances), each of which connect 
via a VAI/VDI network Protocol with associated “terminal 
client software executing on an associated terminal comput 
ing hardware platform. As before, one or more of the remote 
terminals may include audio and/or video capabilities. 
0111. The exemplary arrangements of FIGS. 3a-3c, how 
ever, are to be further viewed in an even more widely 
abstractable way as there are many possible variations of on, 
and within the exemplary depicted topological examples. For 
example, FIG. 4a illustrates topological variations viable 
within the applicable VDI framework in accordance with one 
embodiment. In one embodiment, a plurality of servers is 
available for executing one or more instances of virtual 
machines. The data files defining virtual machines resides on 
the server it executes on or, as described shortly, is recalled 
from a database associated with that server, or is allocated to 
a one or another among a plurality of servers in response to 
on-demand logins or other forms of authorized or trusted 
requests. In an alternate embodiment, a virtual machine 
executes on a user platform, such as a desktop PC, laptop PC, 
etc., which is also able to run other applications. As shown in 
FIG. 4a, a plurality of virtual machines are executed on hard 
ware platforms. In some implementations the hardware plat 
forms can also run other applications. 
0112. In one embodiment, a single terminal client soft 
ware instance runs on a user platform, which runs only the 
terminal client. In another embodiment, a single terminal 
client software instance runs on a user platform, which runs 
one or more other applications in addition to the terminal 
client. In a third embodiment, two or more terminal client 
Software instances run on a user platform, which runs other 
applications. In yet another embodiment, one or more termi 
nal client Software instances run on a user platform, which 
runs an instance of a virtual machine, and which additionally 
(although this variation not shown) also executes one or more 
other applications. 
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0113. As an additional group of illustrative examples, 
FIG. 4b depicts various embodiments for employing and/or 
incorporating aspects of VDI architecture within a common 
user platform. The advantages of this can include using the 
same Software entities in either stand-alone computers or 
networked VDI environments. In a first embodiment, an asso 
ciated virtual machine 454 and terminal client 456 reside and 
execute solely within a common user platform 452. In a 
second embodiment, an associated virtual machine 460 and 
terminal client 462 reside and execute along with other appli 
cations 464 within a common user platform 452. In a third 
embodiment, a plurality of associated virtual machine 470a 
470n and terminal client “pairs' 472/474 commonly resided 
and sequentially and/or concurrently execute within a com 
mon user platform 468, which additionally also executes one 
or more other applications 464. Additional aspects of Such 
arrangements are discussed below. 
0114. As further group of illustrative examples, FIGS. 
5a-5e provide both (a) a third exemplary illustration of the 
wide range of topological variations viable within the appli 
cable VDI framework and (b) an exemplary event sequence 
among the entities to show exemplary roles and functions. 
Many variations of this are possible as is apparent to one 
skilled in the art. 

0.115. In the exemplary arrangement of FIG. 5a, a user or 
automated process executing on a terminal computer or 
equivalent may use a VDI login utility to contact a provision 
ing server 502 with a provisioning request. The provisioning 
server 502 seeks a user record 504 to authenticate the user or 
automated process and identify how and/or where to find a 
copy of the Software used to implement an instance of the 
particular virtual machine and terminal client associated with 
the provisioning request. In one embodiment, the user record 
504 resides in some type of user record database 506. In 
another embodiment, the user record 504 is part of the pro 
visioning server 502 (not depicted). In yet another embodi 
ment, the user record 504 is provided by some other arrange 
ment (not depicted). Further, as shown in embodiment 
illustrated in FIG. 5a, the user record database 506 may be 
centralized (as depicted) In another embodiment, the user 
record database 506 is a decentralized database with full or 
partial replication. The latter arrangement can advanta 
geously allow for individual database instances to act as a 
cloud server for servicing large fluxes of provisioning 
requests and/or widely geographically dispersed implemen 
tations of the VDI environment. 

0116. In the embodiment shown in FIG. 5b, the informa 
tion regarding how and/or where to find a copy of the Software 
used to implement an instance of the particular virtual 
machine and terminal client associated with the provisioning 
request 502 is retrieved and used to retrieve a “user image' 
508 comprising, for example, particular virtual machine and 
terminal client associated with the user in turn associated with 
the provisioning request. In one embodiment, the user image 
508 resides in some type of user image database 510 (as 
depicted). In another embodiment, the user image 508 is part 
of the provisioning server 502 (not depicted). In yet another 
embodiment, the user image 508 is provided by some other 
arrangement (not depicted). Further, as shown in embodiment 
illustrated in FIG. 5b, the user image database 510 may be 
centralized (as depicted). In another embodiment, the user 
image database is a decentralized database with full or partial 
replication. The latter arrangement can advantageously allow 
for individual database instances to act as a cloud server for 
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servicing large fluxes of provisioning requests and/or widely 
geographically dispersed implementations of the VDI envi 
rOnment. 

0117. In another embodiment (not depicted) of the 
arrangements of FIGS. 5a and 5b, the user record and user 
image resides in the same database. In yet another embodi 
ment (not depicted) of the arrangements of FIGS. 5a and 5b, 
the user record and user image is the same file or group of 
associated files. In yet another embodiment (not depicted) of 
the arrangements of FIGS. 5a and 5b, the user record and user 
image resides on the provisioning server. Other exemplary 
embodiments regarding aggregations of these functions with 
other functions are described in more detail below. 
0118. In the embodiment as illustrated in FIG. 5c, the 
successful location of user image 508 results in notification of 
this event (or failure) to the provisioning server 502. In one 
embodiment, the provisioning server 502 then allocates a 
particular session server 512A. from one or more available 
session servers 512A, 512B. The session server 512A, if the 
allocation is successful, will Subsequently execute an 
instance of the virtual machine associated with the user 
record 504. In one embodiment, the system hosting the 
located user image 508 allocates a particular session server 
512A. from one or more available session servers 512A/512B. 
In some embodiments where there are more than one session 
servers 512A/512B, allocations are made according to vari 
ous load balance, geographic, logical partitioning, hashing, or 
other allocation schemes. In another embodiment, the plural 
ity of session servers 512A/512B depicted in FIG. 5c are 
collectively coordinated in a cloud-computing or other 
equivalent arrangement so as to act as a single server. 
0119. In yet another embodiment (not depicted) of the 
arrangements of FIGS.5a, 5b and 5c, the user record 504 and 
user image 508 resides on a combined server that provides the 
functionality of the aforementioned provisioning server 502 
and the session server 512A. 

0120. As shown in an embodiment illustrated in FIG. 5d. 
the located user image 508 is retrieved and used to (1) send a 
server file to the session server 512A to be executed as a server 
session 514 on the allocated session server 512A and act as a 
virtual machine, and (2) send a terminal file to the terminal 
computer 516 or equivalent to be executed as a terminal 
session 518 on the terminal computer 516 or equivalent and 
act as a terminal client. In one embodiment, the terminal file 
resides on the terminal computer 516 or equivalent. In another 
embodiment, the terminal session and login utility 520 are the 
same program or group of programs. In yet another embodi 
ment, the terminal file is sent to the terminal computer 516 or 
equivalent by the session server 512A, particularly if the 
session server 512A is integrated with the user image data 
base 510 and/or provisioning server 502 as in some of the 
aforementioned embodiments. 
0121. As shown in an embodiment illustrated in FIG. 5e, 
the terminal session 518 (executing on the terminal computer 
516 or equivalent and acting as a terminal client) and server 
session 512A (executing on the allocated session server and 
acting as the corresponding virtual machine) communicate 
with a VDI network protocol and collective emulate and/or 
implement the user computer environment as if it were a 
traditional unitary computer arrangement like that of FIG. 1. 
0122. It is understood that there are a wide range of pos 
sible variations on the embodiments provided above as is 
clear to one skilled in the art. Further, VDI technology is 
rapidly evolving and differentiating so further variations and 
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improvements are expected. These are provided for by the 
invention to be described. Prior to description of the inven 
tion, however, problems with the performance and scalable 
Support of real-time media—including interactive real-time 
audio, video, animation, instrumentation, visualization, and/ 
or other media types are described in the next section. 

3. Problems of Supporting Real-Time Interactive 
Media in the Established VDI Architecture 

(0123. In the traditional VDI architectural framework, ter 
minal servers transmit graphical output of programs from to 
the terminal client, and user input captured at the terminal 
client is sent from to the terminal client to the terminal server. 
There can be significant Scaling and performance problems 
when using the aforementioned VDI architectural framework 
to support real-time media Such as audio, video, animations, 
high-performance graphics, etc. The VDI architectural 
framework would force the transmission of real-time media 
streams for the audio, animations, high-performance graph 
ics, video, etc. over the network environment first between 
each paired terminal client and terminal server (and in the 
case of two-way collaboration applications, additionally 
between the terminal server session instances for the users 
involved). Ofkey concernis that the VDI model of hosting the 
portion of applications creating raw graphics, image, and 
audio at the server results in the streams between the terminal 
client and terminal server to be raw uncompressed data. Even 
if a wideband connection and network adapters could handle 
the resultant massive flow of such an exchange for one termi 
nal client/terminal server pair, more than a few active users of 
the this type would choke the network carrying capacity 
and/or server I/O capacity. These concerns are illustrated in 
FIG. 6. For media types such as video, animations, high 
performance graphics, and the like, the result would be poor 
quality from erratic updating and often high latency. Simi 
larly, real-time audio would suffer from dropouts and often 
high latency. The result is completely impractical with 
regards to Scalability and thus flies directly against the prin 
ciple goal of VDI technology. 
0.124. Some VDI product manufacturers have addressed 
the fraction of these concerns relaying to 1-way streaming 
media applications (where bulk-delay is not an issue) by 
implementing Flash Players and other such media-file player 
utilities locally at the terminal hardware platform. However, 
Such approaches do not address interactive applications 
involving real-time media. This has remained an important 
and growing problem as applications increasing employ 
interactive real-time media Such as audio, animations, high 
performance graphics, video, and the like. 
0.125. In summary, key remaining problems include: 

(0.126 Protocols used by VDI and VAI are typically 
based on TCP. However, delivery of real-time audio, 
video, high performance graphics, etc. over TCP is not 
practical due to the inherent TCP methods of handling of 
packet loss; 

0.127 Performing audio/video compression and 
decompression at the server consumes extensive com 
putation power with a full duty-cycle and forces uncom 
pressed streams through the network ports; these impose 
significant limits to practical scalability of VDI and VAI 
servers in actual VDI and VAI deployments: 

0.128 Server-based audio/video compression requires 
excessive network bandwidth to allow uncompressed 
audio/video to be sent over the network. For example, a 
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simple uncompressed video CIF stream running at 30 
fps uses approximately 50 Mb/s. This imposes signifi 
cant limits to practical network-loading scalability of 
VDI and VAI deployments and in reality makes video 
over VDI impractical at best in local area deployments 
and essentially impossible in wide-area deployments. 

4. Approaches to Adapting Real-Time Media 
Engines (for Audio, Video, Animation, 

Instrumentation, Visualization and/or Other Media 
Types) to VDI Architecture 

0129. Although some implementations of applications 
including interactive real-time media Such as audio, anima 
tions, high-performance graphics, video, and the like are 
implemented without regard to special execution and net 
working performance requirements, it has become relatively 
common in modern Software engineering practices for real 
time media encoders and decoders (usually together with 
related stream handling and control) to be implemented in the 
form of self-contained modules that encapsulate audio/video 
processing, call management, and related functionality and 
expose well-defined abstract interfaces to the functionality 
they implement. These modules are typically bundled 
together into a complete Software package that can be used by 
application Software developers to incorporate audio/video 
functionality into their systems without having to concern 
themselves with the details of managing audio and video 
communications. For the purposes of illustration, such a 
packaging arrangement will be assumed and this package will 
be called a “media engine' and will in places be abbreviated 
as “ME” in diagrams. FIG. 7 shows an exemplary implemen 
tation of a Software application that uses a Media Engine for 
incorporating audio and video communications functionality. 
In the diagram, the Software application runs on a traditional 
PC or laptop 702. The application comprises a graphical user 
interface 704 that provides user with access to the application 
logic module 706. The application module 706 in turn pro 
vides Voice and video communications functionality by 
accessing a media engine 708 through the media engine inter 
face 710. 
0130. The problems identified in the preceding section can 
be readily addressed by an appropriately partitioned media 
engine implementation. The resultant partitioned media 
engine implementation also provides a number of architec 
tural flexibilities making it very useful in a variety of settings. 
0131 The first structural feature of the partitioned media 
engine is to eliminate the need to transmit high-bandwidth 
media streams through terminal-server/terminal-client net 
work connection(s). This is accomplished by partitioning the 
media engine so that media processing, including capture, 
encoding, sending, receiving, decoding, and playback, is per 
forming on the terminal client. 
0132 A second structural feature, in accordance with one 
embodiment, is to avoid sending any media streams across the 
VDI protocol (through terminal-server/terminal-client net 
work connection(s), which then allows voice and video traffic 
to take advantage of network Support (e.g. QoS. packet pri 
oritization, bandwidth management) designed to optimize the 
delivery of voice and video. This is accomplished by parti 
tioning the media engine so that media transmission, includ 
ing sending, receiving, jitter compensation, packet loss con 
cealment, is performing on the terminal client. 
0133. A third structural feature, in accordance with one 
embodiment, is to offload CPU intensive media compression 
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and decompression functions from the terminal server. This is 
accomplished by partitioning the media engine so that media 
encoding and decoding is performing on the terminal client. 
0.134. A fourth structural feature, in accordance with one 
embodiment, is to shield the client application as much as 
possible from the complexities within VDI implementations. 
0.135 A fifth desirable structural feature, in accordance 
with one embodiment, is to shield the system administrator 
from instillation and maintenance complexities when imple 
menting the partitioned media engine in a real-world VDI 
environment. 
0.136 FIG. 8 illustrates an arrangement demonstrating the 

first structural feature of the partitioned media engine in 
accordance with one embodiment (i.e., eliminating the need 
to transmit high-bandwidth media streams through terminal 
server/terminal-client network connections). In this arrange 
ment, each VDI session wherein one or more applications 
employing interactive audio, animations, high-performance 
graphics, video, and the like are invoked causes: 

0.137 a server ME 802a-802n portion of a media engine 
to execute within the virtual machine server session; and 

0.138 a corresponding terminal ME 804a–804d portion 
of a media engine executing on the corresponding ter 
minal platform 806a-806e. 

0.139. In such an exemplary arrangement, full duty-cycle 
computations advantageously employed or required for 
media encoding and/or decoding (and related stream han 
dling and control) run within the terminal ME 804a–804d 
executing at the terminal platform 806a-806e and com 
pressed media streams are sent directly between the terminal 
ME and the other party in a call. This prevents: 
0140 (1) transmission of uncompressed real-time media 
though the VDI infrastructure, server, network ports, and 
general network environment, and 
0141 (2) virtual machines hosted at the server having to 
execute full duty-cycle computations for media encoding, 
decoding, stream handling, etc. 
0.142 Further, in Such an arrangement, all usual (non-real 
time) application matters such as general program execution, 
GUI interactions, window hierarchy, display hierarchy, win 
dow resizing, etc., together with naturally VDI-inherited 
data-oriented operations such as directories, presence, inter 
actions with utilities such as OCS, etc., are naturally handled 
by the server ME executing in the corresponding virtual 
machine executing as a server session on a VDI server. 
0143. The fine result of this approach is that high perfor 
mance is delivered, no loading is provided on servers, and 
only compressed streams are carried by the network. The only 
requirement is that terminal platforms have the ability to 
successfully operate the terminal ME 804a–804d in addition 
to the terminal client 808a-808e. 
014.4 FIG. 9 shows an arrangement in accordance with 
another embodiment. This arrangement demonstrates a Sub 
set of the structural features of the partitioned media engine. 
In this embodiment, transmission of high-bandwidth media 
streams is avoided by performing audio and video compres 
Sion on the terminal client 908a/908b rather than on the 
terminal server. However, compressed media streams are 
transmitted through the VDI connection (i.e., terminal 
server/terminal-client network connection), that is “in-band' 
in the VDI connection, and connected to their associated call 
endpoint by the server ME 912a/912b via the media stream 
signal path 914. (It is noted that although FIG. 9 shows the 
associated call endpoint to be a similar server/terminal pair, in 
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other settings, applications, or call examples the associated 
call endpoint could alternatively be a computer running an 
interactive audio/video application, a terminal implementing 
the same architecture as discussed later on (FIG. 28) in Sec 
tion 12, etc.) 
0145. In an arrangement such as that of FIG.9, server ME 
904a/904b instances can optionally, or as advantageous, 
transcode media streams into different formats to provide for 
a different set of capabilities than those provided by the 
terminal ME 904a/904b. 
0146 FIG. 10 shows an arrangement in accordance with 
another embodiment similar to that described in FIG. 9. In 
this embodiment, compressed media streams are relayed by 
the terminal ME 1004a/1004b, but rather than transmitting 
media through the terminal-server/terminal-client network 
connection as described in FIG.9, compressed media streams 
are sent between the terminal ME 1004a/1004b and the server 
ME 1012a/1012b using a communications path other than 
and external (i.e., “out-of-band') to the VDI connection (i.e., 
terminal-server/terminal-client network connection) 
between the terminal and its associated server. 
0147 In the exemplary arrangements of FIG. 9 and FIG. 
10, as well as variations and combinations of them, the inven 
tion provides for media streams traveling between servers to 
employ non-VDI mechanisms for audio and video (e.g. 
encapsulating audio/video streams inside UDP/RTP packets 
or other approaches). This is in keeping with classical VDI 
architecture as in VDI environments there is usually no 
server-to-server VDI channel. 
0148. The invention provides for variation and combina 
tions of the arrangements described. For example, the inven 
tion covers implementations wherein media streams and VDI 
channels are carried via a combination of TCP and UDP 
channels. 

014.9 FIG. 11 shows yet another embodiment demonstrat 
ing a Subset of the structural features. In this embodiment, 
media capture, encoding, and transmission is done by the 
terminal ME 1104a/1104b, but media receiving, decoding, 
and rendering continues to be performed by the server ME 
1112af 1112b. 
0150. In an embodiment, the terminal ME itself may rely 
on yet further computational offloading, for example via an 
audio card, echo cancelling microphones, the video compres 
sion capabilities within a webcam, video decoding hardware 
support embedded in CPUs or GPUs, etc. 
0151. It is additionally noted that the principles displayed 
here for a two-component partition of a media engine can be 
used to devise partitions with three or more components. 
These will be called “multi-component partitions” and will be 
considered later, although it is noted that the three or more 
resulting components may have organizations that may be 
organized in peer, hierarchical, or mixed arrangements as will 
be discussed. 

5. Approaches to Two-Component Partitioned Media 
Engine Software Implementation 

0152 FIG. 12 depicts the architecture of a contemporary 
high-functionality real-time interactive collaboration appli 
cation in accordance with one embodiment. The interactive 
collaboration application includes a media engine 1202 pro 
viding two-way audio and video functionality. Other embodi 
ments with alternate, fewer, or additional features, structures, 
and functionalities are of course possible. For example: 
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0153. In one embodiment, an interactive remote-medi 
cine application adds to or replaces video and/or audio 
streams with real-time medical telemetry, real-time 
medical imaging (such as live Sonogram feeds), etc. of 
similar bandwidths and performance constraints; 

0154) In another embodiment, incoming interactive 
graphics mixed with video and outgoing live video are 
combined in virtual-reality environments, which may be 
used in professional training, hazardous robotics con 
trol, online interactive multi-user games, GIS systems, 
Social networking page mash-ups, etc. 

0155 However, the exemplary high-functionality real 
time interactive collaboration application architecture 
depicted in FIG. 12 can be used to illustrate approaches to 
Software implementation a two-component partitioned media 
engine. 
0156 Infurther detail, the exemplary applicationarchitec 
ture depicted in FIG. 12 employs a GUI component connect 
ing to a media engine component though the set of Applica 
tion Programming Interfaces (APIs) exposed by the Media 
Engine. In an embodiment, various technologies can be used 
to implement these APIs. For example, Media Engine imple 
mentations can be packaged as dynamically linked libraries 
(DLLS) and expose their interfaces using native function calls 
in programming languages such as C or C++, Java, or C#. 
Other implementations may take advantage of frameworks 
such as COM (Component Object Model), ActiveX, or 
HTTP/REST that are provided by the underlying operating 
System and provide a programming-language neutral Way of 
implementing object interfaces. Many of the examples used 
in this document show COM interfaces, but the examples 
apply equally well to other interface technologies. 
0157. In an embodiment, a layered implementation may 
be used to shield the Media Engine objects from the specific 
interface technology being used. For example, the lowest 
layer Media Engine implementation may contain a C++ 
object called Endpoint that provides a high-level interface to 
various aspects of Media Engine functionality. This interface 
may include a Call() method that allows Media Engine cli 
ents to initiate audio/video calls. In response to a successful 
call attempt, Media Engine creates a Call object that provides 
an interface that allows Media Engine clients to manage the 
various aspects of the resulting call. After the call has been 
terminated, information about call details and call statistics 
may be available through the interface provided by a CallLog 
object. 
0158. When using COM, Media Engine clients use a COM 
interface layer to access Media Engine objects. For example, 
Media Engine may include an IEndpoint COM interface that 
provides access to Endpoint functionality. Similarly, Media 
Engine may contain an ICall COM interface to provide access 
to Call functionality and an ICallLog interface for call statis 
tics. 
0159. The Media Engine implementation may contain a 
Proxy layer that sits between COM and the low-level Media 
Engine objects and that translates COM interfaces to low 
level C++ interfaces. This proxy layer may include an End 
pointComProxy object that implements the COM function 
ality and translates COM calls into the corresponding C++ 
calls on the Endpoint object. In addition, the Proxy layer may 
include a CallComProxy object that translates ICall COM 
calls to low-level Call object interfaces and ICallLogCom 
Proxy object that translates ICallLog COM calls to low-level 
CallLog object interfaces. 
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0160. As an example, FIGS. 13 and 14 depict an exem 
plary class embodiment. FIG. 13 illustrates an exemplary 
class diagram showing an aggregation association between 
the RMEPClient object and the RMEPConnection object. 
FIG. 14 illustrates an exemplary class diagram showing the 
RMEP Client maintaining a list of ongoing transactions to 
track the status of each sending request and receiving 
response, and the RMEP server keeping a list of incoming 
transactions. It is clear to one skilled in the art that such class 
definitions and organization may be implemented in a wide 
manner of ways other than that described here, and such 
alternate embodiments of the classes are anticipated and pro 
vided for by the invention. It is noted that the exemplary 
embodiments depicted in FIGS. 13 and 14 will be considered 
later on in Sections 10-11. 
0161 The GUI component comprises not only control 
module but also intertwined other functions. For example, in 
the context of a contemporary high-functionality real-time 
interactive collaboration application, in accordance with 
Some embodiments, the user experience includes aspects and 
information exchanges with collaboration environments such 
as LOTUS SAMETIMER) and/or MICROSOFTR) OCS as 
well as other software utilities. In the context of a contempo 
rary high-functionality real-time interactive collaboration 
application, the resultant user experience as presented by 
Such a GUI component shows the great utility and Sophisti 
cation Suggested in FIG. 15. In other types of applications of 
other embodiments, LOTUS SAMETIMER) and/or 
MICROSOFTR OCS is replaced by database display utili 
ties, controls, and/or other GUI features. Again, the applica 
tion architecture depicted in FIG. 12 and associated user 
experience represented by FIG. 15 are not limiting but rather 
serve as a representative and Sufficiently rich example that 
can really be scaled-up, Scaled-down, and/or altered for a 
wide range of real-time-interactive two-way applications. As 
an exemplary arrangement for further discussion, FIG. 16 
depicts an exemplary implementation of the general arrange 
ment depicted in FIG. 12. 
0162. Further as to the exemplary applicationarchitecture 
depicted in FIG. 12, the media engine component may 
employ an exemplary internal structure comprising devices 
element, a media element, control element, administration 
element and contacts element. 

(0163 The Devices element 1201 provides interfaces to 
manage and manipulate the audio/video devices used for 
interactive communications. A typical Devices module 
can provide functionality to select which devices are 
used to capture and render audio and video, to change 
audio gain on speakers and microphones, to set video 
parameters such as brightness, contrast, Saturation, etc. 
and to manipulate pan/tilt/Zoom controls on cameras. 

0164. The Media element 1202 is responsible for cap 
turing, encoding, sending, receiving, decoding, and ren 
dering media. A typical Media module manages audio 
streams, video streams, or both. In some cases, multiple 
audio and/or video streams are used (e.g. for stereo 
audio, 3D video, presentation video as well as live video, 
etc.). Media modules can implement several encoders 
for audio and video. For example, audio Support may 
include one or more of G.711, G.722, G.722.1, and 
AAC-LC for audio calls from 3 kHz to 14 kHz (ultra 
wideband). Video support may include one or more of 
H.264, H.263+, and H.263 for video with rates ranging 
from 128 kb/s to 2048 kb/s. Video may be encoded at up 
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to 30 fps (depending on the webcam used). In most 
cases, media are encapsulated using RTP and sent over 
UDP, although other transmission media can be used as 
well. 

(0165. The Control element 1203 is responsible for call 
setup and teardown, call management (providing fea 
tures Such as call hold, resume, and transfer), and con 
ference management. This module can also include reg 
istration Support to interact with call processing servers, 
and can implement support for NAT and firewall tra 
Versal. Control modules typically implement industry 
standards protocols such as SIP and H.323 for basic call 
signaling and call processing functionality, as well as 
special-purpose protocols such as STUN, TURN, and 
ICE for firewall traversal. 

0166 The Admin element 1204 provides administrative 
functionality Such as configuration of system settings, 
userpreferences, and administrator policies, storage and 
retrieval of call detailed records (CDRs), managing and 
enforcing software licensing restrictions, and logging of 
all system activity including debug logs, performance 
histories, etc. 

0.167 The Contacts element 1205 manages user creden 
tials and logins, stores address book information, inter 
acts with corporate directories and presence systems. In 
this exemplary arrangement, the contacts element may 
also link to outside utilities, parameter sets, etc. 

0168 Again, the application architecture depicted in FIG. 
16 is not limiting but rather serve as a representative and 
Sufficiently rich example that can really be scaled-up, Scaled 
down, and/or altered for a wide range of real-time-interactive 
two-way applications. 
0169 FIG. 17 shows an exemplary partition of the exem 
plary application of FIGS. 15-16 which includes an exem 
plary partition of the media engine elements and the intro 
duction of an exemplary control channel between them. In 
this embodiment, the contact and administration elements of 
the media engine are coupled to the GUI component and the 
application logic, executing on a virtual machine or other 
server session on a server platform, all in full keeping with 
traditional VDI technology. What deviates from traditional 
VDI technology is: 

0170 The high-bandwidth, high CPU usage (media, 
devices, and control) elements of the media engine do 
not run on the virtual machine in a server session on a 
VDI server platform. Instead, a completely separate 
Software program of set of Software programs executes 
separately on the terminal platform; and 

0171 The portion of the media engine executing on the 
server platform and portion of the media engine execut 
ing on the terminal platform are each Supplemented with 
a respective virtual channel driver, and these two respec 
tive virtual channel drivers establish an active virtual 
channel between the two portions of the media engine. 

0172. In this embodiment, the following parts of Media 
Engine functionality run on the terminal client: 

0173 The entire media processing chain, including 
device selection, capture, playback, encoding and 
decoding, and RTP network I/O; 

0.174 Functions and operations for video window over 
lay and/or clipping; 

0.175 Signaling protocol SIP. H.323, etc. endpoint soft 
ware (including registration functions); and 
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0176). Additional networking code in support of signal 
ing protocols (SIP. H.323, etc.), transport protocols (for 
example, RTP), etc. 

0177. The rest of Media Engine functionality runs on the 
terminal server. This includes: 

0.178 Licensing: 
0179 Persistent configuration storage; 
0180 Debug logging: 
0181 Call history logging; and 
0182. Address Book functionality. 

0183 FIG. 18 illustrates an alternate exemplary partition 
where the control element is arranged to execute at the server 
platform. The decision whether to execute the control ele 
ment (containing call signaling, call and conference manage 
ment, and networking code) on the terminal client or on the 
terminal server is affected by the amount of interaction 
between the control and media elements. For example, in an 
embodiment, firewall traversal functionality can be provided 
by a self-contained module that acts as a SIP and RTP proxy 
capable of firewall traversal on the outward-facing side. In 
this embodiment, interactions between the media element 
and the control element can be minimized by keeping these 
elements local on the same terminal client since they share the 
same firewall traversal module. 
0184. If firewall traversal functionality in Media Engine is 
provided through mechanisms that do not include a separate 
SIP/RTP proxy module, other media engine partitioning may 
be possible or preferred. 
0185. It is explicitly noted the exemplary partitions above 
are only two examples, and a wide range of alternate parti 
tions are possible. 
0186. Further, it is explicitly noted that although the exem 
plary partitions above are provided in terms of audio/video 
collaboration, the same general principles apply to a wide 
range of alternate applications and media types including 
high-performance graphics, telemetry display, etc. 

6. Approaches for Providing Interfaces to 
Two-Component Partitioned Media Engines 

0187 Media Engines provide Application Programming 
Interfaces (APIs) to expose their functionality and to enable 
interaction between the GUI portion of application software 
and the Media Engine component. In an embodiment, the API 
implemented by the media engine will provide a simple and 
comprehensive object-oriented audio/video software end 
point. Support for remote terminals will be based on extend 
ing this object model across the network between the terminal 
server and the terminal client to support interaction between 
the Terminal Media Engine and the GUI portion of the appli 
cation. Various Such interactions are useful or may be advan 
tageous. For example: 

0188 Audio input and output volume adjustment, tone 
control, equalization control, and/or other similar infor 
mation known to the GUI portion of the application can 
be passed to the TE for proper control of audio capabili 
ties; 

0189 Compression and decompression setting infor 
mation known to the GUI portion of the application can 
be passed to the TE for proper control of compression 
and decompression functions; 

0.190 A/V device attachment/detachment events, 
0191 A/V device plug and play events, 
0.192 A/V device properties and settings etc., and/or 
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0193 Error conditions for A/V devices, compression 
and decompression Software, incoming media streams, 
etc., can be passed from the TE to the GUI portion of the 
application for display to the user. 

0.194. In an embodiment, the classes and interfaces 
exposed by the media engine will be separated into “local 
and “remote' based on where the corresponding code will 
executed in the remote terminal scenario. In the example 
embodiment considered earlier, described later on in Sections 
10-11, and depicted in FIGS. 13 and 14, “remote' interfaces, 
covering terminal client functionality as defined above, will 
include IEndpoint, ICall and any interfaces accessible 
through it, but not ICallLog. 
0.195 Some arrangements may define a well-defined set of 
interfaces to be Remote. Other arrangements may define 
interfaces to be “Remotable' by providing for a selectably 
optional incorporation or implementation of a remote inter 
face. In an embodiment, the remote interface option may be 
selected by one or more of: 

0.196 automatically selected under software control at 
installation or at runtime; 

0.197 selected by administrator personnel at installa 
tion; 

0198 selected by administrator personnel at other 
times; 

0199 selectable by a user at other times and/or under 
other conditions; and/or 

0200 automatically selected by software control at 
other times and/or under other conditions. 

0201 The “remotable' approach allows for the same 
Media Engine software to be used in VDI as well as non-VDI 
environments. 

0202 The instance of the media engine used by the client 
application on the terminal server will implement the “local 
interfaces in the normal manner (e.g., the address book inter 
faces will continue to work with the local address book stor 
age). For “remote' interfaces, the implementation of the 
interface must rely on a control channel to the Terminal Media 
Engine and translate commands across the Media Engine 
Interface into messages sent across the control channel. Simi 
larly, messages received from the control channel must be 
translated into replies or events communicated to the appli 
cation using the Media Engine Interface. We will refer to the 
network protocol used to carry these messages as the Remote 
Media Engine Protocol (RMEP). 
0203. In an embodiment, the first media engine instance 
will implement proxy code that will forward API requests to, 
and receive responses and notifications from, the second 
instance of Media Engine running on the terminal client. The 
second media engine instance will use the current, concrete 
implementations of the “remote' interfaces. It will not need to 
provide any functionality for “local interfaces, and in fact, 
access to such interfaces will be disabled. 

0204. In an embodiment, remote interfaces may be pro 
vided by Remote COM Proxy classes in the COM Proxy layer 
that provide alternative implementations of existing COM 
interfaces (see FIG. 16). For example, with remote terminal 
supportinplace, there will be two distinct implementations of 
the ICallCom Proxy object in media engine: the pre-existing 
implementation using the C++ EndpointCall class, and a new 
implementation forwarding COM calls to a remote media 
engine instance using RMEP. Depending on the low-level 
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design, these classes may be realized either as independent 
implementations of ICall, or derived from a common abstract 
ancestor class. 
0205. In addition to providing support for remote inter 
faces, a Remote Media Engine Protocol can also be used to 
provide various behind-the-scenes coordinations between the 
Terminal Media Engine and the GUI portion or Server Media 
Engine portions of the application. The following coordina 
tions may be useful or advantageous: 
0206 SWindow location, window size, window relocat 
ing, window resizing, window coverage hierarchies and win 
dow coverage geometry information known to the GUI por 
tion of the application can be passed to the TE for proper 
rendering of the video window; 
0207. In an embodiment, a separate Window Monitoring 
Module may be added to the Server Media Engine to track 
Video window position, size, and visibility and propagate this 
information using a RMEP protocol to a Window Positioning 
Module that is part of the Terminal Media Engine. The Win 
dows Positioning Module ensures that video is rendered in the 
correct location on the remote terminal as determined by the 
Application GUI running on the terminal server. 

7. Approaches to Establishing Control Channels 
Between Partitioned Media Engine Modules 

0208 FIG. 19 depicts an exemplary architecture of parti 
tioned media engine modules integrated with Virtual Desktop 
Infrastructure and using that VDI infrastructure in order to 
establisha control channel between them. In the discussion to 
follow, the term “Virtual Channel always implies “carried 
over the VDI connection; further, in the context of FIG. 19, 
it is implied that control data are sent across a Virtual Channel 
over the VDI connection. Note that FIG. 19 does not depict 
media channels, only control channels. With these points 
established, the exemplary architecture depicted in FIG. 19 
has the following elements and characteristics: 

0209. An audio/video software application 1901 runs 
on a terminal server 1902. The software application uses 
VDI server Software 5100 to communicate with a VDI 
client 1909 running on a terminal 1907. 

0210. The software application consists of application 
logic 1903 that accesses a server media engine 1904 
using the media engine's interface 1905 (e.g. a COM 
interface). In this case the local portion of the interface 
1905 will be used to access the server media engine 
1904. 

0211. The software application 1903 uses the same 
interface 1905 to access a terminal media engine 1906 
running on a terminal 1907. In this case, the remote 
portion of the interface 1905 will be used to access the 
terminal media engine 1906. 

0212. The terminal media engine 1906 is deployed 
using a plug-in 1908 into the VDI client 1909 running on 
the terminal 1907. The plug in 1908 accesses the termi 
nal media engine 1906 using the media engine's inter 
face 1910 (e.g. a COM interface). In this case, the remote 
portion of the interface 1910 is used. 

0213. The control channel between the terminal media 
engine and the server media engine uses a Virtual Chan 
nel 1911 through the VDI connection 1912 between the 
VDI client 1909 and the VDI server. Calls across the 
remote portion of the server media engine interface 1905 
are translated by a proxy module 1913 into protocol 

Sep. 15, 2011 

messages that are transmitted across the Virtual Channel 
1911 using a Virtual Channel driver 1914. 

0214. On the terminal 1907, protocol messages are 
received from the virtual channel 1911 by a virtual chan 
nel driver 1915 and translated back into calls across the 
remote portion of the terminal media interface 1910. 
These calls are then executed by the terminal media 
engine 1906. 

0215 Conversely, events and/or errors generated by the 
terminal media engine 1906 are sent across the interface 
1910 to the VC driver 1915. This drives translates these 
events into protocol messages to be sent across the Vir 
tual Channel 1911 and received by the Virtual Channel 
driver 1914, where they are sent to the proxy module 
1913 that translates these protocol messages back into 
events and/or errors to be sent to the application 1903 
across the interface 1905. 

0216 FIG. 20 depicts an alternative exemplary architec 
ture of partitioned media engine modules integrated with 
Virtual Desktop Infrastructure. This exemplary architecture 
is very similar to the architecture depicted in FIG. 19 with the 
following difference: rather than using a Virtual Channel 
across the VDI connection for establishing a control channel, 
the Proxy module on the terminal server uses a direct con 
nection (e.g. using TCP) to the VDI client plug-in on the 
terminal. This architecture is advantageous for VDI technolo 
gies that do not have Support for virtual channels. 
0217 FIG. 21 depicts yet another exemplary architecture 
of partitioned media engine modules integrated with Virtual 
Desktop Infrastructure. This exemplary architecture is very 
similar to the architecture in FIG. 20 with the following 
difference: rather than deploying the terminal media engine 
as a plug-in to the VDI client it is deployed as a separate 
module that runs side-by-side with the VDI client rather than 
as a plug-in. This architecture is advantageous for VDI tech 
nologies that do not supporta plug-in architecture for the VDI 
client. Moreover, this architecture provides separation 
between the media engine and the VDI client such that the 
VDI client is protected from any failure of the Media Engine 
and the Media Engine is protected from any failures of the 
VDI client. 
0218 FIG.22 illustrates an alternative exemplary arrange 
ment similar to that of FIG.8 but wherein server ME instances 
do not execute on virtual machines but rather on a special 
SeVe. 

0219 FIG. 23 illustrates another alternative exemplary 
arrangement similar to that of FIG. 8 but wherein terminal 
ME instances execute within terminal clients (rather than 
parallel to them). 
0220 FIG.24 illustrates yet another alternative exemplary 
arrangement combining the serverside modifications of FIG. 
22 and the terminal side modifications of FIG. 23. 
0221 FIG. 25 shows another exemplary architecture that 
combines elements from the previous architectures. In this 
architecture, the Media Engine is deployed as a separate 
module that runs side-by-side with the VDI client rather than 
as a plug-in. Rather than using a direct connection between 
the proxy module and the terminal media engine, a Virtual 
Channel is established through the VDI connection. This 
architecture provides separation of the media engine and the 
VDI client such that the VDI client is protected from any 
failures of the Media Engine and the Media Engine is pro 
tected from any failures of the VDI client. However, this 
architecture leverages the existing connection between the 
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VDI client and the VDI server, thereby avoiding potential 
connectivity problems (e.g. introduced by firewalls or routing 
policies) between non-VDI software modules running on the 
terminal and the server. 

0222. In an embodiment, the remote channel between par 
titioned media engine modules may comprise the following 
software modules: 

0223) A Remote Media Engine Protocol implementa 
tion library 

0224 A Remote COM Proxy module, implemented as a 
class library inside Media Engine, will implement the 
interface proxy functionality for “remote interfaces, 
translating between COM method calls and notifica 
tions, and RMEP messages, and satisfying property 
requests out of the local property cache. 

0225. A Terminal Server Connector module, also 
implemented as one or several class libraries inside 
Media Engine, will use the APIs provided by remote 
terminal server software to detect remote terminal ses 
sions, establish connectivity with the code running on 
the terminal client, and provide the server-side part of 
the communication channel for RMEP messaging. 

0226. A Terminal Client Connector module may be 
implemented as separate binaries (DLL), or linked into 
the Media Engine Host executable (see below). The 
responsibility of this code would be to provide a link 
with the terminal client application, receive and process 
connection requests, activate the Media Engine Host 
process, and provide the terminal-side part of the RMEP 
communication channel. 

0227. A Media Engine Host executable (EXE) will pro 
vide an isolated process environment for running the 
client-side Media Engine instance. It will translate 
RMEP messages into COM calls, and also allow Media 
Engine to run in a more controlled environment outside 
and independently of the terminal client process, set 
process priority, load and unload additional DLLS, etc. 

0228. Other variations are possible and are provided for by 
the invention. 

0229 Regarding such exchanges between the GUI portion 
of the application and the TE, many implementations are 
possible and some of these are affected by the deployment 
details and/or provisioning outcomes: 

0230. The exemplary partition above with the SE run 
ning on the virtual machine will operate on any of the 
configurations depicted in FIGS. 8 and 23, as well as 
variations on these and combinations, and these configu 
rations will operate in any one or more of the configu 
rations depicted in FIGS. 2-3, 4a-4b, 5a-5e, 6 as well as 
any variations upon these and combinations, may, for 
example, carry this information over the virtual channel 
depicted in FIG. 17 (or alternative carry this information 
over another channel distinct from the virtual channel 
depicted in FIG. 17); and 

0231. The exemplary partition above with the SE run 
ning outside the virtual machine will operate on any of 
the configurations depicted in FIGS. 22 and 24, as well 
as variations on these and combinations, and these con 
figurations will operate in any one or more of the con 
figurations depicted in FIGS. 2-3, 4a-4b, 5a-5e, 6 as well 
as any variations upon these and combinations, may, for 
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example, carry this information over another channel 
distinct from the virtual channel depicted in FIG. 17. 

8. Approaches to Communication Protocol for 
Partitioned Media Engine Implementations 

0232. This section describes an exemplary software 
design for an exemplary Remote Media Engine Protocol 
(RMEP) that can be used to extend a real-time interactive 
application comprising a media engine across a VDI connec 
tion so that the portion of the media engine (TE) executing on 
the terminal platform can be controlled and interact with the 
portion of media engine (SE) executing on the terminal plat 
form and/or the GUI portion and other operational portions of 
the application. 
0233. In several places in this exemplary embodiment will 
provide aspects and elements particular to collaboration 
applications (for example, "call), however these are pro 
vided merely an example and are readily omitted or replaced 
with analogous (for example, "session, query.” “calculate.” 
“update.” etc.) or alternate operations that may be relevant to 
other types of applications. 
0234. In an exemplary embodiment, RMEP is imple 
mented as a library sitting from the Remote COM Proxy/ 
Media Engine Host layer through the terminal transportation 
layer. The Remote COM Proxy module implements the inter 
face proxy functionality for remote interfaces. In an embodi 
ment, this “local proxy and remote implementation’ func 
tionality may be based on the media engine API. In particular, 
RMEP will be based on the media engine API, with protocol 
requests, responses and notifications generally having a one 
to-one correspondence with API method calls, return values, 
and notification events: Using the RMEP client’s APIs, the 
Remote Proxy module translates the COM method calls into 
RMEP messages for requests, responses and notifications. 
Each COM method from the Remote COM Proxy has a 
corresponding RMEP method in the RMEP Client layer; 
0235. There will be two notable exceptions to this 
approach for protocol design: 

0236. RMEP will include the necessary support for con 
nection establishment, initial provisioning and session 
management. These features are not applicable to the 
API itself. 

0237 RMEP messages will carry additional data values 
to ensure efficient, bulk data transmission. For example, 
messages corresponding to call state events will include 
the full set of call status variables after the state change. 
The proxy implementation of RMEP will cache this 
information and use it to respond to property requests 
locally, rather than by making a remote protocol call. 

0238. The Terminal Server Connector (TSC) and the Ter 
minal Client Connector (TCC) represent the virtual transpor 
tation layer. The RMEP message is the data format and is 
exchanged between the client server modules. 
0239. In review of above, the reader is again referred to 
FIG. 25, which depicts an exemplary block diagram illustrat 
ing an exemplary system architecture provided for by the 
invention for enabling multimedia conferencing in a virtual 
desktop infrastructure environment. 

8.1 Syntax 

0240. In an exemplary embodiment, each RMEP frame 
consists of a header, the payload, and a trailer. In Such 
embodiments, the header and trailer are each represented 
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using ASCII characters and terminated with a CRLF pair 
(0x0a 0x0d). Between the header and the trailer is the pay 
load, consisting of Zero or more bytes. An exemplary ABNF 
for the frame is: 

frame = header payload trailer 
header = keyword *attribute CRLF 
payload *OCTET 
trailer *CRLF 
keyword ="REQUEST / REPLY / “NOTIFY / “FAULT 
attribute = “MsgId' COLON request name f 

“CSeq COLON 1*DIGIT / 
“PayloadSize COLON 1*DIGIT / 
“ContentType COLON content type 

= “ICalls CreateNewCal ICall Invite f 
“ICall Hangup" | 
Ot 

request name 

content type = "ison' / “xml 
COLON = : 

Ot = additional data} 

8.1.1 Frame Header 

0241. In an exemplary embodiment, the frame header con 
sists of a keyword followed by a bunch of “name: value' 
attributes separated by a single space character (decimal code 
32, “”). The frame must start with a keyword which is one of 
“REQUEST, “REPLY”, “NOTIFY”, “FAULT, otherwise it 
is considered to be an invalid RMEP message. 
0242. In an exemplary embodiment, there are header 
attributes specifying message id, command sequence num 
ber, payload size, payload content type, and framing infor 
mation. Exemplary header attributes are listed in the table 
below: 

Attribute Name (ASCII 
characters) Value (ASCII characters) Required 

MsgId ICalls CreateNewCall Yes 
ICall Invite 

CSeq, 1 Yes (Not 
apply to 
NOTIFY) 

PayloadSize 32 Yes 
ContentType applicationison 

application/xml Yes 

0243 Further exemplary features may include: 
0244. When receiving a request message with keyword 
REQUEST, the system returns a response message with 
keyword REPLY or an error message with keyword 
FAULT 

0245. The Msgld attribute may be a pre-defined request 
or notification name. (see Section 8.1); 

0246 The CSeq (Command Sequence) attribute may be 
arranged to be a non-negative integer. A CSeq attribute 
in a response matches the CSeq in the request; 

0247 There may be no CSeq attribute provided for 
NOTIFY messages: 

0248. The PayloadSize attribute is a non-negative inte 
ger and specifies the number of bytes in the payload; 

0249. The ContentType attribute may be a predefined 
string Such as “application/son' or “application/xml 
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which specifies the payload message type (for example, 
payload message type.json). 

(0250) The last 2 bytes of the header may be the CRLF 
(0x0d 0x0a). 

8.1.2 Frame Payload 
0251. In an exemplary embodiment, the ContentType 
attribute in the header represents the encoding/decoding pay 
load type. The size of the payload is also in the PayloadSize 
attributes from the header. Either JSON or XML message is 
Supported. 

8.1.3 Frame Trailer 

0252. In an exemplary embodiment, the frame trailer con 
sists of 0 or more CRLF pairs. In an embodiment, when a 
received frame comprises characters immediately following 
the payload that do not correspond to a trailer, it is considered 
a bad frame. 

8.2 Examples 
0253) In an exemplary embodiment for a collaboration 
application, the following example shows an application 
sending a request to create a new call (note that both header 
and trailer end with a CRLF pair): 

Request message: 
REQUEST MsgId:ICalls CreateNewCall CSeq:1 PayloadSize:56 
ContentType:applicationison 
{Remotel Jrl: sip:joe(a)172.16.11.74.RemotelDisplayName: Joe 

Response message: 
REPLY Msgld: ICalls CreateNewCall CSeq:1 PayloadSize:6 
ContentType:applicationison 
{S OK} 

0254. It is noted, however, that the new call request opera 
tion is provided merely an example and are readily omitted or 
replaced with analogous (for example, "session, query.” 
"calculate.” “update.” etc.) or alternate operations that may be 
relevant to other types of applications. 
0255. In an exemplary embodiment, the following 
example is a remote property update containing two frames. 

NOTIFY Msgld:PropertyUpdate 
ContentType:application/xml 
<Properties.> 

<Call 
<Count-1<Count 
<IsNewCalAloowed-true-SIsNewCalAllowed 
<ReasonCode>3<ReasonCode> 
<Call 
<Networking 
<State-O<State 
<ReasonCode>0</ReasonCode> 
<SIPPort-SO60<FSIPPort 

</Networking 
<Properties.> 

PayloadSize:120 

9. RMEP Client Functionality 
0256 This section describes exemplary aspects of RMTP 
client functionality. 

9.1 One-on-One COM Interface Correspondence 
(0257 RMEP Client provides interfaces based on the 
Remote Media Engine COM APIs, with protocol requests, 
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responses and notifications. Each method in the Remote 
COM Proxy has a corresponding RMEP method. Such as the 
Remote Call Proxy method from ICall “HRESULT Invite() 
has a corresponding mapping method RMEPClient::ICall 
Invite( ). 
0258. The following lists provide an exemplary collection 
of RMEP Client methods: 

- Interface: ICALL 
HRESULT ICall Invite(); 
HRESULT ICall Answer(); 
HRESULT ICall Refuse(); 
HRESULT ICall Hold(); 
HRESULT ICall Resume(); 
HRESULT ICall Reinvite(); 
HRESULT ICall Transfer(conststd::string& target, const 
stol::string& targetDisplayName); 

- Interface: INetworking 
HRESULT INetworking SetSIPSettings(conststd::string& 
sDisplayName, int sipPort, int sipTransport, int 
maxSIPRequestSizeForUDP): 
HRESULT INetworking SetSIPUserAgent(conststd::string& 

sUserAgent); 

9.2 Caching Remote COM Properties 
0259. In an embodiment directed to reduce the overhead of 
remote protocol call, an exemplary implementation provides 
for the proxy implementation of the RMEP Client to cache 
COM properties in those Remote COM Proxies. In an exem 
plary approach, the RMEP Client layer is responsible for 
parsing responses and notifications as well as accessing and/ 
or updating the property members of proxy objects. For 
example if there is a call state change on the remote terminal 
side, a notification carrying all call properties is received by 
the RMEP Client and the properties in the RemotCallProxy 
object are updated. 

10. RMEP Connection Establishment Support 
0260. In an exemplary embodiment the RMEP provides 
the necessary Support for connection establishment. For 
Remote Restricted mode (see Section 10.3.2), the RMEP 
layer passes RMEP message to the underlining connection 
built by the Terminal Server Connector and the Terminal 
Client Connector modules. For the Pseudo Remote Mode, a 
TCP connection is built directly between RMEP Client and 
Server layer. 

10.1 Media Engine Build Version Check 
0261) To avoid unnecessary Media Engine build version 
conflict between the terminal client and terminal server dur 
ing our internal development, an exemplary embodiment may 
include a build level and a build number check as part of the 
connection setup process. For example, the terminal server 
verifies and matches the build number of the connecting ter 
minal client only if the Terminal Client is a “debug' build 
(BuildLevel is “d). 
0262. As discussed in greater detail in Section 10.2, a 
version request is sent first from the terminal server to the 
terminal client. The terminal client sends back a response 
containing the supported RMEP Protocol version informa 
tion as well as the Media Engine build information. When the 
terminal build level is d, then the terminal MediaEngine 
version matches in all respects viz. we need to compare the 

Sep. 15, 2011 

MediaEngine's major, minor, patch, level and build. The ter 
minal server bypasses the check if the “Build-Level is “r” 
(not “d') and continues the RMEP version negotiation pro 
cess (see Section 10.2). 
0263. As an example, here pertaining to when the terminal 
server and terminal client are being connected, the terminal 
server sends a request with its own RMEP protocol version 
information: 

REQUEST MsgId:VersionRequest CSeq:1 PayloadSize:28 
ContentType:applicationison 
{ 

Major: 1, 
Minor: 0 

0264. The terminal client responses with Media Engine 
build information as well as RMEP protocol information: 

REPLY Msgld: VersionRequest CSeq:1 PayloadSize:62 
ContentType:applicationison 
{ 

MediaEngineVersion: 10.2.99.d. 1 DEBUG) 
Major: 1, 
Minor: 0 

10.2 Protocol Version Negotiation 
0265. In an exemplary embodiment a protocol version 
negotiation is part of the connection setup process. For 
example, when the RMEP Client and Server are being con 
nected, the RMEP Client first sends a version request with its 
own version information to the connecting RMEP Server, the 
RMEP Server either replies its own version or a FAULT 
response if the version is higher and not Supported. The 
RMEP Client disconnects the connection if the Server's ver 
sion is too old or uses the lowest version number for the final 
version. 

10.2.1 RMEP Server Version Decision 

0266 FIG. 26 provides an exemplary block diagram illus 
trating the RMEP Server version decision tree. 

10.2.2 RMEP ClientVersion Decision 

0267 FIG. 27 provides an exemplary block diagram illus 
trating the RMEP Client version decision tree. 
0268. In an exemplary embodiment the RMEP Client and 
Server modules saves the final version that applies to the 
connection. Each RMEP version in RMEP Client is associ 
ated with a Request Command Set. For example, if the 
Request Command Set's version is greater than the negotiated 
version, the whole request set is disabled. 
0269. The following example illustrates a case where the 
final version is 1.0: 

REQUEST MsgId:VersionRequest CSeq:1 PayloadSize:28 
ContentType:applicationison 
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-continued 

Major: 1, 
Minor: 0 

REPLY Msgld: VersionRequest CSeq:1 
ContentType:applicationison 

PayloadSize:28 

{ 
MediaEngineVersion: 10.2.99.d.1 DEBUG) 
Major: 1, 
Minor: 6 

(0270. This example illustrates a case where the RMEP 
Server rejects and disconnects the connection since RMEP 
server's version is only 1.6. 

REQUEST MsgId:VersionRequest CSeq:1 
ContentType:applicationison 

PayloadSize:28 

Major: 2, 
Minor: 0 

FAULT Msgld: VersionRequest CSeq:1 
ContentType:applicationison 
{Reason: protocol mismatch 

PayloadSize:27 

10.3 Connection Support 
0271 In this section exemplary aspects of connection Sup 
port are provided. 

10.3.1 Static Class Diagram 
0272 FIG. 13 illustrates an exemplary class diagram 
showing an aggregation association between the RMEPCli 
ent object and the RMEPConnection object. 

10.3.2 Remote Restricted Mode 

0273. In an exemplary embodiment operating under the 
Remote Restricted Mode, the connection is established 
through TSC and TCC. The RMEP Client creates a TSC 
object as a connection handler. The TSC layer provides send/ 
receive and callback functions for the RMEP Client through 
the handler. 
0274. In an embodiment, TCC is implemented a separated 
process. 

10.3.3 Pseudo-Remote Mode 

0275. In an exemplary embodiment operating the Pseudo 
Remote Mode, there is no TSC and TCC involved. The RMEP 
Client spawns the Media Engine Host process on the same 
machine and also passes the application host and port as 
command-line parameters using Windows CreateProcess 
system call. The spawned Media Engine Host application 
realizes it is under the Pseudo-Remote mode, and the RMEP 
Server creates a connection to the RMEP Client using the 
RMEPConnection object as its connection handler for the 
TCP connection. 

10.3.4. Keep Alive Support 
(0276. In an exemplary embodiment the RMEP Client 
keeps sending KEEP-ALIVE request to REMP Server. The 
RMEP Server echoes a response back. For example: 
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REQUEST MsgId:KEEP-ALIVE CSeq:67 PayloadSize:0 
ContentType:applicationison 
REPLY Msgld:KEEP-ALIVE CSeq:67 PayloadSize:14 
ContentType:applicationison 

10.3.5 Threading 

(0277. In an exemplary embodiment the RMEP server uses 
the same dispatcher thread which is used for receiving 
requests to notify Media Engine Host for the request process 
ing. The Media Engine Host needs to return the dispatcher as 
Soon as possible (no blocking is allowed). 

11. RMEP Transactions 

(0278. In an exemplary embodiment the RMEP Client 
maintains a list of ongoing transactions to track the status of 
each sending request and receiving response, and the RMEP 
Server keeps a list incoming transactions for processing 
requests. The transaction layer of RMEP reports any problem 
regarding to the underneath connection, missing response or 
timeout related events. 

11.1 Class Diagram 

(0279 FIG. 14 illustrates an exemplary class diagram 
showing the RMEP Client maintaining a list of ongoing trans 
actions to track the status of each sending request and receiv 
ingresponse, and the RMEP server keeping a list of incoming 
transactions. 

11.2 Transaction State 

0280. In an exemplary embodiment the states for RMEP 
Client transaction may be defined and arranged as listed 
below: 

IDLE->TRYING->COMPLETED 
IDLE: Initial state. 
TRYING: The transaction starts. 
COMPLETED: Received the response. 

0281. In an exemplary embodiment the states for a RMEP 
Server transaction may be defined and arranged as listed 
below: 

IDLE-> TRYING->COMPLETED 
IDLE: Initial state. 
TRYING: The transaction starts. 
COMPLETED: Transmitted the final response. 

11.3 Transaction Call Backs 

0282. In an exemplary embodiment the RMEP parser 
parses the receiving RMEP message and creates an either 
RMEP Client or Server transaction. The RMEP Msg|D and 
CSeq attributes are the key matching a new or existing trans 
action. 
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0283. In an exemplary embodiment OnRequest( ) and 
OnResponse() is provided for following (an) event process 
ing step(s). 
0284. In an exemplary embodiment error handling call 
backs such as OnTimeout, Onlisconnected() may also be 
provided. 

12. Approaches to Deploying Two-Component 
Partitioned Media Engines 

0285 Attention is now directed to exemplary approaches 
to deploying two-component partitioned media engines, 
beginning with a review of the previously presented exem 
plary arrangements depicted in FIGS. 8 and 22-24, and 
another example alternative embodiment depicted in FIG. 28. 
0286 FIG. 8 illustrates an exemplary deployment of a 
two-component partitioned media engine wherein each 
server ME instance runs in a virtual machine on the server 
platform. Each server ME instance is coupled with a terminal 
ME instance executing on the corresponding terminal plat 
form but not within the terminal client session. 
0287 FIG.22 illustrates an alternative exemplary arrange 
ment similar to that of FIG.8 but wherein server MEinstances 
do not execute on virtual machines but rather on a special 
SeVe. 

0288 FIG. 23 illustrates another alternative exemplary 
arrangement similar to that of FIG. 8 but wherein terminal 
ME instances execute within terminal clients (rather than 
parallel to them). 
0289 FIG.24 illustrates yet another alternative exemplary 
arrangement combining the serverside modifications of FIG. 
22 and the terminal side modifications of FIG. 23. 
0290 FIG. 28 illustrates an alternative embodiment simi 
lar to that of FIG. 8 but wherein each server ME instance runs 
on a dedicated server rather than on a virtual machine in the 
SeVe. 

0291 Various embodiment of the inventive concept pro 
vide for additional variations that are possible as would be 
apparent to persons of skilled in the art. These are provided 
for by the invention. 
0292 Various embodiment of the inventive concept fur 
ther provide for two or more the various exemplary embodi 
ments depicted in FIGS. 8 and 22-24, as well as any variations 
on them, to be implemented in co-existing combination. 
These are provided for by the invention. 
0293 Various embodiment of the inventive concept fur 
ther provide for two or more the various exemplary embodi 
ments depicted in FIGS. 8 and 22-24, as well as any variations 
on them, to be implemented in interworking combination. 
These are provided for by the invention. 
0294 Various embodiment of the inventive concept fur 
ther provide for any of the arrangements of FIGS. 8 and 
22-24, as well as any variations on them, to be implemented 
in any one or more of the configurations depicted in FIGS. 
2-3, 4a-4b, 5a-5e, 6 as well as any variations upon these and 
combinations. These are provided for by the invention. 
0295. It is explicitly noted that the exemplary partition 
above with the SE running on the virtual machine will operate 
on any of the configurations depicted in FIGS. 8 and 23, as 
well as variations on these and combinations, and these con 
figurations will operate in any one or more of the configura 
tions depicted in FIGS. 2-3, 4a-4b, 5a-5e, 6 as well as any 
variations upon these and combinations. The full range of 
these many possibilities and there natural extensions are 
anticipated and provided for by the invention. 
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0296. Additionally, it is explicitly noted the exemplary 
partition above with the SE running outside the virtual 
machine will operate on any of the configurations depicted in 
FIGS. 22 and 24, as well as variations on these and combina 
tions, and these configurations will operate in any one or more 
of the configurations depicted in FIGS. 2-3, 4a-4b, 5a-5e, 6 as 
well as any variations upon these and combinations. The full 
range of these many possibilities and there natural extensions 
are anticipated and provided for by the invention. 

13. Exemplary Implementations 

0297. This section provides examples showing how the 
present invention can address the challenges of delivering 
real-time media interactive collaboration applications in 
stand alone as well as an extremely wide range of VDI and 
VAI arrangements that are easily administered. In general the 
examples are based on the following concepts: 

0298 A Media Engine is implemented with auto-divid 
ing capabilities Such as those described in Section 14: 

0299. As possible, the software may be implemented so 
as to additionally auto-configure lower-level details 
responsive to the terminal platform it is executing on; 

0300 When in stand-alone mode (i.e., in an environ 
ment such as FIG. 1), a single instance of the Media 
Engine; 

0301 When in VDI/VIA mode (i.e., in an environment 
Such as FIG. 2 and the many variations subsequently 
discussed): 
0302) The real-time high-bandwidth high-CPU-us 
age components of the Media Engine may be 
deployed in a Media Engine instance on the remote 
terminal device (rather than executing on a VDI 
server); 

0303 A protocol, such as the exemplary Remote 
Media Engine Protocol (RMEP) described in Section 
11, extends the Media Engine interface across a VDI 
connection and allows terminal-side instance of the 
Media Engine to be controlled remotely by the appli 
cation across a VDI channel. 

0304. In one or more embodiments of the invention, there 
may be multiple implementations of the Terminal Server 
Connector and Terminal Client Connector modules for 
example, different versions for CITRIX(R), HPR), and 
“pseudo-remote” modes of operation. Various degrees of spe 
cific remote terminal platform functionality may be encapsu 
lated in these modules as advantageous and/or as possible. 
0305. In one or more embodiments of the invention, an 
exemplary Media Engine embodiment may comprise two 
modes, “Auto' and “Restricted” based on two different COM 
ClassIDs. In such an embodiment: 

0306 the Media Engine Host application running on the 
Terminal Client always starts the MediaEngine in the 
“Restricted mode, which has restricted media engine 
functionalities like lack of Address Book, Call Logging 
etc.; and 

0307 the Media Engine started in “Auto” mode will 
detect the mode automatically which could be local, 
pseudo-remote, CITRIX(R) or HPR). We will use a 
DeploymentMode registry key to specify if Media 
Engine needs to run in pseudo-remote mode, which will 
be used for testing the Remote Terminal internally. 
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HKEY CURRENT USER\Software\AvistarMediaEngine 
“DeploymentMode'-'remote 

0308. In one or more embodiments of the invention, CIT 
RIX(R) or HP(R) sessions may be identified via detection by 
their respective APIs. In such an embodiment, the Media 
Engine may run in local mode if it cannot detect a pseudo 
remote, CITRIX(R) or HP(R) mode. 
0309. In one or more embodiments of the invention, the 
CITRIX(R) Terminal Client Connector may be realized as a 
Virtual Channel Driver DLL. In an exemplary embodiment, 
the “pseudo-remote TCC will be linked into the Media 
Engine Host executable. 
0310. In one or more embodiments of the invention, the 
Terminal Server Connector code should be written to use 
dynamic rather than static linkage to terminal server API 
functions. This will allow a single Media Engine binary to 
work on all systems, whether or not they have the terminal 
server libraries installed or accessible. FIG. 29 depicts an 
exemplary logical representation of terminal access type han 
dling as provided for by the invention. FIG. 30 depicts an 
exemplary implementation of terminal access type handling 
as provided for by the invention. 
0311 FIG. 31 depicts exemplary media engine initializa 
tion handling in accordance with one embodiment. For 
example, in an embodiment, initializing a media engine 
instance in proxy mode will result in also initializing the C3 
Media Engine running on a terminal client. This remote ini 
tialization scenario introduces a number of failure conditions 
that could to be reported through the user interface. As an 
example, in the event the remote ICA Client does not have a 
media engine installed, an error must be reported which can 
be processed by initializing the application to present an error 
message to the user along with any other implementation 
desired to track the condition Such as logging the event to a 
file. 
0312 FIG. 32 depicts an exemplary media engine auto 
recovery sequence as provided for by the invention. 
0313 Using this general framework or variations upon it, 
exemplary embodiments of the invention directed to the fol 
lowing vendor VDI and VAI offerings are considered: 

0314 CITRIX(R) 
0315 HP(R) 
0316 WYSE(R) “thin client terminals 
0317 MICROSOFTR OCS 

0318. These discussions are provided below. 

13.1 CITRIXOR) 

0319. The following nomenclature is introduced for dis 
cussing exemplary implementations Software embodiments 
O SVS 

0320 Parent Application: the application that needs to 
run on CITRIX(R). In an exemplary embodiment, the 
same Parent Application software will support both VDI 
and fat client deployments. 

0321 Media Engine in Proxy Mode: In an embodiment, 
this is the Media Engine extended with a “proxy' mode 
that allows it to send requests to a remote instance of 
Media Engine across the ICA channel. In an embodi 
ment, the resulting arrangement implements the server 
side of the RMEP protocol. 
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0322 The following nomenclature is introduced for dis 
cussing exemplary implementations Software embodiments 
on remote terminals: 

0323 Media Engine Host: In an embodiment, this is the 
executable that hosts C3 Media Engine on the remote 
terminal. It is responsible for instantiating the C3 Media 
Engine COM object and it waits for connections from 
the AVISTARR CITRIX(R) Client Plug-In. Media 
Engine Host also implements the client-side portion of 
the Remote Media Engine Protocol. 

0324 Media Engine for Terminals: In an embodiment, 
is a Media Engine optimized for thin terminals which 
typically have lower CPU capabilities than traditional 
PCS. 

0325 ICA Client Plug-In. In an embodiment, this is 
software that plugs into the ICA client software and 
creates a Virtual Channel across the ICA protocol. This 
virtual channel is used to relay messages between the 
Media Engine Host and the Parent Application running 
on the CITRIX(R) server. 

0326. These can be used to construct exemplary embodi 
ment architectures wherein a remote terminal Media Engine 
plugs into application software running on the server using 
the same interfaces as those of the standard Media Engine, but 
all interface requests are relayed to the client-based Media 
Engine module using a connection manager protocol Such as 
the CITRIX(R) ICA protocol: 

0327. In one or more embodiments of the invention, the 
remote terminal Media Engine transmits compressed 
video directly from the user terminal and avoids sending 
uncompressed video over the network. This makes the 
solution work in WAN environments and allows scaled 
deployments in LAN environments. 

0328. In an embodiment, the remote terminal Media 
Engine routes audio/video directly between clients over 
UDP and bypasses TCP-based VDI protocols entirely, 
thereby allowing voice and video traffic to take advan 
tage of underlying QoS infrastructure. 

0329. In an embodiment, the remote terminal Media 
Engine relegates audio/video compression and decom 
pression from the CITRIX(R) server to the user device, 
thereby significantly increasing the Scalability of the 
Solution. 

0330. In one or more embodiments of the invention, all 
functionality related to managing collaboration application 
calls and associated media streams are deployed on the ter 
minal while non media-related functionality execute on the 
CITRIX(R) server to preserve the benefits of centralized appli 
cation delivery. For example, the address book of a collabo 
ration application can, in an embodiment, be implemented as 
a standalone piece of code that should run on the server rather 
than on the desktop. 
0331 FIG. 33 shows a general exemplary arrangement 
delivering the solutions provided by the invention to CIT 
RIX(R) environments. More specifically, CITRIX(R)provides a 
broad variety of mechanisms for delivering applications and 
desktops. These mechanisms are largely based on two prod 
uct approaches: 

0332 XenApp 
0333 XenDesktop 

13.1.1 XenApp Deployments 

0334 With XenApp, users use ICA client software to con 
nect to a XenApp server running on WINDOWS(R) Server 
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2003 or WINDOWS(R) Server 2008 to access applications on 
that server or the entire server desktop. Leveraging Terminal 
Services (on WINDOWS(R) 2003) or Remote Desktop Ser 
vices (on Windows 2008), XenApp allows different users to 
connect to the same server at the same time. In a typical 
deployment, a single XenApp server can Support up to 500 
users. CITRIX(R) typically refers to XenApp-based deploy 
ments as Hosted Shared Apps or Hosted Shared Desktops. 

13.1.1.1 Hosted Shared Apps 
Single XenApp Server 

0335. This is the simplest scenario. Here all users in a 
XenApp deployment connect to the same XenApp server, as 
shown in FIG. 34. XenApp deployments create a number of 
potential implications. As stated before, all users connected to 
a XenApp server share the same underlying server. As a 
result, multiple users may run the same application on that 
server at the same time. In order to support XenApp, appli 
cations must be designed to Support running multiple 
instances of that application on the same machine at the same 
time. Potential areas of concern related to this architecture 
and addressed by the invention include the following: 

0336 Port conflicts: multiple application instances try 
ing to use the same IP ports; 

0337 Access to registry: multiple application instances 
sharing the same registry hive; 

0338 Access to configuration files: multiple applica 
tion instances sharing the same configuration files; 

0339 Access to COM objects: multiple application 
instances instantiating the same COM objects; 

0340 Access to data files: multiple application 
instances accessing the same data files; 

0341. Access to log files: multiple application instances 
writing to the same log files. 

13.1.1.2 Hosted Shared Desktops 
Single XenApp Server 

0342. From a deployment point-of-view, this scenario is 
almost identical to the Hosted Shared Apps Scenario, except 
that the entire server desktop is accessed rather than indi 
vidual applications. This results in a user experience that is 
similar to XenDesktop (described later) although the desktop 
is shared with other users (hence the term Hosted Shared 
Desktops) rather than dedicated to a specific user. 

13.1.1.3 Hosted Shared Apps and Desktops 
Multiple XenApp Servers 

0343 Since a typical XenApp server supports about 500 
users, Scaled deployments require multiple XenApp servers. 
CITRIX(R) organizes XenApp servers in a server farm. Load 
balancing infrastructure is used to distribute the users among 
the set of available XenApp servers in a farm. Note that in a 
typical deployment, XenApp servers are virtualized. 
0344) Deploying multiple servers introduces a number of 
issues, since there is no guarantee that a user will connect to 
the same server every single time. To ensure that users have an 
identical experience independent of which XenApp server 
they connect to, all XenApp servers must have identical soft 
ware images (i.e. they must run the same OS, have the same 
applications installed, have identical configuration informa 
tion, etc.) 
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0345 To avoid the management hassles associated with 
trying to maintain identical Software images on different 
machines, CITRIX(R) allows servers to boot from virtual disks 
(VDisk) provided by a Provisioning Server (PVS) across the 
network. Multiple XenApp servers can boot from the same 
VDisk which ensures identical images for those servers. Pro 
visioning Server provides tools that allow administrators to 
create and manage VDisks. The VDisks can be configured in 
three different modes: 

0346 Standard VDisks are effectively read-only: all 
server writes to VDisk are stored in a unique local change 
file (the write cache) that is destroyed upon each server 
reboot. 

0347 Private VDisks support read/write operation: each 
server has a dedicated VDisk image configured in a read/ 
write fashion. All changes to the VDisk are propagated 
back to the Provisioning Server and become part of the 
VDisk image. This makes it impossible to share VDisks 
between different servers, eliminating most of the ben 
efits of VDisks. 

0348 Differential visks are a hybrid of standard and 
private VDisks: each server stores VDisk writes into a 
unique local change file that Survives server reboots, 
allowing servers to keep configuration changes. How 
ever, these changes are discarded whenever the base 
VDisk is modified on the Provisioning Server. 

0349 CITRIX(R) Best Practice is to use Standard vDisks, 
effectively disallowing write operations to the base image. 
This configuration is shown in FIG. 35. 
0350 For Hosted Shared Apps using multiple XenApp 
servers with Standard VDisks, this has the following implica 
tions: 

0351 Persistent user data (such as user-specific con 
figuration settings, user preferences, applications-spe 
cific data, etc.) must be stored in the user's Profile or on 
network disks that store user-specific data (typically 
SANs are used to make user data available to all XenApp 
servers in a farm). Moreover, users need to be set up with 
Roaming Profiles to make sure their profiles follow them 
no matter which server they log into. 

0352 Application-generated files (such as log files, 
audit logs, call detail records) that need to survive server 
reboots cannot be stored locally on the server, since 
server reboots will restore the standard VDisk image, 
thereby erasing all previously written data. 

13.1.2 XenDesktop Deployments 

0353 To avoid many of the challenges associated with 
sharing applications and desktops on the same server using 
XenApp, CITRIX(R) introduced XenDesktop as an alternative 
technology. With XenDesktop, users use ICA client software 
to connect to an entire desktop (physical or virtual) that is 
dedicated to that individual for the duration of the session. 

0354. In one or more embodiments of the invention, as far 
as Software applications are concerned, this deployment is 
similar to running on a dedicated desktop at the user's desk, 
except that the desktop is located in a data center and accessed 
remotely using the ICA protocol. As a result, applications 
typically do not need to be certified to be 'Xen Desktop 
Ready”. 
0355 CITRIX(R) typically refers to XenDesktop-based 
deployments as Hosted Desktops (as opposed to the Hosted 
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Shared Desktops provided by XenApp). These scenarios are 
explored further in the remainder of this section. 

13.1.2.1 Hosted VM-Based Desktops 

0356. In the Hosted VM-Based Desktop scenario, each 
user's desktop runs in its own virtual machine, enabling mul 
tiple users to share a single physical server while running their 
environments in isolation from one-another. As compared to 
XenApp shared desktops, this solution affords each user the 
more personalized Windows desktop experience that is typi 
cally needed by office workers. More importantly, by assign 
ing dedicated desktop to each user, XenDesktop avoids all the 
problems associated with running multiple instances of an 
application running on the same machine at the same time. 
This scenario is shown in FIG. 36. 

0357. In a typical deployment, a single physical server can 
Support about 50 simultaneous virtual desktops, so the scal 
ability of this solution is not quite as good as XenApp. More 
over, XenDesktop requires management of each user's desk 
top, whereas XenApp is limited to managing just the server 
images. Provisioning Server is typically used to allow all 
users in the same group to use the same VDisk image, which 
simplifies desktop management. As with XenApp, Standard 
VDisk is the recommended scenario. This means that 
XenDesktop deployment scenarios impose all the same 
requirements on application-specific data as the Multiple 
XenApp Server scenarios. 

13.1.2.2 Hosted Blade PC Desktops 

0358. This scenario is exactly like VM-based desktops, 
but running on dedicated hardware instead. As a result, there 
is one user per hosted blade PC. This scenario imposes the 
fewest restrictions, but it is not very commonly used because 
of scalability limitations. 

13.1.3 Mixed XenDesktop/XenApp Deployments 

0359. This scenario, shown in FIG. 37 is often referred to 
as Virtual Apps to Hosted Desktops, and is a combination of 
the XenApp and XenDesktop scenarios described above. In 
this scenario, CITRIX(R) is configured to: 

0360 Deliver hosted desktops (VM or blade) to users. 
These hosted desktops are typically configured with 
applications that are common to all users, allowing 
administrators to manage a very Small number of VDisks 
for hosted desktops. 

0361 Deliver hosted applications into these hosted 
desktops. This allows administrators to deliver applica 
tions selectively to specific groups of users without hav 
ing to create separate VDisks for each group of users. 

0362. This is the most common Citrix deployment sce 
nario since it combines the Scalability and management ben 
efits of XenApp with the personalization and isolation ben 
efits of XenDesktop. However, it is also the most complex 
scenario. From a technical point-of-view, applications deliv 
ered through this mechanism incur a double ICA hop, since 
users access their hosted desktops across one ICA link, while 
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those desktops access hosted shared applications across a 
second ICA link. Consequently, while the overall solution 
should be designed with this scenario in mind, mixed 
XenApp/Xendesktop deployments do not need to be sup 
ported in the first release of C3 Integrator CITRIX(R) Edi 
tion. 

13.1.4 Streamed Applications and Desktops 

0363 This is a model of application and desktop virtual 
ization that does not involve the ICA protocol, but rather 
relies on “networkboot concepts that provide a local desktop 
experience to the end-user but allows centralized manage 
ment of the desktop. Again, Provisioning Server in the data 
center is used to stream the desktop to users’ physical PCs 
when they bootup. 
0364 Given that this deployment scenario does not 
involve the ICA protocol, it is outside the scope of this docu 
ment. However, given that Avistar will need to operate cor 
rectly in Standard VDisk environments to support the various 
ICA-based deployment scenarios, it is expected that virtual 
ization scenarios based on streaming “will just work.” 

13.2 VMware 

0365. In an embodiment, a VMware VDI implementation 
may be implemented in ways similar to the CITRIX(R) imple 
mentation. Some VMware-specific adaptations provided for 
by the invention include: 

0366 Differences in window management and window 
geometry updating to remote terminal clients; 

0367 VMwareView software to access Windows appli 
cations running on VMware servers from VMware View 
clients; 

0368 Adaptation of the RMEP protocol to VMware's 
PCoIP protocol. 

13.3 HP 

0369. In an embodiment, an HPVDI implementation may 
be implemented in ways similar to the CITRIX(R) implemen 
tation. Some HP specific adaptations provided for by the 
invention include: 

0370 Differences in window management and window 
geometry updating to remote terminal clients; 

0371 RGS software to access Windows applications 
running on RGS BladeServers from HP RGS Terminals: 

0372 Leveraging of RGS support for “collaboration” 
VS. “regular modes of remote desktop access. 

13.4 WYSEOR) 

0373 The intention for supporting virtual desktop ses 
sions using CITRIX(R), HP(R), or other commercial solutions is 
for the application to be as hardware independent as for any 
workstation deployment. In that respect, there should be no 
need to state specific requirements related to particular thin 
client terminal model any more than Such requirements would 
be necessary for development of an application intended to 
run under Windows. 
0374 WYSE(R) sells a number of thin client devices as 
summarized in the following table. There are four basic mod 
els based on 4 different CPU families, resulting in four dif 
ferent performance profiles. For each of these models, differ 
ent operating environments are Supported. 
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Processor 

AMD Via C7 
Geode GX Eden- 1 GHz AMD 
366 MHZ WIA 1 GHz 800 MHz Sempron 

WYSE (R. ThinOS S10 V10 
WINDOWS (RCE S30 C3 OLE V30 
LINUX (R) S50 V50 RSO 
WINDOWS (RXPe C9 OLE V90 R90 

0375. Only the high-end R class terminals are capable of 
supporting 30 fps video. Although WYSWR) terminals are 
available with multiple embedded software choices 
(WYSER.ThinCS, WINDOWSR CE, LINUXR, WIN 
DOWSRXPe. WINDOWS(R) Embedded Standard), the most 
predominant platform appears to be WINDOWSR, XPe 
(WINDOWSRXP embedded). 
0376 Various embodiments of the inventive concept fur 
ther provide for operation using such WYSER) “thin client’ 
terminals. 

13.5 MICROSOFTR) OCS 

0377 Various embodiments of the inventive concept fur 
ther provide for full audio and video support for OCS on 
CITRIX(R) to present users with a simple launch of the soft 
ware from OCS and to embed the software within the OCS 
look and feel. An example of the user experience may be 
similar to that shown earlier in FIG. 15. 
0378 Launching the application direct from within the 
MICROSOFTR OSC (MOC) client using menu extensions 
within MOC with the Contacts List extended with an option 
to start an audio/video conference provided by the invention 
with the selected contact(s). No additional presence or direc 
tory Subsystem need be provided since all presence and con 
tact information is entirely managed through and obtained 
from MICROSOFTR) OCS. 
0379 FIG. 38 depicts an exemplary MOCA startup 
sequence as provided for by the invention. 
0380 FIG. 39 depicts an exemplary MOCA exit sequence 
as provided for by the invention. 
0381. In one or more embodiments of the invention, 
server-based integration is based on Remote Call Control 
(RCC). When Office Communicator is configured for 
Remote Call Control MOC users will continue to use the 
existing MOC GUIs to place calls, but rather than using the 
built-in MOCA/VIP clients, calls are placed using the media 
engine. This provides the end-user with an experience that is 
as close as possible to the end-user experience provided by 
MOC. Note that if RCC is already in use for other applica 
tions (e.g. to integrate with PBX infrastructure), 
MICROSOFTR OCS Server Plug-Ins are used to mimic a 
Remote Call Control experience. 
0382. The invention also allows users to take advantage of 

all MICROSOFTR) OCS functionality including voice and 
video chat—even in CITRIX(R) environments. 
0383. In addition to calling integration through RCC and 
Action Menu extensions, various embodiments of the inven 
tion also provide the following additional integration points: 

0384 Multiple available presence states to show when a 
user can be reached via the solution; 

0385. The application GUI controls can be provided in 
a custom tab: 
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0386 Seamless and immediate access to any other 
types of A/V endpoint within customers voice and video 
networks. 

14. Auto-Dividing Two-Component Partitioned 
Media Engine According to Execution Platform 

0387 Referring to the exemplary architecture of a con 
temporary high-functionality real-time interactive collabora 
tion application, various adaptations must be made for the 
various platforms and cases described thus far. For example: 

0388. When the exemplary FIG. 15-16 application 
executes solely on a traditional stand-alone computer 
Such as that Suggested in FIG. 1, the media engine does 
not need to be partitioned and further done not require a 
virtual channel driver, and as Such can operate as 
depicted in FIG. 16. This case is represented in FIG.40a 
wherein the full FIG.16 architecture is implemented but 
a possible virtual channel driver is not (depicted by the 
“X” cross-out over the VC element); 

0389 For the portion of the exemplary FIGS. 15-16 
application executing on a VDI terminal, be it executing 
in parallel to the terminal client (as in FIGS. 8 and 22) or 
within the terminal client (as in FIGS. 23 and 24), the 
GUI component, COM interface, contacts element, and 
associated external elements are not implemented and 
the virtual channel driver is implemented. This case is 
represented in FIG. 40b depicting corresponding “X” 
cross-outs over the unimplemented elements and the 
virtual channel driver depicted with no “X” cross-out; 

0390 For the portion of the exemplary FIG. 15-16 
application executing on a traditional VDI virtual 
machine server session (as in FIGS. 8 and 23), the media 
and control elements are not and the virtual channel 
driver is implemented. This case is represented in FIG. 
40c depicting corresponding “X” cross-outs over the 
unimplemented elements and the virtual channel driver 
depicted with no “X” cross-out; 

0391) For the portion of the exemplary FIGS. 15-16 
application executing on a simplified VDI virtual 
machine server session (as in FIGS. 22 and 24), the 
media, control, contacts, outside utilities and virtual 
channel driver elements are not implemented and the 
virtual channel driver is implemented. This case is rep 
resented in FIG.40d depicting corresponding “X” cross 
outs over the unimplemented elements; 

0392 For the portion of the exemplary FIGS. 15-16 
application executing on a SE server, (as in FIGS. 22 and 
24), the GUI component, COM interface, media ele 
ment, and control elements are not implemented and the 
virtual channel driver is implemented. This case is rep 
resented in FIG. 40e depicting corresponding “X” cross 
outs over the unimplemented elements and the virtual 
channel driver depicted with no “X” cross-out. 

0393. In one or more embodiments of the invention, a 
single media engine article of software is deployed as a gen 
eral-purpose SIP voice and video engine with the goal of 
being integrated with a variety of other technologies. In Such 
embodiment or variations upon it, the media engine has the 
following characteristics: 

0394 Functionality is delivered entirely through APIs. 
The GUI to these features is provided on top of APIs 
directly by the embedding application, or existing GUIs 
are customized to fit the look-and-feel of the embedding 
application; 
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0395 Audio support includes one or more of G.711, 
G.722, G.722.1c, and AAC-LC for audio calls from 3 
kHz to 14 kHz (ultra-wideband); 

0396 Video support includes one or more of H.264, 
H.263+, and H.263 for video with rates ranging from 
128 kb/s to 2048 kb/s. Video is encoded at up to 30 fps 
(depending on the webcam used); 

0397) The Avistar C3 Media Engine includes HD sup 
port. Supported video resolutions: 
0398 HD 720P (1280x720 pixels) 
0399 4CIF resolution (704x576 pixels) 
(0400 VGA resolution (640x480 pixels) 
04.01 400x244 pixels 
(0402 CIF resolution (352x288 pixels) or SIF (352x 
240) 

(0403 QCIF resolution (176x144 pixels) or QSIF 
(176x120) 

0404 Video is transmitted over RTP: 
0405 daptive jitter buffer, packet loss concealment, call 
rate adaptation, and other techniques are used to pre 
serve quality of service; 

0406 Standards-based firewall traversal (using STUN, 
TURN, and ICE) are provided. 

0407. In an embodiment, a common article of software 
automatically configures itself at installation, or at a later 
time, so as to implement selected elements and not implement 
other elements according to automatically-provided platform 
information. This is illustrated in FIG. 41a. Examples of 
automatic configuration based on platform information 
includes: 

0408 Choice of target system load level for dedicated 
desktops, virtual desktops, shared-use systems or 
remote terminals; 

04.09 Choice of video resolutions and framerates based 
on available CPU, GPU or DSP resources or video cam 
era capabilities; 

0410 Choice of the audio sampling frequency to create 
the right tradeoff between system load and audio qual 
ity; 

0411 Availability of certain quality enhancement algo 
rithms, such as video noise filtering or acoustic echo 
cancellation, based on available hardware and comput 
ing resources. 

0412. In one or more embodiments of the invention, a 
common article of Software may automatically configure 
itself at installation, or at a later time, so as to implement 
selected elements and not implement other elements accord 
ing to administrator-provided set-up information. This is 
illustrated in FIG. 41b. Examples of automatic configuration 
based on administrative information may include: 

0413 Features enabled or disabled based on per-termi 
nal licensing, for different terminals used to access the 
same set of systems or applications; 

0414 Features enabled or disabled based on per-appli 
cation licensing, for different applications using the 
same partitioned article of Software; 

0415 Features enabled or disabled based on end user 
entitlement, for different users accessing the same sys 
tem, application, or terminal. 

0416. In an embodiment, a common article of software 
may automatically configure itself at installation, or at a later 
time, so as to implement selected elements and not implement 
other elements according to both automatically-provided 

Sep. 15, 2011 

platform information and administrator-provided set-up 
information. This is illustrated in FIG. 41c. 

15. Approaches to Multi-Component Partitioned 
Media Engine Software Implementation 

0417. Throughout Sections 4-14, the partition of the 
media engine into two sections, a first portion best Suited for 
execution at the terminal platform and a second best suited for 
execution at the server platform within VDI and VAI archi 
tectures, as presented in detail. Such a two-way partition has 
a strong advantage for the current state of server hardware and 
Software, desktop computing terminal hardware, application 
software, and administration environments such as the VDI 
and VAI architectures that have been considered. The added 
capability to allow a single article of Such software to auto 
divide, auto-configure, and/or set-up configure so as to best 
match the underlying platform, networking, and distributed 
processing environment and/or other directives provides con 
siderable ease of installation, administration, version mini 
mization, and other important value. 
0418. As mentioned earlier, these principles and 
approaches need not be limited to a two-component partition. 
In particular, in one or more embodiments of the invention, a 
number of other rapidly evolving trends currently in place are 
excellent candidates for eventually being well-served by a 
multi-component partition, and further for these to be ren 
dered from article of such software to auto-divide, auto-con 
figure, and/or set-up configure so as to best match the under 
lying platform, networking, and distributed processing 
environment and/or other directives. These trends include: 

0419 Multi-core computing platforms (for example, 
media engines may execute on one or more cores at high 
utilization with affecting processes on other cores); 

0420. The rise of the extra computer power for Graphi 
cal Processing Units (GPUs) and forays into their use in 
general computing: 

0421 General and specialized (for example compres 
sion, decompression) DSPs: 

0422 Network distributed processing server architec 
tures for mash-ups; 

0423 Need for network based support of modest-CPU 
mobile devices. 

0424 Various embodiments of the inventive concept fur 
ther provide for multi-component partitions of a single article 
of software. 
0425 Various embodiments of the inventive concept fur 
ther provide for the multi-component partitions to be ren 
dered from article of such software by any one or more of: 

0426 an auto-divide operation; 
0427 an auto-configure operation; and/or 
0428 a set-up configure operation, 

0429 so as to best match the underlying platform, net 
working, and distributed processing environment and/or 
other directives. 

0430 Various embodiments of the inventive concept fur 
ther provide for terminal session software elements of such 
arrangement to be radically dissimilar. For example: 

0431. In a remote medicine system one terminal session 
Software element may be specially configured specially 
for interfacing with a patient and associated real-time 
physiological medical measurement instruments, 
another configured specially for interfacing with an ana 
lyzing physician, and perhaps a third configured spe 
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cially for a specialized facility device such as an MRI 
machine in a room that the patient has been brought to: 

0432. In a telemetry situation for manufacturing plant 
operations or environmental monitoring, various termi 
nal session Software elements may operate in 2-way 
modes for interfacing with machine sensors, environ 
ment sensors, operating personal, field observers, etc. 

0433. In the exemplary two-component partitions of Sec 
tions 4-14 the partition was not explicitly organized as either 
a peer or hierarchical partition (although it could be struc 
tured in some Such manner should that be advantageous). 
However, many of the motivating trends listed at the begin 
ning of this section may in some circumstances lead them 
selves to a more organized peer or hierarchical partition. 
0434 AS examples of usage, a terminal platform may be 
found upon installation or provisioning to comprise any one 
or more of: 

0435 Multicore CPU: 
0436 GPU; 
0437 General and specialized (for example compres 
sion, decompression) DSPs: 

0438 Presence of classes of peripherals (for example, 
webcam, headset, sensor interface); and/or 

0439 Special properties of peripherals (for example, 
webcam may include Video compression). 

0440 By way of example: 
0441 FIG. 42 depicts an exemplary peer-partition of a 
common article of software that would otherwise 
execute unpartitioned on a single desktop platform Such 
as that depicted in FIG. 1; 

0442 FIG. 43 depicts an exemplary hierarchical-parti 
tion of a common article of software that would other 
wise execute unpartitioned on a single desktop platform 
such as that depicted in FIG. 1; 

0443 FIG. 44 depicts an exemplary mixed-partition 
(i.e., partially peer-partitioned, partially hierarchical 
partitioned) of a common article of software that would 
otherwise execute unpartitioned on a single desktop 
platform such as that depicted in FIG. 1. 

0444 Other combinations and variations that are clear to 
one skilled in the art are anticipated and provided for by the 
embodiments of the invention. 
0445 Various embodiments of the inventive concept also 
provide for automatic or administered peer-partition of a 
common article of software so as to best match the underlying 
platform, networking, and distributed processing environ 
ment and/or other directives. 
0446. Various embodiments of the inventive concept addi 
tionally provide for automatic or administered partition of a 
common article of software so as to best match the underlying 
platform, networking, and distributed processing environ 
ment and/or other directives. 
0447 Various embodiments of the inventive concept fur 
ther provide for automatic or administered mixed-partition of 
a common article of Software so as to best match the under 
lying platform, networking, and distributed processing envi 
ronment and/or other directives. 
0448. As an example of some of the aforedescribed auto 
matic partition possibilities, consider some exemplary cases 
wherein the endpoint device operating as a VDI-client termi 
nal may in some cases interface with peripheral or internal 
media devices that may or may not additionally include one or 
more of compression and/or decompression capabilities. In 
the figures to follow, the audio/video media element of the 
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inventive article of 2-way A/V software at the endpoint device 
is further structurally segregated into four components: 

0449 Video compression; 
0450 Audio compression; 
0451 Video decompression; and 
0452 Audio decompression. 

0453 To begin, consider the possible endpoint device 
cases wherein (1) an external webcam with internal micro 
phone or (2) an external webcam without a microphone 
together with a headset or (3) a built-in webcam and micro 
phone are made available to at an endpoint device operating 
as a VDI-client terminal, and wherein one instance of an 
inventive article of 2-way A/V software is installed on the 
endpoint device and another instance of the same article of 
2-way A/V software is installed on the associated server. This 
overall situation (and many possible variations) is repre 
sented by FIGS. 45-47. The general situation regarding the 
auto partitioning was considered earlier, for example in con 
junction with FIGS. 40b-40c and FIGS. 40d-40e. Although 
the arrangement of FIGS. 45-47 depicts the particular client/ 
server automatic partition outcome associated with FIGS. 
40b-40C, it is to be understood that wide allowances for other 
client/server automatic partition outcomes. Such as the client/ 
server automatic partition outcome associated with FIGS. 
40d-40e, are implied, anticipated, and provided for by the 
invention. 
0454) More specifically: 

0455 FIG. 45 depicts an exemplary arrangement 
wherein an external webcam with internal microphone 
is made available to at an endpoint device operating as a 
VDI-client terminal, and wherein one instance of the 
inventive article of software is installed on the endpoint 
device and another instance of the same article of soft 
ware is installed on the associated server. The same 
software architecture is relevant if the webcam and mic 
are integrated into a computer monitor. 

0456 FIG. 46 depicts an exemplary arrangement 
wherein an external webcam without a microphone used 
together with a headset are made available to at an end 
point device operating as a VDI-client terminal, and 
wherein one instance of the inventive article of software 
is installed on the endpoint device and another instance 
of the same article of software is installed on the asso 
ciated server. 

0457 FIG. 47 depicts an exemplary arrangement 
wherein a built-in webcam and microphone are made 
available to at an endpoint device operating as a VDI 
client terminal, and wherein one instance of the inven 
tive article of software is installed on the endpoint device 
and another instance of the same article of Software is 
installed on the associated server. Here the endpoint 
device may be a laptop computer (as depicted), tablet 
computer, etc. comprises an internal microphone and 
internal speaker as well as internal audio compression 
and internal audio decompression. 

0458 Next to be considered are exemplary variations 
wherein the webcam and/or headset include media compres 
sion/decompression capabilities that could be exploited so as 
to offload media CPU loading at the endpoint device operat 
ing as a VDI-client terminal. 
0459 FIG. 48 depicts in more detail wherein a peripheral 
webcam further comprises internal video compression. 
Under the circumstance wherein the inventive article of soft 
ware detects that the webcam comprises internal video com 
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pression, the invention provides for the video compression 
element within the inventive article of 2-way A/V software 
the endpoint device not be enabled/initialized. 
0460 FIG. 49 shows an exemplary variation on the situa 
tion depicted in FIG. 48 wherein a webcam further comprises 
both an internal microphone and internal audio compression. 
Under this circumstance (wherein the inventive article of 
software detects that the webcam comprises both internal 
Video compression and internal audio compression), the 
invention provides for both the video compression element 
and audio compression element within the inventive article of 
2-way A/V software the endpoint device not be enabled/ 
initialized. It is noted that such an arrangement may not be 
practical in situations wherein received audio is reproduced 
by an acoustically proximate speaker and 2-way audio echo 
cancelling is employed. However, such a situation may be 
advantageous in some settings, for example in the case of 
using the inventive article of 2-way A/V software for creating 
an A/V recording or a 1-way A/V “webcast' broadcast. The 
endpoint device may comprise a laptop computer, tablet com 
puter, or computer monitor comprising an internal micro 
phone and internal speaker as well as internal audio compres 
sion and internal audio decompression. For example, an 
internal audio card in a laptop or tablet computer can provide 
internal audio compression, and internal audio decompres 
sion. Under this circumstance the invention provides for both 
the audio compression element and audio decompression 
element within the inventive article of 2-way A/V software 
the endpoint device not be enabled/initialized. 
0461 Additionally, various embodiments of the inventive 
concept also provide for automatic partition of a common 
article of software responsive to dynamic needs. For example, 
in an internet browsing setting, various types of mash-up 
configurations and other web-page situations may trigger 
automatic partition of a common article of software as may be 
advantageous for performance. 
0462. In one or more embodiments of the invention, soft 
ware partitions may form more complicated set and graph 
partitions than the simple exemplary cases suggested in 
FIGS. 42-44. This is possible even in the simplest two-section 
partitioning. 
0463. In one or more embodiments of the invention, a 
single terminal platform may be used to access more than one 
server platform of the same kind, or of different kinds, at the 
same time. For Such configurations, the same software parti 
tions may participate simultaneously in a hierarchical 
arrangement for client-server interaction purposes, and peer 
arrangement for the purposes of enabling optimal perfor 
mance on a single terminal. One possible embodiment of this 
simultaneous multi-partitioning uses system synchronization 
primitives and interprocess communication to coordinate 
access to limited resources on the terminal. 

0464. In one or more embodiments of the invention, soft 
ware versioning is another important aspect of partitioning. 
An article or instance of software that evolves in time may 
result in partitions belonging to different versions of software 
interacting at a given moment. Factors contributing to this 
include various hardware limitations (e.g. read-only perma 
nent executable code storage) or software policies (e.g., Soft 
ware configuration controls). The RMEP session above illus 
trates one possible embodiment of a multi-version 
compatibility mechanism. Other possible mechanisms 
include automatic updates of Software partitions; automatic 
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repartitioning to provide the best feature set given Software 
version limitations; available feature set queries and negotia 
tions. 

16. Description of Exemplary Computer Hardware 
Platform 

0465 FIG. 50 is a block diagram that illustrates an 
embodiment of a computer/server system 5000 upon which 
an embodiment of the inventive methodology may be imple 
mented. The system 5000 includes a computer/server plat 
form 5001, peripheral devices 5002 and network resources 
SOO3. 
0466. The computer platform 5001 may include a data bus 
5004 or other communication mechanism for communicating 
information across and among various parts of the computer 
platform 5001, and a processor 5005 coupled with bus 5004 
for processing information and performing other computa 
tional and control tasks. Computer platform 5001 also 
includes a volatile storage 5006, such as a random access 
memory (RAM) or other dynamic storage device, coupled to 
bus 5004 for storing various information as well as instruc 
tions to be executed by processor 5005. The volatile storage 
5006 also may be used for storing temporary variables or 
other intermediate information during execution of instruc 
tions by processor 5005. Computer platform 5001 may fur 
ther include a read only memory (ROM or EPROM) 5007 or 
other static storage device coupled to bus 5004 for storing 
static information and instructions for processor 5005, such 
as basic input-output system (BIOS), as well as various sys 
tem configuration parameters. A persistent storage device 
5008, such as a magnetic disk, optical disk, or solid-state flash 
memory device is provided and coupled to bus 5004 for 
storing information and instructions. 
0467 Computer platform 5001 may be coupled via bus 
5004 to a display 5009, such as a cathode ray tube (CRT), 
plasma display, or a liquid crystal display (LCD), for display 
ing information to a system administrator or user of the com 
puter platform 5001. An input device 5010, including alpha 
numeric and other keys, is coupled to bus 5004 for 
communicating information and command selections to pro 
cessor 5005. Another type of user input device is cursor 
control device 5011, such as a mouse, a trackball, or cursor 
direction keys for communicating direction information and 
command selections to processor 5005 and for controlling 
cursor movement on display 5009. This input device typically 
has two degrees of freedom in two axes, a first axis (e.g., X) 
and a second axis (e.g., y), that allows the device to specify 
positions in a plane. 
0468. An external storage device 5012 may be coupled to 
the computer platform 5001 via bus 5004 to provide an extra 
or removable storage capacity for the computer platform 
5001. In an embodiment of the computer system 5000, the 
external removable storage device 5012 may be used to facili 
tate exchange of data with other computer systems. 
0469. The invention is related to the use of computer sys 
tem 5000 for implementing the techniques described herein. 
In an embodiment, the inventive system may reside on a 
machine such as computer platform 5001. According to one 
embodiment of the invention, the techniques described herein 
are performed by computer system 5000 in response to pro 
cessor 5005 executing one or more sequences of one or more 
instructions contained in the volatile memory 5006. Such 
instructions may be read into volatile memory 5006 from 
another computer-readable medium, Such as persistent Stor 
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age device 5008. Execution of the sequences of instructions 
contained in the volatile memory 5006 causes processor 5005 
to perform the process steps described herein. In alternative 
embodiments, hard-wired circuitry may be used in place of or 
in combination with Software instructions to implement the 
invention. Thus, embodiments of the invention are not limited 
to any specific combination of hardware circuitry and soft 
Ware 

0470 The term “computer-readable medium' as used 
herein refers to any medium that participates in providing 
instructions to processor 5005 for execution. The computer 
readable medium is just one example of a machine-readable 
medium, which may carry instructions for implementing any 
of the methods and/or techniques described herein. Such a 
medium may take many forms, including but not limited to, 
non-volatile media and volatile media. Non-volatile media 
includes, for example, optical or magnetic disks, such as 
storage device 5008. Volatile media includes dynamic 
memory, such as volatile storage 5006. 
0471 Common forms of computer-readable media 
include, for example, a floppy disk, a flexible disk, hard disk, 
magnetic tape, or any other magnetic medium, a CD-ROM, 
any other optical medium, punchcards, papertape, any other 
physical medium with patterns of holes, a RAM, a PROM, an 
EPROM, a FLASH-EPROM, a flash drive, a memory card, 
any other memory chip or cartridge, or any other medium 
from which a computer can read. 
0472 Various forms of computer readable media may be 
involved in carrying one or more sequences of one or more 
instructions to processor 5005 for execution. For example, the 
instructions may initially be carried on a magnetic disk from 
a remote computer. Alternatively, a remote computer can load 
the instructions into its dynamic memory and send the 
instructions over a telephone line using a modem. A modem 
local to computer system can receive the data on the tele 
phone line and use an infra-red transmitter to convert the data 
to an infra-red signal. An infra-red detector can receive the 
data carried in the infra-red signal and appropriate circuitry 
can place the data on the data bus 5004. The bus 5004 carries 
the data to the volatile storage 5006, from which processor 
5005 retrieves and executes the instructions. The instructions 
received by the volatile memory 5006 may optionally be 
stored on persistent storage device 508 either before or after 
execution by processor 5005. The instructions may also be 
downloaded into the computer platform 5001 via Internet 
using a variety of network data communication protocols well 
known in the art. 

0473. The computer platform 5001 also includes a com 
munication interface, such as network interface card 5013 
coupled to the data bus 5004. Communication interface 5013 
provides a two-way data communication coupling to a net 
work link 5015 that is coupled to a local network 5015. For 
example, communication interface 5013 may be an integrated 
services digital network (ISDN) card or a modem to provide 
a data communication connection to a corresponding type of 
telephone line. As another example, communication interface 
5013 may be a local area network interface card (LAN NIC) 
to provide a data communication connection to a compatible 
LAN. Wireless links, such as well-known 802.11a, 802.11b, 
802.11g and Bluetooth may also used for network implemen 
tation. In any Such implementation, communication interface 
5013 sends and receives electrical, electromagnetic or optical 
signals that carry digital data streams representing various 
types of information. 
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0474 Network link 5013 typically provides data commu 
nication through one or more networks to other network 
resources. For example, network link 5015 may provide a 
connection through local network 5015 to a host computer 
5016, or a network storage/server 5017. Additionally or alter 
natively, the network link 5013 may connect through gate 
way/firewall 5017 to the wide-area or global network 5018, 
such as an Internet. Thus, the computer platform 5001 can 
access network resources located anywhere on the Internet 
5018, such as a remote network storage/server 5019. On the 
other hand, the computer platform 5001 may also be accessed 
by clients located anywhere on the local area network 5015 
and/or the Internet 5018. The network clients 5020 and 5021 
may themselves be implemented based on the computer plat 
form similar to the platform 5001. 
0475 Local network 5015 and the Internet 5018 both use 
electrical, electromagnetic or optical signals that carry digital 
data streams. The signals through the various networks and 
the signals on network link 5015 and through communication 
interface 5013, which carry the digital data to and from com 
puter platform 5001, are exemplary forms of carrier waves 
transporting the information. 
0476 Computer platform 5001 can send messages and 
receive data, including program code, through the variety of 
network(s) including Internet 5018 and LAN 5015, network 
link 5015 and communication interface 5013. In the Internet 
example, when the system 5001 acts as a network server, it 
might transmit a requested code or data for an application 
program running on client(s)5020 and/or 5021 through Inter 
net 5018, gateway/firewall 5017, local area network 5015 and 
communication interface 5013. Similarly, it may receive code 
from other network resources. 
0477 The received code may be executed by processor 
5005 as it is received, and/or stored in persistent or volatile 
storage devices 5008 and 5006, respectively, or other non 
Volatile storage for later execution. 
0478 Finally, it should be understood that processes and 
techniques described herein are not inherently related to any 
particular apparatus and may be implemented by any Suitable 
combination of components. Further, various types of general 
purpose devices may be used in accordance with the teach 
ings described herein. It may also prove advantageous to 
construct specialized apparatus to perform the method steps 
described herein. The present invention has been described in 
relation to particular examples, which are intended in all 
respects to be illustrative rather than restrictive. Those skilled 
in the art will appreciate that many different combinations of 
hardware, software, and firmware will be suitable for prac 
ticing the present invention. For example, the described soft 
ware may be implemented in a wide variety of programming 
or Scripting languages, such as Assembler, C/C++, Perl, 
Shell, PHP, Java, etc. 

17. Closing 

0479. The foregoing description, for purpose of explana 
tion, has been described with reference to specific embodi 
ments. However, the illustrative discussions above are not 
intended to be exhaustive or to limit the invention to the 
precise forms disclosed. Many modifications and variations 
are possible in view of the above teachings. The embodiments 
were chosen and described in order to best explain the prin 
ciples of the invention and its practical applications, to 
thereby enable others skilled in the art to best utilize the 
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invention and various embodiments with various modifica 
tions as are Suited to the particular use contemplated. 
0480 Moreover, other implementations of the invention 
will be apparent to those skilled in the art from consideration 
of the specification and practice of the invention disclosed 
herein. Various aspects and/or components of the described 
embodiments may be used singly or in any combination in the 
systems and methods for handling and implementation of 
real-time communications applications and other network 
performance sensitive applications in a VDI environment. It 
is intended that the specification and examples be considered 
as exemplary only, with a true scope and spirit of the invention 
being indicated by the following claims. 

What is claimed is: 
1. A system for providing interactive two-way real-time 

media in a desktop virtualization environment, the desktop 
virtualization environment comprising at least one desktop 
virtualization server computer and at least one desktop virtu 
alization client endpoint device with an associated video cam 
era, the system comprising: 

a. at least one instance of server Software executing on the 
desktop virtualization server for providing at least inter 
active user interface functions to an associated desktop 
virtualization client endpoint device, the instance of 
Software configured to access a network; 

b. at least one instance of endpoint Software executing on 
the desktop virtualization client endpoint device, the 
instance of software further comprising access to the 
network and further configured to: 
i. accept real-time media input from a video camera 

associated with the desktop virtualization client end 
point; 

ii. provide an outgoing real-time compressed media 
stream to the network, the outgoing real-time com 
pressed media stream responsive to at least the real 
time video input from the video camera; 

iii. receive an incoming real-time compressed media 
stream from the network; and 

iv. provide at least real-time and display functions on the 
desktop virtualization client endpoint device; and 

c. a terminal-server/terminal-client network connection 
between the instance of server software and instance of 
endpoint Software, the network connection imple 
mented using the access to the network comprised by the 
instance of server Software and the access to the network 
comprised by the instance of endpoint Software, 

wherein the at least one instance of server software and the 
at least one instance of endpoint Software are configured 
to exchange desktop virtualization information between 
the instance of server software and the instance of end 
point Software, the desktop virtualization information 
pertaining to the desktop virtualization environment 
though the terminal-server/terminal-client network con 
nection; and 

wherein the at least one instance of endpoint Software and 
at least one instance of endpoint Software are configured 
So as to transmitat least one real-time compressed media 
stream through the terminal-server/terminal-client net 
work connection. 

2. The system of claim 1 wherein the at least one real-time 
compressed media stream is the incoming real-time com 
pressed media stream from the network. 
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3. The system of claim 1 wherein the at least one real-time 
compressed media stream is the outgoing real-time com 
pressed media stream to the network. 

4. The system of claim 1 wherein the incoming real-time 
media stream is provided by a different instance of endpoint 
Software executing on a different desktop virtualization client 
endpoint device. 

5. The system of claim 1 wherein the outgoing real-time 
media stream is provided to a different instance of endpoint 
Software executing on a different desktop virtualization client 
endpoint device. 

6. The system of claim 1 wherein the real-time media input 
from the video camera is a compressed media stream. 

7. The system of claim 1 wherein the real-time media input 
from the video camera is an uncompressed media stream. 

8. The system of claim 5 wherein the instance of endpoint 
Software comprises a media compression algorithm, which 
performs video compression used to produce the outgoing 
real-time compressed media stream. 

9. The system of claim 8 wherein the instance of endpoint 
Software is configured Such that, should the desktop virtual 
ization client endpoint device comprise a multicore proces 
Sor, the media compression algorithm is executed on a spe 
cific core of the multicore processor. 

10. The system of claim 5 wherein at least one video 
compression function is provided by the hardware of desktop 
virtualization client endpoint device, and wherein the 
instance of endpoint Software includes an interface for use in 
exchanging media streams with the hardware of desktop vir 
tualization client endpoint device. 

11. The system of claim 1 wherein the instance of endpoint 
Software comprises media compression algorithms. 

12. The system of claim 1 wherein the instance of endpoint 
Software comprises media decompression algorithms com 
prising at least one media decompression function. 

13. The system of claim 12 wherein the at least one media 
decompression function is provided by the hardware of the 
desktop virtualization client endpoint device, and wherein the 
instance of endpoint Software comprises an interface for use 
in exchanging media streams with the hardware of desktop 
virtualization client endpoint device. 

14. The system of claim 1 wherein the media stream com 
prises a video stream. 

15. The system of claim 1 wherein the media stream com 
prises an audio stream. 

16. The system of claim 1 wherein the instance of server 
Software comprises transcoding software to transcode media 
streams into different formats to provide for a different set of 
capabilities than those provided by the terminal-server or the 
terminal-client. 

17. A method for providing interactive two-way real-time 
media in a desktop virtualization environment, the desktop 
virtualization environment comprising at least one desktop 
virtualization server computer and at least one desktop virtu 
alization client endpoint device with an associated video cam 
era, the method comprising: 

a. providing, using at least one instance of server Software 
executing on the desktop virtualization server, at least 
interactive user interface functions to an associated 
desktop virtualization client endpoint device, the 
instance of Software configured to access a network; 
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b. using at least one instance of endpoint Software execut 
ing on the desktop virtualization client endpoint device, 
the instance of software further comprising access to the 
network, to: 
i. accept real-time media input from a video camera 

associated with the desktop virtualization client end 
point; 

ii. provide an outgoing real-time compressed media 
stream to the network, the outgoing real-time com 
pressed media stream responsive to at least the real 
time video input from the video camera; 

iii. receive an incoming real-time compressed media 
stream from the network; and 

iv. provide at least real-time and display functions on the 
desktop virtualization client endpoint device, 

... establishing a terminal-server/terminal-client network 
connection between the instance of server software and 
instance of endpoint Software, the network connection 
implemented using the access to the network comprised 
by the instance of server software and the access to the 
network comprised by the instance of endpoint Soft 
Ware; 

... exchanging desktop virtualization information between 
the instance of server software and the instance of end 
point Software, the desktop virtualization information 
pertaining to the desktop virtualization environment 
though the terminal-server/terminal-client network con 
nection; and 

... transmitting, by the at least one instance of endpoint 
Software and at least one instance of endpoint Software, 
at least one real-time compressed media stream through 
the terminal-server/terminal-client network connection. 

18. The method of claim 17, wherein the at least one 
real-time compressed media stream is the incoming real-time 
compressed media stream from the network. 

19. The method of claim 17 wherein the at least one real 
time compressed media stream is the outgoing real-time com 
pressed media stream to the network. 

20. The method of claim 17 wherein the incoming real 
time media stream is provided by a different instance of 
endpoint Software executing on a different desktop virtual 
ization client endpoint device. 
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21. The method of claim 17, wherein the outgoing real 
time media stream is provided to a different instance of end 
point Software executing on a different desktop virtualization 
client endpoint device. 

22. The method of claim 17, wherein the real-time media 
input from the video camera is a compressed media stream. 

23. The method of claim 17 wherein the real-time media 
input from the video camera is an uncompressed media 
Stream. 

24. The method of claim 17 further comprising executing a 
media compression algorithm, which performs video com 
pression used to produce the outgoing real-time compressed 
media stream. 

25. The method of claim 24 wherein should the desktop 
virtualization client endpoint device comprise a multicore 
processor, the media compression algorithm is executed on a 
specific core of the multicore processor. 

26. The method of claim 17 wherein at least one video 
compression function is provided by the hardware of desktop 
virtualization client endpoint device, and wherein the 
instance of endpoint Software includes an interface for use in 
exchanging media streams with the hardware of desktop vir 
tualization client endpoint device. 

27. The method of claim 17 wherein the instance of end 
point software comprises a media compression algorithm. 

28. The method of claim 17 wherein the instance of end 
point Software comprises a media decompression algorithm 
comprising media decompression function. 

29. The method of claim 28 wherein the at least one media 
decompression function is provided by the hardware of the 
desktop virtualization clientendpoint device, and wherein the 
instance of endpoint Software comprises an interface for use 
in exchanging media streams with the hardware of desktop 
virtualization client endpoint device. 

30. The method of claim 17 wherein the media stream 
comprises a video stream. 

31. The method of claim 17 wherein the media stream 
comprises an audio stream. 

32. The method of claim 17 wherein the instance of server 
Software comprises transcoding software to transcode media 
streams into different formats to provide for a different set of 
capabilities than those provided by the terminal-server or the 
terminal-client. 


