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(57) Abstract: Embodiments of the present disclosure relate to a method,
a device, a computer readable storage medium and a computer program
product for transaction processing on a blockchain. In the method, the
blockchain node for processing a transaction receives a transaction request
including a plurality of fields, the plurality of fields including a transac-
tion task field including a plurality of clauses and each clause of the plu-
rality of clauses indicating one of a plurality of tasks of the transaction.
The blockchain node processes the plurality of tasks and determines that
the transaction is successfully processed only in response to successfully
processing all the plurality of tasks. The transaction processing as provided
in the present disclosure enables multiple tasks to be processed through a
single transaction procedure on the blockchain in an efficient way.
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TRANSACTION PROCESSING

FIELD

[0001] Embodiments of the present disclosure generally relate to the field of transaction
processing on a blockchain, and more particularly to a method of transaction processing, a
device for transaction processing, a non-transitory computer readable storage medium and a

computer program product.

BACKGROUND

[0002] In the traditional blockchain transaction model, based on an account model, a
transaction-based state machine may store information, not restricted to balance information.
Moreover, with one or more smart contracts, a blockchain platform may execute, based on

consensus, various pre-designed codes to implement various transactions.

[0003] However, in the traditional blockchain transaction model, there are still some
shortcomings that are not suitable for real transaction application needs. For example, for real
transaction applications, such as fund distributions and mass product registration, it is desired
to execute multiple tasks as a whole. However, with the traditional blockchain transaction
model, the blockchain platform may only implement one task through one transaction
procedure and could not implement multiple tasks through only one transaction procedure, thus
it is not flexible and efficient for the blockchain platform to deal with complex situations in real

transaction applications.

SUMMARY

[0004] In general, example embodiments of the present disclosure provide a solution for
transaction processing, by which multiple transaction tasks in complex situations can be

processed on the blockchain in an efficient way.

[0005] In a first aspect, there is provided a method of transaction processing. The method
includes: receiving, at a blockchain node for processing a transaction in a blockchain, a
transaction request including a plurality of fields, the plurality of fields including a transaction
task field, the transaction task field including a plurality of clauses and each clause of the

plurality of clauses indicating one task of a plurality of tasks of the transaction; processing the
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plurality of tasks of the transaction; and only in response to successfully processing all the

plurality of tasks, determining that the transaction is successfully processed.

[0006] Inasecond aspect, there is provided a device for transaction processing. The device
includes: a memory configured to store one or more programs; and a processing unit coupled
to the memory and configured to execute said one or more programs to cause the device to

perform the method in the first aspect of the present disclosure.

[0007] In a third aspect, there is provided a non-transitory computer readable storage
medium having machine executable instructions stored thereon, the machine executable
instructions, when executed, causing a machine to perform the method of the first aspect of the

present disclosure.

[0008] In a fourth aspect, there is provided a computer program product. The computer
program product is tangibly stored on a non-transient computer readable medium and includes
machine executable instruction, the machine executable instructions, when being executed,

causing a machine to perform the method of the first aspect of the present disclosure.

[0009] It is to be understood that the summary section is not intended to identify key or
essential features of embodiments of the present disclosure, nor is it intended to be used to limit
the scope of the present disclosure.  Other features of the present disclosure will become easily

comprehensible through the following description.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The above and other objects, features and advantages of the present disclosure will
be made more apparent by describing exemplary embodiments of the present disclosure in more
detail with reference to figures, wherein identical reference signs represent identical parts in the

exemplary embodiments of the present disclosure.

[0011] Fig. 1 illustrates a an architecture diagram of a transaction processing system

according to embodiments of the present disclosure;

[0012] Fig. 2 illustrates a flowchart of a transaction processing method according to

embodiments of the present disclosure;

[0013] Fig. 3 illustrates a flowchart of a method for processing the plurality of transaction

tasks according to embodiments of the present disclosure; and



WO 2019/203735 PCT/SG2019/050222

[0014] Fig. 4 schematically illustrates a block diagram of an example device suitable for

implementing embodiments of the present disclosure.

[0015] In each drawing, same or corresponding signs indicate the same or corresponding

components.

DETAILED DESCRIPTION

[0016] Principle of the present disclosure will now be described with reference to some
example embodiments. It is to be understood that these embodiments are described only for
the purpose of illustration and help those skilled in the art to understand and implement the
present disclosure, without suggesting any limitation as to the scope of the disclosure. The
disclosure described herein can be implemented in various manners other than the ones

described below.

[0017] In the following description and claims, unless defined otherwise, all technical and
scientific terms used herein have the same meaning as commonly understood by one of ordinary

skills in the art to which this disclosure belongs.

PR3

[0018] References in the present disclosure to “one embodiment,” “an embodiment,” “an
example embodiment,” and the like indicate that the embodiment described may include a
particular feature, structure, or characteristic, but it is not necessary that every embodiment
includes the particular feature, structure, or characteristic. Moreover, such phrases are not
necessarily referring to the same embodiment. Further, when a particular feature, structure,
or characteristic is described in connection with an embodiment, it is submitted that it is within

the knowledge of one skilled in the art to affect such feature, structure, or characteristic in

connection with other embodiments whether or not explicitly described.

[0019] It shall be understood that although the terms “first” and “second” etc. may be used
herein to describe various elements, these elements should not be limited by these terms.
These terms are only used to distinguish one element from another. For example, a first
element could be termed as a second element, and similarly, a second element could be termed
as a first element, without departing from the scope of example embodiments.  As used herein,

the term “and/or” includes any and all combinations of one or more of the listed terms.

[0020] The terminology used herein is for the purpose of describing particular embodiments
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only and is not intended to be limiting of example embodiments. As used herein, the singular
forms “a”, “an” and “the” are intended to include the plural forms as well, unless the context
clearly indicates otherwise. It will be further understood that the terms ‘“comprises”,
“comprising”, “has”, “having”, “includes” and/or “including”, when used herein, specify the
presence of stated features, elements, and/or components etc., but do not preclude the presence

or addition of one or more other features, elements, components and/ or combinations thereof.

[0021] As stated above, in the traditional transaction processing schemes, each transaction
processed by the transaction processing node always relates to one task. In this case, multiple
tasks initiated by a same initiator cannot be performed through only one transaction procedure.
Therefore, it is not flexible and efficient for the blockchain platform to deal with complex

situations in real transaction applications.

[0022] In order to at least partially address one or more of the above problems, as well as
other potential problems, an example embodiment of the present disclosure proposes a
transaction processing solution. In the solution, a blockchain node for processing a transaction
in a blockchain receives a transaction request comprising a plurality of fields, the plurality of
fields comprising a transaction task field comprising a plurality of clauses, each clause of the
plurality of clauses indicating one of a plurality of transaction tasks of a transaction. The
blockchain node processes the plurality of transaction tasks of the transaction and determines
that the transaction is successfully processed only in response to successfully processing all the

plurality of transaction tasks.

[0023] Herein, a task or a transaction task of the present disclosure may refer to a separate
operation on a blockchain to implement a specific function, which may be equivalent to a
conventional transaction that is implemented through a conventional transaction procedure in
some sense. Correspondingly, a transaction of the present disclosure may include one or more

tasks or transaction tasks.

[0024] Unlike the traditional transaction processing scheme in which each transaction
processed by a transaction processing node directs to only one task, in the above solution, by
the transaction request comprising a transaction task field comprising a plurality of clauses, and
each clause of the plurality of clauses indicating one of a plurality of tasks of the transaction,
multiple tasks indicated in a single transaction request may be processed one by one in the order
defined by the transaction task field or in otherwise defined orders during the processing of the

transaction request. In this case, multiple transaction tasks initiated by the same transaction
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initiator may be performed as a whole. Therefore, the present disclosure provides more
flexibility and efficiency for blockchain nodes to deal with complex situations in real

transaction applications.

[0025]  Principle and embodiments of the present disclosure will be described in detail below
with reference to the accompanying drawings. Reference is first made to Fig. 1, which
illustrates an architecture diagram of a transaction processing system 100 according to
embodiments of the present disclosure. As shown in FIG. 1, the system 100 comprises a
management device 114, a plurality of blockchain nodes 112-1, 112-2 to 112-N for processing
blockchain transactions (i.e., transaction processing nodes 112), and a plurality of terminal
devices 140, 142 and 144. The management device 114 and the transaction processing nodes
112 may all be blockchain nodes of the blockchain platform 110. The management device
114, the transaction processing nodes 112, and the terminal devices 140, 142 and 144 perform

data interaction via the network 130.

[0026] It is to be understood that the number of the blockchain nodes and the terminal
devices is only for purpose of illustration without suggesting any limitations. The system 100
may include any suitable number of blockchain nodes and terminal devices adapted for

implementing embodiments of the present disclosure.

[0027] The terminal device may be any end device that may include, but not limited to, a
mobile phone, a cellular phone, a smart phone, a voice over IP (VoIP) phone, a wireless local
loop phone, a tablet, a personal digital assistant (PDA), a portable computer, a desktop computer,
etc.. The user 152 may initiate a request for a transaction through the terminal device 142,
and the terminal device 142 or the management device 114 may formalize the request from the
terminal device 142 into a corresponding transaction request to be delivered to and processed
by the blockchain platform 110. The transaction request may indicate one or more transaction
tasks to be processed by the blockchainnodes 112.  In some embodiments, a wallet application
can be run on the terminal device 142. In order to use services provided by the management
device 114, the user 150 or 152 may register with the management device 114 via the wallet
application, and obtain an associated account ID for uniquely identifying the user 150 or 152 at
the management device 114. Furthermore, the user 150 or 152 may generate their own
addresses through the wallet application to act as the initiator address or recipient address for

their blockchain transactions.
[0028] The management device 114 may be a network device for acting as a node of the
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blockchain platform 110. The management device 114 may include, but not limited to, one or
more computers or servers. Via the management device 114, the terminal devices 140, 142
and 144 may receive services from the blockchain platform 110. The management device 114
may receive transaction requests from the registered users 150 and 152 via respective terminal
devices, and provide services to the registered users 150 and 152 via their addresses. The
management device 114 may be capable of distributing the received transaction request on the
blockchain platform 110 or transmitting the received transaction request to any or all of the
transaction processing nodes 112, so that the transaction processing nodes 112 may compute a
transaction fee and further process the transaction based on the received transaction request.
The transaction request sent by the management device 114 may comprise a plurality of fields.
These fields may comprise at least a transaction task field comprising a plurality of clauses, and
each clause indicates one of a plurality of transaction tasks of a transaction. The plurality of
transaction tasks of the transaction may be of the same type or the different type. It is assumed
that the management device 114 may transmit a transaction request in which the transaction
task field comprises three clauses (i.e., a first clause, a second clause and a third clause). For
example, the first clause may indicate a transaction task for transferring an amount of
cryptocurrency to an address, the second clause indicates a transaction task for calling a smart
contract, and the third clause indicates a transaction task for deploying a new smart contract.

As such, it is possible to indicate a plurality of transaction tasks within one transaction request.

[0029] Regarding the blockchain platform 110, it is used to process blockchain transactions
and deposit transaction result data.  Architecturally, the blockchain platform 110 comprises,
for example, a basic service layer, a smart contract layer, and a blockchain bottom layer from
up to down (not shown). The blockchain platform 110 may comprise the management device
114 and the transaction processing nodes 112. Moreover, the blockchain platform 110 may
further include any or all of the terminal devices 140, 142 and 144 if they may act as a
blockchain node. In some embodiments, the blockchain platform 110 can be configured to a

private blockchain, a public blockchain, or a consortium blockchain.

[0030] The transaction processing node 112 may be a network device for acting as a node
of the blockchain platform 110. The transaction processing node 112 may include, but not
limited to, one or more computers or servers. The transaction processing node 112 may be
capable of receiving a transaction request from the management device 114 and computing a
transaction fee based on the received transaction request. The transaction processing node 112

may further process a plurality of transaction tasks indicated by the transaction task field

6
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included in the received transaction request. After the execution of the transaction, the
transaction processing node 112 may further determine whether the transaction is processed
successfully by determining whether the plurality of transaction tasks are all successfully
processed. If it is determined that the plurality of transaction tasks are all successfully
processed, the transaction processing node 112 may determine that the transaction is processed
successfully and return a successful transaction response to the management device 114.
Otherwise, if any of the plurality of transaction tasks is not successfully processed, for example,
due to insufficient account balance, system errors or any other reasons, the transaction
processing node 112 may determine that the transaction is not processed successfully and return
a failure transaction response to the management device 114. In other words, although a
plurality of transaction tasks are included in a single transaction request, executions of the
plurality of transaction tasks can be considered as an atomic operation. In this way, it is
possible for the management device 114 to monitor whether the transaction including the
multiple transaction tasks is processed successfully as a whole, without monitoring whether

each task is processed successfully.

[0031] Reference is now made to Fig. 2, which shows a flowchart of a transaction processing
method 200 according to embodiments of the present disclosure. For the purpose of
discussion, the method 200 will be described with reference to Fig. 1. The method 200 may
involve the transaction processing node 112 as illustrated in Fig. 1. In Fig. 2, various actions
are performed, for example, by a processor of the transaction processing node 112 as shown in
FIG. 1. The method 200 may also include additional actions not shown and/or may omit the

actions shown, the scope of the disclosure being not limited in this respect.

[0032] At block 202, the transaction processing node 112 receives a transaction request
comprising a plurality of fields. The plurality of fields may comprise a transaction task field
comprising a plurality of clauses. Each clause indicates one of a plurality of transaction tasks
of a transaction. For example, the transaction processing node 112 receives a transaction
request from the management device 114. The received transaction request may comprise at
least a field for indicating the transaction initiator, a field for indicating the recipient address
and a transaction task field for indicating transaction tasks. For example, the transaction task
field may indicate a set of clauses. Each clause indicates one of the transaction tasks, such as
calling a smart contract, transferring an amount of cryptocurrency to an address, or deploying
a new smart contract. With the set of clauses defining transaction tasks, it is possible for the

blockchain nodes to process multiple transaction tasks based on one received transaction

7
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request, rather than multiple transaction requests.

[0033] In some embodiments, each clause in the transaction task field may include one or
more information elements for defining a transaction task. For example, each clause includes
at least one of the following: a first information element, a second information element and a
third information element. The first information element may indicate a recipient address
associated with the transaction task, the second information element may indicate an amount of
cryptocurrency to be transferred to the recipient address, and the third information element may

indicate data for the transaction task indicated by the clause.

[0034] In some scenarios, the first information element may refer to an element “To”, the
second information element may refer to an element “Value”, and the third information element
may refer to an element “Data”. That is, each clause has a To-Value-Data structure. For
example, the element “Data” may indicate program codes for account initialization or input
data. It would be appreciated that although each clause has been described as including three
information elements for defining a transaction task, in some other cases, each clause may

contain more information elements to indicate or define the transaction task.

[0035] In some embodiments, the transaction task indicated by the clause is not dependent
on a further transaction task indicated by a further clause of the plurality of clauses. For
example, the plurality of transaction tasks included in a single transaction request may be
independent from each other. In some embodiments, the plurality of transaction tasks may
include at least two associated transaction tasks in which one task indicated by the clause is
dependent on another task indicated by another clause of the plurality of clauses such that the
task can be implemented only after the another task has been implemented. For example, one
transaction task included in a single transaction request may indicate to deploy a new smart
contract and another transaction task included in the transaction request may indicate to execute

the new smart contract with some specific parameters.

[0036] At block 204, the transaction processing node 112 processes the plurality of

transaction tasks based on the received transaction request.

[0037] As stated above, each clause in the received transaction request may include a first
information element, a second information element and a third information element for defining
a transaction task. In this situation, if the transaction processing node 112 determines that the

first information element included in a clause is null, this indicates that this clause is to deploy
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anew smart contract and the program codes of the new smart contract are contained in the third
information element (Data). Therefore, the transaction processing node 112 will deploy the
new smart contract based on the third information element included in the same clause and
transfer the amount indicated in the second information element to the newly deployed smart
contract.  In this case, the second information element may indicate an amount of
cryptocurrency to be transferred to the newly deployed smart contract, and the third information
element may indicate data for deploying the smart contract. The data for deploying the smart
contract may include command for deploying the smart contract and program codes of the smart

contract to be deployed.

[0038] In some embodiments, if the transaction processing node 112 determines that the first
information element indicates a valid address, then the transaction processing node 112
determines whether the first information element indicates a smart contract address. On one
hand, if the transaction processing node 112 further determines that the first information
element indicates a smart contract address, then the transaction processing node 112 will call
the smart contract corresponding to the smart contract address based on the third information
element and transfer the amount of cryptocurrency indicated in the second information element
to the smart contract. In this case, the data indicated by the third information element includes
parameters for executing the smart contract. On the other hand, if the transaction processing
node 112 determines that that the first information element indicates a non-smart-contract
address (i.e., a normal wallet address or blockchain address), then the transaction processing
node 112 transfers the amount indicated in the second information element to the non-smart-
contract address. Upon the determination of the information elements included in each clause,
the transaction processing node 112 may determine and process all the transaction tasks within

the received transaction request one by one.

[0039] The determination and processing of transaction tasks will be discussed in detail with
reference to Fig. 3, which shows a method 300 for determining and processing the plurality of
transaction tasks according to embodiments of the present disclosure. The method 300 may
also include additional actions not shown and/or may omit the actions shown, the scope of the

disclosure being not limited in this respect.

[0040] In the method 300, at block 302, the transaction processing node 112 determines
whether the first information element is null. If it is determined at block 302 that the first

information element is null, at block 304, the transaction processing node 112 deploys a smart
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contract based on the third information element. Furthermore, the transaction processing node
112 may further transfer the amount indicated in the second information element to the smart
contract, if any amount is indicated in the second information element. If it is determined at
block 302 that the first information element is not null, at block 306, the transaction processing
node 112 determines whether the first information element indicates a valid address. 1If it is
determined at block 306 that the first information element indicates a valid address, at block
308, the transaction processing node 112 will determine whether the first information element
indicates a smart contract address. If a smart contract address is determined to be indicated,
at block 310, the transaction processing node 112 calls and executes the smart contract based
on the third information element. In this case, the third information element may include
parameters for executing the smart contract. The executed smart contract is previously
deployed in the blockchain platform 110. Furthermore, the transaction processing node 112
may further transfer the amount indicated in the second information element to the smart
contract, if any amount is indicated in the second information element. On the other hand, if
a non-smart-contract address is determined to be indicated, at block 312, the transaction
processing node 112 transfers an amount indicated in the second information element to the

non-smart-contract address.

[0041] Turning back to Fig. 2, at block 206, the transaction processing node 112 determines
the transaction is successfully processed only if the transaction processing node 112
successfully processes all the plurality of tasks. In some embodiments, the transaction
processing node 112 determines whether all the plurality of tasks have been successfully
processed, and if the transaction processing node 112 determines that all the transaction tasks
indicated by the plurality of clauses are successfully processed, the transaction processing node
112 will determine that the transaction defined by the transaction request is processed
successfully. In this case, the transaction processing node 112 may further return a successful
transaction response to the management device 114. In some other embodiments, if the
transaction processing node 112 determines that any one of the transaction tasks fails to be
successfully processed, the transaction processing node 112 determines that the transaction
defined by the transaction request fails to be processed successfully. In this case, the
transaction processing node 112 may further return a failure transaction response to the

management device 114.

[0042] In the above solution, with a transaction request including a transaction task field

including a plurality of clauses for defining a plurality of transaction tasks of a transaction, the

10
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multiple transaction tasks contained in a single transaction request can be processed one by one
in the order defined by the plurality of clauses or in otherwise defined orders during the
processing of the transaction request. In this case, multiple transaction tasks initiated by the
same transaction initiator can be performed as a whole. Therefore, the present disclosure
provides more flexibility for blockchain nodes to deal with complex situations in real
transaction applications. Moreover, due to the plurality of transaction tasks being processed
one by one (in the order defined by the plurality of clauses or other predefined orders), it can

also provide a secure and efficient way to describe a transaction with multiple steps.

[0043] Moreover, as mentioned above, by the transaction processing node 112 determining
performance of the transaction based on a result of the processing of all the plurality of
transaction tasks, the execution of multiple transaction tasks defined by the plurality of clauses
should be an atomic operation, that is, only if all transaction tasks are executed successfully,
the current transaction defined by the transaction request is successful. If any transaction task
fails, the current transaction fails. In this way, when the transaction initiator initiates a batch
of transaction tasks to be processed, it is possible for the initiator or the management device to
only monitor whether the current transaction including the multiple tasks are processed

successfully as a whole, without monitoring whether each task is successful or not.

[0044] In some embodiments, in addition to the transaction task field, the transaction request
further includes at least one field indicating at least one of the following: an identifier of an
associated transaction (i.e., an associated transaction ID) on which the transaction associated
with the transaction request depends, a transaction nonce, a reference of a block into which the
current transaction is to be packaged, the number of blocks after which the current transaction
expires starting from the reference of the block into which the transaction is to be packaged, a
coefficient for transaction fee calculation, a maximum transaction fee that the transaction
initiator is willing to pay for the transaction, a reserved field for backward compatibility,
signature information of the transaction initiator, and a last byte of the identifier of a genesis
block of the blockchain 110. It would be appreciated that although the transaction request has
been described as including the above one or more fields, in some other cases, the transaction

request may include other fields required by the transaction.

[0045] Hereinafter, some of the above at least one field will be described in detail in

connection with some specific embodiments of the present disclosure.
[0046] In some embodiments, the at least one field includes a DependsOn field that indicates

11
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a transaction ID on which the current transaction depends. That is, the processing of the
current transaction depends on the successful processing of the transaction indicated by the
transaction ID in the DependsOn field. In some embodiments, said successful processing of
the transaction may mean that the transaction was successfully processed (i.e., no error is
returned), and the result of the transaction has been recorded in the blockchain. In some other
embodiments, said successful processing of the transaction may only mean that the result of the
transaction has been recorded in the blockchain regardless of whether it was successfully
processed. The user or the management device 114 may specify the meaning of “successful

processing of the transaction” in advance.

[0047] In case that the plurality of fields include the DependsOn field, the method 200 may
further include, before processing the plurality of tasks at block 204, determining whether the
associated transaction indicated by the transaction ID in the DependesOn field has been
processed successfully, and enable the processing of block 204 only if it is determined that the

associated transaction has been successfully processed (not shown).

[0048] In some traditional blockchain transaction model, the transaction processing node
can process a plurality of transactions from the same transaction initiator one by one in a
predetermined order, for example in a numerical order indicated by respective nonce indicated
in the transactions. However, for the plurality of transactions from different transaction
initiators, it is difficult for the above traditional blockchain transaction model to specify the
execution order of these transactions. In some other traditional blockchain transaction model,
a smart contract may be configured to specify the execution order of the multiple transactions.

However, deploying a smart contract to a blockchain platform will be complex and expensive.

[0049] Therefore, in the solution described herein, with the DependsOn field, it is possible
for the user or the management device 114 to easily specify the execution order of multiple
transactions, even though the multiple transactions are from different transaction initiators.
For example, Alice may set up a transaction for Bob, and use the DependsOn field to define
that the transaction for Bob can only be executed after a transaction with the transaction 1D
preset by Alice is completed successfully. For example, Alice may specify that a second
transaction should be automatically initiated to transfer a certain amount of fee from Alice’s
account to Bob’s account only if a first transaction has been completed successfully. In this
case, the transaction request for the second transaction should include a DependsOn field in

which the transaction ID of the first transaction is included. Thus, the transaction model

12
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according to embodiments of the present disclosure provides a much easier and lower cost

approach of processing transactions in a specified order.

[0050] In some embodiments, the at least one field includes a BlockRef field that indicates a
reference of a block into which the current transaction should be packaged. That is, instead
of packaging the current transaction according to processing order or buffering order of
transactions in the blockchain, the user or the management device may specify to package the
current transaction into a certain block. In some embodiments, the BlockRef field may include
4 bytes for indicating the block height of the block (i.e., the absolute position of the block) to
package the current transaction. In some other embodiments, the BlockRef field may include
8 bytes, the first 4 bytes indicating the block height of the block to package the current
transaction and the last 4 bytes indicating whether a previous block of the block for packaging
exists. For example, if the previous block exists, the last 4 bytes may be part of the block ID
of the previous block, while if the previous block does not exist (i.e., the current transaction
should be packaged into a “future” block), the last 4 bytes may be set to all “0” (because the ID

of the previous block of the block for packaging does not yet exist).

[0051] In case that the plurality of fields includes the BlockRef field, the method 200 may
further include, after processing the plurality of tasks at block 204 or after determining that the
current transaction is successfully processed at block 206, determining a block from the
BlockRef field and packing the transaction (i.e., data associated with the processed plurality of

tasks of the transaction) into the determined block (not shown).

[0052] In some embodiments, the at least one field includes an Expiration field that may be
used to determine the expiration time of the current transaction. Herein, expiration means
discarding or stopping processing the current transaction. For example, the Expiration field
may indicate the number of blocks (i.e., block interval) after which the current transaction
expires starting from the block indicated in the BlockRef field. In this case, the expiration time
of the current transaction may be determined from the combination of the BlockRef field and
the Expiration field. For another example, the Expiration field may directly indicate the

expiration time of the current transaction such as the height or the reference of the “expired

block”. In some embodiments, the Expiration field may include 4 bytes.

[0053] In case that the plurality of fields includes the Expiration field, the method 200 may
further include, before determining that the current transaction is successfully processed,

determining whether a preset block is reached based on the Expiration field or the combination
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of the BlockRef field and the Expiration field and causing the transaction to expire if it is

determined that the preset block is reached.

[0054] In the solution described herein, by configuring the Expiration field in the transaction
request and causing the transaction defined by the transaction request to expire based on the
Expiration field, it is possible for the transaction initiator to expire the transactions initiated by
him. With such a configurable feature, the transaction initiator would no longer be troubled
by the situation that a transaction was stuck for hours or even days to wait to be processed, and
the transaction initiator could do nothing aboutit. With the Expiration field in the transaction
requests, the transactions will be safer since it may prevent the transactions from being hijacked

and later re-used to cause problems.

[0055] In some embodiments, the at least one field includes a Nonce field for indicating a
transaction nonce. The Nonce field may be used to calculate the transaction ID. By setting
the Nonce, the user or the management device 114 may affects the calculation of the transaction

ID, which ensures that each transaction has a unique transaction ID.

[0056] In some embodiments, the at least one field includes a GasPriceCoef field for
indicating a coefficient for transaction fee calculation, a Gas field for indicating a maximum
transaction fee that the transaction initiator is willing to pay for the current transaction, a
Reserved field for backward compatibility, a Signature field for indicating signature
information of the transaction initiator; and a ChainTag field for indicating a last byte of the
identifier of a genesis block of the blockchain 110 for preventing the cross-chain replay attack.
Herein, the signature information of the transaction initiator is a signature generated by the
transaction initiator signing all the other fields in the transaction request with the private key of

the transaction initiator.

[0057] Regarding the unique identifier of the transaction (i.e., the transaction ID), in some
embodiments, it is generated based on the transaction request and an address of the transaction
initiator. For example, the identifier of the transaction may be generated by hashing the
address of the transaction initiator and a part of the plurality of fields. The part of the plurality
of fields may be all fields in the transaction request excluding a field indicating signature
information of the transaction initiator. For example, in the VeChainThor blockchain, every
transaction is given a unique transaction ID (i.e., TxID). The transaction ID can be calculated

based on the following formula (1):
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TxID = hash(hash(Q),signer_addres) (1),

where () represents all the fields in the transaction request excluding the Signature field. The
"signer_addres" represents address of the transaction initiator. By excluding the Signature
field in determining the transaction ID, any entity in the blockchain (the terminal device, the
management device or the blockchain nodes, for example) may calculate the transaction 1D

without the signature of the transaction initiator.

[0058] In some traditional blockchain transaction model, for example, the account nonce is
used as a counter to ensure that each transaction can only be processed once. Although it
provides a solution to prevent replay attacks, in practice, a transaction can be executed only
when its nonce is equal to the transaction initiator’s account nonce. A transaction might fail
for a number of reasons, for example, insufficient account balance to complete the transaction,
or transaction fees exceeding a limit specified by the transaction initiator. If there is a
transaction failed, the account nonce would remain unchanged, which would result in all the
transactions with larger nonces being rejected by the blockchain nodes. Therefore, in the
traditional blockchain transaction model, if a transaction initiator sent out multiple transactions
at the same time (which is very likely for an enterprise user when he/she, for example, registers
products or updates records), once one transaction failed, all other transactions with larger

nonces would be rejected by the blockchain nodes.

[0059] By contrast, in the solution described herein, when validating a given transaction, the
management device 114 and/or the transaction processing node 112 computes a transaction ID
(ie., TxID) associated with the transaction request, and checks whether the computed
transaction ID has been used before, instead of checking the current account nonce. The
management device 114 and/or the transaction processing node 112 will rejects any transaction
whose transaction ID already exists. By generating the transaction ID by hashing the
transaction initiator address and the part of the plurality of fields in the transaction request and
rejecting any transaction whose transaction ID already exists, it is possible for the management

device and/or the transaction processing node 112 to prevent the replay attacks.

[0060] Moreover, in the solution described herein, by generating the transaction ID by
hashing the address of the transaction initiator and all the fields in transaction request except
the Signature field, for any two transactions, as long as they had a field with different values,

their transaction IDs would be different. Therefore, it is possible to generate a new transaction
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ID by adjust the transaction nonce included in the Nonce field. With such a mechanism, the
transaction initiator can easily produce multiple transactions with different transaction IDs,
which means that the multiple transactions could be sent off at the same time and would be

processed by the transaction processing nodes independently.

[0061] In some embodiments, in the method 200, the transaction processing node 112 may
determine a transaction fee for processing the transaction. The transaction fee refers to the
cost for processing the blockchain transaction, which is usually paid by the transaction initiator
to the transaction processing node 112 for processing the transaction. Transaction fees may
be fixed or not fixed, which depends on the consensus mechanism of the different blockchains.
In some embodiments, the transaction fee for the blockchain node for processing the transaction
consists of two parts, one being a fixed expense and the other being a non-fixed expense. In
some embodiments, the non-fixed expense may be determined on the basis of the content of
tasks to be processed, such as the computational complexity or resources to be consumed for

the tasks.

[0062] Different types of transaction tasks may vary greatly in terms of complexity or
resources to be consumed. In some embodiments, the non-fixed expense of the transaction
fee is determined based on at least types of the plurality of transaction tasks and data for the
plurality of transaction tasks such as the data in the above third information elements of the
plurality of clauses. In some embodiments, the data for the plurality of transaction tasks
includes at least program codes for account initialization or input data. In some embodiments,
the types of the transaction tasks for example include transferring an amount of cryptocurrency

to the non-smart-contract address, calling a smart contract or deploying a new smart contract.

[0063] In some embodiments, the transaction processing node 112 determines the non-fixed
expense based on the number of bytes of the third information elements in the plurality of
clauses being equal to a first predefined value and the number of bytes of the third information
elements in the plurality of clauses being different from the first predefined value. In some

embodiments, the first predefined value is zero.

[0064] Regarding the transaction fee, in some embodiments, it may be calculated by the
following formula (2):
Lo = Lo + Z, (Qég;( + gf;m + gi‘}.‘n_) {23

>

where gl represents the calculated transaction fee (for example the transaction fee in unit of
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gas) for processing the transaction defined by the transaction request; go represents a fixed
expense for the whole transaction; i represents a serial number (i.e., i clause) among the
plurality of clauses included in the transaction task field of the transaction request; glym
represents the expense returned by a virtual machine in a blockchain node (the transaction
processing node 112 or the management device 114) executing the transaction task indicated
by the i clause; glype represents the expense depending on the type of the transaction task
indicated by the i clause; and gli.. represents the expense depending on the data in the third

information element of the i clause.

[0065] Forexample, the fixed expense go is 5000 gas. If a transaction task indicated by the
i clause is to deploy a smart contract, then the glype is 48000 gas, and if the i clause indicates
other types of transaction task, for example, transferring an amount to an account, then g'ype is

16000 gas. In some embodiments, g'4. may be calculated by the following formula (3):

gé_‘“a =d s r o+ 08w, (3 ,
where n', represents the number of bytes being equal to zero within the data in the third
information element of the i clause, and n'y, represents the number of bytes being different
from zero within the data in the third information element of the i® clause. In some

embodiments, the transaction fee may be multiplied by the gas price.

[0066] In the solution described herein, by including multiple tasks within one transaction
request and processing the multiple tasks through a single transaction procedure, the fixed
expense can be saved. For example, given the fixed expense for a transaction, if there are
three tasks to be completed, compared to perform the three tasks through three independent
transaction procedures, twice of the fixed expense will be saved by performing the three tasks

through a single transaction procedure according to embodiments of the present disclosure.

[0067] FIG. 4 illustrates a block diagram of an electronic device 400 adapted to implement
an implementation of the subject matter described herein. The device 400 may be used to
implement one or more hosts (e.g., the management device 114, the blockchain nodes 112-1,
112-2 to 112-N for transaction processing shown in FIG. 1) of management transaction system
100 shown in FIG. 1. As shown in FIG. 4, the device 400 comprises a central processing unit
(CPU) 401 which is capable of performing various actions and processes in accordance with
computer program instructions stored in a read only memory (ROM) 402 or computer program

instructions loaded from a storage unit 408 to a random access memory (RAM) 403. In the
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RAM 403, various programs and data as required by operation of the device 400 are stored.
The CPU 401, the ROM 402 and the RAM 403 are connected to one another via a bus 404.
An input/output (I/0) interface 405 is also connected to the bus 404.

[0068] The following components of the device 400 are connected to the 1/O interface 405:
an input unit 406 including a keyboard, a mouse, or the like; an output unit 407 including
various displays, loudspeakers and the like; the storage unit 408 such as a disk, an optical disk
or the like; a communication unit 409 such as a network card, a modem, a wireless
communication transceiver or the like. The communication unit 409 allows the device 400 to
exchange information/data with other devices through a computer network such as the Internet

and/or various telecommunication networks.

[0069] The processing unit 401 performs various methods and processing described above,
for example, performs the methods 200 and 300. For example, in some embodiments, the
methods 200 and 300 may be implemented as a computer software program, which is stored in
a machine-readable medium, for example the storage unit 408. In some embodiments, part of
or all the computer program may be loaded into and/or installed on the device 400 via the ROM
402 and/or the communication unit 409. When the computer program is loaded to the RAM
403 and executed by the CPU 401, one or more operations of the methods 200 and 300
described above may be performed. Alternatively, in other embodiments, the CPU 401 may
be configured in any other proper manners (e.g., by virtue of a firmware) to perform one or

more actions of the methods 200 and 300.

[0070] It needs to be further appreciated that the present disclosure may be implemented as
a method, an apparatus, a system and/or a computer program product. The computer program
product may include a computer readable storage medium (or media) having computer readable
program instructions thereon for causing a processor to carry out aspects of the present

disclosure.

[0071] The computer readable storage medium can be a tangible device that can retain and
store instructions for use by an instruction execution device. The computer readable storage
medium may be, for example, but is not limited to, an electronic storage device, a magnetic
storage device, an optical storage device, an electromagnetic storage device, a semiconductor
storage device, or any suitable combination of the foregoing. A non-exhaustive list of more
specific examples of the computer readable storage medium comprises the following: a portable

computer diskette, a hard disk, a random access memory (RAM), a read-only memory (ROM),
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an erasable programmable read-only memory (EPROM or Flash memory), a static random
access memory (SRAM), a portable compact disc read-only memory (CD-ROM), a digital
versatile disk (DVD), a memory stick, a floppy disk, a mechanically encoded device such as
punch-cards or raised structures in a groove having instructions recorded thereon, and any
suitable combination of the foregoing. A computer readable storage medium, as used herein,
is not to be construed as being transitory signals per se, such as radio waves or other {reely
propagating electromagnetic waves, electromagnetic waves propagating through a waveguide
or other transmission media (e.g., light pulses passing through a fiber-optic cable), or electrical

signals transmitted through a wire.

[0072] Computer readable program instructions described herein can be downloaded to
respective computing/processing devices from a computer readable storage medium or to an
external computer or external storage device via a network, for example, the Internet, a local
area network, a wide area network and/or a wireless network. The network may comprise
copper transmission cables, optical transmission fibers, wireless transmission, routers, firewalls,
switches, gateway computers and/or edge servers. A network adapter card or network
interface in each computing/processing device receives computer readable program instructions
from the network and forwards the computer readable program instructions for storage in a

computer readable storage medium within the respective computing/processing device.

[0073] Computer readable program instructions for carrying out operations of the present
disclosure may be assembler instructions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions, microcode, firmware instructions, state-
setting data, or either source code or object code written in any combination of one or more
programming languages, including an object oriented programming language such as Java,
Smalltalk, C++ or the like, and conventional procedural programming languages, such as the
“C” programming language or similar programming languages. The computer readable
program instructions may execute entirely on the user’s computer, partly on the user’s computer,
as a stand-alone software package, partly on the user’s computer and partly on a remote
computer or entirely on the remote computer or server. In the latter scenario, the remote
computer may be connected to the user’s computer through any type of network, including a
local area network (LAN) or a wide area network (WAN), or the connection may be made to
an external computer (for example, through the Internet using an Internet Service Provider).
In some embodiments, electronic circuitry including, for example, programmable logic circuitry,

field-programmable gate arrays (FPGA), or programmable logic arrays (PLA) may execute the
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computer readable program instructions by utilizing state information of the computer readable
program instructions to personalize the electronic circuitry, in order to perform aspects of the

present disclosure.

[0074] Aspects of the present disclosure are described herein with reference to flowchart
illustrations and/or block diagrams of methods, apparatus (systems), and computer program
products according to embodiments of the disclosure. It will be understood that each block of
the flowchart illustrations and/or block diagrams, and combinations of blocks in the flowchart
illustrations and/or block diagrams, can be implemented by computer readable program

instructions.

[0075] These computer readable program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other programmable data processing
apparatus to produce a machine, such that the instructions, which execute via the processor of
the computer or other programmable data processing apparatus, create means for implementing
the functions/acts specified in the flowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored in a computer readable storage
medium that can direct a computer, a programmable data processing apparatus, and/or other
devices to function in a particular manner, such that the computer readable storage medium
having instructions stored therein comprises an article of manufacture including instructions
which may implement aspects of the functions/actions specified in the flowchart and/or block

diagram block or blocks.

[0076] The computer readable program instructions may also be loaded onto a computer,
other programmable data processing apparatus, or other device to cause a series of operational
steps to be performed on the computer, other programmable apparatus or other device to
produce a computer implemented process, such that the instructions which are executed on the
computer, other programmable apparatus, or other device may implement the functions/actions

specified in the flowchart and/or block diagram block or blocks.

[0077] The flowchart and block diagrams in the Figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods and computer
program products according to various embodiments of the present disclosure. In this regard,
each block in the flowchart or block diagrams may represent a module, a segment, or portion
of codes, which comprises one or more executable instructions for implementing the specified

logical function(s). It should also be noted that, in some alternative implementations, the
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functions noted in the block may occur out of the order noted in the figures. For example, two
blocks shown in succession may, in fact, be executed substantially concurrently, or the blocks
may sometimes be executed in the reverse order, depending upon the functionality involved.
It will also be noted that each block of the block diagrams and/or flowchart illustration, and
combinations of blocks in the block diagrams and/or flowchart illustration, can be implemented
by special purpose hardware-based systems that perform the specified functions or actions, or

combinations of special purpose hardware and computer instructions.

[0078] The depictions of the various embodiments of the present disclosure have been
presented for purposes of illustration, but are not intended to be exhaustive or limited to the
embodiments disclosed. Many modifications and variations will be apparent to those of
ordinary skilled in the art without departing from the scope and spirit of the described
embodiments. The terminology used herein was chosen to best explain the principles of the
embodiments, the practical application or technical improvement over technologies found in
the marketplace, or to enable others of ordinary skill in the art to understand the embodiments

disclosed herein.

[0079] What are described are only preferred embodiments of the present disclosure, and
not intended to limit the present disclosure. Those skilled in the art appreciate that the present
disclosure may have various modifications and variations. Any modifications, equivalent
substitutes and improvements within the spirit and principles of the present disclosure all fall

within the protection scope of the present disclosure.
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I/We Claim:

1. A method of transaction processing, comprising:

receiving, at a blockchain node for processing a transaction in a blockchain, a
transaction request comprising a plurality of fields, the plurality of fields comprising a
transaction task field, the transaction task field comprising a plurality of clauses and each
clause of the plurality of clauses indicating one task of a plurality of tasks of the transaction;

processing the plurality of tasks of the transaction; and

only in response to successfully processing all the plurality of tasks, determining that

the transaction is successfully processed.

2. The method according to claim 1, wherein at least one of the plurality of clauses
comprises:

a first information element indicating a recipient address associated with the task,

a second information element indicating an amount of cryptocurrency to be transferred
to the recipient address, and

a third information element indicating data for the task indicated by the at least one

clause.

3. The method according to claim 2, wherein processing the plurality of tasks of the
transaction comprises:

in response to determining that the first information element is null, deploying a smart
contract based on the third information element and transferring the amount indicated in the
second information element to the smart contract, the data indicated by the third information

element comprising program codes of the smart contract.

4. The method according to claim 2, wherein processing the plurality of transaction tasks
of the transaction comprises:

in response to determining that the first information element indicates a valid address,
determining whether the first information element indicates a smart contract address; and

in response to determining that the first information element indicates a smart contract
address, executing a smart contract corresponding to the smart contract address based on the

third information element and transferring the amount indicated in the second information
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element to the smart contract, the data indicated by the third information element comprising

parameters for executing the smart contract.

5. The method according to claim 4, wherein processing the plurality of transaction tasks
of the transaction further comprises:

in response to determining that the first information element indicates a non-smart-
contract address, transferring the amount indicated in the second information element to the

non-smart-contract address.

6. The method according to claim 1, wherein the task indicated by one of the clauses is

not dependent on a further task indicated by a further clause of the plurality of clauses.

7. The method according to claim 1, wherein the task indicated by one of the clauses is
dependent on a further task indicated by a further clause of the plurality of clauses such that the

task can be implemented only after the further task has been implemented.

8. The method according to claim 1, wherein the plurality of fields indicate at least one
of the following:

an identifier of an associated transaction on which the transaction associated with the
transaction request depends,

a transaction nonce,

a reference of a block into which the transaction is to be packaged,

an expiration field to determine expiration time of the transaction,

a coefficient for transaction fee calculation,

a maximum transaction fee that an initiator of the transaction is willing to pay for the
transaction,

a reserved field for backward compatibility,

signature information of the initiator of the transaction, and

a last byte of an identifier of a genesis block of the blockchain.

9. The method according to claim 1, further comprising:
determining whether the plurality of fields indicate an identifier of an associated

transaction on which the transaction associated with the transaction request depends;
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in response to determining that the plurality of fields indicate the identifier of the
associated transaction, determining whether the associated transaction has been processed
successfully; and

in response to determining that the associated transaction has been processed

successfully, enabling the plurality of tasks of the transaction to be processed.

10. The method according to claim 9, wherein the transaction is associated with a unique
identifier, and the unique identifier of the transaction is generated based on the transaction

request and an address of an initiator of the transaction.

11. The method according to claim 10, wherein the unique identifier of the transaction
is generated by hashing the address of the initiator of the transaction and a part of the plurality
of fields, the part of the plurality of fields being all fields in the transaction request excluding a

field indicating signature information of the initiator of the transaction.

12. The method according to claim 1, further comprising:

determining a block based on one of the plurality of fields indicating a reference of the
block into which the transaction is to be packaged; and

packaging data associated with the processed plurality of tasks of the transaction into

the determined block.

13. The method according to claim 1, further comprising:
in response to reaching a preset block based on the plurality of fields, causing the

transaction to expire.

14. The method according to claim 1, further comprising:
determining a transaction fee for processing the transaction, the transaction fee

comprising at least a fixed expense and a non-fixed expense.
15. The method according to claim 14, wherein the non-fixed expense of the transaction

fee is determined based on at least respective types of the plurality of tasks and data for the

plurality of tasks, the data for the plurality of tasks being included in the plurality of clauses.
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16. The method according to claim 14, wherein determining the transaction fee
comprises:

determining the non-fixed expense based on a first number of bytes of data for the
plurality of tasks being equal to a first predefined value and a second number of bytes of data

for the plurality of tasks being different from the first predefined value.

17. A device for transaction processing, comprising:
a memory configured to store one or more programs; and
a processing unit coupled to the memory and configured to execute said one or more

programs to cause the device to perform the method according to any one of claims 1-16.

18. A non-transitory computer readable storage medium having machine executable
instructions stored thereon, the machine executable instructions, when executed, causing a

machine to perform the method according to any one of claims 1-16.

19. A computer program product being tangibly stored on a non-transient computer
readable medium and comprising machine executable instruction, the machine executable
instructions, when being executed, causing a machine to perform the method according to any

one of claims 1-16.

25



PCT/SG2019/050222

WO 2019/203735

[FEESSX

FIG.1

1/4



WO 2019/203735 PCT/SG2019/050222

200
\ ~—202

RECEIVE, AT A BLOCKCHAIN NODE FOR PROCESSING A
TRANSACTION IN A BLOCKCHAIN, A TRANSACTION
REQUEST COMPRISING A PLURALITY OF FIELDS, THE
PLURALITY OF FIELDS COMPRISING ATRANSACTION TASK
FIELD, THE TRANSACTION TASK FIELD COMPRISING A
PLURALITY OF CLAUSES AND EACH CLAUSE OF THE
PLURALITY OF CLAUSES INDICATING ONE TASK OF A
PLURALITY OF TASKS OF THE TRANSACTION

y 204

PROCESS THE PLURALITY OF TRANSACTION TASKS

v _ 206

ONLY IN RESPONSE TO SUCCESSFULLY PROCESSING ALL
THE PLURALITY OF TASKS, DETERMINE THAT THE
TRANSACTION IS SUCCESSFULLY PROCESSED

FIG.2

2/4



WO 2019/203735 PCT/SG2019/050222

300

302

RANSACTION PROCESSING NODE , DETERMINE W

: - YES
e THE FRSTINFORMATION ELENENTISNULL_ e

-

306

RUINE WHETHER THE FIRST INFORVATION ELEVEN
 IDICKESAVAUDADORESS ™"

YES

308

BETERVINE WHETHER THE FIRST INFORKATION ELERTEN
e, INDICATES ASHERT CONTRACT ADDRESS_omeer=="

304

312 | YES 310 | /

L ~ c

TRANSFER AN AMOUNT INDICATED INTHE  § | CALL AND EXECUTE THE SMART CONTRACT
SECOND INFORMATION ELEMENT TO THE BASED ON THE THIRD INFORMATION
NON-SMART-CONTRACT ADDRESS ELEMENT

DEPLOY A SMART CONTRACT BASED ON THE
THIRD INFORMATION ELEMENT

FIG.3

3/4




WO 2019/203735 PCT/SG2019/050222

400 -\
— 401 — 492 — 403
CPU ROM E RAM E
Q A Y il 404 L %
v — 405
I/O INTERFACE E

a6 L a7 ] a8 ] 409

INPUT OUTPUT STORAGE COMMUNIC
,,,,,,,,,, UNIT_ & UNIT _UNT | LATIONUNT

4/4



	Abstract
	Description
	Claims
	Drawings

