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OBJECT ORIENTED MEMORY IN SOLID STATE DEVICES

Technical Field

[0001] The present disclosure relates generally to semiconductor

memory devices, methods, and systems, and more particularly, to object oriented

memory in solid state devices.

Background
[0002] Memory devices may be provided as internal, semiconductor,

integrated circuits and/or external removable devices, for instance, in computers,
personal digital assistants (PDAs), digital cameras, and mobile (e.g., cellular)
telephones, among various other electronic devices. There are many different
types of memory including random access memory (RAM), read-only memory
(ROM), dynamic random access memory (DRAM), synchronous dynamic
random access memory (SDRAM), phase change random access memory
(PCRAM), and flash memory, among other types of memory configurations.
[0003] - Various types of memory may be used in systefns using memory
devices. The various types of memory may be used in any combination to
provide memory for a host. For instance, flash memory (e.g., using NAND or
NOR memory cells) may be included in a memory device. Flash memory may
be utilized as internal memory or as removable memory, which may be coupled
to the system through an interface, such as a universal serial bus (USB)
connection.

[0004] Flash memory devices may be utilized as non-volatile memory
for a wide range of electronic applications. Flash memory devices may use a
one-transistor memory cell that allows for high memory densities, high

reliability, and low power consumption.

Brief Description of the Drawings

[0005] Figure 1 illustrates a block diagram of a system in accordance
with one or more embodiments of the present disclosure.
[0006] Figure 2 illustrates a diagram of a portion of a memory array in

accordance with one or more embodiments of the present disclosure.
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[0007] Figure 3 is a block diagram illustrating object oriented memory in
solid state devices in accordance with one or more method embodiments of the

present disclosure.

Detailed Description

[0008] The present disclosure includes methods, devices, and systems for
object oriented memory in solid state devices. One embodiment of a method for
object oriented memory in solid state devices includes accessing a defined set of
data as a single object in an atomic operation manner, where the accessing is
from a source other than a host. In various embodiments, the source can be, by
way of illustration and not by way of limitation, a network as described with
regard to Figure 1. The embodiment also includes storing the defined set of data
as the single object in a number of solid state memory blocks as formatted by a
control component of a solid state device that includes the number of solid state
memory blocks.

[0009] A solid state device can include a number of memory devices
(e.g., a number of memory chips). As utilized in the present disclosure, using “a
number of” to refer to a thing can refer to one or more such things. For instance,
a number of memory devices can refer to one or more memory devices. As one
of ordinary skill in the art will appreciate, a memory chip can include a number
of dies. Each die can include a number of memory arrays and peripheral
circuitry thereon. A memory array can include a number of planes, with each
plane including a number of physical blocks of memory cells. Each physical
block can include a number of pages of memory cells that can store a number of
sectors of data.

[0010] In order to achieve low latency and high bandwidth operations
across large storage capacity, solid state devices may include multiple channels
operating in parallel, with each channel operating some portion of memory.
Thus, multiple copies of a memory channel controller (e.g., NAND flash
controller logic) may be integrated on a solid state device’s multi-channel system
controller. In such an arrangement, each channel, or an aggregation point of the
channels, may be tasked with operating the associated memory served by the
channel, including performing logical to physical mapping and/or block

management (e.g., wear leveling). Therefore, each copy of the multiple memory
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channel controllers, corresponding to each of the multiple channels, may have
high speed buffer memory used to carry out the mapping and block management
functions. In addition, each copy of the multiple memory channel controllers
may include buffer memory for “in-flight” data directed to a respective channel.
[0011] Memory devices may be combined together to form a solid state
device. A solid state device may include non-volatile memory (e.g., NAND
flash memory and/or NOR flash memory) and/or may include volatile memory
(e.g., DRAM and/or SRAM), among various other types of non-volatile and
volatile memory.

[0012] A solid state device may be used to replace hard disk drives as the
main memory device for a computer, as the solid state device may have
advantages over hard drives in terms of performance, size, weight, ruggedness,
operating temperature range, and/or power consumption. For example, solid
state devices may have superior performance when compared to magnetic disk
drives due to their lack of moving parts, which may ameliorate seek time,
latency, and/or other electro-mechanical delays associated with magnetic disk
drives. Solid state device manufacturers may use non-volatile flash memory to
create flash solid state devices that may not use an internal battery supply, thus
allowing the drive to be more versatile and compact.

[0013] For some memory applications, solid state devices may be used
as a replacement or complement to hard disk drives. In these instances, solid
state devices may be placed in an environment designed to accommodate a hard
drive’s functions. Due to the differences in granularity or quantization of the
smallest erasable unit between solid state devices and hard drives (e.g., a 512
byte sector for hard drives versus a 128k or 256k block in solid state devices), a
solid state device that is used as a replacement for or complement to a hard drive
in a computing device may not operate at peak performance levels.

[0014] Parallel communications between each copy of the multiple
memory channel controllers and the corresponding portions of memory may
require approximately 20 pins to establish data, control, power, and ground
connections therebetween. This can result in an expensive memory system
having a large pin count to ensure compatibility with existing disk drive

protocols.
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[0015] Development and adoption of solid state devices has been driven
by a rapidly expanding need for higher input/output performance. High
performance desktop computers, laptops, mobile systems or devices, and/or any
application that needs to deliver information in real-time or near real-time can
benefit from solid state devices. Historically, solid state devices have been more
expensive than hard drives. Due to improvements in manufacturing technology
and expanded chip capacity, however, prices have dropped, leading both
consumers and enterprise-level customers to re-evaluate solid state devices as
viable alternatives to previous memory systems.

[0016] A memory cell stores digital information in a structure that can be
rapidly switched between more than one readily discernable states. Some
memory cells are based on the presence or absence of electrical charge contained
in a region of the cell. By retaining its charge, the memory cell retains its stored
data. Some memory cell structures inherently leak charge, and must be
continually powered to refresh the stored charge.

[0017] Non-volatile memory, however, does not require electrical power
to retain charge information. For instance, flash memory may have a “floating
gate” upon which the charge is stored, which is insulated to minimize charge
leakage. Thus, power is required only to change the stored information (e.g.,
data, bits, etc.), for instance, to write to (e.g., store charge), to read from (e.g.,
determine if charge is present), and/or to erase (e.g., remove charge) a memory
cell. The non-volatility of stored data in flash memory is advantageous in
portable electronic applications. Non-volatile memory may be used in, by way
of example and not by way of limitation, personal computers (e.g., desktop and
laptop), personal digital assistants (PDAs), digital cameras, and cellular
telephones, among many other uses. Program code and system data, such as a
basic input/output system (BIOS) used in computing systems, among other
types, may be stored in non-volatile memory devices.

[0018] A solid-state memory device may be a memory device that stores
persistent data on solid-state flash memory. Solid state memory devices are not
hard drives, in the traditional sense of the term, because there are no moving
parts involved. Instead, a solid-state memory device has an array of
semiconductor memory organized using integrated circuits (ICs) rather than

magnetic or optical media.
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[0019] This arrangement has many advantages. Data transfer to and from
solid state devices is faster than electromechanical disk drives. Seek time and
latency may also be reduced. Users enjoy much faster boot times and/or
functionality of operating systems as well. In general, solid state devices are
also more durable and quieter, with no moving parts to break or spin up or down.
Solid state devices do, however, have a set life expectancy because there is a
finite number of erase/write cycles before performance may become erratic.
[0020] Hence, a defined set of data may be rewritten periodically due, for
instance, to “wear” on the memory cells to which the defined set of data was
previously stored. In various embodiments as described in the present
disclosure, a defined set of data can include a complete, integrated package of
“critical data” that can include instructions to enable proper system performance,
as defined prior to and during access of such data and/or after storage of such
data. In some embodiments, the “set” of data can be defined as multiple
packages of data that become integrated during and/or after accessing such data
but prior to storing the complete, integrated package as the defined set of data.
[0021] Moreover, advancements in technology may make replacing of
previously stored (e.g., written) sets of defined data desirable. In the present
disclosure, each of these operations can be termed “updating” the defined set of
data. Especially for critical data (e.g., for boot images and/or operating systems
upon which operability of a system depends upon a substantially error-free read
thereof), it can be important to validate the accuracy of such data before storing
the defined set of data to the solid state memory, in particular when the newly
accessed data replaces data relied upon by a host (e.g., a host device and/or a
system that is managed by the host device) for proper operability.

[0022] Existing solid state memory (e.g., NOR and/or NAND flash
memory) in solid state devices may store, for instance, host data (e.g., a file) as a
series of fixed length logical blocks. The host may maintain a table that not only
identifies which logical blocks within the flash memory device are associated
with each file but also the ordering of those logical blocks to create the file.
Read and write access to the memory device by the host may be performed using
the logical block numbers. However, the flash device may lack enough
information to understand how the reads and writes relate to the underlying file

data itself.
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[0023] Despite this, the memory system may work well enough for many
types of host data but may have particular deficiencies for some data types. One
example is system data such as processor boot instructions and/or operating
system instructions crucial to operability of a system that has functions
dependent on substantially error-free reading of coded instructions. Corruption
of this type of data may render such a system inoperable. An alternative

memory mechanism is described in the present disclosure that provides for
increased reliability and performance, along with a broader range of services.

As described in the present disclosure, the alternative memory mechanism can
utilize object oriented memory in solid state devices and/or block oriented
memory that is governed by an encoded set of rules to mimic object oriented
memory, for example.

[0024] Rather than treating a file as a series of logical blocks (e.g., in a
block oriented manner), the defined set of data in a file can instead be treated
(e.g., accessed and/or stored) as one single object (e.g., a complete, integrated
package) by a solid state memory device. Treating the defined set of data as a
single object can allow the solid state memory device (e.g., having a number of
non-volatile NOR and/or NAND flash memory arrays) to perform certain
operations during write and read processes that can increase reliability and
performance. Examples of such operations, which can be performed on data
upon which a substantially error-free read is required for operability of particular
system functions, can include: a read-verify where a type of data integrity check
is performed before the write process is performed or considered complete;
multiple copies of such data are stored so that, in case of a read failure with one
copy, the system can rely on a read of another one of the copies; and a previous
known-good version of the data is maintained so that, in case of a faulty read or
re-write, the system can be directed to a read of the last known-good data;
among other operations described herein.

[0025] Object oriented data structures in a solid state device, as described
in the present disclosure, can provide and/or assist in providing the just-
described operations, whereas traditional block oriented memory devices may be
incapable of such operations. As described in the present disclosure, a solid state
device can include a number of solid state memory arrays and a solid state

device controller, among other components. The controller can be a control
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component that manages (e.g., directs, controls, regulates, etc.) the solid state
device using instructions (e.g., executed by a processor where appropriate)
stored as software, firmware, and/or hardware (e.g., logic such as an application
specific circuit (ASIC)). The present disclosure will enable one of ordinary skill
in the art to practice these operations, among others, with embodiments for
object oriented memory in solid state devices, also referred to herein as “object
oriented solid state devices”.

[0026] When writing as object oriented memory in solid state devices, a
solid state device can access a data stream in a block oriented device manner.
However, because the object oriented memory device can access the data stream
with an understanding that the data stream is associated with a single defined
entity (e.g., a defined set of data that defines a single object), a write completion
acknowledgement response to, for example, a host can be delayed until one or
more data protection operations have been successfully completed. Performance
of a variety of data protection operations can be facilitated through use of object
oriented memory techniques. A number of these data protection operations are
described below.

[0027] The solid state device can use properties associated with the
object to improve the reliability of the object data read by the host. The solid
state device can use multiple copies to reduce likelihood that a media error
would corrupt the object as read by the host. A variety of operations can be
performed individually or in combination to enable such a reduction in
likelihood, as described in more detail below. For example, a fail-over operation
can use another copy of the object in a case where error detection indicates a
read and/or write failure. In some embodiments, a bit-by-bit comparison can be
performed on multiple copies of the object after error detection in at least one of
the copies. Discrepancies found in the comparison can result in a majority vote
of the multiple copies or the solid state device can revert to the last known-good
object. Another level of validation can be a complete cyclic redundancy check
(CRC) of the entire object.

[0028] The object oriented solid state device can direct the host to
previously stored versions of the entire object. For example, a control
component of the object oriented solid state device can detect multiple read

requests to the object within a particular period of time (e.g., which can be a
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predetermined period or determined “on the fly”, as appropriate to the
circumstance) and recognize such multiple requests as an indicator that the
device is caught in a re-boot loop. Such recognition can result in the solid state
device providing the host with a last known-good version of the object.

[0029] The object oriented solid state device can, in various
embodiments, provide services to expedite booting of the host. Among these
services, the solid state device can autorﬁatically initiate a read operation based
upon a particular event, such as a power-on reset and/or transition of a signal,
among other events. The read data can then be automatically sent to the host
where it can be used, for example, to boot the host and/or the system that
includes the host or the data can be ignored if the data is not required by the host
and/or the system that includes the host at that time.

[0030] Block oriented memory devices may not be able to perform the
range of operations and/or services described herein because block oriented
memory devices generally do not have a capability to be aware of the number of
logical blocks in a file and/or the order in which the blocks will be read and/or
written. Block oriented memory devices generally only respond to read/write
commands.

[0031] Before a computing device accomplishes a desired task, it may
receive an appropriate set of instructions. Executed by, for instance, a device's
processor(s), these instructions direct the operation of the device. These
instructions can be stored in a memory. Instructions can invoke other
instructions. A computing device and/or system (e.g., a server, router, desktop
computer, laptop, mobile devices or systems, and other devices having processor
logic and memory) can include an operating system layer and an application
layer to enable performing various functions or roles. The operating system
layer may include a “kernel” (i.e., master control program) that provides an
underlying level of control and operability. The kernel may provide task
management, device management, and data management, among others, to, for
instance, a host. The kernel may set the standards for application programs that
run on the computing device and may control resources used by application
programs. The application layer may include programs (i.e., executable
instructions) which are located above the operating system layer and accessible

by a user.
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[0032] A boot image and/or operating system instructions may contain
encoded information (e.g., a defined set of bits) that enables initiation of the just-
described functions and thus can be called critical data. Accessing and/or storing
such critical data in an object oriented manner should assist in preserving the
integrity of the critical data in order to maintain operability of systems
controlled, for example, by a host.

[0033] As described in the present disclosure, instructions are provided
that execute to protect critical data. One or more embodiments are provided that
execute instructions such that after a new defined set of data has booted
successfully as stored at least once, whether in association with an operating
system installation or update, the new defined set of data is automatically saved
as “last install”. The last install configuration will be a “known good”
installation and help to avoid issues when, for example, a user inadvertently
creates a non-bootable kernel configuration and has not created a backup. One
or more embodiments are provided that execute instructions to make a number
of copies of one or more defined sets of critical data. One or more embodiments
are provided that execute instructions that can execute to apply error correction
operation to the copy. These and other embodiments will be appreciated by one
of ordinary skill in the art upon reading this disclosure.

[0034] Figure 1 illustrates a block diagram of a system in accordance
with one or more embodiments of the present disclosure. In the following
detailed description, reference is made to the accompanying drawings that form
a part hereof, and in which is shown by way of illustration how one or more
embodiments of the disclosure may be practiced. These embodiments are
described in sufficient detail to enable those of ordinary skill in the art to
practice the embodiments of this disclosure, and it is to be understood that other
embodiments may be utilized and that process, electrical, and/or structural
changes may be made without departing from the scope of the present
disclosure. As used herein, the designators “N,” “M,” “R,” and “S,” particularly
with respect to reference numerals in the drawings, indicates that a number of
the particular feature so designated can be included with one or more
embodiments of the present disclosure.

[0035] The figures herein follow a numbering convention in which the

first digit or digits correspond to the drawing figure number and the remaining
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digits identify an element or component in the drawing. Similar elements or
components between different figures may be identified by the use of similar
digits. For example, 130 may reference element “30” in Figure 1, and a similar
element may be referenced as 230 in Figure 2. As will be appreciated, elements
shown in the various embodiments herein can be added, exchanged, and/or
eliminated so as to provide a number of additional embodiments of the present
disclosure. In addition, as will be appreciated, the proportion and the relative
scale of the elements provided in the figures are intended to illustrate the
embodiments of the present invention, and should not be taken in a limiting
sense.

[0036] A system may include a host, host memory, and a number of
memory devices external to the host. The host may have a number of
processors, a host controller, and a host controller memory that is associated
with the host controller, and a number of internal memory devices. The host
may use the internal and/or the external memory devices by interacting with the
memory devices via the host controller. The host controller may communicate
with the memory devices to perform operations on the memory devices, such as
reading data from the memory devices to the host or storing data from the host in
the memory devices. The commands that manage the reading and storing of data
may be built by the host. The host controller may have hardware that controls
the memory device capabilities in the commands. In such cases, when the host
controller has hardware that defines the memory devices capabilities, the host
controller may be limited to building commands that have the capabilities
associated with the hardware that is on the host controller.

[0037] In one or more embodiments, the system 100 illustrated in Figure
1 can be utilized to enable functionality, by way of example and not by way of
limitation, for personal computers and/or a laptop computers, mobile telephones,
digital cameras, digital recording and play back devices, PDAs, memory card
readers, and interface hubs, and USBs, among other examples.

[0038] The system 100 can include a host 105, where the host 105
includes at least one host processor 114 that communicates with a number of
other components via a host controller 112. The other host components may

include a host memory 118 accessed via a host memory controller 122.
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Additional components may include a host network interface 110 and a user
interface 125.

[0039] In various embodiments, the host network interface 110 can allow
accessing (e.g., communication with) an outside network 102 to enable input and
output device interaction with the network 102. By way of example and not by
way of limitation, such outside networks can include a local area network
(LAN), a wide area network (WAN), the Internet, and/or wireless networks,
among others. The host network interface 110 may be coupled via the network
102 to corresponding interface devices in other devices and/or systems.

Network 102 may itself be comprised of many interconnected systems and
communication links, as the same are known and understood by one of ordinary
skill in the art. Communication links as used herein may be hardwire links,
optical links, satellite or other wireless communications links, wave propagation
links, or any other mechanisms for communication of information.

[0040] The user interface 125 can, in various embodiments, enable input
by a number of devices that may include a keyboard, pointing devices (e.g., a
mouse, trackball, touchpad, or graphics tablet), a scanner, a touchscreen
incorporated into a display, audio input devices such as voice recognition
systems, microphones, and/or other types of input devices (not shown). In
general, use of the term "input device" is intended to include all possible types of
devices and ways to input information into the system 100 illustrated in Figure 1.
[0041] The host 105 of the system 100 can, in various embodiments, be
operably coupled to a solid state device 150 that provides peripheral memory to
the host 105. The solid state device can, in various embodiments, include a solid
state device network interface 156 that can allow communication with (e.g.,
access to) the outside network 102 to enable input and/or output to the network
102, as previously described.

[0042] The solid state device network interface 156 can, in various
embodiments, be operably coupled to a solid state device controller 166. The
solid state device controller 166 can, in various embodiments, handle and/or
manage input of data/information from and/or output of data/information to the
solid state device network interface 156. Managing the data/information by the
solid state device controller 166 may be executed by a processor 172 embedded

in, or otherwise associated with, the solid state device controller 166. The solid
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state device controller 166 can, in various embodiments, be operably coupled to
the host controller 112 of the host 105 in order to provide to and/or receive from
(e.g., exchange) the host 105 data/information. For example, the
data/information (e.g., bits that are encoded in a computer-readable binary code)
can be data/information upon which operability of a system controlled by the
host 105 depends upon a substantially error-free read of such data/information.
By way of example and not by way of limitation, the data/information can be a
defined set of data required for booting (e.g., a boot image) and/or initiating
functionality of an operating system in a host and/or a system managed by the
host.

[0043] The solid state device controller 166 of the solid state device 150
can, in various embodiments, be operably coupled to a number of solid state
memory arrays 186. The solid state memory arrays 186 are described in further
detail in connection with Figure 2. In brief, one or more solid state memory
arrays 186 can, in various embodiments, be utilized to store, for example, the
defined set of data (e.g., after “writing” of such data in memory cells of the
memory arrays) as a single object 192 upon which operability of the system
controlled by the host 105 depends upon a substantially error-free read of the
defined set of data.

[0044] As described in the present disclosure, the defined set of data can
be handled as a collective whole to be stored in the solid state memory arrays
186 as one or more single objects 192 and can be provided as such to the host
105 through the solid state device controller 166 to reliably enable booting
and/or operating system functions in the system managed (e.g., directed,
controlled, regulated, etc.) by the host 105. As described in the present
disclosure, the components 156, 166, 172, 186, 192 of the solid state device 150
can, in various embodiments, enable reliable updating of such defined sets of
data (e.g., single objects), which may be referred to as “critical data”, by
handling such single objects in an object oriented manner.

[0045] Figure 2 illustrates a diagram of a portion of a memory array in
accordance with one or more embodiments of the present disclosure. Although
not shown in Figure 2, one of ordinary skill in the art will appreciate that the
solid state memory array 230 can be located on a particular semiconductor die

along with various peripheral circuitry associated with the operation thereof.
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[0046] As shown in Figure 2, solid state memory array 230 has a number
of physical blocks 240-0 (BLOCK 0), 240-1 (BLOCK 1), .. ., 240-M (BLOCK
M) of memory cells. The indicator “M” is used to indicate that the array 230 can
include a number of physical blocks. The memory cells can be single level cells
and/or multilevel cells. In various embodiments of the present disclosure,
particular physical memory blocks can include only single level memory cells
(e.g., single-bit memory cells) or the physical memory blocks can include
multilevel memory cells that are only written as single-bit cells. As an example,
the number of physical blocks in array 230 may be 128 blocks, 512 blocks, or
1,024 blocks, but embodiments are not limited to a particular multiple of 128 or
to any particular number of physical blocks in an array 230.

[0047] Further, embodiments are not limited to a particular type of
memory being used in all of a number of arrays. That is, different memory
arrays can, in various embodiments, use any type of memory blocks as presently
known by one of ordinary skill in the art (e.g., various types of memory such as
non-volatile, volatile, etc.) However, for purposes of the present disclosure, the
number of memory arrays contains at least one array that is configured as a solid
state memory array, as appreciated by one of ordinary skill in the art. In the
embodiment illustrated in Figure 2, the memory array 230 can be, for example, a
non-volatile NAND flash memory array. In some embodiments, by way of
example and not by way of limitation, the memory array 230 can have a non-
volatile NOR flash memory array architecture.

[0048] In the example shown in Figure 2, each physical block 240-0,
240-1, . . ., 240-M includes memory cells which can be erased together as a unit
(e.g., the cells in each physical block can be erased in a substantially
simultaneous manner). For instance, the cells in each physical block can be
erased together in a single operation. Each physical block, e.g., 240-0, 240-1, . .
., 240-M, contains a number of physical rows, e.g., 250-0, 250-1, . . ., 250-R, of
memory cells coupled to an access line (e.g., a word line). The indicator “R” is
used to indicate that a physical block, e.g., 240-0, 240-1, . . ., 240-M, can include
a number of rows. In some embodiments, the number of rows (e.g., word lines)
in each physical block can be 32, but embodiments are not limited to a particular

number of rows 250-0, 250-1, . . ., 250-R per physical block.
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[0049] As one of ordinary skill in the art will appreciate, each row 250-0,
250-1, .. ., 250-R can store one or more pages (e.g., bits) of data. A page refers
to a unit of programming and/or reading (e.g., a number of cells that are
programmed and/or read together or as a functional group of memory cells). In
the embodiment shown in Figure 2, each row 250-0, 250-1, . . ., 250-R stores
one page of data. However, embodiments of the present disclosure are not so
limited. For instance, in some embodiments of the present disclosure, each row
can store multiple pages of data. For example, each cell in a row can contribute
a bit towards an upper page of data, and can contribute a bit towards a lower
page of data. In one or more embodiments, a memory array can include multiple
physical blocks of memory cells and each physical block can be organized into
multiple pages. As described in the present disclosure, at least one array and/or
multiple blocks in such an array includes memory cells that can only store one
page of data or that are utilized in such a manner that they store only one page of
data.

[0050] In one or more embodiments of the present disclosure, and as
shown in Figure 2, a row, such as row 250-0, can store data (e.g., after a write
operation) in accordance with a number of physical sectors 252-0, 252-1, . . .,
252-S. The indicator “S” is used to indicate that a row, e.g., 250-0, 250-1, . . .,
250-R, can include a number of physical sectors. Each physical sector 252-0,
252-1,...,252-S can store data corresponding to a logical sector and can
include overhead information, such as error correction code (ECC) information
and logical block address (LBA) information, as well as a defined set of data
(e.g., critical data as described in the present disclosure). As one of ordinary
skill in the art will appreciate, logical block addressing is a scheme often used by
a host for identifying a logical sector of information. As an example, a logical
sector of data can be a number of bytes of data (e.g., 256 bytes, 512 bytes, or
1,024 bytes). Embodiments are not limited to these examples.

[0051) It is noted that other configurations for the physical blocks 240-0,
240-1, .. ., 240-M, rows 250-0, 250-1, . . ., 250-R, sectors 252-0, 252-1, . . .,
252-8S, and pages are possible. For example, the rows 250-0, 250-1, . . ., 250-R
of the physical blocks 240-0, 240-1, . . ., 240-M can each store data
corresponding to a single logical sector which can include, for example, more or

less than 512 bytes of data.
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[0052] Consistent with descriptions thereof provided in the present
disclosure, a solid state device can, in various embodiments, include a control
component coupled to a number of solid state memory arrays in the solid state
device, where each array has multiple physical blocks of memory cells.
Additionally, in various embodiments, each array can be formatted by the
control component of the solid state device that is configured to access a defined
set of data as a single object and store the defined set of data in the number of
arrays as the single object.

[0053] As used herein, when it is stated that a solid state control
component can perform an action, it will be understood as an abbreviated
substitute for “the control component that is configured to” or “the control
component that is configured to execute by way of a processor”.

[0054) In some embodiments, the control component of the solid state
device can include an associated processor that manages the formatting of the
single object. The formatting can be performed by determining in which of the
multiple physical blocks of memory cells in the number of solid state memory
arrays the defined set of data will be stored. For example, the control component
of the solid state device can, in various embodiments, store the defined set of
data to a particular (e.g., which can be a predetermined or determined “on the
fly”, as appropriate to the circumstance) partition of the number of memory
arrays of the physical blocks of memory cells. The particular partition can be
determined based upon a number of factors, as described in the present
disclosure. Such factors can, by way of example and not by way of limitation,
include the wear (e.g., the number of write/erase cycles particular memory
arrays/blocks/cells have experienced), whether the cells of a particular
block/array are single-level or multi-level memory cells, and/or the type of
memory cell in the block/array, among other factors.

[0055] By way of example and not by way of limitation, the multiple
physical blocks of memory cells can be arranged in a non-volatile NAND or a
non-volatile NOR architecture. In some embodiments, the control component of
the solid state device can store the defined set of data beginning-to-end in a
number of contiguous physical blocks of memory cells. For example, the
contiguous physical blocks of memory cells can be defined by the particular

partition of the number of memory arrays of the physical blocks of memory
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cells. In some embodiments, the defined set of data can be a boot image, as
described herein. In some embodiments, the defined set of data can be
instructions for installing and/or initiating a number of operating systems, as
described herein. The embodiments of defined sets of data are not so limited.
[0056] The control component of the solid state device can, in some
embodiments, access the defined set of data and store the defined set of data in
the number of arrays after completion of an atomic operation. As appreciated by
one of ordinary skill in the relevant art, a set of operations can be considered
atomic when two conditions are met. First, until the entire set of operations is
completed, no other process can know about the changes being made
undetectably. Second, if any of the operations are unsuccessful, then the entire
set of operations is aborted and the state of the system is restored to the state it
was in before any of the operations began. In the present disclosure, accessing
the defined set of data in an atomic operation manner can, for example, prevent
an access being terminated and/or interrupted prematurely, which otherwise may
result in a partial update and/or installation of the defined set of data. If not for
the atomic operation, a number of negative consequences could occur due to a
partial write of critical data. Additionally, the control component of the solid
state device can, in some embodiments, assign a pointer to a last known-good
copy of the data in the arrays until completion of the atomic operation, where the
pointer directs a read of the data to be performed on the last known-good copy.
A pointer to a last known-good object can be provided and maintained. That is,
until a write process has been completed successfully, any read attempt of the
object can be directed by the pointer to the last known-good object.

[0057] Additionally, a solid state device can, in various embodiments,
include a control component coupled to a number of solid state memory arrays in
the solid state device, where each array has multiple physical blocks of memory
cells. Each array can, in various embodiments, be formatted by the control
component of the solid state device that is configured to access a defined set of
data as a single object, where one or more iterations of the defined set of data are
accessed, and store multiple copies of the one or more iterations to particular
locations in the number of arrays as the single object. Accessing one or more
iterations of the defined set of data can, by way of example and not by way of

limitation, include downloading one or more copies of program instructions
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from a network provider of such instructions and/or from a host, as described in
the present disclosure.

[0058] The control component of the solid state device can, in some
embodiments, store each of the multiple copies in a physically different array of
the number of arrays. By storing in the physically different array, faults
confined to a certain array may be prevented from corrupting critical data stored
in the physically different array. However, in some embodiments, possibly for
reduction of space and/or cost, among other considerations, the number of arrays
can be one. As previously described, the control component of the solid state
device can, in some embodiments, read the single object beginning-to-end in a
number of contiguous physical blocks of memory cells.

[0059] Multiple copies of the write object can be stored (e.g.,
simultaneously or sequentially). In the case of a flash memory device, the copies
can be stored in physically independent memory arrays to contribute to overall
reliability. In various embodiments, the object can be stored in memory
elements that have been determined to be most reliable within and/or between
various arrays of memory cells. For example, the data can be stored in elements
that are currently and/or are capable of storing one bit per memory cell rather
than two or more.

[0060] The control component of the solid state device can, in some
embodiments, store at least one of the multiple copies in physical blocks of the
array determined to be more reliable than other physical blocks. For example,
the physical blocks of the array determined to be more reliable can be physical
blocks having single-level memory cells. Such single-level memory cells can be
capable of holding only one bit of data or they can be multi-level memory cells
restrained from holding more than one bit of data. In any case, a cell having
only one bit of data can be more reliable due to less likelihood of a notable shift
in charge level affecting a read of the cell. In some embodiments, the physical
blocks of the array determined to be more reliable can be physical blocks having
memory cells that have been reused fewer times than memory cells of the other
physical blocks (e.g., memory blocks/cells that have experienced fewer
write/erase cycles). The manner of determining greater reliability of physical

blocks of the array is not limited by the examples just provided.
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[0061] After the one or more iterations of the accessed data are accessed,
in some embodiments, the control component of the solid state device can
independently verify multiple copies of the one or more data iterations prior to
storing the single object in the array. To independently verify can be performed
as operations described in the present application. As such, the control
component of the solid state device can, in some embodiments, read and
independently correct a number of errors found prior to storing the single object
in the array. After completion of verifying the data iterations, the control
component of the solid state device can assign a pointer to a particular copy of
the one or more data iterations as a new last known-good copy to replace a
previous last known-good copy. The control component of the solid state device
also can send a write completion acknowledgment to a host such that any read
by the host is directed by the pointer to the new last known-good copy.

[0062] After an entire object has been received, each of the copies can be
independently verified. Verification can include at least reading and error
correcting the entire object. Moreover, thresholds can be implemented by which
fewer than a particular number of read errors are detected before storing of an
object in a solid state memory array is allowed.

[0063] In addition, an end-to-end data integrity check (e.g., a cyclic
redundancy check (CRC)) can be calculated. In some embodiments, the CRC
can be embedded by the host before transmission to the solid state memory
device. In brief, a CRC operation uses a mathematical calculation to verify data
integrity after a transfer operation. A CRC is a type of function that takes as
input a data stream of any length, and produces as output a value of a certain
space, commonly a 32-bit integer. The term CRC denotes either the function or
the function's output. A CRC can be used as a checksum to detect accidental
alteration of data during transmission or storage. CRCs are popular because they
are simple to implement in binary hardware, are easy to analyze mathematically,
and are particularly good at detecting common errors, for instance, caused by
noise in transmission channels.

[0064] Consistent with descriptions thereof provided in the present
disclosure, a system can, in various embodiments, include a host control
component that is configured to be operably coupled to a host in order to manage

a system. Such a host, by way of example and not by way of limitation, can
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include maintaining intended operability of computing devices and systems,
portable or otherwise, as described herein. The host control component can be
configured to be operably coupled to a control component of a solid state device
having multiple solid state physical memory blocks of memory cells.
Additionally, the control component of the solid state device can be configured
to access a defined set of data as a single object and manage the defined set of
data as the single object during subsequent write and read operations.

[0065] The control component of the solid state device can, in some
embodiments, store multiple copies of the single object where each of the
multiple copies is separately stored in the multiple memory blocks as determined
by a set of rules for writing to physically separate memory blocks. For example,
the control component of the solid state device can, according to the set of rules,
store the multiple copies of the single object in a particular partition of the
multiple physical memory blocks of memory cells. As such, the control
component of the solid state device can, in some embodiments, store each of the
multiple copies of the single object in the particular partition contiguously in a
number of the multiple physical memory blocks for end-to-end data integrity.
[0066] In addition or in the alternative, the control component of the
solid state device can, in some embodiments, write in the multiple physical
memory blocks as determined by logical block addressing. As such, the control
component of the solid state device can, in some embodiments, store in
particular logical block addresses.

[0067] As previously stated, block oriented memory devices may not be
able to perform the range of operations and/or services described herein with
regard to object oriented memory systems because block oriented memory
devices generally do not have a capability to be aware of the number of logical
blocks in a file and/or the order in which the blocks will be read and/or written.
Block oriented memory devices generally only respond to read/write commands.
Nonetheless, as described in the present disclosure, when both the host and the
solid state device follow a set of rules associated with block reads and writes to
particular logical block addresses, a number of the operations and/or services
described herein with regard to object oriented solid state devices can be
emulated. Such emulation can be accomplished when block oriented solid state

devices handle data in a prescribed manner.
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[0068] For example, the block oriented device can define a series of
block numbers to be reserved for the data. The data can be stored in the
particular series in a particular order, with the host providing an indicator to the
solid state device of the last block of data. The solid state device can manage
multiple copies of the data as well as provide read access to the last known-good
version of the data when required. Storing the data as such in a block oriented
arrangement would allow reading of a defined set of data to be performed
consecutively from beginning-to-end as with an object oriented solid state
device.

[0069] Hence, a system as described in the present disclosure can, in
various embodiments, include a host control component that is configured to be
operably coupled to a host in order to manage a system, as described herein. The
host control component can, in various embodiments, be configured to be
operably coupled to a control component of a solid state device having multiple
solid state physical memory blocks of memory cells. The control component of
the solid state device can be configured to access a defined set of data in a block
oriented manner and handle the defined set of data in the block oriented manner
during subsequent write and read operations when a set of rules is followed by
the host control component and the solid state device control component to store
the defined set of data in particular logical block addresses.

[0070] The set of rules followed by the host control component and the
solid state device control component can, in various embodiments, allow a write
of the defined set of data in separate and non-partitioned physical memory
blocks in the multiple solid state device physical memory blocks (e.g., consistent
with block oriented memory). However, the set of rules followed by the host
control component and the solid state device control component can, in various
embodiments, include a particular series of physical memory block numbers to
store the defined set of data. Such rules can direct that the write of the defined
set of data is performed in a particular order. Such rules also can direct that the
host control component provides an indicator to the solid state device control
component to identify a last block of the defined set of data. By following one
or more of such rules, the solid state device control component can read the
defined set of data consecutively from a beginning to an end of the defined set of

data as if the defined set of data was stored in an object oriented manner.
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[0071] In some embodiments, the solid state device control component
can store multiple copies of the defined set of data where each of the multiple
copies is separately stored to the multiple memory blocks as determined by the
set of rules. Additionally, the solid state device control component can, in some
embodiments, manage the multiple copies of the defined set of data to provide
read access of the host control component to a last known-good copy of the
defined set of data.

[0072] Figure 3 is a block diagram illustrating object oriented memory
in solid state devices in accordance with one or more method embodiments of
the present disclosure. Unless explicitly stated, the embodiments described
herein are not constrained to a particular order or sequence. Additionally, some
of the described embodiments, or elements thereof, can occur or be operated at
the same, or at least substantially the same, point in time.

[0073] The embodiment illustrated in Figure 3 includes accessing a
defined set of data as a single object in an atomic operation manner, where the
accessing is from a source other than a host, as shown in block 310. In various
embodiments, the source can be, by way of illustration and not by way of
limitation, a network 102 as described with regard to Figure 1. In some
embodiments, accessing the data from a source other than the host can include
accessing the data in a mobile system, where the mobile system can be selected
from a group that includes: a digital camera; a digital music device; a network
device; a mobile telephone; a personal digital assistant device; and a laptop
computer; among a number of other possible mobile systems.

[0074] An atomic operation is intended to be performed as described
elsewhere herein. In some embodiments, accessing the defined set of data in the
atomic operation manner can include using a pointer to a last known-good
version of such data until initial access to the defined set of data is complete.
[0075] As shown in block 320, the embodiment includes storing the
defined set of data in the system as the single object to a number of solid state
memory blocks as formatted by a control component of a solid state device that
includes the number of solid state memory blocks. In some embodiments, the
storing can be performed once the atomic operation is completed. Storing the
defined set of data to the number of memory blocks can, in some embodiments,

include storing multiple copies of the defined set of data each to separate
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memory blocks after independently performing an atomic operation on each of
the multiple copies is complete.

[0076] The solid state device can, in some embodiments, provide a
host with a previously stored version of the defined set of data upon detecting
multiple read requests to a newly stored version of the defined set of data during
a particular period of time. For example, in various embodiments, the solid state
device or the host can detect multiple read requests to a newly stored boot image
required for a booting operation in the system. Consequently, in some
embodiments, the solid state device can provide the host with a last known-good
version of a boot image.

[0077] In accordance with the teachings of the present disclosure,
object oriented memory can, in various embodiments, include accessing a
defined set of data as a single object, where the accessing is from a source other
than the host, and performing a read-verify operation on the accessed defined set
of data. Embodiments of particular read-verify operations are described in more
detail below. The embodiment can include storing the defined set of data as the
single object in a number of memory blocks as formatted by a control
component operably coupled to a solid state device that includes the number of
solid state memory blocks.

[0078] In some embodiments, the storing of the defined set of data as
the single object is performed once the read-verify operation is completed.
Performing the read-verify operation on the accessed data can, in some
embodiments, include using a pointer to a last known-good version of a
previously stored defined set of the data until the read-verify operation on the
accessed defined set of new data is completed and the storing of the defined set
of new data is completed.

[0079] When the solid state device has determined that an object was
reliably written and verified, the solid state device can send a write completion
acknowledgement to the host. Any reads after the acknowledgement is sent to
the host would be made on the new object rather than on the previous known-
good object. Alternatively, the host can require controlling the transition
through a command, a register setting, or similar notification to the solid state

device before allowing the transition to occur.
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[0080] The read-verify operation can, in some embodiments, be
independently performed on multiple copies of the defined set of new data
before a write operation on each of the copies is performed, and subsequently
storing copies of the defined set of new data in which the read-verify operation
detected fewer than a particular number of errors. Some embodiments can
include storing multiple copies of the defined set of new data once the read-
verify operation is successfully completed. Some embodiments can include
providing automatic fail-over to a read-verified copy of the data when at least the
particular number of errors is detected in another of the multiple copies of the
defined set of new data. In particular, some embodiments can include providing
automatic fail-over to a read-verified copy of the defined set of new data when a
particular number of new errors are detected in another previously read-verified
and stored copy of the defined set of new data. Embodiments of performing the
read-verify operation can include performing a cyclic redundancy checking
(CRC) operation. Embodiments of read-verify operations are not so limited.
[0081] Error detection operations can have the ability to detect the
presence of errors caused by noise or other impairments during transmission
from a transmitter to a receiver. Error correction can have the additional ability
to reconstruct the original, error-free data. Briefly, examples of such, not by way
of limitation, can include an automatic repeat-request (ARQ) in which the
transmitter sends the data and also an error detection code, which the receiver
can use to check for errors, and request retransmission of erroneous data. In
some cases, the request is implicit in that the receiver sends an acknowledgement
(ACK) of correctly received data, and the transmitter resends anything not
acknowledged within a reasonable period of time.

[0082] Another example is forward error correction (FEC) in which the
transmitter encodes the data with an error-correcting code (ECC) and sends the
coded message. The receiver might not send any messages back to the
transmitter. The receiver can decode what it receives into the "most likely" data.
The codes are designed so that it would take a large amount of noise to trick the
receiver into misinterpreting the data. It is possible to combine the two, so that
minor errors are corrected without retransmission, and major errors are detected

and a retransmission is requested.

23



WO 2010/141058 PCT/US2010/001520

[0083] Some embodiments of the present disclosure can include
performing an error correction operation when a particular number of errors are
detected in at least one of a number of previously read-verified and stored copies
of the defined set of data. Some embodiments perform the error correction
operation when a particular number of errors are detected in at least one of a
number of copies not-yet read-verified or stored copies of the defined set of data.
Performing the error correction operation can, in some embodiments, include
performing a bit-by-bit comparison of multiple previously read-verified and
stored copies of the defined set of data, where the solid state device validates one
or more copies from among the multiple copies by selecting from a majority of
matching copies.

[0084] Other protections can include calculation of an arithmetic
signature of the defined data set (e.g., a hash function, as appreciated by one of
ordinary skill in the art). The solid state device can calculate, for example, the
hash function and then present the calculation back to the host as part of the
completion acknowledgement response. The host can then make a decision
whether the signature is correct. Reading the object can also generate a data
signature (e.g., a hash function) that the host can use as part of an authentication
program. The signature can either be calculated prior to sending the object data
to the host or as the object data is being sent and the signature would thus be
available for the host to read from the solid state device.

[0085] Briefly, a hash function is a well-defined procedure or
mathematical function that converts a large, possibly variable-sized amount of
data into a small datum, usually a single integer that may serve as an index into
an array. Hash functions are mostly used to speed up table lookup or data
comparison tasks. Hash functions are related to checksums, check digits,
fingerprints, randomizing functions, error correcting codes, and cryptographic
hash functions. Although these concepts overlap to some extent, each has its
own uses and requirements and all are within the scope of the present disclosure.
[0086] Having the device calculate the arithmetic signature (e.g.,
automatically on power-up) can be used to authenticate the data before execution
of the encoded data. Such authentication can improve the overall security of the
system, for example, by preventing hackers from modifying the code to gain

access to a network and/or other operations.
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[0087] Some embodiments of the present disclosure can include
providing an arithmetic signature in the defined set of data prior to accessing the
data from the source, where the arithmetic signature is provided by the solid
state device back to the source for detection of errors. In addition or in the
alternative, some embodiments can include providing an arithmetic signature in
the defined set of data prior to accessing the data from the host, where the
arithmetic signature is provided by the solid state device back to the host for
detection of errors.

[0088] The solid state device can calculate, for example, the hash
function and then present the calculation back to the host as part of the
completion acknowledgement response. The host can then make a decision
whether the signature is correct. Reading the object can also generate a data
signature (e.g., a hash function) that the host can use as part of an authentication
program. The signature can either be calculated prior to sending the object data
to the host, or as the object data is being sent, and the signature would thus be

available for the host to read from the solid state device.

Conclusion
[0089] The present disclosure includes methods, devices, and systems
for object oriented memory in solid state devices. One embodiment of a method
for object oriented memory in solid state devices includes accessing a defined set
of data as a single object in an atomic operation manner, where the accessing is
from a source other than a host. The embodiment also includes storing the
defined set of data as the single object in a number of solid state memory blocks
as formatted by a control component of a solid state device that includes the
number of solid state memory blocks.

[0090] It will be understood that when an element is referred to as being

" "o

on," "connected to" or "coupled with" another element, it can be directly on,
connected, or coupled with the other element or intervening elements may be
present. In contrast, when an element is referred to as being "directly on,”
"directly connected to" or "directly coupled with" another element, there are no
intervening elements or layers present. It will be understood that when a first
element is referred to as being "connected to" or "coupled with" another element,

the first element is physically attached to the other of the two elements is
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intended. In contrast, when elements are referred to as being “operably
coupled,” the elements are in communication with one another. As used herein,
when it is stated that a solid state control component can perform an action, it
will be understood as an abbreviated substitute for “the control component that is
configured to” or “the control component that is configured to execute by way of
a processor”. As used herein, the term “or” by itself is inclusive of the plurality
of linked elements, rather than being used in an exclusive manner, unless
explicitly stated otherwise. Further, as used herein, the term "and/or" includes
any and all combinations of one or more of the associated listed items.

[0091] It will be understood that, although the terms first, second, etc.
may be used herein to describe various elements and that these elements should
not be limited by these terms. These terms are only used to distinguish one
element from another element. Thus, a first element could be termed a second
element without departing from the teachings of the present disclosure.

[0092] In the detailed description of the present disclosure, reference is
made to the accompanying drawings that form a part hereof, and in which is
shown by way of illustration how one or more embodiments of the present
disclosure may be practiced. These embodiments are described in sufficient
detail to enable those of ordinary skill in the art to practice the embodiments of
this disclosure, and it is to be understood that other embodiments may be utilized
and that process, electrical, or structural changes may be made without departing
from the scope of the present disclosure.

[0093] As will be appreciated, elements shown in the various
embodiments herein can be added, exchanged, or eliminated so as to provide a
number of additional embodiments of the present disclosure. In addition, as will
be appreciated, the proportion and the relative scale of the elements provided in
the figures are intended to illustrate the embodiments of the present disclosure,
and should not be taken in a limiting sense.

[0094] The terminology used herein is for the purpose of describing
particular embodiments only and is not intended to be limiting of the disclosure.
As used herein, the singular forms "a," "an,” and "the" are intended to include
the plural forms as well, unless the context clearly indicates otherwise. It will be
further understood that the terms "comprises"” and "comprising," as used in this

specification, specify the presence of stated features, integers, steps, operations,
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elements, or components, but do not preclude the presence or addition of one or
more other features, integers, steps, operations, elements, components, or groups
thereof.

[0095] Unless otherwise defined, all terms (including technical and
scientific terms) used herein have the same meaning as commonly understood by
one of ordinary skill in the art to which this disclosure belongs. It will be further
understood that terms, such as those defined in commonly used dictionaries,
should be interpreted as having a meaning that is consistent with their meaning
in the context of the relevant art and the present disclosure, and should not be
interpreted in an idealized or overly formal sense unless expressly so defined
herein.

[0096] Although specific embodiments have been illustrated and
described herein, those of ordinary skill in the relevant art will appreciate that an
arrangement calculated to achieve the same results can be substituted for the
specific embodiments shown. This disclosure is intended to cover all
adaptations or variations of various embodiments of the present disclosure.
[0097] [t is to be further understood that the above description has been
made in an illustrative fashion, and not a restrictive one. Combination of the
above embodiments, and other embodiments not specifically described herein,
will be apparent to those of ordinary skill in the relevant art upon reviewing the
above description.

[0098] The applicability of the various embodiments of the present
disclosure includes other applications in which the above methods, devices, and
systems are used, for example, in association with other computing systems,
mobile devices and/or systems, and the like. Therefore, the applicability of
various embodiments of the present disclosure should be determined with
reference to the appended claims, along with the full range of equivalents to
which such claims are entitled.

[0099] In the foregoing Detailed Description, various features are
grouped together in a single embodiment for the purpose of streamlining the
disclosure. This method of disclosure is not to be interpreted as reflecting an
intention that the disclosed embodiments of the present disclosure need to use
more features than are expressly recited in each claim. Rather, as the following

claims reflect, inventive subject matter lies in less than all features of a single
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disclosed embodiment. Thus, the following claims are hereby incorporated into
the Detailed Description, with each claim standing on its own as a separate

embodiment.
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What is Claimed is:

1. A method of object oriented memory in solid state devices, comprising:
accessing a defined set of data as a single object in an atomic operation
manner, wherein the accessing is from a source other than a host; and
storing the defined set of data as the single object in a number of solid
state memory blocks as formatted by a control component of a solid state device

that includes the number of solid state memory blocks.

2. The method of claim 1, wherein the storing is performed once the atomic

operation is completed.

3. The method of claim 1, wherein accessing the defined set of data in the
atomic operation manner includes using a pointer to a last known-good version

of such data until initial access to the defined set of data is complete.

4. The method of claim 1, wherein storing the defined set of data to the
number of memory blocks includes writing multiple copies of the defined set of
data each in separate memory blocks after independently performing an atomic

operation on each of the multiple copies is complete.

5. The method as in any one of claims 1-4, wherein the method includes the
solid state device providing the host with a previously stored version of the
defined set of data upon detecting multiple read requests to a newly stored

version of the defined set of data during a particular period of time.

6. The method of claim 5, wherein detecting multiple read requests to the
newly stored version of the defined set of data includes the solid state device
and/or the host detecting multiple read requests to a newly stored boot image

required for a booting operation in a system managed by the host.

7. The method of claim 6, wherein detecting multiple read requests to the
newly stored boot image includes the solid state device providing the host with a

last known-good version of a boot image.
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8. The method as in any one of claims 1-4, wherein accessing data includes
accessing the data in a mobile system selected from a group including:

a digital camera;

a digital music device;

a network device;

a mobile telephone;

a personal digital assistant device; and

a laptop computer.

9. A method of object oriented memory in solid state devices, comprising:

accessing a defined set of data as a single object, wherein the accessing is
from a source other than a host;

performing a read-verify operation on the accessed defined set of data;
and

storing the defined set of data as the single object in a number of memory
blocks as formatted by a control component operably coupled to a solid state

device that includes the number of solid state memory blocks.

10. The method of claim 9, wherein the storing of the defined set of data as

the single object is performed once the read-verify operation is completed.

11. The method claims 9, wherein performing the read-verify operation on
the accessed data includes using a pointer to a last known-good version of a
previously stored defined set of the data until the read-verify operation on the
accessed defined set of new data is completed and the storing of the defined set

of new data is completed.

12. The method as in any one of claims 9-11, wherein the method includes
independently performing the read-verify operation on multiple copies of the
defined set of new data before a write operation on each of the copies is
performed and subsequently storing copies of the defined set of new data in
which the read-verify operation detected fewer than a particular number of

CITOrS.
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13. The method of claim 12, wherein the method includes storing multiple
copies of the defined set of new data once the read-verify operation is

successfully completed.

14. The method of claim 13, wherein the method includes providing
automatic fail-over to a read-verified copy of the data when at least the particular
number of errors is detected in another of the multiple copies of the defined set

of new data.

15. The method of claim 13, wherein the method includes providing
automatic fail-over to a read-verified copy of the defined set of new data when at
least a particular number of new errors are detected in another previously read-

verified and stored copy of the defined set of new data.

16. The method as in any one of claims 9-11, wherein performing the read-

verify operation includes performing a cyclic redundancy checking operation.

17. The method as in any one of claims 9-11, wherein the method includes
performing an error correction operation when a particular number of errors are
detected in at least one of a number of previously read-verified and stored copies

of the defined set of data.

18.  The method of claim 17, wherein performing the error correction
operation includes performing a bit-by-bit comparison of multiple previously
read-verified and stored copies of the defined set of data, wherein the solid state
device validates one or more copies from among the multiple copies by selecting

from a majority of matching copies.

19. The method as in any one of claims 9-11, wherein the method includes
providing an arithmetic signature in the defined set of data prior to accessing the
data from the source, wherein the arithmetic signature is provided by the solid

state device back to the source for detection of errors.
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20. The method as in any one of claims 9-11, wherein the method includes
providing an arithmetic signature in the defined set of data prior to accessing the
data from the host, wherein the arithmetic signature is provided by the solid state

device back to the host for detection of errors.

21. A solid state device, comprising:

a control component coupled to a number of solid state memory arrays in
the solid state device, wherein each array has multiple physical blocks of
memory cells and wherein the control component is configured to:

access a defined set of data as a single object; and
store the defined set of data in the number of arrays as the single

object.

22. The device of claim 21, wherein the control component includes an
associated processor that manages formatting of the single object in the physical

blocks of memory cells in the number of arrays.

23.  The device of claim 21, wherein the multiple physical blocks of memory

cells are arranged in a non-volatile NAND or a non-volatile NOR architecture.

24. The device of claim 21, wherein the defined set of data is for a boot

image or an operating system.

25. The device of claim 21, wherein the control component is configured to
store the defined set of data in a particular partition of the number of memory

arrays of the physical blocks of memory cells.

26.  The device of claim 21, wherein the control component is configured to
store the defined set of data beginning-to-end in a number of contiguous physical

blocks of memory cells.

27. The device as in any one of claims 21-26, wherein the control component
is configured to access the defined set of data and store the defined set of data in

the number of arrays after completion of an atomic operation.
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28.  The device of claim 27, wherein the control component is configured to
assign a pointer to a last known-good copy of the data in the arrays until
completion of the atomic operation, wherein the pointer directs a read of the data

to be performed on the last known-good copy.

29. A solid state device, comprising:

a control component coupled to a number of solid state memory arrays in
the solid state device, wherein each array has multiple physical blocks of
memory cells and wherein the control component is configured to:

access a defined set of data as a single object, wherein one or
more
iterations of the defined set of data are accessed; and
store multiple copies of the one or more iterations to particular

locations in the number of arrays as the single object.

30. The device of claim 29, wherein the control component is configured to

store each of the multiple copies in a physically different array of the number of

arrays.
31. The device of claim 29, wherein the number of arrays is one.
32.  The device as in any one of claims 29-31, wherein the control component

is configured to store at least one of the multiple copies in physical blocks of the

arréy determined to be more reliable than other physical blocks.

33. The device of claim 32, wherein the physical blocks of the array
determined to be more reliable are physical blocks having single-level memory

cells.
34. The device of claim 32, wherein the physical blocks of the array

determined to be more reliable are physical blocks having memory cells that

have been reused fewer times than memory cells of the other physical blocks.
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35. The device as in any one of claims 29-31, wherein after the one or more
iterations of the accessed data are accessed, the control component is configured
to independently verify multiple copies of the one or more data iterations prior to

storing the single object in the array.

36.  The device of claim 35, wherein the control component is configured to
read and independently correct a number of errors found prior to storing the

single object in the array.

37.  The device of claim 36, wherein the control component is configured to
assign a pointer to a particular copy of the one or more data iterations as a new

last known-good copy to replace a previous last known-good copy.

38. The device of claim 37, wherein the control component is configured to
send a store completion acknowledgment to a host such that any read by the host

is directed by the pointer to the new last known-good copy.

39. The device as in any one of claims 37-38, wherein the control component
is configured to send a store completion acknowledgement response to a host

that is delayed until a data protection operation is successfully completed.

40. The device as in any one of claims 29-31, wherein the control component
is configured to read the single object beginning-to-end in a number of

contiguous physical blocks of memory cells.

41.  The device as in any one of claims 29-31, wherein the control component
is configured to automatically initiate a read operation based upon a power-on
reset and/or transition of a signal and the read data is automatically sent to a host
where it is used to boot the host or the data is ignored if the data is not required

by the host at that time.

42. The device as in any one of claims 29-31, wherein the control component

is configured to save a new defined set of data as a last install and the last install
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configuration will be defined as a known-good copy after the new defined set of

data has booted successfully as stored at least once.

43. A system, comprising:
a host control component that is configured to be operably coupled to a
host in order to manage a system;
wherein the host control component is configured to be operably
coupled to a control component of a solid state device having multiple solid state
physical memory blocks of memory cells; and
wherein the control component of the solid state device is
configured
to access a defined set of data as a single object and manage the defined set of

data as the single object during subsequent write and read operations.

44.  The system of claim 43, wherein the control component of the solid state
device is configured to store multiple copies of the single object and wherein
each of the multiple copies is separately stored in the multiple memory blocks as

determined by a set of rules for writing to physically separate memory blocks.

45. The system of claim 44, wherein the control component of the solid state
device is configured to store the multiple copies of the single object in a

particular partition of the multiple physical memory blocks of memory cells.

46.  The system of claim 45, wherein the control component of the solid state
device is configured to store each of the multiple copies of the single object in
the particular partition contiguously in a number of the multiple physical

memory blocks for end-to-end data integrity.

47. The system as in any one of claims 45-46, wherein the control
component of the solid state device is configured to store in the multiple physical

memory blocks as determined by logical block addressing.

48.  The system of claim 47, wherein the control component of the solid state

device is configured to store in particular logical block addresses.
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49. A system, comprising:
a host control component that is configured to be operably coupled to a
host in order to manage a system;
wherein the host control component is configured to be operably
coupled to a control component of a solid state device having multiple solid state
physical memory blocks of memory cells;
wherein the control component of the solid state device is
configured
to access a defined set of data in a block oriented manner and manage the
defined set of data in the block oriented manner during subsequent write and
read operations; and
wherein a set of rules is followed by the host control component
and
the solid state device control component to store the defined set of data in

particular logical block addresses.

50. The system of claim 49, wherein the set of rules followed by the host
control component and the solid state device control component allows a write
of the defined set of data in separate and non-partitioned physical memory

blocks in the multiple solid state device physical memory blocks.

51.  The system as in any one of claims 49-50, wherein the set of rules
followed by the host control component and the solid state device control
component includes a particular series of physical memory block numbers to

write the defined set of data.

52. The system of claim 51, wherein the write of the defined set of data is

performed in a particular order.

53.  The system of claim 52, wherein the write of the defined set of data
performed in the particular order includes the host control component providing
an indicator to the solid state device control component to identify a last block of

the defined set of data.
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54. The system of claim 53, wherein the solid state device control component
is configured to read the defined set of data consecutively from a beginning to an
end of the defined set of data as if the defined set of data was stored in an object

oriented manner.

55. The system as in any one of claims 49-50, wherein the solid state device
control component is configured to store multiple copies of the defined set of
data and wherein each of the multiple copies is separately stored to the multiple

memory blocks as determined by the set of rules.

56. The system of claim 55, wherein the solid state device control component
is configured to manage the multiple copies of the defined set of data to provide
read access of the host control component to a last known-good copy of the

defined set of data.
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ACCESSING A DEFINED SET OF DATA AS A SINGLE OBJECT IN AN ATOMIC OPERATION MANNER,
WHERE THE ACCESSING IS FROM A SOURCE OTHER THAN AHOST
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STORING THE DEFINED SET OF DATA AS THE SINGLE OBJECT TO A NUMBER OF SOLID
STATE MEMORY BLOCKS AS FORMATTED BY A CONTROL COMPONENT OF A SOLID STATE
DEVICE THAT INCLUDES THE NUMBER OF SOLID STATE MEMORY BLOCKS
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